
Jailbreaking the AppleTV 3
Tales from a full stack hack
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Target
• AppleTV 3 is apple's 3rd generation set top box  

• Released in March 2012 

• Runs a stripped down version of iOS 

• First public hack almost 8 years later 

• Why is that?
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AppleTV 1st gen

• Released March 2007 

• Intel x86 CPU 

• Runs custom version of OSX 10.4 Tiger 

• Could run linux (unofficially of course)
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AppleTV 2nd gen
• Released September 2010 

• ARM CPU (A4) 

• Runs custom version of iOS 

• Vulnerable to limera1n bootrom exploit 

• Several jailbreaks available
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AppleTV 4th gen
• Released September 2015 

• ARM64 CPU (A8)  

• Runs tvOS (finally "own iOS branch") 

• Can run custom apps! 

• Vulnerable to checkm8 bootrom exploit 

• Supported by various jailbreaks (checkra1n, electra ...)
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AppleTV 3nd gen
• No bootrom exploit 

• No custom apps 

• Less services running than on iPhone 

• Basically web browser hooked up to a TV 

• Apps are mostly just xml / javascript
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AppleTV 3 Homescreen
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PlexConnect
• Previously only hack for ATV3 

• Custom DNS server spoofs ip for trailers app 

• Manually trust TLS certificate 

• Intercept https://trailers.apple.com 

• Control what the browser displays  

• Custom media server, by serving xml and javascript  
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Trust certificate
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ATV3 Custom Browser
• Does not render HTML ! 

• Renders custom XML scheme 

• Custom javascript with global predefined atv object 

• Stripped javascript (not all functionality available) 

• No JIT :(
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EtasonATV
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Setup

• Set custom DNS server 

• Redirect trailers.apple.com to controlled server 

• Trust custom self-signed certificate
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Trailers App
• Requests: "GET /appletv/us/

js/application.js HTTP/1.1" 

• Several custom callbacks  

• Sample from PlexConnect 
(https://github.com/iBaa/
PlexConnect/blob/master/
assets/js/application.js)
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Trailers App

• Call atv.loadURL() to load 
custom xml
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view.xml
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view.xml

• Import JS file 

• Call JS function
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exploit.js
• Download resources (stage1.bin + bootstrap) 

• No binary download available 

• Encode files base64 before serving 

• No base64 decoder available 

• Manually write javascript base64 decoder
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JS Bug

• Use Bug found by 
KeenLab 
to 
overlap 
Array() with 
Uint32Array()

http://powerofcommunity.net/poc2016/keen.pdf
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exploit.js
• Leak pointers to JS objects & WebKit (dyld_shared_cache) 

• Leak ASLR slide 

• Smash Uint32Array to set ptr=0, len=0xffffffff 

• Array is full virtual address space now! 

• Build ROP chain in Uint32Array 

• Corrupt JS function object and stack pivot to ROP chain
More Info: https://www.youtube.com/watch?v=xkdPjbaLngE 
What do Nintendo Switch and iOS 9.3 have in common? CVE-2016-4657 walk-throughhttps://t.me/learningnets
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exploit.js: problems
• Binaries not accessible 

• How to build ROP chain? 

• Firmware files encrypted 

• Keys not available :( 

• Need to dump memory 

• But where?
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Crashlogs!
• Tell you: 

• Fault address 

• Backtrace of all running threads 

• Register state of crashed thread 

• All mapped libraries
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Getting crashlogs

• idevicecrashreport (libimobiledevice) 

• Requires USB connection 

• HDMI port very close to USB port 

• Requires "hardware hacking" to connect both at the same time
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"Hardware hacking"
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Update: Getting crashlogs

• idevicecrashreport (libimobiledevice) 

• Requires USB connection 

• HDMI port very close to USB port 

• Requires "hardware hacking" to connect both at the same time
Works via WiFi too!
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Dumping memory
• We know what to dump 

• libsystem_kernel.dylib (for syscalls) 

• libAVFAudio.dylib (greatest gadgets) 

• AddressBook.framework (hopefully unused framework on ATV) 

• We know where to dump (through crashlog mappings)
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Dumping memory

• Read vmem through  
Uint32Array 

• Hex encode bytes 

• Send data via GET request
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Python Flask Server

exploit.js
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Dumping memory: problems

• App crashes after dumping 2KB
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Emulating remote
• Github project pyatv emulates apple tv remote app 

(https://github.com/postlund/pyatv/) 

• Use python to press buttons on remote 

• Press: down 

• Press: select

• sleep 15 sec and repeat 

• On average ~3KB / 15 sec --> ~200Bytes/s (let it dump a bit....)
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Codesign bypass

• Use ROP to deploy 
codesign bypass 
as presented by 
Max Bazaliy 
DEFCON 2016

https://media.defcon.org/DEF CON 24/DEF CON 24 presentations/DEF CON 24 - Max-Bazaliy-A-
Journey-Through-Exploit-Mitigation-Techniques-On-Ios-UPDATED.pdf
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stage1.bin

• stage1.bin compiled as raw: 

• sizeOfCodeSection (4Byte) 

• Code section (up to page boundary) 

• Data section

Code

Data

size
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ROP chain

• ROP chain uses  
codesign bypass 
to mmap stage1.bin 
executable 

• Jumps to start of 
stage1.bin
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ROP gadgets

• ROP from JavaScript 
is very easy!
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ROP chain: problems

• Short ARM/THUMB functions  
end with bx lr 

• Don't pop pc from stack 

• Can't call in ROP chain ?
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ROP chain: solution
• Look for gadgets ending with a function call 

• If function call is lazy_linked it will have stub 
to deref a pointer 

• Replace value at funny_pointer with 
address of mprotect() 

• Now we can call functions ending in bx lr

• Make sure other threads don't rely on that 
function (here: AddressBook.framework)
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stage1.bin
• Bruteforce dyld ASLR slide 

• Resolve dlopen and dlsym 

• Set stack to past data 
segment (repair ROP) 

• Manually link all external 
functions 

• Suspend all other threads

http://blog.tihmstar.net/2018/01/modern-post-exploitation-techniques.htmlhttps://t.me/learningnets



Kernelexploit

• Exploit CVE-2016-4655: Info leak 

• KASLR bypass 

• Exploit CVE-2016-4656: Memory corruption 

• Get kernel R/W and tfp0 (task_for_pid_0)
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Problem: no kernel binary

• Need to know offsets for exploit 

• Use other kernels as template and guess offsets for ATV 

• Port checkm8 exploit and decrypt kernel 

• Dump kernel...
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https://www.blackhat.com/docs/eu-17/materials/eu-17-Bazaliy-Jailbreaking-Apple-Watch.pdf
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Update: Problem: no kernel binary

• Need to know offsets for exploit 

• Use other kernels as template and guess offsets for ATV 

• Port checkm8 exploit and decrypt kernel 

• Dump kernel...

Newer kernels are not encrypted 
anymore!
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Postexploit

• exploit.js puts a pointer to 
Uint32Array containing 
bootstrap  
before mprotecting it to RX 

• We can find that pointer in C 
code and write contents to a 
file
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Postexploit

• If /bin/mkdir does not exist... 

• Save bootstrap from memory to  
/tmp/bootstrap 
and run it

https://t.me/learningnets



Bootstrap
• Download: 

tar, launchctl, Cydia.tar, 
untether.deb 

• Extract Cydia.tar to / 

• Run 
/usr/libexec/cydia/startup 

• dpkg -i untether.deb 
(doesn't work for some reason) 

• Copy to /var/root so user can 
install manually
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Post-bootstrap

• Clean up kernel exploit 

• Run ssh daemon 

• Restart Homescreen
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Persistance

• Due to secure boot chain the kernelpatches are not persistent 

• SSH won't run after reboot (no valid code signature) 

• Re-running exploit through trailers app every time kinda sucks 

• Need to automatically re-exploit at every boot somehow
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Untether
• Boot sequence starts rtbuddyd daemon with --early-boot argument 

• Replace rtbuddyd with jsc (JavaScriptCore) binary 

• Apple's own binary with valid code signature 

• On boot jsc tries to open the file /--early-boot and execute containing JavaScript 
code 

• Exploit bug in jsc (or WebKit) to get code exec 

• Reuse same payload as before to run kernel exploit 

• We have JIT this time, so no need for ROP!
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Untether: problems
• Can't start LaunchDaemons for some reason 

• SSH doesn't start :( 

• Literally the only thing i want to work 

• 2 Options: 

• Debug the problem properly 

• Create a workaround so that ssh starts after all
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launchd

syslogd

rtbuddyd 
(jsc) child

ssh

bash child child

• rtbuddyd and all it's children can't 
talk to launchd 

• launchctl not working 

• "launchctl load openssh.plist" 
doesn't work 

• Other things not working 
properly 

• jsc needs to return success for 
boot to continue

Untether: problems
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launchd

syslogd

rtbuddyd 
(jsc) ssh

bash bash

• Exploit spawns daemonloader binary 

• Use libtakeover to control other 
process (https://github.com/tihmstar/
libtakeover) 

• Make syslogd talk to launchd and 
load LaunchDameons 

• Makes launchd spawn sshd properly 

• Everything works fine :D

Untether: solution

daemonloader
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Summary
• Redirect DNS, trust selfsigned TLS cert, spoof trailers app 

• Run javascript exploit to get ROP execution 

• Use ROP to chainload payload written in C 

• Payload executes kernel exploit, patches kernel and runs bootstrap 

• Deploy another javascript exploit to run at every boot (with kernel exploit) 

• Full untethered jailbreak for ATV 3 

• Lets you ssh into your ATV
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What can i do with a jailbroken 
ATV 3?
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I really don't know!
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Funny cat pictures screensaver!
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