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REPORT

Introduction

Babuk ransomware is a new ransomware threat discovered in 2021 that attacked at least
five big enterprises, with one already paying the criminals $85,000 after negotiations. This
ransomware, as other variants, is deployed in the network of enterprises that the criminals
carefully target and compromise. This modus operandi is known as the Big-Game hunting
strategy.

The group behind Babuk has also adopted the same strategies as other ransomware groups
and has leaked the stolen data.

The sample analyzed in this report has the following hash:
8203c2f00ecd3ae960cb3247a7d7bfb35e55¢38939607c85dbdb5c92f0495fa9.

This hash is related to version 1 of Babuk. It comes as an executable of 32 bits compiled
in Visual C/G++ and has a small size of 30kb. This initial version is neither protected nor
obfuscated.

In this report, McAfee® Advanced Threat Research (ATR) provides a deep insight of this new
ransomware variant called Babuk.
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REPORT

Technical Analysis of Babuk Ransomware

Summary of Findings

= Babuk ransomware is a new ransomware family originally
detected at the beginning of 2021.

= |ts operators adopted the same operating methods as
other ransomware families and leaked the stolen data.

= Babuk's codebase and artefacts are highly similar to Vasa
Locker's.

= Babuk advertises on both English-speaking and Russian-
speaking forums.

= The individuals behind Babuk ransomware have
explicitly expressed themselves negatively against the
BlackLivesMatter (BLM) and LGBT communities.

= At least five companies have been breached as of
January 15, 2021.
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The ransomware supports command line operation
and embeds three different built-in commands used to
spread itself and encrypt network resources.

It checks the services and processes running so it can kill
a predefined list and avoid detection.

There are no local language checks, in contrast to other
ransomware gangs that normally spare devices in certain
countries.

The limited diffusion of the ransomware may indicate
that those behind it are not working within an organized
group or with other partners.

The most recent variant has been spotted packed (see
the ‘Additional Resources’ section).
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Infection Map Underground

Babuk actors have been very verbose on an underground forum. The
following screenshot shows a post where the authors advertised their leaks
and their new support website.

Babuk for press

by b - S

w biba99

GOD

Figure 1. Infection map.

insom 2gb allleaked

p LAlias Primary SMTP Address PW
Aaron Ruffins aaron.ruffins Aaron. Ruffi bocagroup.com Ar556677a@01
Alejandrina Gallardo ina.gallardo j i agroup.com 1
Alex Alex. Alex. agroup.com AmB789a@01
Andrew Joseph Andrew.joseph Andrew.Joseph@bacagroup.com Aj5454a@01
Atif Chaudhry Atif.Chaudhry Atif.Chaudhry@bocagroup.com Ac98765a@01
AtlanticHR AtlanticHR I b om HRsupp
Bernadette Wernon Wernon . agroup.com Bw0135b@01
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As seen in the screenshot below, the persona with the username “Biba99,” Two websites are currently accessible; one is used to release the stolen data
created on August 26, 2020, has been active on the forum. All of Biba99's while the other is used as a support website:

t in the English | :
POSES are I the ENBISh fanguage = hxxp://gtmx56k4hutn3ikv.onion

> Prafile of biba99 = hxxp://babukq4e2p4wu4iq.onion

v biba99

GOD User

Status: Offline (Last Visit Yesterday at 08:45 PM)

About Us

bibad99's Forum Info biba9%'s Forum Statistics

— Total Threac What is BABUK?

GOD 4 5)
Non malicious, specialized software, created with purpose to show the security issues inside
the corporate networks.

Babuk uses its own implementation of SHA256 hashing, ChaCha8 encryption, and Elliptic-
curve Diffie-Hellman (ECDH) key generation and exchange algorithm to protect its keys and
encrypt files

rofile Permalink]

What issues are we talking about and why we are not a criminals?

Published evidence suggests the group breached companies in the transport,
healthcare, plastic, electronics, and agricultural sectors.

In our understanding - we are some kind of a cyberpunks, we randomly test corporate
networks security and in case of penetration, we ask money, and publish the information about

However, only two companies so far have had their data published by those threats and vulnerabilities we found, in our blog if company doesnt want to pay.

behind the Babuk ransomware. This may indicate that the other victims For example, imagine the situation: villians intruding the building company's network (huge

decided to pav the ransom to avoid havinge their data leaked. The Babuk developer who specializes on sport objects), those villians doesn't care about money, they are
p y g : crazy fanatics from terroristic organization, they get the blueprints and schematics... just think

operators have indicated they may have breached several other companies. what going to be furter.

Our audit is not the worst thing can happen to your company, but think twice, pay by money,

W biba99
We are babuk, and we promise you many interesting leaks this year, unl course the companies pay) of maybe the people lives...

https:fit-mellearningnetsmuare
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=)

Welcome to Leaks site

created by babyk ransomware

&

Interestingly, in the new version of the website, the malware developers
changed the name from Babuk to Babyk. In Russian, the Cyrillic letter Y
sounds similar to the Latin letter U.

Itis interesting to note that the Babuk authors are making efforts to gain
legitimacy on underground forums, either to advertise for future stolen data
or to find potential new partners.

https:fit-mellearningnetsmuare

Underground Observations

The team behind Babuk first gained attention by advertising its activity on
an English-speaking forum. Initially this was a bit out of the ordinary, since
most major ransomware families prominently advertise and communicate
on the Russian-speaking forums, though it was not long before we noticed
Babuk activity on them too. Below is a screenshot of an affiliate recruitment
advertisement, machine translated from Russian.

babuk

byte

Registration
08.01,2021 (ID: 112
640)
Virology / malware
activity
Deposit
0.450173B

Posted: January 8 (changed) A complaint <

Hello! We are looking for additional hands of pentesters for our targets.

‘we are a team that works with a lot of our own material.

Now a new direction is open access is citrix, rdweb access + spawn to your clean cob.
What conditions?

Your 40 percent payout our 60

Al targets USA, EU from 800kk revenue

From you resume and deposit in your profile (symbolic in 15k usd)

Dialogue with clients on our side, you see all o (everything is i}

About the product

‘we are working with our own already tested win solution

+ at the test stage a solution for esxi, nas.

Loker has already appeared well enough in the media in a short time

The solution for working with esxi networks is ready for work, the software is tested and works on versions 6+
At 5x, tests are currently underway, at the end of encryption, you get a detailed report on the lock in the terminal

Statistic:

Skipped: 232
Files count: 72
GB Encrypted: 0.740114

In this regard, we will take a couple of advertisers on board, win + esxi locker, communication with clients via tor, a blog, at the
moment we are developing a new convenient admin panel, while its development is underway for advertisers at a rate of 90 to
10 after 80 to 20

2 places - free

The advertisements on the Russian-speaking forums were more geared
towards affiliate recruitment and details on technical improvements of their
malware, whereas the English-speaking forum advertisements were more
focused on victim announcements.
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As mentioned earlier, Babuk’s posts are quite verbose. In its initial
introductory message, Babuk states that it does not attack (whitelist)
hospitals, non-profits, schools, or companies with less than a certain amount
of revenue.

Who is in the whitelist?
We do not audit next categories of organizations

rivate dental clinics)
> help LGBT and BLM)

*Hospitals (except private plastic surgery cli

spt the foundations w

n-profitable charitable fo

indation (ex
ools >t the major universities)
*Compar with annual revenue le 1an 4 min$ (info about revenue we take from zoominfo)
However, what stands out is the explicit mention that it does attack
organizations that support the LGBTQ or BlackLivesMatter causes. We have
not observed this explicit mentioning before and believe, with a medium
level of confidence, that this might be an indication that the criminals
behind Babuk are from a social climate where LGBTQ and equality are not

supported.

The explicit mentioning of the business intelligence tool ZoomInfo confirms
our belief that ransomware criminals not only use the breached access to
their victim's network to determine a ransom amount, but also rely on such
tools to determine the net worth of an organization.

https:fit-mellearningnetsmare

Update for Unix Machines

In a recent post we observed a new comment from the Babuk authors, which
suggests they have prepared a Unix variant of the ransomware, to target
NAS, ESXi servers or any other Unix system.

W hiba99 2
Babuk locker version available for * nix (esxi, nas)

GOD User

GOD

Aug 2020

This message shows that Babuk authors are enforcing their relationship with
potential partners or customers and extending their capabilities to other
systems. We are actively monitoring this threat to detect future versions of
the ransomware.
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Technical Details

The compiled timestamp is December 30, 2020. The sample was compiled
without support for operating systems prior to Windows Vista. This is the first
version released by the Babuk actors.

More information about the sample can be seen in the following table:

Name 8203c2f00ecd3ae960cb3247a7d7bfb35e55c38939607c85dbdb5c92f0495fa9
Size 31232 bytes

File-Type EXE

SHA 256 8203c2f00ecd3ae960cb3247a7d7bfb35e55c38939607c85dbdb5c92f0495fa9

Compile time 30 December 2020 (seems legit)

The malware is a 32-bit executable (“.EXE").

Y e P B R

[ File: ]lBZDSCZFEIDE:cdﬂaegﬁﬂch324?a?di‘hfh35&55{3;39?.ﬂ?cﬁﬂbL. .' __" -7
Entry Point ¢ [000049C0 | loo| (<] EF i ;

File Offset : [ooon3Dco | i 1
Lirker Info: (1427 | m
File Size :  [pooo7aooh | _

Irnage |5 32bik xecutable

The first action is a check for the arguments provided in the command line,
using the function “GetCommandLineA.” This is done later with a custom
function to get the buffer of arguments prepared.

push ebp

moy ebp, esp

Sub psp, 2780

mow eak, _ security_cookie

Hor eax, ebp

mow [ebp+var_ 4], eax

mow [ebp+LocalVarLanMode], @ ; default mode is lansecond
mow [ebp+LocalVarHumber0Far gunentsConnandLine], B

1lea eax, [ebp+LocallarHumberDfirgumentsConmandline]

push FH] HIE T

call dh.GeLCuulundLlan

push 3 1pString

u;‘.':l B-Il.ll.lllg!'.Cl.ll‘lldlldLlllt‘bl’ll’;Il.l1lt'lllb[I'IL'.ILJ:I.BLIFFEI'FUIIUI.].UII

a s,

mow [ebp+LocalPolnter ToBuf FerOfirgumentsCommandLine] , eax
cip [ebp+LocalVarHupberdfargumentsCommandL ine], 1

jle se_shubdoun_paramebers

moy [ebp+LocalVarargunentsCommandl ineCounter], 1

Jmp short _check_if_need_check_argumenbs_and_check_Lan_firsl |

Figure 3. Get command line and arguments.

If no argument is passed, the malware has a mode to encrypt the network by
default, but the following arguments can be added in the command line:

-lanfirst
-lansecond

-nolan

|Micrasoft Visual C++ ver, ~6,0~7,10 - Linker 14 - Visual 2015'
Lamet Info - Help Hink - Unpack infa ¢
( Creation Date from exe header : 30 December 2020

Figure 2. Information about the sample.

The malware is not protected in any way and does not use any packer.

https:fit.mellearningnetsmuare

= The switch “-lanfirst” forces the mode of behavior to be “1”
= "|ansecond” forces the mode of behavior to be “0" (default value)

= “_nolan” forces the mode of behavior to be “-1”
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_check_if_need_check_argunents_and_checlk_lan_first: ; GODE XREF: startssafj

Mo edx, [EDp*Lﬂl::llUIII'I'II‘gUI'IEl'ItS[:I]mrl:llldLiI'IEU{llll'ltl!l“]

cp ed®, [ebp+LocalVarHumberDEargunentscommandline]

joe _se_shutdoun_paraneters

push oFFset alanfirst ; “-lanfieste

mou Pax, 4

shl eax, B

moy eck, [ebp+localPointerToBuffFerlFArqumentstammandline]
moy edx, [eckeeax]

push edx ; lpStringd

call ds:lstronph ; in this case the check is sensitiuve
test BaxX, 8ax

jnz short check lan second string

mou [ebptLocalBarlantode], 1 ; set var ta 1 if is the lanfirst string
jnp short prepare to check arquments command line

Figure 4. Check arguments.

These command line options allow the malware to be very flexible,
encrypting the mounted folder before or after the local disk. This support
to use arguments gives the operators an easy way to encrypt the network
resources.

At this point, we can note a programming mistake. The malware checks all
arguments in the command line for these three switches and overrides the
behavior mode based on the last valid argument. The malware developers
do not use a “break” instruction to finish the argument loop when they get a
valid argument, wasting time.

For example, “malware.exe -lanfirst -nolan” prevents the malware from
encrypting the network as “-nolan” overrides the behavior mode of “-lanfirst.”

The next action is changing its shutdown level, setting this level to 0 with
the function “SetProcessShutdownParameters.” This behavior is not very
common in ransomware, but this forces the operating system to show a

warning message at shutdown/reboot time, saying the malware process

cannot be closed. The user is forced to reboot or shutdown the machine
manually.

https:fit.mellearningnetsmuare

se_shutdown_parameters: CODE XREF: start+hatfj

"

; start+771j
push [} ; dwFlags
push a 3 duLevel
call ds:SetProcessShutdownParameters

Figure 5. Set shutdown level as critical process.

The next action is enumerating all services in the system and stopping all of
those which exist in a hardcoded list in the malware.

To perform this action, the ransomware gets the Service Control Manager
using the function “OpenSCManagerA” and, with this handle, enumerates all
services in the system.

sub esp, 9hn

mowy eax, _  security_cookie

®or eax, ebp

mou [ebp+uar 4], eax

push esi

push edi

mow [ebp+lpServices], @

call ds:GetTickCount

mouy [ebprLocalVarTimeTick], eax ; sawe time tick to later check wl
mow [ebp+var_ 78], 30808 ; 5 seconds

push @F BA3Fh ; dubesiredfccess

push [} ; lpDatabaseHane

push ] ; 1pHachineHame

call ds:0penSCHanagerd ; opeén SC Manager |

mow [ebp+hiCHanager], eax

chp [ebp*hiCHanager], B8

iz _exit

moy [ebprlLocallarServicesCounter], 8 ; set cownter var to 8
inp short _check_counter

Figure 6. Get Service Control Manager.
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The malware checks the status of the service if it is running. If this is the case, The next action is checking the processes running in the victim system and

it receives the list of services that depend on it and stops them. closing them if they have a name within a hardcoded list in the malware.
cmp [ebp+LocalllarServicesCounter], LA
jnb close_service_manager_handler push ebp
pl.ISll Iy 5 nwl]e*_;ireﬂnr:l:ess mov Ehp, Esp
moy BCH, [ehp*Lgcalllal'SEl'umeanunEer] sub esp, 240h
mow edx, 1pServiceHame[ecx=*l s Usin the counter access to the f ' = =
push e P ; {ps”u{ce“ane 9 noy eax, __ security_cookie
mov eax, [ebp+hsthanager] xor eax, ebp
push eax : hSCHanager now [ebp+var_4], eax
call ds:OpenServicen push 4 ; th32ProcessID
moy [ebprhService], eax push AF h ; dwFlags
cmp [ebp+hService], © call CreateToolhelp32Snapshot
iz _prepare_to_update _counter moy [ebp+hSnapshot], eax
Lea ecx, [ebp+pcbBytesieeded] mow [ebp+pe.dwSize], 22Ch ; important set the size of ti
push PN » pehBytesHeeded 1 B+ e
push  2uh ; chBuf$ize ea eax, [ebp+pe] )
lea edx, [ebprBuffer] push S i lppe
push  edx ; lpBuffer nov ecx, [ebp+hSnapshot]
push o : Infoleuvel push BCx ; hsnapshot
moy eax, [ebp+hService] call Process32FirstH
push eay 3 hservice moy [ebp+LocalVarExistHextProcess], eax
call ds:QueryServiceStatusEs ; query service status |
test eax, eax
iz close _service handler Figure 8. Get processes list in the victim machine.

Figure 7. Get service to stop.

For this, the malware uses the functions “CreateToolhelp32Snapshot,”

For these actions, the functions “QueryServiceStatusEx,” “OpenServiceA,” Process32FirstW,” “Process32NextW,"” “OpenProcess,” and
“EnumDependentServicesA,” and “ControlService” are used. The list of the TerminateProcess.

T T — —
services closed can be read in the I0C part of this report. E cax, [Ebpepe. thaoProcessiD]

push Bax ; dwProcessld

push [t} + bInheritHandle

push 1 ; duwbesirediiccess

call ds:0penProcess

oY [ebp+hProcess], eax

cmp [ebp+hProcess], @

]z short prepare et nedt process

push 9 ; UExitCooe

now eck, [ebp+hProcess)

push (4] 3 hProcess

call di:TerminateProcess |

nov edx, [ebprhProcess]

push L ; hibject

call ds:Closelandle

Figure 9. Open the process and terminate it.

https:fit-mellearningnetsmuare
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The next action is destroying the shadow volumes of the victim machine. Babuk checks its behavior mode and encrypts the files in the
It checks if the operating system is 64-bit or 32-bit using the function network resources, using the functions “WNetOpenEnumW" and
“IsWow64Process” in a dynamic call (as it does not exist in 32-bit operating "WNetEnumResourceW.”
systems) and removes the file system redirection to destroy the volumes. T REED T
push a ; duType
suly esp, 18k ] ] push 2 ; duwicope
nnw eax, SECUrity cookie call WHe tOpenEnumi)
wor eax, eb
now reUp~ua£ 5], eax test eax, Pax
now [ebp+LocallarPreviousStateFsRedirection], @ : set war Lo @ jnz exil i B
call BahukEet | sUnws4PracessAndCall It TobetectOSPLat FarnFanction mow edx, [ehpeBuffersize]
test ax, Bax push edx
}isn zgg;:t Ei;;;:e;;::"? EE;:$;12J11“ cgil BahukEnterBriticalSectionHndﬂeseruEMenuryﬂndLeaueSectinnFunction
Eall a5 zLoadl ibraryR al esp,
nou [ebp+hHodiule], eax moy [ebp+lpHetResource], eax
push offFset ProcHame ; "WoudhDisableWoudsFsRedirection™ = 1] [ebp+1lpHetResource], @
Tiiyis wan, [ebpehbiodule] jz _close_wt_enun
push eax ; hiodule
:;]‘;1 ?:I;:Et:lr::f::g:;:lmiunlemwlw—!nninr‘.ti.nnfun:tinnﬂwesﬂ. pax loop_enunerate resources: ; CODE XREF: BabukHetworkEnumerateTargetsfndCryptTh
chnp [ebp+Locallarbomil i sablebomi bF sRed LrectionFuncl lonfddress], @ ; check against aull lea eax, [ebp+BuFferiize] .
iz short delete shadow wolumes push eax ; lpBuffersize
;:;n :::_ [ebpsLocalUarPrevivustiatef sRedirect ion] mow ecx, [ebp+lpHetResource ]
4 . PR - i ; . push BLX 5 lpBuffer
call [ebp+Locallardomihd isabledomibF sRedlrecLionFuncl lonfddress] ; dgnanic call Lo VowdkDiza lea edx, [ebpeciiount]
push edx 5 lpcCount
Figure 10. Check operating system version. :::n :g:' LebpenEnun] hEnun

call NHetEnunHesourceL’f

To destroy the volume, it uses the native command “vssadmin.exe” with Figure 12. Enumerate network resources.

“ShellExecuteW.”

_delete_shadow wolumes: ; CODE ¥REF: BahukGEl:ﬂSPlatFurmnndlllenuungltEdireutinnIFE |n the encryptlon COde’ the de\/elopers made a Sllght mlStake Where they
push 8 g LatfornfndRenoveFsRedirectiont FEanfndbetete create a number of threads based on double the value of CPU cores on the
gﬂ:ﬂ U ol SR P victim machine. However, they later instantiate only one thread per logic disk
B BFfoct bpecatien': Sepen to encrypt. This means that the encryption process is slow, as it depends
Pull  deshellbxecuted on the number of disks, which is most likely lower than the number of
call BabukGet Islowd4ProcessAindCallltTobetect0SPlatformFunction |
test eax, eax processors.
jz short _manage_securiy_cookie
push of fset akerneld2 dll 41 ; "kernel32. dil”™

Files are enumerated in the typical way for ransomware, but Babuk has
Figure 11. Destroy the shadow volumes. a curious check that other ransomwares do not have; it only encrypts a
maximum of 16 folders deep, meaning that if one folder has 17 or more
subfolders, the 17th and onward are ignored. This is probably to speed up

The malware performs this action twice, first at the time of running, then
the encryption process.

after encrypting all files.

https:fit.mellearningnetsmuare
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push na : 1pString?

muw El:x.. [=bp lvﬁLrluql]

push ECH : lpstrimgt

eall ds tistreaky

i wili, [thr r||--|rn|-04r4 [T EETR ST T |

and edH, 10 check iF is Felder

1z shork _check_if_r Ln an_naEe_nars

g [ohp i ot S e baier nrlwuluir!..lu-u]_ 15 cheek I 18 14 Teesls dasm I (6)dsrs (nuiiss crgpt
ju shUFL  prepare gel nesl File 3 EF wr mury swpld owler im iere deop feldors end chec Lhe meml Fi
LI ean, [ehpeirgumnentiecondHurber nlluri’iﬂnlqn-l

A LELPo B @inhey

wusli HaH AUl iRl B Leve La 00l

oy oM, [eh.olpstrlnglj

piizh BEN 1pitring?

Figure 13. Check level of folder encryption.

The encryption process uses the ChaCha algorithm and protects the key and

nonce with ECDH (Elliptic Curves). The key and nonce are generated randomly

with the function “RltGenRandom.” The private and public keys for ECDH are
generated as such so that these keys are secure, finally using a public ECDH
hardcoded in the malware to get the final key that is used to protect the
ChaCha keys.

Only the malware developers can get this information as they have the
private key to decrypt these keys. Babuk saves the public key generated on
the disk in a file called "ecdh_pub_k.bin.” (NB: Version 2 of Babuk is not using
this file anymore.)

The files and folders to encrypt are checked with a typical hardcoded list with

blacklisted names. After checking if the name is valid to encrypt, it checks
whether the file has the ransom note name. In this case, it fetches the size of
the target file.

https:fit.mellearningnetsmuare

push eax ; lpBuffer

push offset NHame ; “APPDATA™

call ds:GetEnvironmentUariabled

push offset akcdh_pub_k_bin ; “Swecdh_pub_k.bin”
lea ecx, [ebp+Buffer]

push eCK 3 1pstringt

call ds:lstrcaty |

noy [Ehp"ﬂull'lbl.‘rﬂfﬂyl.l:'b"l’illt'rl],

push ; hTemplateFile

push Bﬂh ; duFlagsandattributes

push 1 ; duCreationDisposition
push a i 1pSecurityattributes

push 1 » duShareMode

push L@PORBObh i dubesirediccess

lea edx, [ebpeBuffer]

push edx ; 1pFileHame

call ds:CreateFileW

noy [ebpehFile], eax

cnp [ebpehFile], OFFFFFFFFh ; THUALID_WANDLE_UALUE

Figure 14. Save public key on disk.

If the size is less than 41,943,040 bytes, it encrypts it directly. If the size is
larger, it will split it into three parts.

Like other ransomware variants, Babuk uses the Windows cache to write the
files using “MapViewofFile.” This allows the malware to be faster and bypass
some security programs.

1z _check_if_need_crypt_tile_flag

lea eds, [ebp+FileSize]

push edx ; lpFileSize

ul] eax, [ebprhFile]

push ea 3 hFile

call ds:GetFileSlzeEx 3 get fFile size

pusiy B 3 lpHame

push B ; dwMaximunSizelow

push i} ; dwMaximunSizeHigh

push 4 ; FlProtect

push B ; 1pFileHappingnttributes
oW BCH, [@Dp+hFL1E]

push BCH hFile

call ds: EreateFlleHapplan ; map file in memory to crypt more quickly and a
now [ebpehiileHappinglibject], eax

cnp [ebp+hFileHappingdbject], @

jz Flush file buffers

Figure 15. Map files to hasten the encryption process.
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Previously encrypted files have a new extension, “.__NIST_K571
to them. The malware avoids all files that have this extension.

" appended

—

mowv [ebp+lpstringl], eax

cp [ebp+1pStringi], 8

jz short _prepare_Lo_exil

moy eax, [ebp+lpFileHane]

push eax i 1pstring2
M ecx, [eppelpStringt]

push (12 3 1pstringt

call ds:lstrepyyd

push offset String2 ; & HIST _KSF1

mou edx, [ebprlpitringi]

push edx : lpStringi

call dszlstrcatd

push L] ; dwFlags

mow eax, [ebp+lpStringi]

push ea ; lpHewFileHane

moy ecx, [ebp+lpFileHame]

push eCH i 1pExistingFileNane

call ds:MoveFileExW  ; Sel the ransom extension e mark it as crypted |
iy Eild, [ebpelpstiingt]

Figure 16. Add the extension hardcoded as encrypted file.

After encrypting all files in the folder, the malware drops a ransom note with
the hardcoded name of the victim. This may indicate that only one sample
per target is prepared. The ransomware note name is “How to Restore Your

Another curious thing about Babuk is that before starting the encryption
process, it deletes the contents of the Recycle Bin using the function
"SHEmptyRecycleBinA."

call BanukﬂetﬂSPlatFornnndllenwEFsRedirectiunlFl!annndDeleteshadoullnlurtesnndlleenab
push 7 3 dwFlans

push 1] ; pszHootFath - all recycle bins in the system

push n HLL

call ds:SHEmprylecyclebinn ; empry recycle bin im all units in the systen

Tea pad, [ebpsSysteninfn]

push [TT] ; lpSysteninto

eall dschelSysteninfe 3 get nunber of cores of The cpo

now ecx, [ebprSysteninto. dubunberdfProcessors )

hl ary 1 ETTR I (1T

Figure 18. Empty all recycle bins in the system.

Vasa Locker: v1 Before the v1?

Looking into Babuk's history gives us insights into the team’s past activity.
By doing this research, we can potentially determine the duration of the
development process of the malware. We discovered a sample with a lot of
similarities named “Vasa Locker” on VirusTotal:

. . Name malware.exe_
Files.txt. :
Size 28160 bytes
:all ds:lstropyl T - Fi|e-Type EXE
push offset aHowToRestore_ 8 ; ““‘How To Restore Yowr Files.txt™
m:h sj:. [l!llll"LIJStriIjii:hlm:ri"II1 SHA 256 06d370217abec9468bc22c30ba3be72b8de1a7459f9e927656dcf2613a314bf6
call ds:lstrcatl : joim to the wnit path the name of the ransemuare mote comp"e time 30 November 2020
push a ; hTemplateFile
push n ; duFlagsfndattributes
push 1 ; duCreationDisposition
push 5} : lpSecuritpdtbributes
h 1 ;3 duihareHode
g::n LauauHEn § dde:;:eﬂhcﬁs . . . .
mov  ecx, [ebpelpStringl) By briefly looking at the information, we can see that the sample was
] PLK i 1pFiletame . .
Rall  astcreaterilew | create Fansomsare note File compiled one month before the first release of Babuk v1.
noy [ebp+rhFile], eax
cnp [ebp+hFile], OFFFFFFFFh ; THUALTD_HAMDLE_UaLUE
iz SHorL _reledse mendry

Figure 17. Create ransomware note.
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Vasa Locker has a lot of similarities with Babuk v1:

= Ransom notes look quite similar.

***+BY BABUK LOCKER**+*+
What happend

Your computers and servers are encrypted, backups are deleted from your network and copied. We use strong encryption algorithms, so you cannot
decrypt your data.

But you can restore everything by purchasing a special program from us - a universal decoder. This program will restore your entire network.
Follow our instructions below and you will recover all your data.

If you continue to ignore this for a long time, we will start reporting the hack to mainstream media and posting your data to the dark web.
What guarantees

We value ocur reputation. If we do not do our work and liabilities, nobody will pay us. This is not in our interests.

All our decryption scoftware is perfectly tested and will decrypt your data. We will also provide support in case of problems.

We guarantee to decrypt one file for free. Go to the site and contact us.

How to contact us

Using TOR Browser ( https://www.torproject.org/download/ }:

#hhedeBY YASH LOCKER®##%##%s+

What happend

Your computers and servers are encrypted, backups are deleted from your network and copied. We use strong encryption algorithms, so you cannot
decrypt your dakta.

But you can restore everything by purchasing a special program from us = a universal decoder. This program will restore your entire network.
Follow our instructions below and you will recover all your data.

If you continue to ignore this for a long time, we will start reporting the hack to mainstream media and posting your dakta to the dark web.
What guarantees

We value our reputation. If we do not do our work and liabilities, nobody will pay us. This is not in our interests.

All our decryption software is perfectly tested and will decrypt your data. We will also prowvide support in case of problems.

We guarantee to decrypt one file for free. Go to the site and contact us.

How to contact us

= |n Vasa Locker's ransom note, victims are asked to contact the actor by
using the mail babukrip@protonmail.ch.

= The extension added to encrypted files is the same for both samples
" _NIST_K571__"

= The same cryptographic method is used by both samples.

= The process kill list is the same.

= The directories list is the same.
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By analyzing code similarities between Vasa Locker and the first version of

Babuk, we can see that around 86% of the code is shared:

6>

https:fit.mellearningnetsmuare

o

Conclusion

Babuk ransomware is a new threat that first appeared in January 2021. The
team is gaining more visibility by advertising on underground forums.

The encryption function does not differ much from other ransomware. An
important point to note is the fact that no language blacklist is embedded in
the malware.

The codebase itself and artefacts dropped, like the ransom notes, are highly
similar to what was previously observed in Vasa Locker activities. There is a
clear connection between the two variants, and probably between the teams,
if indeed they are not one and the same.

What stands out with Babuk is the racial and anti-LGBTQ statements in its
advertisements.

We believe that the team started this business very recently, with limited
ransomware coding experience besides a potential Vasa Locker connection,
as the code appears to embed several bugs and has been delivered without
any obfuscation. However, the encryption algorithm used remains solid. Since
we began this write up, a new variant was discovered, improving some of

the mechanisms mentioned in this analysis. Additionally, a packed version of
Babuk has also been found.

McAfee ATR is actively monitoring this threat and will update accordingly.

Additional Resources

= https://sebdraven.medium.com/babuk-is-distributed-packed-
78e2f5dd2e62

= http:/chuongdong.com/reverse%20engineering/2021/01/03/
BabukRansomware/

= https:/www.bleepingcomputer.com/news/security/babyk-ransomware-
wont-hit-charities-unless-they-support-lgbt-blm/



https://sebdraven.medium.com/babuk-is-distributed-packed-78e2f5dd2e62
https://sebdraven.medium.com/babuk-is-distributed-packed-78e2f5dd2e62
http://chuongdong.com/reverse engineering/2021/01/03/BabukRansomware/
http://chuongdong.com/reverse engineering/2021/01/03/BabukRansomware/
https://www.bleepingcomputer.com/news/security/babyk-ransomware-wont-hit-charities-unless-they-support-lgbt-blm/
https://www.bleepingcomputer.com/news/security/babyk-ransomware-wont-hit-charities-unless-they-support-lgbt-blm/
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Coverage

We cover this malware with the name Ransom!Babuk<hash>.

MITRE ATT&CK Techniques

Tactic Technique Observable I0Cs
Defense Evasion Obfuscated Files or Information (T1027) Use ChaCha algorithm and protect the key and nonce with ECDH. Function:
The key and nonce are generated randomly. “RtIGenRandom”

Discovery File and Directory Discovery (T1083) Enumerates files on the system. Functions:
“FindFirstFile”
“FindNextFile”
“FindClose”

System Information Discovery (T1082) Enumerates disk volumes on the system, get disk information, Functions:

query service status.

“FindFirstVolume”

“FindNextVolume”

“FindVolumeClose”

“GetDriveType”
“GetVolumePathNamesForVolumeName”
“GetLogicalDrives”

“QueryServiceStatusEx”

Process Discovery (T1057)

Enumerates processes on the system.

Functions:
“CreateToolhelp32Snapshot”
“Process32First”

“Process32Next”

System Network Connections Discovery (T1049)

Babuk encrypts the files in the network resource.

Functions:
“WNetOpenEnumW”
“WNetEnumResourceW”

Execution Shared Modules (T1129)

Link function at runtime.

Functions:
“LoadLibrary”
“GetProcAddress”
“GetModuleHandle”

Impact Inhibit System Recovery (T1490)

Delete the shadow volumes.

Command:
“vssadmin.exe”
Function:
“ShellExecuteW”
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Execution

Obfuscated
Files or
Information

https:fit-mellearningnetsmare

Discovery

System
Network
Connections
Discovery

10Cs

550771bbf8a3e5625d6ec76d70ed86£6e443£07ce80£f-
£73e47£8249ddd72a8ct

704a0fa7del9564bc743tb68aal652e38bf86e8ab694bc079b15f-
945c85£4320

8203c2f00ecd3ae960cb3247a7d7bfb35e55¢38939607¢c85dbdb5¢c92f-
0495fa?

30fcff7addllea6685a233c8celfc30abe67044630524a6e—
b363573a4a9f88b8

1b9412cab5e9deb29%aeaal3’bel5ae8d0a8a636cl2fdff-
8c17032aa017£6075c02

8140004££3cf4923c928708505754497e48d26d822a95d63bd-
2ed54e14£19766

c5167053129bd4ab5542cfef9e739b0443e22e184cb4c0b57c0490b448 £~
030cfl5

bc4066c3b8d2bb4atf593ced9905d1c9c78£££5bl0ab8dbed 7~
45da913fb2d748

3dda3ee9164d6815al18a2c23651a53¢c35d52e3a5ad375001ec—
824cf£532c202e6

391cfcd153881743556f£76de7bbcabbl9857£8b6%a6f6f6dfdeb6fdob—
06cl7f5e
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Services List Mutexes

vss, sqgl, svc$, memtas, mepocs, sophos, veeam, backup, \Sessions\1\BaseNamedObjects\babuk v2

GxVss, GxBlr, GxFWD, GxCVD, GxCIMgr, DefWatch, ccEvtMgr, : :
\Sessions\1\BaseNamedObjects\babuk v3

ccSetMgr, SavRoam, RTVscan, QBFCService, QBIDPService,

. , . . \Sessions\1\BaseNamedObjects\DoYouWantToHaveSexWith-
Intuit.QuickBooks.FCS, OBCFMonitorService, YooBackup,

CoungDong
YooIT, zhudongfangyu, sophos, stc raw agent, VSNAPVSS,

VeeamTransportSvc, VeeamDeploymentService, VeeamNFSSvc, YARA Rule

veeam, PDVFSService, BackupExecVSSProvider, BackupExecA-
rule Ransom Babuk {

gentAccelerator, BackupExecAgentBrowser,

meta:
BackupExecDiveciMediaService, BackupExecJobEngine,
BackupExecManagementService, BackupExecRPCService, description = “Rule to detect Babuk Locker
. unpacked”

AcrSch2Svc, AcronisAgent, CASAD2DWebSvc, CAARCUpdateSvc,

author = “McAfee ATR”

Process L|St date = “2021-01-19”

sgl.exe, oracle.exe, ocssd.exe, dbsnmp.exe, synctime.exe, hash = “el0713a4a5f635767dcd54d609bedd77”
agntsvc.exe, isglplussvc.exe, role versien = Swil. 17
xfssvccon.exe, mydesktopservice.exe, ocautoupds.exe, malware family = “Ransom:Win/Babuk”

encsvc.exe, firefox.exe, tbirdconfig.exe,
malware type = “Ransom”
mydesktopgos.exe, ocomm.exe, dbengb0.exe, sgbcoreser-—
mitre attack = “T1027, T1083, T1057, T1082,

T1129, T1490, T1543.003”

vice.exe, excel.exe, infopath.exe, msaccess.exe,

mspub.exe, onenote.exe, outlook.exe, powerpnt.exe,
steam.exe, thebat.exe, thunderbird.exe,

visio.exe, winword.exe, wordpad.exe, notepad.exe
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strings:
$sl = “How To Restore Your Files.txt” fullword ascii
$s2 = “delete shadows /all /quiet” fullword wide

Spatternl = {4DE88914818B55F483C2018955F4C645FEOOEB6OOFB645FD85C074128B4DF0034DF8C601008B55F883C2018955F -
8C645FDO0C645FEO1IEB3CC645FD010FB645FE85C074188B4DF0034DF88B55F48B45E8890C908B4DF483C101894DF48B55F -
00355F88A45FF88028B4DFE8}

Spattern2 = {FFFF83C040398578FFFFFEF7D398B8D78FFFFFF3B4D1C7C02EB2C8B5514039578FFFFFFOFB6028B8D78FFFFFF2B8D74FFE
FFFOFB6540DBC33C28B4D18038D78FFFFFF8801EBATES40FFFFFF8B4DFC33CDES}

Spattern3 = {280FBELSSFF83FA227506C645FCO0EBL48B45F00345F88A4DFF88088B55F883C2018955F8E9BS50000000FBE4ASF~
F8945E48B4DE483E909894DE4837DE41977638B55E4}

Spatternd4 = {08C7040A65787061B804000000C1E0008B4D08C704016E642033BA04000000D1E28B-
4508C70410322D6279B9040000006BD1038B4508C704107465206BC745FC0000}

condition:
filesize >= 15KB and filesize <= 80KB and

1 of ($s*) and 3 of (Spattern*)
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62
ct
c7
24
20
00
c
07

8e
el
05
Oa
43
6a
aa
fb

76

b9

fb 07

54
00
00
00
7£
02

de
57
6a
ff
07
39

// First stage

Sfirst  stagel

35
81
£8
8b
00
d5
3d
35

rule RANSOM Babuk Packed Feb2021 ({

meta:
author = “McAfee ATR”
date = “2021-02-19"
hash =
rule version = “vl1”
malware type = “Ransom”
strings:

malware family = “Ransom:Win/Babuk”

mitre attack = “T1027.005, T1027, T1083,

“48e0£7d87fe74a2b61c74£0d32e6a8a5”

T1082,

description = “Rule to detect Babuk Locker packed”

T1059,

T1129”

= { 81 ec 30 04 00 00 68 6c 49 43 00 ff 15 74 20 43 00 a3 60 4e £f8 02 b8 db d9 2b 00 ba c5

11
04
02
3d
ff
8b
30
64

5f
24
00
50
a7
0d
cl
de

39
35
00
20
8b
64
cf
£8

eb
26
00
43
0d
de
c7
02

09
9f
00
00
64
£8
72
76

8d a4
42 81
75 bf
89 0d
4de 8
02 81
al 51
10 8b

24
04
8b
64
02
fe
6a
c6

00
24
0d
de
81
e5
00
e8

00
65
54
£8
£9
84
ff
56

00
2b
aa
02
7c
cl
15
ed

00
39
43
33
Oe
09
2c
ff

8b
06

00
f6
00
Te
20

ff

ff
81
53
eb
00
Oa
43
46

89
04
8b
03
75
81
00
3b

14

24

1d
8d
19
7c
8b
35

24 89 4c 24 04 81 04 24 25 10 a3 3b 81 04 24
3c 37 33 5b 81 44 24 04 48 4f c2 5d 83 e8 01
58 20 43 00 55 8b 2d 60 20 43 00 56 81 cl 01
49 00 81 £9 fc 00 00 00 75 08 6a 00 ££f 15 40
6a 00 ff d3 6a 00 6a 00 8d 44 24 48 50 o6a

24 2c 0f 11 00 00 75 12 46 8b c6 99 83 fa 14
0d 08 a4 43 00 33 f6 a3 f4 31 £8 02 89 0d f4
64 4e £8 02 72 £0 8b 35 80 20 43 00 bf £0 72
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e9 00 8b ff 81 3d 64 4e £8 02 4d 09 00 00 75 04 6a 00 ff dé6 83 ef 01 75 eb e8 d6 e3 ff ff e8 11 fe ff ff
e8 Oc e4 ff ff 5f 5e 5d 33 cO 5b 81 c4 30 04 00 00 c3 }

$first Stagez = {81603??4????68’?')")'?')’?'?")ff'?")’?')")'?')’?’)'>a3')")'?')’?’)'?'?b8’)'?'?')")'?')’?ba'?')’?'?'?’?')'?bg’?')'?'??’?'?9eb??8914248

Sfirst stage4 = { 81 EC 30 04 00 00 68 6C 49 43 00 FF 15 2?2 22 2?2 22 A3 2?2 2?2 2?2 2?2 B8 DB D9 2B 00 BA C5
62 8E 76 B9 35 11 5F 39 EB 2?2 8D A4 24 2?2 2?2 2?2 2?2 8B FF 89 14 24 89 4C 24 ?2? 81 04 24 25 10 A3 3B 81 04 24
CF EO FB 07 81 04 24 35 26 9F 42 81 04 24 65 2B 39 06 81 04 24 3C 37 33 5B 81 44 24 22 48 4F C2 5D 83 E8 01
C7 05 22 22 22 22 00 00 00 00 75 2? 8B OD 22 22 2?2 2?2 53 8B 1D 2?2 22 2?2 2?2 55 8B 2D ?2? 22 22 2?2 56 81 Cl O1L
24 OA 00 57 8B 3D 2?2 2?2 2?2 2?2 89 0D 2?2 2?2 2?2 2?2 33 F6 EB ?? 8D 49 ?? 81 F9 FC 00 00 00 75 ?? 6A 00 FF 15 27
?? ?? 2?2 6A 00 FF D7 8B 0D 2?2 2?2 2?2 2?2 81 F9 7C OE 00 00 75 2?2 6A 00 FF D3 6A 00 6A 00 8D 44 24 22 50 6A 00
6A 00 FF D5 8B 0D 2?2 2?2 2?2 22 81 FE E5 84 C1 09 7E 22 81 7C 24 2?2 OF 11 00 00 75 22 46 8B C6 99 83 FA 14 7C
?2 JE 22 3D 30 C1 CE C7 72 22 51 6A 00 FE 15 22 2?2 22 2?2 8B 0D 2?2 22 22 22 33 E6 A3 22 2? 2?2 22 89 0D 2?2 2%
?? 2?22 39 35 2?2 22 ?? 2?22 76 ?? 8B C6 E8 ?? 2?2 2?2 ?? 46 3B 35 ?? 2?2 ?? 2?22 72 22 8B 35 2?2 ?? ?? 2?2 BF FO 72 E9
00 8B FF 81 3D 22 2?2 22 2?2 4D 09 00 00 75 2?2 6A 00 FF D6 83 EF 01 75 2?2 E8 2?2 2?2 2?2 2?2 E8 2?2 2?2 2?2 2?2 E8 27
?? ?? 2?2 S5F S5E 5D 33 CO 5B 81 C4 30 04 00 00 C3}
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// Files encryption function

$files encryptionl = { 8a 46 02 cl e9 02 88
47 02 83 ee 02 83 ef 02 83 f9 08 72 88 fd £3
a5 fc f£f 24 95 20 81 40 00 }

Sfiles encryption2 = {8a4602c1e90288470283ce0

Sfiles encryption3 = { 8A 46 ?? Cl E9 02 88
47 22 83 EE 02 83 EF 02 83 F9 08 72 ?? FD F3
A5 FC FF 24 95 22 2?2 2?2 27}

condition:
filesize <= 300KB and
any of (Sfirst stage*) and

any of ($files encryption¥*)

https:fit.mellearningnetsmuare

McAfee ATR

The McAfee Advanced Threat Research Operational Intelligence team
operates globally around the clock, keeping watch of the latest cyber
campaigns and actively tracking the most impactful cyber threats. Several
McAfee products and reports, such as MVISION Insights and APG ATLAS, are
fueled with the team'’s intelligence work. In addition to providing the latest
Threat Intelligence to our customers, the team also performs unique quality
checks and enriches the incoming data from all of McAfee's sensors in a way
that allows customers to hit the ground running and focus on the threats that
matter.

Subscribe to receive our Threat Information.



https://www.mcafee.com/enterprise/en-us/forms/threat-information-subscription.html?eid=X7AOM1OW

About McAfee

McAfee is the device-to-cloud cybersecurity company.
Inspired by the power of working together, McAfee
creates business and consumer solutions that make
our world a safer place. By building solutions that
work with other companies' products, McAfee helps
businesses orchestrate cyber environments that are
truly integrated, where protection, detection, and
correction of threats happen simultaneously and
collaboratively. By protecting consumers across all
their devices, McAfee secures their digital lifestyle

at home and away. By working with other security
players, McAfee is leading the effort to unite against
cybercriminals for the benefit of all.

www.mcafee.com
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