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The CEH Hacking Methodology (CHM)
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The CEH Hacking Methodology (CHM)

Reconnaissance

Scanning

Enumeration

Vulnerability

System Hacking

Gaining Access:
Cracking passwords

Exploiting vulnerabilities

Escalating Privileges

Maintaining Access
Executing applications

Hiding tools/files

Clearing Logs
Covering your tracks
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What’s the Goal?

Gain access

Escalating privileges

Executing applications

Hiding files/tools

Covering tracks
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Gain Access
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Escalating Privileges
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Executing Applications
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Hiding Files

Hide activities and stuff Rootkits
Steganography
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Covering Tracks
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Learning Check
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Learning Check

Executing applications

Gaining access

Covering tracks

Escalating privileges

Hiding files
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Up Next:

Gaining Access: Cracking Passwords
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