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These are not the droids youre looking for.

Obi-Wan Kenobi
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Why We Cover Our Iracks
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Umm..DURRRRR

Remain obscure
Avoid “trace-backs”

Convince “victim(s)”
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Basic Methods
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A Good Attacker

Clear browser history
Delete cookies

Delete downloads

Clear password manager
Delete private data

Clear logs
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Basic methods of covering your tracks
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Advanced Methods
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A Great Attacker

Disable auditing
Do damage

Enable auditing
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Advanced methods of covering your tracks
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Covering BASH histories
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L earning Check
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Trace-backs

Clear logs

Disable auditing

auditpol

History

L earning Check
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Key Terms

Goals

Auditpol

First entry is a delete entry
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Ethical Hacking Series

Introducing Reconnaissance/ Scanning Vulnerability
Ethical Hacking Footprinting Networks Analysis

Social

Engineering Denial of Service
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Evading IDS,

Firewalls and Hacking Web Hacking Web

Servers Applications SQL Injection

Session Hijacking e

Honeypots

loT and OT Cloud

Hacking Wireless g4 Hacking Mobile Cryptography

Hacking Computing
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Connect with Dale

www.dalemeredith.com

Twitter: @dalemeredith

LinkedIn: Dale Meredith

Yo o Yo
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I hanks for watching
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