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The best protection anyone can have Is
knowledge.

Dale Meredith
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Preventing malware from
entering a system is far easier
than trying to eliminate it from

an infected system.




Puff the Magic Dragon

10 howitzer rounds per/min
7500 rounds per/min

High value target in the battlefield
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Virus Discovery Methods
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Methods of Discovery

https://t.me/learningne

ts

The best is always
changing







Methods of Discovery




T It looks suspicious, then
consider It suspicious.



Methods of Discovery

Signhature String
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Methods of Discovery

Integrity checking Interception
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Master List
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Best Practices



Three Levels




Next group of slides Is another option- from the
PDF



Malware Countermeasures

Macros and automatic
plugin downloads

PowerShell and WMI when
not in use

PDF readers to run

JavaScript automatically Dlsa ble

Flash in the browser
settings

Unused or unnecessary
applications
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Malware Countermeasures

Two-factor authentication

Multi-layer security to
detect and defend

Administrative tools and
restrict access

Admin rights and provide
privileges based on user
level

Unused or unnecessary
applications
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Malware Countermeasures

User Behavior Analytics
(UBA) to detect threats

Application control to
prevent browsers from
spawhning script interpreters

Next-generation antivirus
(NGAV) software

A baseline and search for
known tactics
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Malware Countermeasures

All running programs

Indicators of compromise

Changes in the system’s
usual behavior pattern

Managed Detection and
Response (MDR) services

Use key tools
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Malware Countermeasures

\/ | Whitelisting solutions
\/ Browser protection tools

Train employees



Ethical Hacking Series

Introducing Reconnaissance/ Scanning Vulnerability
Ethical Hacking Footprinting Networks Analysis

Social

Engineering Denial of Service

System Hacking Emed Malware Threats

Evading IDS,
Firewalls and
Honeypots

Hacking Web Hacking Web

Servers Applications SQL Injection

Session Hijacking e

loT and OT Cloud

Hacking Wireless g4 Hacking Mobile Hacking Computing

Cryptography
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L earning Check
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L earning Check

Signature strings
Code analysis
Train employees

Uninstall unused apps

Watch your downloads/sources
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Up Next:
Ethical Hacking: Sniffing



