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Abstract. Fault attacks consist in changing the program behavior by
injecting faults at run-time in order to break some expected security
properties. Applications are hardened against fault attack adding coun-
termeasures. According to the state of the art, applications must now be
protected against multi-fault injection [1I2]. As a consequence developing
applications which are robust becomes a very challenging task, in partic-
ular because countermeasures can be also the target of attacks [3I4]. The
aim of this paper is to propose an assisted methodology for developers
allowing to harden an application against multi-fault attacks, addressing
several aspects: how to identify which parts of the code should be pro-
tected and how to choose the most appropriate countermeasures, making
the application more robust and avoiding useless runtime checks?

Keywords: multiple fault-injection; code analysis; software countermea-
sure; dynamic-symbolic execution.

1 Introduction

Fault injection is a powerful attack vector, allowing to modify the code and/or
data of a software, going much beyond more traditional intruder models rely-
ing “only” on code vulnerabilities and/or existing side channels to break some
expected security properties. This technique initially targets security critical em-
bedded systems, using physical disturbances (e.g., laser rays, or electro-magnetic
fields) to inject faults. However, it may now also concern much larger software
classes when considering recent hardware weaknesses like the so-called Rowham-
mer attack [BJ6], or by exploiting some weaknesses in the power management
modules [7/89]. Furthermore, in the growing domain of IoT, security is based on
very sensitive operations such as boot-loading or Over-the-Air firmware update
which must be protected against fault injections[IO/TT].

As a result, programs must be hardened against fault injection, combining
hardware and/or software countermeasures aiming to detect runtime security
violations. According to the state of the art, applications must now be protected
against (spacial or temporal) multi-fault injection [1J2], namely when several
faults can be injected at various times or locations during an execution. As a
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consequence developing applications which are robust becomes a very challenging
task and a cat-and-mouse game, in particular because countermeasures can be
also the target of attacks [3/4]. The aim of this paper is to propose an assisted
methodology for developers allowing to harden an application against multi-
fault attacks, addressing several aspects: how to identify which parts of the code
should be protected and how to choose the most appropriate protection schemes,
making the application more robust and avoiding useless runtime checks?

There exist tools adding countermeasures, generally at compilation-time.
They are dedicated to particular fault models (data modification, instruction
skip, flow integrity) [12I13[14], for instance by adding redundant checks or du-
plicating idempotent instructions. Nevertheless these tools target single fault
robustness, where countermeasures themselves cannot be faulted. Furthermore
such countermeasures are added in a brute force approach, based on (coarse-
grained) directives given by the developers, indicating which parts of the code
must be protected. Such an approach is no longer realistic when multi-faults must
be taken into account, since more complex countermeasures must be considered,
potentially adding unnecessary performance/size costs.

The objective of this paper is to address the issue of assisting security de-
velopers in the countermeasure insertion process. In particular, we provide the
following contributions:

1. we formulate the problem of robustness comparison in presence of multi-
faults;

2. we propose a methodology to analyze countermeasures “in isolation”;, both
in terms of classes of attacks they detect and considering their own attack
surface;

3. we propose an algorithm allowing to harden applications starting from iden-
tified vulnerabilities, depending on countermeasure properties;

4. we provide an implementation of this approach, based on the Lazart tool [15]
and evaluate our approach on a benchmark of code examples.

Section [2] introduces multiple fault-injection and countermeasures through a
motivating example and presents the Lazart tool. Section [3] proposes definitions
for robustness evaluation and comparison dedicated to multi-faults. Section [ de-
scribes the proposed methodology for analyzing countermeasures in term of their
adequacy and weakness against established fault models. Section [B] presents our
countermeasure placement algorithms and illustrates them on several examples.
Finally, Section [0l discuss related works, limitations of our solution and future
directions.

2 Fault injection attacks

In this section we introduce fault injection attacks through a simple example and
the tool Lazart which is used to analyze robustness against fault attacks. Then we
propose a hardened version of our example illustrating classical countermeasures
and introduce our contributions.
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2.1 A fragile byteArrayCompare version

Listing [[.T] is an excerpt of a byteArrayCompare function used in the veri-
fyPIN collection taken from the FISSC public benchmark|[I6]. Such a function
compares two PIN codes and returns true if they are equal. BOOL_TRUE and
BOOL_FALSE are robust encoding of boolean constants true and fals. The se-
curity property we want to guarantee is that result is true if only if the two
PIN codes are equals (al[0..size-1]==a2[0..size-1].

1 BOOL byteArrayCompare (UBYTEx al, UBYTEx a2, UBYTE size) {
2 int 1i;

3 int result = BOOL_TRUE;

4 for(i = 0; i < size; i++)

5 if(al[i] != a2[i]) result = BOOL_FALSE;

6 return result; }

Listing 1.1. Fragile byteArrayCompare function

This example is insecure against fault injection consisting in inverting control
flow condition. To show that we use Lazart [I5], a tool analyzing the robustness
of a software under multi-fault injections. It takes as input a C code, a fault
model, a security property and exhaustively find all attack paths. Lazart relies
on a 2-steps approach:

— First, a high order mutant is generated from the LLVM representation of the
program. This mutant statically encodes all the possible injected faults (as
symbolic boolean values) according to a chosen fault model

— Then, a dynamic-symbolic exploration, performed by Klee [I7], produces a
representative path for all the successful attacks violating the security prop-
erty.

Various fault models are supported by Lazart targeting control flow or data
modifications (as illustrated in Section Hl). Table [l line V1 gives the results
supplied by Lazart for this first version when size is fixed to 4 assuming all
bytes of the two input arrays al and a2 are different. We consider here a limit
of 8 faults. All these attacks violate the security property.

Table 1. Lazart results for the byteArrayCompare versions

Order|0 fault|1 fault|2 faults|3 faults|{4 faults|5 faults|6 faults|7 faults|8 faults
V1 0 1 1 1 2 0 0 0 0
V2 0 0 1 0 1 0 1 0 2

The 1-fault attack consists in inverting the loop condition i < size (line 4 of
Listing [[T]), stopping directly the array comparison. The 2-faults, 3-faults and
one of the 4-faults attack consist in inverting the test of line 5, one, two or three
times respectively, and then stopping the loop. The last 4-faults attack consists
in inverting four times the test of line 5 and exiting the loop normally.

! Classically 0xAA and 0x55 to be resistant to bit flip.
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2.2 A robust byteArrayCompare version

We propose in Listing a more robust version of the function byteArray-
Compare, adding classical redundant-check countermeasures: 1) a test line 10
checking the exit value of the loop and 2) a systematic verification of the re-
sult of condition (lines 6 and 8). Calls to the function atk_detected stop the
execution, signaling the detection of an abnormal behavior.

1 BOOL protected_byteArrayCompare (UBYTE+x al, UBYTEx a2, UBYTE size) {

2 int 1i;

3 int result = BOOL_TRUE;

4 for(i = 0; i < size; i++) {

5 if(alli] !'= a2[i]) {
6 if(al[i] == a2[i]) atk_detected();
7 result = BOOL_FALSE; }
8 else if(al[i] != a2[i]) atk_detected(); }
9 if(i != size) atk_detected();
0

1 return result; }

Listing 1.2. Example: Secure byteArrayCompare function

In a multi-fault context, the attacker is able to bypass countermeasures. For
instance here she can invert the extra tests (lines 6, 8 and 9). Results supplied
by Lazart for this new version (still for the test inversion fault model) are given
on Table [T}, line V2. Therefore, the 1-fault attacks found in the fragile function
is no longer possible and it now requires two test inversions: the loop condition
and its associated check line 9. More generally each previous attack now requires
to double the number of injected faults. As we can see, added countermeasures
make our function more robust, but unfortunately they also come with their
own attack surface (here our encoding of countermeasures is sensitive to test
inversion).

2.3 Attack information supplied by Lazart

Attacks will be represented by sequences of fault occurrences consisting in pairs
(injection point, fault model). For instance the first attack of Table [l is repre-
sented by < IP4(TI), IP9(TI)>, where IP4 is the fault injection point of line 4
and TI denotes “test inversion”. From that we can compute how many times a
fault injection point occurs into successful attacks. Table 2] shows results associ-
ated to Table[Il In particular we can observe that attacking IP6, corresponding
to an added countermeasure, never results in a successful attack. As a conse-
quence this countermeasure can be removed, without impacting the robustness
of our implementation (for the considered security property). In the same way
if we only consider order 2 attacks, countermeasures lines 5 and 8 are no longer
useful. Other configurations where some countermeasures can be safely removed
can be found in [I8].

In the context of multi-faults, some attacks can be considered as redundant.
An attack b will be consider as redundant with respect to an attack a iff a is a
proper prefiz of b, denoted by a < b, < being a partial order relation.

vspace*-lem
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Table 2. Lazart Hotspots analysis for Listing

IP line|0 fault|1 fault|2 faults|3 faults|4 faults|5 faults|6 faults|7 faults|8 faults|Total
line 4 0 0 1 0 1 0 1 0 1 4
line 5 0 0 0 1 0 2 0 7 10
line 6 0 0 0 0 0 0 0 0 0 0
line 8 0 0 0 0 1 0 2 0 7 10
line 9 0 0 1 0 1 0 1 0 1 4

Definition 1. Minimal attacks

Let E be a set of attacks. Minimal(E) is the smallest subset of E such that
every attack b in E is represented by a unique attack a in Min(E) such that
a<hb.

In order to give a more synthetic view Lazart can compute the subset of
minimal attacks and how many attacks they represent. For the example of List-
ing [Tl no attack is redundant, but considering at first minimal attacks happens
to be useful for larger examples [19]. Lazart supplies also others results allowing
to evaluate the coverage of the analysis, such as the number of explored paths,
if some timeout has been raised, etc. These information are useful to assess the
completeness of the analysis.

2.4 Our objectives and contributions

In the context of single fault, hardening a code generally follows a “try and test”
approach: countermeasures are added and robustness is checked through a new
analysis (as such a secure implementation is now expected to become robust
against single-fault attacks). Nevertheless this process is not worth considering
in a multi-fault context since it would introduce a very detrimental overhead.
The aim of this paper is to propose several placement algorithms allowing to add
countermeasures advisedly targeting to avoid unnecessary code. To do that we
propose a methodology for stating and analyzing countermeasures “in isolation”
in order to formally establish properties such as the adequacy of a countermea-
sure w.r.t. a given fault model and its inherent attack surface. Countermeasures
we target are systematic countermeasures detecting attacks, like test or load
duplication, and, more generally, systematic countermeasures allowing to detect
errors in data or control flows.

To the best of our knowledge, this approach is innovative. As pointed out
before, generally tools add countermeasures in a systematic way (e.g., stack
canaries are added by compilers to any functions satisfying some basic syntactic
criteria) without precisely taking into account which control locations should be
protected w.r.t. the security properties which have to be enforced. This situation
introduces potentially serious and unnecessary overheads. On the other hand,
methods has been proposed to prove hardened programs [20/214], or to verify
the efficiency of a given form of countermeasure against attacker models [22123].
All these approaches are developed in the context of single fault and adapted
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to a particular countermeasure or fault models. On the contrary, the approach
we consider here is general, modular, able to cope with multi-fault attacks and
it addresses the problem of optimization of countermeasures placements. As a
first step we propose in the next section a framework to properly compare the
robustness of several versions of a same code in a multi-faults context.

3 Robustness metrics for multi-faults

In the context of certification for high levels of security [24] applications are sub-
mitted to vulnerability analyses (the AVA class of Common Criteria), conducted
by experts team (as ITSEF laboratory). For instance rating physical attacks for
smart cards or similar devices is established by the JIL Hardware Attacks Sub-
group [25] on the based on a set of relevant factors: elapsed time, expertise,
knowledge of the target of evaluation, access to it, ...

At the level of code-based simulation tools some metrics are used such as
the number of successful attacks, potentially weighted by the total number of
attack or the attack surface [26]. Nevertheless these metrics are not really used in
practice to compare robustness of applications: the try and test approach turns
out to be suflisant when single fault is considered. On the contrary, in the context
of multi-faults we have to formalize how implementations can be compared,
that we propose here. Furthermore we will use our formalization to validate
our methodology and algorithms showing that we improve the robustness of
applications in adding countermeasures.

3.1 Definition of multi-fault robustness

Generally simulation tools give the number of attacks for a given golden run
starting from a fixed initial state. A simulated trace ¢ is a finite sequence of
transitions corresponding to a nominal execution steps or faulted steps, starting
from an initial state. In the following init(¢) denotes the initial state of ¢ and
fault(t) the number of faulted transitions into ¢. For a success condition S
(generally the negation of a security property), a set of fault models m, simulated
traces T' of a program P can be partitioned into the following way:

— Tn(m,S) : traces obtained under the nominal execution (without fault)
— Tp(m, S) : faulted traces that are detected by a countermeasure
— Ts(m,S) : successtul attacks (verifying S and not detected)

Tr(m,S) : non detected faulted traces that do not verify S

Definition 2. Input vulnerability characterization

Let P be a program, i an initial state (including inputs), m a set of fault
models and S a successful condition. We define as Vuln,(P,i,m,S) the attack
function associated to the input i defined from the rank 0 to u:

Vuln,(P,i,m,S)=f € 0.u = N| Yn € 0.p (f(n) =#{t € Tg(m,S) |
init(t) =1 N fault(t) =n}
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Definition 2] can be extended to a set of initial states I. For instance Ta-
ble [] describes Vuln,(P,I,m,S) with p = 8, I = {a2[0..3],a1[0..3],4) | Vi €
0..3 al[i]#a2[i]}, m = {Test_inversion} and S be result==BOOL_TRUE.

Definition 3. Robustness level
If I is the set of all initial states and Vuln,(P,i,m,S)(i) =0 foralli € 1.pu
and for all i € I we say that P is robust up to p faults.

3.2 Robustness comparison

Here we target to compare a program P with an hardened version of P. For in-
stance we want to state that the secure version of function byteArrayCompare
is more secure than the initial version, up to order 8.

Definition 4. Robustness comparison

Let P be a program, I a set of initial states, p the order to consider, m the
set of fault models and S the successful condition. Let P’ be an hardened version
of P. Robustness comparison is defined as follow:

P 200 s P =
Vie IVYne€ L.pd i Vuln,(P' i,m,S)(j) < 377 Vuln,(P,i,m, S)(j)

Our definition does not only compare the total number of attacks for a given
order but all intermediary sums. Thanks to this definition, several nice properties
hold as monotonicity (P’ szfl,lm,s P =P 2;‘7’}’”)5 P ) and transitivity

/1 b / / b " b
(P" 20t s PPN P20 o Pro= P 200 P).

3.3 Discussion

A classical approach to evaluate the robustness of a code against fault attack is to
count the number of faults issued from a given golden run, where both the inputs
and the initial states are fixed in advance. Several works [27I28/16] use metrics to
compare protected program versions in this setting. The robustness comparison
relation we propose can be seen as a generalization of these metrics, taking
into account a set of initial states as well as multi-faults and still offering good
properties. Note that this comparison relation is relevant only for two programs
having the same nominal behaviors (i.e. the same functionality without fault).
Moreover, it is a partial relation. Typically, two programs P and P’ can become
incomparable up to n + 1 faults if P’ is more robust than P up to n faults and,
for n + 1 faults, the sum of the attacks of program P’ is greater than the one
of P. Finally, thanks to our symbolic execution based approach, computing this
relation needs to consider in practice only one representative attack per execution
path (even potentially reduced to minimal attacks as defined in definition [I)
hence allowing to reduce metrics explosion due to the added countermeasures
(according to the dilution paradox [26]).
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4 Countermeasures analysis

In this section, we propose a systematic approach for analyzing countermea-
sures " in isolation " in terms of classes of attacks they detect. Combined with
their proper attack surface (section [5.I]) we are able to construct what we called
the "countermeasure catalog", used later to choose adapted countermeasures for
hardening implementations. Our approach is based on the encoding of several
generic schemes, described by C codes, associated with their pre and postcon-
ditions. We use the weakest-precondition WP plugin of Frama-C and the ACSL
annotation language [29].

1. Mutation schemes will characterize a fault model as how a fault impacts
the behavior of sensible instructions. Postcondition states the nominal be-
havior of the instruction as well as the behavior is impacted by a fault.

2. Countermeasure schemes will describe how abnormal behavior will be
detected. Postcondition characterized behaviors that are not blocked.

3. Protected schemes will describe how countermeasures are inserted w.r.t.
mutation schemes. The expected postcondition is the nominal behavior asso-
ciated to the mutation scheme (all faults provoking a variation of the nominal
behavior must be blocked).

We will illustrate our approach on three fault models: test inversion, data load
modification (when we read a memory value) and Else-following-Then. These
fault models are very classical ones, in particular the Else-following-Then model
describes when the jump at the end of the then block is skipped (or transformed
into a nop operation). We also consider three countermeasures: test duplication,
load duplication and a lightweight control flow integrity based on block signature.

4.1 Mutation schemes

We consider a fault model as a set of mutation schemes describing how the
code is transformed under a fault injection. The fault parameter represent the
presence of a fault (0 if no fault, different from 0 otherwise). The postcondition
describes the expected nominal behavior (when fault equals 0) as well as the
result of a fault. Thanks to the ACSL language we can clearly distinguish nominal
and faulty behaviors. Listing[[.3]describes the mutation scheme for test inversion,
when inverting the result of a conditional jump. Other fault models are given in
Appendix [A]

1 /%@ assigns \nothing ;

2 @ behavior nominal :

3 @ assumes fault==0 ;

4 @ ensures C!=0 ==> \result==br_then ;

5 @ ensures C==0 ==> \result==br_else ;

6 @ behavior faulted :

7 @ assumes fault!=0 ;

8 @ ensures C!=0 ==> \result==br_else ;

9 @ ensures C==0 ==> \result==br_then ; @x/

0 int mutation_ti(int C, int br_then, int br_else, int fault)
1 { 1f((C && !fault) || (!C && fault)){ return br_then; }
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Hardening programs againt multi-faults injection 9

12 else { return br_else; } }

Listing 1.3. Test inversion mutation scheme

All fault schemes (listings [[.3] and [L7], [L8in Appendix [A]) are proved by the
plugin Frama-C/WP.

4.2 Countermeasure schemes

Countermeasures calls a detection function (atk detected) which stops the exe-
cution. Listing [[4] describes the detection function and a countermeasure dupli-
cating the condition. Listing describes a more sophisticated countermeasure,
with a proper variable representing which block must be reached. Function sign
records the name of the next block and function check verifies that the reached
block corresponds to the expected one.

1 /+x@ ensures \false;

2 @ assigns \nothing ;@«%/

3 void atk_detected() { exit(0); }

4

5 /%@ ensures Cc!=0;

6 @ assigns \nothing ; @x/

7 void TestDup (int C) { if(!C) atk_detected(); }
Listing 1.4. Test duplication countermeasure

1 int RTS;

2

3 /+x@ ensures ((C!=0 ==> RTS==id_true)) ;

4 @ ensures ((C==0 ==> RTS==id_false)) ;

5 @ assigns RTS; @x/

6 void sign(int C, int id_true, int id_false)

7 { 1if(C) RTS = id_true; else RTS = id_false; }

8

9 /*@ ensures (RTS==id) ;

10 @ assigns \nothing; @/

11 void check(int id) { if(RTS!=id) atk_detected(); }

Listing 1.5. Signature based countermeasure

Function atk_detected never normally terminated. Each countermeasure
targets to block an erroneous control flow. The postcondition describes the fi-
nal state ensured by the countermeasure. All these functions are proved by the
WP /Frama-C plugin, as well as the load duplication countermeasure given in
Appendix [Al

4.3 Protected schemes

The last step consists to prove the adequacy of a countermeasure against a fault
model. To do that we combine countermeasures with a mutation scheme target-
ing to block abnormal behaviors introduced by the mutation. Listing shows
how a condition can be protected by test duplication against test inversion. The
postcondition is build in a systematic way stating that we terminate normally
with the nominal behavior of the mutation scheme (the nominal behavior of
Listing for our example below). That means that no fault occurs or a faults
occurs but without impact on the nominal behavior.
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1 /+x@ behavior nominal :

2 @ ensures ((C!=0 ==> \result==br_then)) ;

3 @ ensures ((C==0 ==> \result==br_else)) ;

4 d assigns \nothing ; @x/

5

6 int protected_TI_DT(int C, int br_then, int br_else, int fault) {
7 if((C && !fault) || (!C && fault))

8 { TestDup(!C); return br_then; }

9 else { TestDup(C); return br_else; } }

Listing 1.6. The insertion of the TD CM in the TI mutation scheme

Listings in Appendix [Al section [A.3] respectively give protected versions for
the load modification protected by load duplication (listing [[9) and for the test
inversion and the Else-following-Then fault models protected by the Signature
countermeasure (listings [[.TT] and [[T2)). All these protected versions (including
listing [[6]) are proved by the WP /Frama-C plugin.

Contrary to [4] we do not prove the reduced postcondition fault==0 but
we impose to preserve the nominal behavior of the instruction impacted by a
fault. Our approach is more general: for instance we admit a fault that does
not impact the nominal behavior, as an attack by test inversion when the two
targeted blocks are identical or the data load modification when we inject the
right value. On the contrary, for listing[[.T3] we can strengthen the postcondition
with the clause ensures fault==0.

4.4 Results and discussions

Proposition 1. Adequate countermeasure.

Let m be a fault model characterized by a mutation scheme MS with a nom-
inal behavior NB. A protected scheme PS (embedding a countermeasure) is ade-
quate for m if and only if PS verifies the postcondition N B. Then, according to
definition [] we can state that PS is robust up to order 1, for the fault model m,
for all I verifying the precondition of PS and for the success condition N B.

Table 3. Adequacy of countermeasures against fault models

Countcrmcasurc

Fault model Test duplication|Load duplication|Block signature

Test inversion adequate - adequate
Else following Then KO - adequate
Data load modification - adequate -

Table [3] describes the result of proofs of protected programs we developed.
They are all proved by the WP /FRama-C plugin (adapted) except Listing
that corresponds to an erroneous countermeasure (KO). An empty case means
that it does not make sense to consider this combination of fault model and
countermeasure. Due to the modular proofs in WP /Frama-C we can replace a
sensitive instruction (as a test, a load or and then-else structure) by one of its
protected versions without modifying its nominal behavior. For instance we can
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Hardening programs againt multi-faults injection 11

replace the instruction if(c) return br_then; else return br_else; Dy if(C){TestDup
(!C); return br_then;} else {TestDup(C); return br_else;}.

To conclude, the notion of adequacy introduced in Proposition [ tells us
whether a countermeasure protects a sensitive code pattern against a single-
fault attack model. The proposed methodology is based on the preservation of
the nominal behavior, that can be carefully specified (the semantics of the code
pattern as well as the assigns clause that allows to embed our protected scheme
in a larger code without unpredictable side effects). On the contrary the impact
of a fault in mutation scheme is not really useful here but can be exploited later
if we want to establish some properties in the presence of faults.

5 Owur methodology for hardening program

Starting from a set of attacks, the aim is to propose a methodology for assisting
countermeasures placement in the more appropriate way. In the context of multi-
faults, countermeasures come with their proper attack surface (the code which
is added), and fault injections on this code can produce new execution traces,
potentially producing new successful attacks. Because our objective is to propose
an alternative to the unrealistic brute force "try and test" approach when multi-
faults is considered we want to study the weakness of countermeasures in a
modular way. The next section explains how this analysis can be conducted.

5.1 Countermeasure protection level

We define (and compute) the protection level of a countermeasure, which char-
acterizes the minimal number of faults allowing to bypass a countermeasure. By-
passing a countermeasure means the countermeasure terminates normally (with-
out call to the function atk_detect) but violating its postcondition (i.e. states
that must be normally blocked).

Definition 5. Protection level

Let CM be a countermeasure scheme defined by its postcondition R and M a
set of fault models. Let pl(CM, M) = 1 the level of protection of CM w.r.t. M
defined as:

Condition 1. [ is the minimal number of necessary faults producing an attack
violating R: | = min{(fault(t) | t € Ts(M,-R)} (or co if no successful attack
exists).

Condition 2. any traces t such that 0<fault(t)<l are blocked : ¥t (0 < fault(t) <
l=teTp(M,—R))

Sets Ts(M,—R) and Tp (M, —R), introduced section Bl respectively represent the
set of successful attacks w.r.t. =R and the set of detected attacks (with a call to
function atk_detected). Our tool Lazart allows us to establish the protection
level. First we compute Ts(M, —R) starting from order 1 to a given bound max
until an attack is found. On the contrary Lazart does not directly compute
Tp(M,—R). Then we will compute Ts(M, R), the set of attacks verifying R and
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not detected, that must be empty for 1 to [—1 faults (implying that all attacks are
detected). Table H] shows the protection level of our different countermeasures
(listings [[4 [LH [L9) for the two fault models test inversion and data load
modification and their combination (denoted Combl1 here).

Table 4. Protection levels of countermeasure schemes

Fault model
Countermeasure
Test duplication 1 1 1
Load duplication
Block signature
i Test duplication
i Load duplication
i Block signature

Test inversion|Load modification|Combl

PO SEN [y.

e
ESTRESTIRSN I

Because all single fault models produce a protection level of 1 it is not manda-
tory to compute the protection level for the combination (combinations of models
can sometimes allow to produce more efficient successful attacks, but it is not
the case for 1). We extend our protection level when ¢ new instances of coun-
termeasures are considered, because duplicating countermeasures preserves the
adequacy of protection scheme?.

Discussion/limitation: Protection level is a partial function: it is not al-
ways possible to compute a protection level when the second condition does not
hold. That means that this countermeasure against the considered fault models
can not be analyzed in a modular way. For instance if we consider a fault model
jumping anywhere in the code our countermeasures do not fulfill this condition.
In this case countermeasures must embed local verification (for instance on the
the value of the program counter).

5.2 Owur methodology to harden programs

The approach we propose allows to harden a program P up to n faults, given
as a set of fault models M and a success condition S. It relies on a catalog C' of
available countermeasures associated to the model for which they are adequate
and their protection levels with respect to the fault models in M. This approach
is based on the following steps:

1. Run Lazart to get the set of faults attacks T's(M, S) up to n. These attacks
characterize the robustness of P with respect to M and S.

2. Compute the subset A of minimal attacks (definition [I) and the set IP of
their associated injection points (section 23)). IP gives a superset of the
injection points to be protected in order to harden P.

3. Select both a subset 1P’ C IP of injection points to protect, together with
the corresponding countermeasures available in C'.

2 Tt is also possible to redefined new protection schemes combining or duplicating
countermeasures and prove their adequacy as before.
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4. Build a hardened program P’ obtained by protecting each element of IP’
using the results of step 2.

The question is now to decide whether P’ is robust by construction up to n
faults. Two sufficient conditions are given below (propositions 2] and B]) leading
to the algorithm proposed in Section

Proposition 2. Let A a set of attacks obtained on a program P with respect to
fault models M and a security objective S. Let P’ obtained from P by protecting
a single ip of each attack trace a of A with an adequate countermeasure of
protection level pl > n. Then P’ contains no longer any attack of A.

To prove this proposition let us consider a k-faults attack a = [ip1,ipa, - - - , ipk]
of A. According to Section[5.1] faulting ip; in P’ requires now pl+1 faults, hence
each attack of A does no longer succeed in less than n faults. Note that this
proposition (trivially) holds when the countermeasures cannot be attacked (e.g,
they are implemented using tamper-resistant hardware protections), since their
protection levels can be considered as infinite.

Proposition 3. Thanks to Definition [ on minimal attacks, if we protect every
minimal attacks up to n, all attacks in Ts(M,S) will be protected up to n.

5.3 Countermeasure placement algorithm

Algorithm [I] aims to protect one ip per execution trace using a countermeasure
with a maximal available protection level. It iterates over the attacks of A by
increasing order of faults injected. For each attack a, it builds first the set P of
injection points of ¢ with an adequate countermeasure ¢ with a minimal [/ greater
than n. Then, it selects a candidate ip of I P with the most occurrences in the
set of remaining attacks. If pl is equal to n then attack a becomes protected,
together with a maximal number of other attacks sharing this injection point.
Otherwise a is left unprotected. We denote by (c,l) € C(ip) a countermeasure
and protection level of C' of fault model related to the injection point ip (encoded
into IP representation as exemplified in Section [Z3]).

5.4 Formal results
We can now state results on Algorithm [Il based on Propositions 2] and Bl
Proposition 4. Assurances supplied by algorithm [

1. Algorithnill terminates.
2. We have P’ Z;‘??m)s P (attacks in Protected or with a prefiz in Protected
are no longer successful attack up to n and no new attack is introduced)

Leveraging the result obtained from A to P needs A to be representative
of P (i.e., each possible concrete attack of P is represented by a path in the
set Tg(M,S)). In our case this means that the path enumeration performed by
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Algorithm 1 Heuristic-based hardening algorithm
Require: a program P, a set of attack traces A of P up to a n faults, a catalog C
Protected + > set of protected traces of A
IpProtected < () > set of protected injection points of A
for kin 1 ton do
A < attacks of A with k faults
for a in Ay \ Protected do > for all not yet protected attacks
IP + {ip € a| 3(c,1) € C(ip) s.t. c is adequate for ip and | > n}
if IP # () then > keep the ips of I P with a minimal protection level > n
IP «+ {ipe IP|3(cl) € Clip) s.t. Vip' € a. V(c',I') € C(ip'). 1" > 1}

else > take the ips of a with a maximal protection level
IP «+ {ip € a|3(c,l) € C(ip) s.t. Vip’' € a. V(c',1') € C(ip'). I < I}
end if

choose ip € IP with a maximal number of occurrences in A\ Protected
if pl +1 > n then
IpProtected < IpProtected U {(ip,c)} > ip will be protected with ¢
Protected < Protected U {a’ € A |ip € a'}
end if
end for
end for
P+ P
for all (ip,c) in IpProtected do
P’ « protect ip of P’ with ¢
end for
return (P, Protected)

Lazart to produce A is complete. Under this hypothesis, if Protected = A, then
P’ is robust up to n faults.

A degraded version. If, for some ip, C' does not contain an adequate
countermeasure with a protection level pl greater than n — 1 proposition M still
holds when replacing n by z faults, where z is the minimal protection level used
to protect traces of A\ Protected.

In the general case we cannot say anything beyond x faults, because injecting
more than z faults on a countermeasure may lead to new execution states and
hence new attacks in P’. In this case P’ should be hardened as well by repeating
the same procedure. This iterative process terminates either if we get rid of all
attacks with strictly less than n faults, or if some k-faults attacks (for & < n)
will always remain unprotected due to a lack of available countermeasure in
C'. Furthermore, for particular fault models (as test inversion and data load
modification by any value) we could be able to show that fault injections on the
protected scheme does not introduce new paths (showing that successful attacks
for the level of protection does not produce states that are not covered by the
associated mutation scheme). Then, if A is representative of P, deviant paths
will be already analyzecﬁ

3 1t is not the case for instance if our data load modification is reduced to increment
the value which is read.
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5.5 Experimentations

In this section, we give the results obtained with various countermeasure place-
ment algorithms. We consider the test inversion and data load mutation fault
models, with their combination, and the ¢ Test duplication and ¢ Load dupli-
cation countermeasures. Two programs are used for experimentations: VP the
version 4 of the verifypin program in the FISSC benchmark [16] and FU an
implementation of a firmware updater. VP is a generalization of our introduc-
tive examples (section [2) and all these programs are already be used for large
experimentations [I8] and are freely availabled.

Our results are summarized in Table Bl Columns PM gives the program to
protect and the fault models to consider. Column IPs gives the total number of
injection points of P with respect to m. We consider three placement algorithms:

— Naive: protection of level n for all injection points of P.

— All: protection of level n for all injection points involved in at least one
successful attack

— Single: protection of a single injection point at level n per sucessful attack
(Algorithm [I]).

Column “#added-cms” indicates the number of countermeasures added, for each
algorithm, up to n = 4 faults. As expected, Algorithm [l gives much better results
than the two other ones. In particular the Naive one, used by all tools adding
countemeasures in a systematic way (disregarding actual attacks) is clearly out-
performed. Moreover, Algorithm [I] significatively reduces the number of added
countermeasures, in particular on the FU exampldd.

Table 5. Countermeasures added by placement algorithms

algorithm #added-cms
PM IPs 1 faults|2 faults 3 faults 4 faults
VP 8 |Naive 8 16 24 32
with test inversion All 3 8 12 16
Single 3 6 9 12
FU 42 [Naive 42 84 126 168
with Test inversion All 0 28 42 88
Single 0 14 21 28
FU 2 [Naive 2 4 6 8
with data load mutation All 1 4 6 8
Single 1 2 3 4
FU 44 |Naive 44 88 132 176
with test inversion All 1 32 60 96
-+ data load mutation Single 1 16 24 32

4 lazart.gricad-pages.univ-grenoble-alpes.fr /home/fdtc20 /index.html
5 still considering a relevant security property
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6 Conclusion

In this paper we propose a global methodology assisting developer for hardening
applications against multi-fault attacks, which is nowadays the state of the art
[112]. Generalizing the existing single fault hardening approach is far from easy
due to the he attack surface introduced by countermeasures, potentially intro-
ducing new attacks and new paths to explore. In order to master this inherent
complexity we propose an innovative approach based on two properties: the ad-
equacy of a countermeasure against a given fault model and the protection level,
characterizing it weakness against a set of fault models (number of faults greater
than the protection level could produce out of control behaviors). The proposed
approach is limited to countermeasures with a local detection power, as for all
automatic tools adding countermeasures in the single fault context.

At first we give a formal framework for specifying and proving fault models,
countermeasures and protected schemes to establish the adequacy property. The
key is the specification of the nominal behavior of instructions, how it can be
impacted by faults and how deviations can be detected. Our work can be seen
as a generalization of the approach described in [4], also based on the Frama-
C/WP plugin, as explained in Section [£.3] Formally establishing the robustness
of a countermeasure scheme against an attacker model is not new. In the context
of Control flow integrity many countermeasures have been proposed and proved,
as in [30]. In the context of fault injection, formal methods have been used
to establish the effectiveness of countermeasures [22/23]. But these works are
dedicated to particular form of countermeasures and specific fault models, and
they address single faults only.

Based on the new notion of protection level we propose algorithms allowing to
automatically insert countermeasures, going beyond automatic algorithms not
taking into consideration successful attacks (the naive approach). Furthermore
we are able to characterize the level of assurance of the protected programs
(property H). Nevertheless, computing which injection points must be protected,
w.r.t. successful properties requires a first analysis giving some exhaustive insur-
ances. Here we based this analysis on an symbolic execution engine (Klee [17]
and Lazart [15]), which is sensitive to the code complexity (number of paths and
number of fault injections). We are currently exploring several ways for master-
ing this complexity based on static analysis [I9] and a smart encoding of faults
[31], which could be combined with the approach proposed here.

As pointed out, a such generic framework is new and must be more largely
evaluated, considering existing fault models and countermeasures, together with
more sophisticated countermeasures and more flexible placement algorithms. In
particular we are studying an algorithm, based on Integer Linear Programming,
allowing to combine several countermeasures per attacks, with lower protection
levels, still preserving our robustness properties.
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A.1 Mutation schemes
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Data load mutation. We can mutate a load with the right value, introducing
in that a fault with no dangerous impact.

1

2

3

4

5

6

10

11

/%@
int
/%@

@

ensures assigns \nothing ;@x/
choose (int wvalue);
assigns \nothing ;
behavior nominal

assumes fault==0 ;

ensures \result==value;

behavior faulted

assumes fault!=0 ;

ensures \true ; @x/
mutation_scheme_dl (int value,
{ int x value; if (fault)

Listing 1.7. Data load mutation scheme

® ® ® @ @

int int fault)

choose (value) ;

X

return x;

}

Else following Then mutation. We encode the flow by 0x10 when we cross
the block Then, by 0x01 when we cross the block Else and by 0x11 when we

Cro

=
H O ®© XN oA W=

o e
ST

ss the block Then followed by the block Else.

/*@ behavior nominal :

@ assumes fault==0 ;

@ ensures ((C!'=0 ==> \result == 0x10)) ;
@ ensures ((C==0 ==> \result == 0x01)) ;
@ behavior faulted :

@ assumes fault!=0 ;

@ ensures ((C!'=0 ==> \result == 0x11)) ;

@ ensures ((C==0 ==> \result == 0x01)) ;@x/
int mutation_scheme_then_else(int C, int fault)
{ int FLOW = 0x00;

if(C) goto then_br; else goto else_br;
then_br : FLOW|=0x10; if (!fault) goto fin;
else_br : FLOW|=0x01;

fin : return FLOW; }

Listing 1.8. Else following Then mutation scheme

A.2 Countermeasure schemes

Bw o e

/%@ ensures \result==value;
@ assigns \nothing ; @x/
void LoadDup(int res, int wvalue)
{int cm_var = value; if(res != cm_var) atk_detected();}

Listing 1.9. Load duplication countermeasure scheme
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A.3 Protected schemes

1 /*@ behavior nominal

2 @ ensures \result==value; @x*/

3 int protected_DL_LD(int wvalue, int fault) {

4 int res = mutation_scheme_dl (value, fault);
5 LoadDup (res,value); return(res); }

Listing 1.10. Load modification protected by load duplication

1 /%@ assigns RTS;

2 @ behavior nominal

3 @ ensures (C!=0 > \result==br_then) ;

4 @ ensures (C== > \result==br_else) ; @x/

5 int protected_EfT_SIG(int C, int br_then, int br_else, int fault) {
6 sign(C, br_then, br_else);

7 if((C && !fault) || (!C && fault)

8 { check (br_then); return br_then; }

9 else { check(br_else); return br_else; } }

Listing 1.11. TT protected by Signature

1 /*x@ requires id_true!=id_false ;

2 @ assigns RTS ;

3 @ behavior nominal

4 @ ensures ((C!'=0 ==> \result == 0x10)) ;

5 @ ensures ((C== ==> \result == 0x01)) ;@x/

6 int protected_ThenElse_CMSign(int C, int id_true, int id_false, int fault)
7 { int FLOW = 0x00;

8 sign(C,id_true,id_false);

9 if(C) goto then_br; else goto else_br;

10 then_br : check(id_true); FLOW|=0X10; if (!fault) goto fin;
11 else_br : {check(id_false); FLOW|=0X01;}
12 fin : return FLOW; }

Listing 1.12. Else following Then protected by Signature

1 /*@ behavior nominal

2 @ ensures ((C!'=0 && fault==0 ==> \result == THEN)) ;

3 @ ensures ((C== ==> \result == ELSE)) ;@x*/

4 int protected_ThenElse_CM_Testdup(int C, int fault)

5 { int FLOW = 0x00;

6 if(C) { CM_TestDup(C); goto then_br; } else { CM_TestDup(!C); goto else_br;

}

7 then_br : FLOW|=0x10; if (!fault) goto fin;

8 else_br : FLOW|=0x01;

9 fin : return FLOW; }

Listing 1.13. Else following Then protected by Test duplication
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