Incident Management

An incident management process is a set of procedures and actions taken to
respond to and resolve critical incidents: how incidents are detected and
communicated, who is responsible, what tools are used, and what steps are

taken to resolve the incident.
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Incident managers work to manage the lifecycle of all unplanned interruptions, malfunctions,
and quality reductions of provided IT services. Their main goals are to follow incident
management protocols and restore provided IT services to normal operation as quickly as
possible.

TOOLS IN INCIDENT MANAGEMENT

1. ManageEngine ServiceDesk Plus

B o0 ~ A () PRequests Solions Accounts Conbracts  Contacts  Products [EEYIEN
Ao

quest Catalog - | Quick Actions» | Zoho Creatar App

+  Service down = m =
* stan

+ Transition - Assign Support Rep

BEFORE DURING AFTER

Mandate

Support Rep

Optional
Group

Fesolved

m SaveDroft  Cancel 5 Stop e & Complaied
- I

https://t.me/learningnets



2. Zendesk
« B a Cnats @ alls ug

e

Views g @ Returns 2 B
a 21 tickets
- WhatsApp conversations - Assig... 0
D Subject Channel  Ticketform  Requester Requested »  Assigne
WhatsApp conversations - Unass... 30
@ #2138 Chat with Visitor 1570139948 Web form Returns Jane Dough Oct 03 Imaadh €
* Emall Tickets a0
O RS R 7 3 W #2137  return policy Webform  General Request Courtney Bamett Oct 03 -
d # Urgent unresolved tickets 2 W #2132 return policy Webform  General Request Courtney Bamett Oct 03 S
W Returns 21 W #2092 Return {Bergman) Web Widget Returns Sarah Johnson  Sep 25 -
B website Requests 29, @ #2080 Hi, could you help me with my new shoes? They don'tfit... WhatsApp ~ General Request  Peter Tailby Sep 24 Peter Tal
@ Tier 1 Support 930 3
@ #923 Hi aquest JP Sep 08 Daniel Rt
Y ¥ Your unsolved tickets [SKil... I Ticket #2080
@ #1733 o wihoss? i . atus  Mariana Portela  Aug 07 Daniel R
® Unassigned tickets (Triage) 208 Hi, could you help me with my new shoes? They don't fit. | need a replacement.
@ #1 o) Hi couid you help me viith my new shoes? They don't fit. I need a Renato Rojas Aug 05 Abhi Bas
© Allunsolved tickets 930 replacement.
& Recently updated tickets 19 U B #1532 Re P ety Sample customer  Jul 11 Santhost
Suspended tickets [ @ #1441 Fa . quest Phillip Jordan Jun 24 -
Peter Tailby Sep 24
Deleted tickets 22 0 N #1306 Re Tolearn more about our returns policy, please visit our help center page here: Franz Decker May 28 -
ps; h desk comyh i 2
B 50 sp Retums-Exchanges John Customer  Apr 08 =
More »
§ #1149  Can | return my shoes? Web Widget Returns Emily Customer  Apr 08 -
@ #1142 Retun Web Widget Returns Jane Dough Apr 04 -

https:/

3. SolarWinds Service Desk
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5. Jira Service Desk
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8. Issuetrak

10. Rundeck
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LIFECYCLE OF INCIDENT MANAGEMENT

The first step is to identify the incident. Incidents are identified through user
reports, solution analyses, or manual identification. Once identified, the incident is
logged and investigation and categorization can begin
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Incident Management

Activities in successful incident management

Review
Close incident
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Incident logging
An incident can be logged through phone calls, emails, SMS, web forms published on
the self-service portal or via live chat messages.

Incident categorization
Incidents can be categorized and sub-categorized based on the area of IT or business
that the incident causes a disruption in like network, hardware etc.

Incident prioritization

The priority of an incident can be determined as a function of its impact and urgency
using a priority matrix. The impact of an incident denotes the degree of damage the
issue will cause to the user or business.

based on the priority, incidents can be categorized as:

e Critical
° High

e Medium
o Low

Incident resolution

An incident is considered resolved when the technician has come up with a temporary
workaround or a permanent solution for the issue.

Incident closure

An incident can be closed once the issue is resolved and the user acknowledges the
resolution and is satisfied with it.
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