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Introduction

Information in This Chapter:

e What this book is about
¢ Intended audience
e How this book is organized

What this book is about

This book is about performing forensic investigations on subject systems running the
Linux operating system. In many cases Linux forensics is something that is done as part of
incident response. That will be the focus of this book. That said, much of what you need to
know in order to perform Linux incident response can also be applied to any Linux
forensic investigation.

Along the way we will learn how to better use Linux and the many tools it provides. In
addition to covering the essentials of forensics, we will explore how to use Python, shell
scripting, and standard Linux system tools to more quickly and easily perform forensic
investigations. Much of what is covered in this book can also be leveraged by anyone
wishing to perform forensic investigations of Windows subjects on a Linux-based
forensics workstation.

Intended audience

This book is primarily intended to be read by forensics practitioners and other information
security professionals. It describes in detail how to investigate computers running Linux.
Forensic investigators who work primarily with Windows subjects who would like to learn
more about Linux should find this book useful. This book should also prove useful to
Linux users and system administrators who are interested in the mechanics of Linux
system breaches and ensuing investigations. The information contained within this book
should allow a person to investigate the majority of attacks to Linux systems.

The only knowledge a reader of this book is assumed to have is that of a normal Linux
user. You need not be a Linux system administrator, hacker, or power user to learn from
this book. Knowledge of Linux system administration, Python, shell scripting, and
Assembly would be helpful, but definitely not required. Sufficient information will be
provided for those new to these topics.

How this book is organized

This book begins with a brief introduction to forensics. From there we will delve into
answering the question, “Was there an incident?” In order to answer this question, various
live analysis tools and techniques will be presented. We then discuss the creation and
analysis of forensic filesystem and memory images. Advanced attacks on Linux systems
and malware round out our discussion.
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Chapter 1: First Steps

Chapter 1 is an introduction to the field of forensics. It covers the various types of
forensics and motivation for performing forensics on Linux systems. Phases of
investigations and the high-level process are also discussed. Step-by-step instructions for
building a Linux forensics toolkit are provided in this chapter.

Chapter 2: Was there an incident?

Chapter 2 walks you through what happens from the point where a client who suspects
something has happened calls until you can be reasonably sure whether there was or was
not an incident. It covers opening a case, talking to users, creating appropriate
documentation, mounting known-good binaries, minimizing disturbance to the subject
system, using scripting to automate the process, and collecting volatile data. A nice
introduction to shell scripting is also provided in this chapter.

Chapter 3: Live Analysis

Chapter 3 describes what to do before shutting down the subject system. It covers
capturing file metadata, building timelines, collecting user command histories, performing
log file analysis, hashing, dumping memory, and automating with scripting. A number of
new shell scripting techniques and Linux system tools are also presented in this chapter.

Chapter 4: Creating Images

Chapter 4 starts with a discussion of the options for shutting down a subject system. From
there the discussion turns to tools and techniques used to create a forensic image of a
filesystem. Topics covered include shutting down the system, image formats, using dd and
dcfldd, hardware and software write blocking, and live Linux distributions. Methods of
creating images for different circumstances are discussed in detail.

Chapter 5: Mounting Images

Chapter 5 begins with a discussion of the various types of partitioning systems: Master
Boot Record (MBR) based partitions, extended partitions, and GUID partition tables.
Linux commands and techniques used to mount all types of partitions are presented. The
chapter ends with an introduction to Python and how it can be used to automate the
process of mounting partitions.

Chapter 6: Analyzing Mounted Images

Chapter 6 describes how to analyze mounted filesystem images. It covers file metadata,
command histories, system logs, and other common information investigated during dead
analysis. Use of spreadsheets and MySQL to enhance investigations is discussed. Some
new shell scripting techniques are also presented.

Chapter 7: Extended Filesystems

https://t.me/learningnets



Chapter 7 is the largest chapter in this book. All aspects of Linux extended filesystems
(ext2, ext3, and ext4) are discussed in detail. An extensive set of Python and shell scripts
are presented in this chapter. Advanced techniques for detecting alterations of metadata by
an attacker are provided in this chapter.

Chapter 8: Memory Analysis

Chapter 8 introduces the new field of memory analysis. The Volatility memory analysis
framework is discussed in detail. Topics covered include creating Volatility profiles,
getting process information, process maps and dumps, getting bash histories, using
Volatility check plugins, retrieving network information, and obtaining in-memory
filesytem information.

Chapter 9: Dealing with More Advanced Attackers

Chapter 9 walks you through a more sophisticated attack in detail. The techniques
described up to this point in the book are applied to a new scenario. Reporting of findings
to the client is also discussed.

Chapter 10: Malware

Chapter 10 provides an introduction to Linux malware analysis. It covers standard tools
for investigating unknown files such as the file utility, hash databases, the strings utility,
nm, ldd, readelf, objdump, strace, Itrace, and gdb. Obfuscation techniques are discussed.
Safety issues are presented. An introduction to Assembly is also provided.

Chapter 11: The Road Ahead

In this final chapter several suggestions for further study are provided. General tips are
also given for a successful career involving forensics.

Conclusion

Countless hours have been spent developing this book and accompanying scripts. It has
been a labor of love, however. I hope you enjoy reading and actually applying what is in
this book as much as I have enjoyed writing it.

For updates to this book and also my latest happenings consult my website
http://philpolstra.com. You can also contact me via my Twitter account, @ppolstra.
Downloads related to the book and other forms of community support are available at
Pentester Academy http://pentesteracademy.com.
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CHAPTER
1

First Steps

INFORMATION IN THIS CHAPTER:

e What is forensics?

e Types of forensics

e Why Linux forensics?
e General principles

e Phases of investigation
e High-level process

e Building a toolkit

WHAT IS FORENSICS?

A natural question to ask yourself if you are reading a book on Linux forensics is: What is
forensics anyway? If you ask different forensic examiners you are likely to receive slightly
different answers to this question. According to a recent version of the Merriam-Webster
dictionary: “Forensic (n) belonging to, used in, or suitable to courts of judicature or to
public discussion and debate.” Using this definition of the word forensic my definition of
forensic science is as follows:

Forensic science or forensics is the scientific collection of evidence of sufficient
quality that it is suitable for use in court.

The key point to keep in mind is that we should be collecting evidence of sufficient
quality that we can use it in court, even if we never intend to go to court with our findings.
It 1s always easier to relax our standards than to tighten them later. We should also act like
scientists, doing everything in a methodical and technically sound manner.

TYPES OF FORENSICS

When most people hear the term forensics they think about things they might have seen on
shows such as CSI. This is what I refer to as physical forensics. Some of the more
commonly encountered areas of physical forensics include fingerprints, DNA, ballistics,
and blood spatter. One of the fundamental principles of physical forensics is Locard’s
Transfer (or Exchange) Principle. Locard essentially said that if objects interact, they
transfer (or exchange) material. For example, if you hit something with your car there is
often an exchange of paint. As further examples, when you touch a surface you might
leave fingerprints and you might take dirt with you on your shoes when you leave an area.

This book covers what I would refer to as digital forensics. Some like the term computer
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forensics, but I prefer digital forensics as it is much broader. We live in a world that is
increasingly reliant on electronic devices such as smart phones, tablets, laptops, and
desktop computers. Given the amount of information many people store on their smart
phones and other small devices, it is often useful to examine those devices if someone is
suspected of some sort of crime. The scope of this book is limited to computers (which
could be embedded) running a version of Linux.

There are many specializations within the broader space of digital forensics. These
include network forensics, data storage forensics, small device forensics, computer
forensics, and many other areas. Within these specializations there are further
subdivisions. It is not unusual for forensic examiners to be highly specialized. My hope is
that by the time you finish this book you will be proficient enough with Linux forensics to
perform investigations of all but the most advanced attacks to Linux systems.

WHY LINUX FORENSICS?

Presumably if you are reading this you see the value in learning Linux forensics. The same
may not be true of your boss and others, however. Here is some ammunition for them on
why you might benefit from studying Linux forensics.

While Linux is not the most common operating system on the desktop, it is present in
many places. Even in the United States, where Windows tends to dominate the desktops,
many organizations run Linux in the server room. Linux is the choice of many Internet
Service Providers (ISP) and large companies such as Google (they even have their own
flavor of Linux). Linux is also extremely popular in development organizations.

Linux is the standard choice for anyone working in information security or forensics. As
the operating systems “by programmers for programmers,” it is very popular with black
hat hackers. If you find yourself examining the black hat’s computer, it is likely running
Linux.

Many devices all around us are running some version of Linux. Whether it is the
wireless access point that you bought at the local electronics store or the smart
temperature controller keeping your home comfortable, they are likely running Linux
under the hood. Linux also shares some heritage and functionality with Android and OS
X.

Linux is also a great platform for performing forensics on Windows, OS X, Android or
other systems. The operating system is rich with free and open source tools for performing
forensics on devices running virtually every operating system on the planet. If your budget
is limited, Linux is definitely the way to go.

GENERAL PRINCIPLES

There are a number of general guiding principles that should be followed when practicing
forensics. These include maintaining the integrity of evidence, maintaining the chain of
custody, following standard practice, and fully documenting everything. These are
discussed in more detail below.
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Maintaining Integrity

It is of the utmost importance that evidence not be altered while it is being collected and
examined. We are fortunate in digital forensics that we can normally make an unlimited
number of identical copies of evidence. Those working with physical forensics are not so
lucky. In fact, in many cases difficult choices must be made when quantities of physical
evidence are limited as many tests consume evidence.

The primary method of insuring integrity of digital evidence is hashing. Hashing is
widely used in computer science as a way of improving performance. A hash function,
generally speaking, takes an input of variable size and outputs a number of known size.
Hashing allows for faster searches because computers can compare two numbers in one
clock cycle versus iterating over every character in a long string which could require
hundreds or thousands of clock cycles.

Using hash functions in your programs can add a little complication because more than
one input value can produce the same hash output. When this happens we say that a
collision has occurred. Collisions are a complication in our programs, but when we are
using hashes for encryption or integrity checking the possibility of many collisions is
unacceptable. To minimize the number of collisions we must use cryptographic hash
functions.

There are several cryptographic hash functions available. Some people still use the
Message Digest 5 (MDS5) to verify integrity of images. The MDS5 algorithm is no longer
considered to be secure and the Secure Hash Algorithm (SHA) family of functions is
preferred. The original version is referred to as SHA1 (or just SHA). SHA?2 is currently
the most commonly used variant and you may encounter references to SHA2 (224 bits),
SHA256 (256 bits), SHA384 (384 bits), and SHAS512 (512 bits). There is a SHA3
algorithm, but its use is not yet widespread. I normally use SHA256 which is a good
middle ground offering good performance with low chances of collisions.

We will discuss the details of using hashing in future chapters. For now the high level
process is as follows. First, calculate a hash of the original. Second, create an image which
we will treat as a master copy. Third, calculate the hash of the copy and verify that it
matches the hash of the original. Fourth, make working copies of your master copy. The
master copy and original should never be used again. While it may seem strange, the hash
on working copies should be periodically recalculated as a double check that the
investigator did not alter the image.

Chain of Custody

Physical evidence is often stored in evidence bags. Evidence bags either incorporate a
chain of custody form or have such a form attached to them. Each time evidence is
removed from the bag the form is updated with who touched the evidence and what was
done. The collection of entries on this form make up the chain of custody. Essentially the
chain of custody is a guarantee that the evidence has not been altered and has been
properly maintained.
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In the case of digital forensics the chain of custody is still important. While we can
make unlimited digital copies, we must still maintain the integrity of the original. This is
also why a master copy should be made that is never used to for any other purpose than
creating working copies as it prevents the need to touch the original other than for the one-
time event of creating the master copy.

Standard Practices

Following standard practices makes your investigation easier. By following a written
procedure accurately there is less explaining to do if you should find yourself in court.
You are also less likely to forget something or make a mistake. Additionally, if you follow
standard practices there is less documentation that has to be done. It used to be said that
“nobody was ever fired for buying IBM.” Similarly, no forensic investigator ever got into
trouble using written procedures that conform to industry standard practice.

Documentation

When in doubt document. It never hurts to overdo the documentation. As mentioned
previously, if you follow standard written procedures you can reference them as opposed
to repeating them in your notes. Speaking of notes, I recommend handwritten notes in a
bound notebook with numbered pages. This might sound strange to readers who are used
to using computers for everything, but it is much quicker to jot notes onto paper. It is also
easier to carry a set of handwritten notes to court.

The bound notebook has other advantages as well. No power is required to view these
notes. The use of a bound notebook with numbered pages also makes it more difficult to
alter your notes. Not that you would alter them, but a lawyer might not be beyond
accusing you of such a thing. If you have difficulty finding a notebook with numbered
pages you can number them yourself before use.

If you can work with someone else it is ideal. Pilots routinely use checklists to make
sure they don’t miss anything. Commercial pilots work in pairs as extra insurance against
mistakes. Working with a partner allows you to have a second set of eyes, lets you work
more quickly, and also makes it even harder for someone to accuse you of tampering with
evidence. History is replete with examples of people who have avoided conviction by
accusing someone of evidence tampering and instilling sufficient doubt in a jury.

Few people love to do documentation. This seems to be true to a greater extent among
technical people. There are some tools that can ease the pain of documenting your findings
that will be discussed in later chapters of this book. An investigation is never over until the
documentation is finished.

PHASES OF INVESTIGATION

There are three phases to a forensic investigation: evidence preservation, evidence
searching, and event reconstruction. It is not unusual for there to be some cycling between
the phases as an investigation proceeds. These phases are described in more detail below.
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Evidence Preservation and Collection

Medical professionals have a saying “First do no harm.” For digital forensics practitioners
our motto should be “Don’t alter the data.” This sounds simple enough. In actuality it is a
bit more complicated as data is volatile. There is a hierarchy of volatility that exists in data
found in any system.

The most volatile data can be found in CPU registers. These registers are high speed
scratch memory locations. Capturing their contents is next to impossible. Fortunately,
there is little forensic value in these contents. CPU caches are the next level down in terms
of volatility. Like registers they are hard to capture and also, thankfully, of little forensic
value.

Slightly less volatile than storage in the CPU are buffers found in various devices such
as network cards. Not all input/output devices have their own storage buffers. Some low-
speed devices use main system memory (RAM) for buffering. As with data stored in the
CPU, this data is difficult to capture. In theory, anything stored in these buffers should be
replicated in system memory assuming it came from or was destined for the target
computer.

System memory is also volatile. Once power has been lost, RAM is cleared. When
compared to previously discussed items, system memory is relatively easy to capture. In
most cases it is not possible to collect the contents of system memory without changing
memory contents slightly. An exception to this would be hardware-based memory
collection. Memory acquisition will be discussed in greater detail in a later chapter.

Due to limitations in technology, until recently much of digital forensics was focused on
“dead analysis” of images from hard drives and other media. Even when dealing with non-
volatile media, volatility is still an issue. One of the oldest questions in computer security
and forensics i1s whether or not to pull the plug on a system you suspect has been
compromised.

Pulling the plug can lead to data loss as anything cached for writing to media will
disappear. On modern journaling filesystems (by far the most common situation on Linux
systems today) this is less of an issue as the journal can be used to correct any corruption.
If the system is shut down in the normal manner some malware will attempt to cover its
tracks or even worse destroy other data on the system.

Executing a normal shutdown has the advantage of flushing buffers and caches. As
previously mentioned, the orderly shutdown is not without possible disadvantages. As
with many things in forensics, the correct answer as to which method is better is, “it
depends.” There are methods of obtaining images of hard drives and other media which do
not require a system shutdown which further complicates this decision. Details of these
methods will be presented in future chapters.

Evidence Searching

Thanks to the explosion of storage capacity it becomes harder to locate evidence within
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the sea of data stored in a typical computer with each passing year. Data exists at three
levels, data, information, and evidence, as shown in Figure 1.1.

FIGURE 1.1
The data hierarchy.

As shown in Figure 1.1, the lowest level of data is just raw data. Raw data consists of
bits, normally organized as bytes, in volatile or non-volatile storage. In this category we
find things such as raw disk sectors. It can be a challenge to use data at this level and on
most modern systems there is plenty of data out there to pick through.

Above raw data we have information. Information consists of raw data with some sort
of meaning attached to it. For example, an image has more meaning to a human than the
bits that make up a JPEG file used to store the image. Even text files exist at this level in
our hierarchy. Bringing many bytes of ASCII or Unicode values together gives them
meaning beyond their collection of bytes.

At the highest level in or hierarchy is evidence. While there may be thousands or
millions of files (collections of information) it is unlikely that the bulk of them have any
relevance to an investigation. This leads us to ponder what it means for information to be
relevant to an investigation.

As previously mentioned, forensics is a science. Given that we are trying to do science,
we should be developing hypotheses and then searching for information that supports or
refutes a hypothesis. It is important to remain objective during an investigation as the
same piece of evidence might be interpreted differently based on people’s preconceived
notions.

It is extremely important that investigators do not become victims of confirmation bias.
Put simply, confirmation bias is only looking at information that supports what you
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believe to be true while discounting anything that would refute what you believe. Given
the amount of data that must be examined in a typical investigation a hypothesis or two
concerning what you think you will find is good (the owner of the computer did X, this
computer was successfully exploited, etc.) to help guide you through the searching
process. Don’t fall into the trap of assuming your hypothesis or hypotheses are correct,
however.

CONFIRMATION BIAS IN ACTION
Every Child is Perfect, Just Ask The Parents

One of the best stories to describe confirmation bias goes as follows. Johnny loved
magicians. One day his parents took him to see a famous magician, Phil the Great. At
the end of the show the parents told Phil how much their son loved magic. Phil then
offered to show them a trick. Johnny eagerly accepted.

The magician proceeded to pull out a coin and move it back and forth between both
hands then closed his fists and held out his hands. He asked Johnny to identify the hand
containing the coin, which he did correctly. Now guessing correctly one time is not
much of a feat, but this game was repeated many times and each time Johnny correctly
guessed the hand containing the coin. While this was going on the magician made
comments like, ““You must have excellent vision to see which hand contains the coin,”
and ““You must be an expert on reading my facial expressions and that is how you know
where the coin is.”

Eventually Johnny had correctly identified the hand with the coin fifty times in a
row! His parents were amazed. They called the grandparents and told all of their friends
about it on Facebook, Twitter, and other social media sites. When they finally thanked
the magician and turned to leave, he shouted, “goodbye,” and waved with both hands.
Each hand contained a coin.

It was the parents’ confirmation bias that lead them to believe what they wanted to
believe, that Johnny was a savant, and distracted them from the truth, that the magician
was indeed tricking them. Remain objective during an investigation. Don’t let what you
or your boss want to be true keep you from seeing contrary evidence.

Reconstruction of Events

In my mind trying to reconstruct what happened is the most fun part of an investigation.
The explosion in size of storage media might make the searching phase longer than it was
in the past, but that only helps to make the reconstruction phase that much more enjoyable.
It is very unlikely that you will find all the evidence you need for your event
reconstruction in one place. It is much more common to get little pieces of evidence from
multiple places which you put together into a larger picture. For example, a suspicious
process in a process list stored in a memory image might lead you to look at files in a
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filesystem image which might lead you back to an open file list in the memory image
which in turn points toward files in the filesystem image. Putting all of these bits together
might allow you to determine when and by whom a rootkit was downloaded and when and
by which user it was subsequently installed.

HIGH-LEVEL PROCESS

While not every Linux forensic investigation is part of an incident response, it will be the
focus of this book. The justification for this is that the vast majority of Linux forensic
investigations are conducted after a suspected breach. Additionally, many of the items
discussed in this book will be relevant to other Linux investigations as well. The high
level process for incident response is shown in Figure 1.2.

FIGURE 1.2
High-level Process for Linux Incident Response

As can be seen in Figure 1.2, it all begins with a call. Someone believes that a breach (or
something else) has occurred and they have called you to investigate. Your next step is to
determine whether or not there was a breach. A small amount of live analysis might be
required in order to make this determination. If no breach occurred, you get to document
what happened and add this to your knowledge base.

If there was an incident, you would normally start with live analysis before deciding
whether or not dead analysis is justified. If you deem it necessary to perform the dead
analysis you need to acquire some images and then actually perform the analysis. Whether
or not you performed a dead analysis it isn’t over until the reports are written. All of these
steps will be discussed in detail in future chapters.

BUILDING A TOOLKIT

In order to do Linux forensics effectively you might want to acquire a few tools. When it
comes to software tools you are in luck as all of the Linux forensics tools are free (most
are also open source). In addition to the notebook discussed previously, some hardware
and software should be in every forensic investigator’s tool kit.
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Hardware

You will likely want one or more external hard drives for making images (both RAM and
hard disks). External hard drives are preferred as it is much easier to share with other
investigators when they can just plug in a drive. USB 3.0 devices are the best as they are
significantly faster than their USB 2.0 counterparts.

A write blocker is also helpful whenever an image is to be made of any media. Several
hardware write blockers are available. Most of these are limited to one particular interface.
If your budget affords only one hardware write blocker, I would recommend a SATA
blocker as this is the most common interface in use at this time. Software write blockers
are also a possibility. A simple software write blocker is presented later in this book.

Software

Software needs fall into a few categories: forensic tools, system binaries, and live Linux
distributions. Ideally these tools are stored on USB 3.0 flash drives and perhaps a few
DVDs if you anticipate encountering systems that cannot boot from a USB drive. Given
how cheap USB flash drives are today, even investigators with modest budgets can be
prepared for most situations.

There are a number of ways to install a set of forensics tools. The easiest method is to
install a forensics oriented Linux distribution such as SIFT from SANS (http://digital-
forensics.sans.org/community/downloads). Personally, I prefer to to run my favorite Linux
and just install the tools rather than be stuck with someone else’s themes and sluggish live
system performance. The following script will install all of the tools found in SIFT on
most Debian or Ubuntu based systems (unlike the SANS install script that works only on
specific versions of Ubuntu).

#!/bin/bash

# Simple little script to load DFIR tools into Ubuntu and Debian systems

# by Dr. Phil Polstra (@ppolstra

# create repositories

echo “deb http://ppa.launchpad.net/sift/stable/ubuntu trusty main” \
> /etc/apt/sources.list.d/sift-ubuntu-stable-utopic.list

echo “deb http://ppa.launchpad.net/tualatrix/ppa/ubuntu trusty main” \
> /etc/apt/sources.list.d/tualatrix-ubuntu-ppa-utopic.list

#list of packages

pkglist="aeskeyfind

afflib-tools

afterglow

aircrack-ng

arp-scan

autopsy

binplist
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bitpim
bitpim-1lib
bless

blt
build-essential
bulk-extractor
cabextract
clamav
cryptsetup
dc3dd
dconf-tools
dumbpig
e2fslibs-dev
ent

epichb
etherape
exif
extundelete
f-spot
fdupes

flare

flasm

flex
foremost

gt++

gcc

gdb

ghex

gthumb
graphviz
hexedit

htop

hydra
hydra-gtk
ipython
kdiff3
kpartx
libafflib0
libafflib-dev
libbde
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libbde-tools
libesedb
libesedb-tools
libevt
libevt-tools
libevtx
libevtx-tools
libewf
libewf-dev
libewf-python
libewf-tools
libfuse-dev
libfvde
libfvde-tools
liblightgrep
libmsiect
libnetl

libolect
libparse-win32registry-perl
libregf
libregf-dev
libregf-python
libregf-tools
libssl-dev
libtext-csv-perl
libvshadow
libvshadow-dev
libvshadow-python
libvshadow-tools
libxml2-dev
maltegoce
md5deep
nbd-client
netcat

netpbm

nfdump

ngrep

ntopng

okular

openjdk-6-jdk
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p7zip-full
phonon

pv

pyew

python
python-dev
python-pip
python-flowgrep
python-nids
python-ntdsxtract
python-pefile
python-plaso
python-gt4
python-tk
python-volatility
pytsk3
rsakeyfind
safecopy
sleuthkit
ssdeep

ssldump
stunneld

tcl

tcpflow

tcpstat
tcptrace
tofrodos
torsocks
transmission
unrar

upx-ucl
vbindiff
virtuoso-minimal
winbind

wine

wireshark
xmount

zenity
regripper

cmospwd
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ophcrack
ophcrack-cli
bkhive
samdump?2
cryptcat
outguess
bcrypt
ccrypt
readpst
ettercap-graphical
driftnet
tcpreplay
tcpxtract
tcptrack
pOf

netwox

1ft

netsed
socat
knocker
nikto
nbtscan
radare-gtk
python-yara
gzrt
testdisk
scalpel
gemu
gemu-utils
gddrescue
dcfldd
vmfs-tools
mantaray
python-fuse
samba
open-iscsi
curl

git
system-config-samba

1ibpff
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libpff-dev
libpff-tools
libpff-python
xfsprogs
gawk
exfat-fuse
exfat-utils
xpdf
feh
pyew
radare
radare?2
pev
tcpick
pdftk
sslsniff
dsniff
rar
xdot
ubuntu-tweak
vim”
#actually install
# first update
apt-get update
for pkg in ${pkglist}
do
if (dpkg —list | awk ‘{print $2}’ | egrep “"S${pkg}$” 2>/dev/null) ;
then
echo “yeah ${pkg} already installed”
else
# try to install
echo -n “Trying to install ${pkg}..”
if (apt-get -y install ${pkg} 2>/dev/null) ; then
echo “+++Succeeded+++”
else
echo “--FAILED—--"
fi
fi

done

Briefly, the above script works as described here. First, we run a particular shell (bash)
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using the special comment construct #! {command to run}. This is often called the “she-
bang” operator or ‘“pound-bang” or “hash-bang,” Second, the lines with the echo
statements add two repositories to our list of software sources. Technically, these
repositories are intended to be used with Ubuntu 14.04, but they are likely to work with
new versions of Ubuntu and/or Debian as well.

Third, a variable named pkglist is created which contains a list of the tools we wish to
install. Fourth, we update our local application cache by issuing the command apt-get
update. Finally, we iterate over our list of packages stored in pkglist and install them if
they aren’t already installed. The test involves a string of commands, dpkg —list |
awk ‘{print $2}’ | egrep “"S${pkg}s$” 2>/dev/null. The command
dpkg —1ist lists all installed packages and this list is then passed to awk ‘{print
$21}’" which causes the second word (the package name) to be printed; this is in turn
passed to egrep “"${pkg}$” 2>/dev/null which checks to see if the package
name exactly matches one that is installed (the ~ matches the start and $ matches the end).
Any errors are sent to the null device because we only care if there were any results.

A set of known good system binaries should be installed to a flash drive in order to
facilitate live response. At a minimum you will want the /bin, /sbin, and /lib directories
(/lib32 and /1ib64 for 64-bit systems) from a known good system. You may also want to
grab the /usr directory or at least /usr/local/, /ust/bin, and /usr/sbin. Most Linux systems
you are likely to encounter are running 64-bit versions of Linux; after all, 64-bit Linux has
been available since before 64-bit processors were commercially available. It might still
be worth having a 32-bit system on hand.

On occasion a live Linux system installed on a bootable USB drive could be useful.
Either a distribution such as SIFT can be installed by itself on a drive or the live system
can be installed on the first partition of a larger USB drive and the system binaries
installed on a second partition. If you are using a USB drive with multiple partitions it is
important to know that Windows systems will only see the first partition and then only if it
is formated as FAT or NTFS. Partitions containing system binaries should be formatted as
EXT2, EXT3, or EXT4 in order to mount them with correct permissions. Details of how
to mount these system binaries will be provided in future chapters.
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THIS IS TAKING TOO LONG

Running live Linux in a virtual machine

If you decide to create a bootable SIFT (or similar) USB drive you will quickly
find that it takes hours to install the packages from SIFT. This can tie up your
computer for hours preventing you from getting any real work done. There is a
way to build the USB drive without tying up the machine, however. What you need
to do is set up a virtual machine that can be run from a live Linux distribution on a
USB drive. The following instructions assume you are running VirtualBox on a
Linux host system.

VirtualBox ships with several tools. One of these is called vboxmanage. There
are several commands vboxmanage supports. Typing vboxmange -help in a
terminal will give you a long list of commands. This will not list the command that
we need, however, as it is one of the internal commands.

In order to create a virtual disk that points to a physical device you must execute
the following command as root: vboxmanage internalcommands
createrawvmdk -filename <location of vmdk file> -
rawdisk <USB device>. For example, if your thumb drive is normally
mounted as /dev/sdb the following command could be used: vboxmanage
internalcommands createrawvmdk —-filename
/root/VirtualBox\ Vms/usb.vmdk -rawdisk /dev/sdb. Note that
you cannot just sudo this command as the regular user will have permission
problems trying to run the virtual machine later. Creating this virtual drive and
running VirtualBox is shown in Figure 1.3.

Once the virtual disk file has been created, set up a new virtual machine in the
normal manner. Depending on the live Linux you have chosen, you may need to
enable EFI support as shown in Figure 1.7. The creation of the live Linux virtual
machine is shown in Figure 1.4 through Figure 1.6. The virtual machine running
for the first time is shown in Figure 1.8.
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FIGURE 1.3

Creating a virtual disk file that points to a physical USB drive.
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FIGURE 1.4

Creating a virtual machine that runs a live Linux distribution from a USB drive.
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FIGURE 1.5

Setting up memory for the live Linux virtual machine. Be certain to select the maximum amount of
memory for better performance running a live distribution as everything is run from RAM.
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FIGURE 1.6

Selecting the USB physical drive for the live Linux virtual machine.
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FIGURE 1.7

Enabling EFI support in VirtualBox.

PRl LR SR DTS LSSV DO o PO e JLGREE | REC VLD LS Ll o = L . Y
Bl el Wik s SR P e vl W T B il il 3 il s el
e Noggrap s g el g

jrestyE TLapsop: o ]

|
|
i

FIGURE 1.8

Running a virtual machine from a USB drive.

SUMMARY

In this chapter we have discussed all the preliminary items that should be taken care of
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before arriving on the scene after a suspected incident has occurred. We covered the
hardware, software, and other tools that should be in your go bag. In the next chapter we
will discuss the first job when you arrive, determining if there was an incident.
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CHAPTER
2

Determining If There Was an
Incident

INFORMATION IN THIS CHAPTER:

e Opening a case

e Talking to users

e Documentation

e Mounting known-good binaries

e Minimizing disturbance to the subject system
e Using scripting to automate the process

e Collecting volatile data

OPENING A CASE

This chapter will address the highlighted box from our high-level process as shown in
Figure 2.1. We will come to learn that there is often much involved in determining
whether or not there was an incident. We will also see that some limited live response may
be necessary in order to make this determination.

FIGURE 2.1

The High-level Investigation Process.
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Before you do anything else, when you arrive on the scene, you should open a case file.
This is not as complicated as it sounds. You could literally create a folder on your laptop
with a case number. What should you use for a case number? Whatever you want. You
might want a case number that is a year-number or you might prefer to use the date for a
case number under the assumption that you won’t be starting multiple cases on the same
day. You could always append a number to the date if you had multiple cases in a given
day.

You might also consider starting a new entry in your bound notebook (with the
numbered pages). Some might prefer to wait until they are sure there was an incident
before consuming space in their notebooks for a false alarm. My personal feeling on this is
that notebooks are cheap and it is easier and cleaner if you start taking notes in one place
from the very beginning.

TALKING TO USERS

Before you ever think about touching the subject system you should interview the users.
Why? Because they know more about the situation than you will. You might be able to
determine that it was all a false alarm very quickly by talking to the users. For example,
perhaps it was a system administrator that put a network card in promiscuous mode and
not malware or an attacker. It would be far better for everyone if you found this out by
talking to the administrator now than after hours of investigating.

You should ask the users a series of questions. The first question you might ask is,
“Why did you call me?” Was there an event that led to your being called in? Does the
organization lack a qualified person to perform the investigation? Does the organization’s
policy on possible incidents require an outside investigator?

The second question you might ask is, “Why do you think there is a problem or
incident?” Did something strange happen? Is the network and/or machine slower than
normal? Is there traffic on unusual ports? Unlike Windows users, most Linux users don’t
just shrug off strange behavior and reboot.

Next you want to get as much information as you can about the subject (suspected
victim) system. What is the system normally used for? Where did the system come from?
Was it purchased locally or online, etc? As many readers are likely aware, it has come to
light that certain government entities are not above planting parasitic devices inside a
computer that has been intercepted during shipment. Has the computer been repaired
recently? If so, by whom? Was it an old, trusted friend or someone new? Malicious
software and hardware are easily installed during such repairs.

DOCUMENTATION

As previously mentioned, you cannot over do the documentation. You should write down
what the users told you during your interviews. In addition to the advantages already
mentioned for using a notebook, writing notes in your notebook is a lot less distracting
and intimidating for the users than banging away at your laptop keyboard or even worse
filming the interviews.

https://t.me/learningnets



You should also write down everything you know about the subject system. If it seems
appropriate you might consider taking a picture of the computer and screen. If you suspect
that physical security has been breached, it is an especially good idea. You are now ready
to actually touch the subject system.

VIRTUAL COMPLICATIONS

If you are using a virtual machine, older may be better

I have previously recommended the use of a USB 3.0 drive for performance reasons.
If you are using a virtual machine to practice while you are going through this book,
a USB 2.0 drive might be preferred. The reason for this is that some of the
virtualization software seems to have issues dealing with USB 3.0 devices. At the
time of this writing USB 2.0 devices seem to cause less problems.

Regardless of the type of drive you have, the host operating systems will initially
try to lay claim to any attached device. If you are using VirtualBox, you will need to
check the appropriate device from the USB Devices submenu under Devices as
shown in Figure 2.2.
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FIGURE 2.2

Selecting a USB Drive. If your subject system is running inside a virtual machine you will need to pass
the device along to the virtual machine by selecting the device as shown here.
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MOUNTING KNOWN-GOOD BINARIES

In most cases if you insert your USB drive with known-good binaries, it will be
automounted. If this isn’t the case on the subject system, you will need to manually mount
the drive. Once your drive is mounted you should run a known-good shell located on your
drive. You are not done after you run this shell, however. You must set your path to only
point at the directories on your USB drive and also reset the LD LIBRARY PATH
variable to only reference library directories on the USB drive.

The first thing you will want to do is to check that your filesystem has in fact been
mounted. Some versions of Linux will not automatically mount an extended (ext2, ext3, or
ext4) filesystem. Most Linux systems will automount a FAT or NTFS filesystem, however.
Recall that your system binaries must be housed on an extended filesystem in order to
preserve their permissions. The easiest way to check if something is mounted is to execute
the mount command. The results of running this command with my Linux forensics
response drive are shown in Figure 2.3. Notice that my drive is mounted as /dev/sdb with
three partitions. The first two partitions are a FAT and ext4 partition for a live version of
Linux (SIFT in this case) and the third partition contains 64-bit system binaries.
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FIGURE 2.3

Verifying That a USB Drive Is Mounted. In this figure the three highlighted partitions from the USB drive
(/dev/sdb) have all been automatically mounted.

If you are unsure what drive letter will be assigned to your incident response drive the
dme sg command can often help. The results of running dmesg after inserting a USB drive
are shown in Figure 2.4. The portion that demonstrates the drive has been assigned to
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/dev/sdb is highlighted.
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FIGURE 2.4

Result of running dmesg command. The portion that shows drive letter /dev/sdb has been assigned is
highlighted.

If you need to manually mount your drive first create a mount destination by running
sudo mkdir /mnt/{destination}, i.e. sudo mkdir /mnt/good-bins or
similar. Now that a destination exists the drive can be mounted using sudo mount
/dev/{source partition} /mnt/{destination}, 1e. sudo mount
/dev/sdbl /mnt/good-bins.

Once everything is mounted change to the root directory for your know-good binaries
and then run bash by typing exec bin/bash as shown in Figure 2.5. Once the known-
good shell is loaded the path must be reset to only point to the response drive by running
export PATH=$ (pwd) /sbin:$ (pwd) /bin as shown in Figure 2.6. Here we are
using a shell trick. If you enclose a command in parentheses that are proceeded by a $ the
command is run and the results are substituted. Finally, the library path must also be set to
point to known-good library files by running export
LD LIBRARY PATH=$S (pwd)/1ib64:$ (pwd)/1lib as shown in Figure 2.7. If you
have also copied some of the directories under /usr (recommended) then these paths
should also be included in the PATH and LD _LIBRARY PATH.
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FIGURE 2.5

Executing the known-good bash shell.

FIGURE 2.6

Making the path point to known-good binaries.
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FIGURE 2.7

Making the library path point to known-good files.

MINIMIZING DISTURBANCE TO THE SUBJECT SYSTEM

Unfortunately, it is impossible to collect all the data from a running system without
causing something to change. Your goal as a forensic investigator should be to minimize
this disturbance to the subject system. There are two things you should never do if you can
avoid it. First, do not install anything on the subject system. If you install new software it
will substantially change the system when configuration files, libraries, and executables
are saved to the subject’s media. The worst possible situation would be to compile
something from source code as it will cause many temporary files to be created and will
also consume memory (possibly pushing out other more interesting information) and
affect a memory image should you choose to make one.

The second thing you should avoid is creating new files on the system. If you must use a
tool that is not installed, have it on your response USB drive. Don’t create memory or disk
images and then store them on the subject system either!

You will definitely alter what is in RAM when you investigate a system. You should try
to minimize your memory footprint, however. There are a couple of ways that you might
accomplish these goals. Two popular solutions are to store data on USB media (which
could be your response drive) or to use the netcat utility.

Using a USB drive to store data

Attaching a USB drive to the subject system is minimally invasive. This will cause some
new entries in a few temporary pseudo filesystems such as /proc and /sys and the creation
of a new directory under /media on most versions of Linux. A few larger USB 3.0 backup

https://t.me/learningnets



drives should be in your toolkit for just such occasions. It might be best to copy your
system binaries to this drive first should you end up going this route to avoid having to
mount more than one external drive.

Once the USB drive has been attached you can use the techniques described earlier to
operate with known-good system binaries and utilities. Log files and other data discussed
in this chapter can be stored to the USB drive. Techniques described in later chapters can
be used to store images on the USB drive. Even if you used the netcat utility (described
next), having some USB backup drives on hand can make sharing images much easier.
Naturally, whatever you do should be documented in your bound notebook.

Using Netcat

While using a USB drive meets our goals of not installing anything or creating new files
on the subject system (with the exceptions noted above) it does not minimize our memory
footprint. Copying to slow USB storage devices (especially USB 2.0 drives) is likely to
result in a significant amount of caching which will increase our memory footprint. For
this reason, the use of netcat is preferred when the subject system is connected to a
network of reasonable speed and reliability.

Wired gigabit Ethernet is the most desirable media. If you are forced to use wireless
networking, do your best to ensure your forensics workstation has a strong signal from the
access point. If neither of these are an option, you may be able to connect your forensics
laptop directly to the subject system via a crossover cable.

Realize that the subject system is probably set up to use Dynamic Host Configuration
Protocol (DHCP) so you will either need to use static IP addresses on both ends or install a
DHCP server on your forensics laptop if you go the crossover cable route. If the subject
system has only one network interface that must be disconnected I recommend against
using the crossover cable as it will disturb the system too much. To temporarily setup a
static IP on each end of your crossover cable issue the command sudo ifconfig
{interface} down && sudo ifconfig {interface} {IP} netmask
{netmask} up,i.e. sudo ifconfig ethO down && sudo ifconfig ethO
192.168.1.1 netmask 255.255.255.0 up. Make sure you give each end a
different IP on the same subnet!

Setting up a netcat listener

You will need to set up one or more listeners on the forensics workstation. The syntax for
setting up a listener is pretty simple. Typing netcat -1 {port} will cause a listener
to be created on every network interface on the machine. Normally this information
should be stored in a file by redirecting netcat’s output using > or >>. Recall that the
difference between > and >> is that > causes an existing file to be overwritten and >>
appends data if the file already exists.

I recommend that you create a listener on the forensics workstation that receives the
output of all the commands you wish to run on the subject system in a single log file. This
keeps everything in one place. By default netcat will terminate the listener upon
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receiving the end-of-file (EOF) marker. The -k option for netcat will keep the listener
alive until you press Control-C in the terminal where you started netcat. The command
to start the log file listener is netcat -k -1 {port} >> {log file}, ie.
netcat -k -1 9999 >> example-log.txt. This command is shown in Figure
2.8. Note that while I have used netcat here this is a symbolic link to the same program
pointed to by nc on most systems, so you can use whichever you prefer.

FIGURE 2.8

Running a netcat listener on the forensics workstation.

Sending data from the subject system

Now that you have a listener on the forensics workstation it is easy to send data across the
network using netcat. The general sequence for sending something for logging is
{command} | nc {forensic workstation IP} {port}. For commands
that do not have output that makes it obvious what was run you might want to send a
header of sorts using the echo utility before sending the output of the command. This is
demonstrated in Figure 2.9. The results of running the commands shown in Figure 2.9 are
shown in Figure 2.10. Using scripting to automate this process is discussed later in this
chapter.
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FIGURE 2.9

Using netcat to send information to the forensics workstation.

FIGURE 2.10

Results received by listener from commands in Figure 2.9.

Sending files

It is not unusual to extract suspicious files from a subject system for further study. Netcat
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is also handy for performing this task. In order to receive a file you should start a new
listener on the forensics workstation that doesn’t use the -k option. In this case you want to
end the listener after the file has been transmitted. The command 1s nc -1 {port} >

{filename}.

On the subject system the suspect file is redirected into the netcat talker. The syntax
for sending the file is nc {forensic workstation IP} {port} <
{filename}, i.e. nc 192.168.1.119 4444 < /bin/bash. The listener and
talker for this file transfer are shown in Figure 2.11 and Figure 2.12, respectively.

FIGURE 2.11

Setting up a netcat listener to receive a file.

https://t.me/learningnets



FIGURE 2.12

Using netcat to send a file.

USING SCRIPTING TO AUTOMATE THE PROCESS

It should be fairly obvious that our little netcat system described above is ripe for
scripting. The first question one might ask 1s what sort of scripting language should be
used. Many would immediately jump to using Python for this task. While I might like to
use Python for many forensics and security tasks, it is not the best choice in this case.

There are a couple of reasons why shell scripting is a better choice, in my opinion. First,
we want to minimize our memory footprint, and executing a Python interpreter runs
counter to that goal. Second, a Python script that primarily just runs other programs is
somewhat pointless. It is much simpler to execute these programs directly in a shell script.
As an additional bonus for some readers, the scripts described here constitute a nice
introduction to basic shell scripting.

Scripting the server

The scripts shown below will create a new directory for case files and start two listeners.
The first listener is used to log commands executed on the subject (client) machine and the
second 1s used to receive files. A script to clean up and shut down the listeners is also
presented. Here is the main script, start-case.sh:

#!/bin/bash

#

# start-case.sh

#
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Simple script to start a new case on a forensics
workstation. Will create a new folder if needed
and start two listeners: one for log information
and the other to receive files. Intended to be
used as part of initial live response.

by Dr. Phil Polstra (@ppolstra) as developed for

T

PentesterAcademy.com.
usage () f{
echo “usage: $0 <case number>”
echo “Simple script to create case folder and start listeners”
exit 1
}
if [ $# -1t 1 ] ; then
usage
else
echo “Starting case $1”
fi
#if the directory doesn’t exist create it
if [ ! -d $1 ] ; then
mkdir $1
fi
# create the log listener
‘nc -k -1 4444 >> $1/log.txt’ &
echo “Started log listener for case $1 on $(date)” | nc localhost 4444
# start the file listener

‘./start-file-listener.sh $1° &

This script starts with the special comment “#!” also known as the she-bang which
causes the bash shell to be executed. It is important to run a particular shell as users who
are allowed to pick their own might select something incompatible with your script. A #
anywhere on a line begins a comment which terminates at the end of the line. The first
several lines are comments that describe the script.

After the comments a function called usage is defined. To define a function in a shell
script simply type its name followed by a space, empty parentheses, another space, and
then enclose whatever commands make up the function in curly brackets. Unlike compiled
languages and some scripting languages, shell scripts require white space in the proper
places or they will not function correctly. The $0 in the line echo “usage: $0
<case number>" is a variable that is set to the first command line parameter that was
used to run the script, which is the name of the script file.

Note the use of double quotes in the echo commands. Anything enclosed in double
quotes 1s expanded (interpreted) by the shell. If single quotes are used, no expansion is
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performed. It is considered a good programming practice to define a usage function that is
displayed when a user supplies command line arguments that do not make sense.

The line if [ $# -1t 1 ] ; then begins an if block. The logical test is
enclosed in square brackets. Note that there must be white space around the brackets and
between parts of the logical test as shown. The variable $# is set to the number of
command line arguments passed in to the script. In this script if that number is less than 1,
the usage function is called, otherwise a message about starting a case is echoed to the
screen. The variable $1 is the first command line parameter passed in (right after the name
of the script) which is meant to be the case name. Observe that the i £ block is terminated
with £1 (if spelled backwards).

The conditional statement in the if block that starts with 1£f [ ! -d $1 ] ; then
checks to see if the case directory does not yet exist. The -d test checks to see that a
directory with the name that follows exists. The ! negates (reverses) the test so that the
code inside the i f block is executed if the directory doesn’t exist. The code simply uses
mkdir to create the directory.

Next the line "nc -k -1 4444 >> $1/log.txt’ & starts a listener on port
4444 and sends everything received to a file in the case directory named log.txt. Note the
command is enclosed in back ticks (backward single quotes). This tells the shell to please
run the command. The & causes the command to be run in the background so that more
things may be executed.

The next line simply echoes a banner which is piped to the listener in order to create a
header for the log file. Finally, another script is also run in the background. This scripts
starts the file listener process. This script is described next.

#!/bin/bash

#

# start-file-listener.sh

#

# Simple script to start a new file

# listener. Intended to be

# used as part of initial live response.

# by Dr. Phil Polstra (@ppolstra) as developed for

# PentesterAcademy.com.

# When a filename is sent to port 5555 a transfer on 5556
# is expected to follow.

usage () A
echo “usage: $0 <case name>"
echo “Simple script to start a file listener”

exit 1

# did you specify a case name?
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if [ $# -1t 1 ] ; then
usage
fi
while true
do
filename=$ (nc -1 5555)
nc -1 5556 > $1/$ (basename $filename)

done

This script starts with the standard she-bang which causes the bash shell to be used. It
also defines a usage function which is called if a case name is not passed in to the script.
The real work in this script is in the while loop at the end. The line while true causes
an infinite loop which is only exited when the user presses Control-C or the process is
killed. Note that unlike the if block which is terminated with f£i, the do block is
terminated with done (not od).

The first line in the loop runs a netcat listener on port 5555 and sets the filename
variable equal to whatever was received on this port. Recall that we have used this trick of
running a command inside of $() to set a variable equal to the command results in the
previous script. Once a filename has been received a new listener is started on port 5556
(nc -1 5556 on the next line) and the results directed to a file with the same name in a
directory named after the case name (> $1/$ (basename S$filename) on the
second half of the line). The first command line argument, which should be the case name,
is stored in $1. The basename command is used to strip away any leading path for a file
that 1s sent.

Once a file has been received, the infinite loop starts a new listener on port 5555 and the
cycle repeats itself. The loop exits when the cleanup script, to be described next, is
executed. The client side scripts that send log information and files will be discussed later
in this chapter.

#!/bin/bash
#

close-case.sh
Simple script to start shut down listeners.

#
#
#
# Intended to be used as part of initial live response.
# by Dr. Phil Polstra (@ppolstra) as developed for

# PentesterAcademy.com.

echo “Shutting down listeners at $(date) at user request” | nc localhost 4444
killall start-case.sh

killall start-file-listener.sh

killall nc

This is our simplest script yet. First we echo a quick message to our log listener on port
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4444, then we use the killall utility to kill all instances of our two scripts and
netcat. If you are wondering why we need to kill netcat since it is called by the
scripts, recall that in some cases it is run in the background. Also, there could be a hung or
in-process netcat listener or talker out there. For these reasons it is safest just to kill all
the netcat processes.

Scripting the client

Now that we have a server (the forensics workstation) waiting for us to send information,
we will turn our attention toward scripting the client (subject system). Because it would be
bothersome to include the forensics workstation IP address and ports with every action, we
will start by setting some environment variables to be used by other client scripts. A
simple script to do just that follows.

setup-client.sh
Simple script to set environment variables for a

#
#
#
# system under investigation. Intended to be
# used as part of initial live response.

# by Dr. Phil Polstra (@ppolstra) as developed for
# PentesterAcademy.com.

usage () {

echo “usage: source $0 <forensics workstation IP> [log port] [filename port]
[file transfer port]”

echo “Simple script to set variables for communication to forensics
workstation”

exit 1

# did you specify a file?
if [ $# -1t 1 ] ; then
usage
fi
export RHOST=S1
if [ $# -gt 1 ] ; then
export RPORT=S$2
else
export RPORT=4444
fi
if [ $# -gt 2 ] ; then
export RFPORT=S$3
else
export RFPORT=5555
fi

https://t.me/learningnets



if [ $# -gt 3 1 ; then
export REFTPORT=54
else
export RFTPORT=5556
fi

Notice that there is no she-bang at the beginning of this script. Why not? Recall that you
want to run your known-good version of bash, not the possible vandalized one in the /bin
directory. Another reason this script is she-bang free is that it must be sourced in order for
the exported variables to be available in new processes in your current terminal. This is
done by running the command source ./setup-client.sh {forensics
workstation IP} in aterminal.

The script repeatedly uses the export command which sets a variable and makes it
available to other processes in the current terminal or any child processes of the current
terminal. Variables that are not exported are only visible within the process that created
them and we create a new process each time we type bash {script name}. Setting
these values would be pointless if they were never seen by the other client scripts. Since
the server IP address is required, we store it in the RHOST variable. Then we check to see
if any of the optional parameters were supplied; if not we export a default value, if so we
export whatever the user entered.

The following script will execute a command and send the results wrapped in a header
and footer to the forensics workstation. As with the previous script, there is no she-bang
and you must explicitly run the script by typing bash ./send-log.sh {command
with arguments}.

send-log.sh

#
#
# Simple script to send a new log entry
# to listener on forensics workstation. Intended to be
# used as part of initial live response.
# by Dr. Phil Polstra (@ppolstra) as developed for
# PentesterAcademy.com.
# defaults primarily for testing
[ -z “SRHOST” ] && { export RHOST=localhost; }
[ -z “SRPORT” ] && { export RPORT=4444; }
usage () {
echo “usage: $0 <command or script>”
echo “Simple script to send a log entry to listener”
exit 1
}
# did you specify a command?

if [ $# -1t 1 ] ; then
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usage
else

echo -e “++++Sending log for $@ at $(date) ++++\n $($Q@) \n--end--\n” | nc
SRHOST S$RPORT

fi

The script starts out with a couple of lines that will set RHOST and RPORT to default
values if they have not already been set. These lines demonstrate a powerful technique to
use in your shell scripts known as short circuiting. The line [ -z “SRHOST” ] && {
export RHOST=localhost; } consists of two statements separated by the logical
AND operator. The first half tests the RHOST environment variable to see if it is zero
(null or unset). Notice that the variable complete with the leading $ is enclosed in double
quotes. This forces the shell to interpret this value as a string for the test to work as
expected. If the statement doesn’t evaluate to true there is no reason to bother with the
second half of the line so it is skipped (short circuited). The curly brackets in the second
half are used to explicitly group everything together in a statement.

NOT JUST FOR SCRIPTS

Short circuiting is useful in many places

Short circuiting isn’t just for scripts. It can be useful when you have a series of
commands that might take a while to run when each command depends on the
success of the command before it. For example, the command sudo apt-get
update && sudo apt-get -y upgrade will first update the local software
repository cache and then upgrade any packages that have newer versions. The -y
option automatically says yes to any prompts. If you are unable to connect to your
repositories for some reason the upgrade command is never executed.

Another common use of this technique is building software from source when
you do not want to sit around and wait to see if each stage completes successfully.
Many packages require a configure script to be run that checks dependencies and
optionally sets some non-default options (such as library and tool locations),
followed by a make and sudo make install. It can take some time for all
three stages to complete. The command . /configure && make && sudo
make install can be used to do this all on one line.

The only real work done in this script is in the echo line near the bottom. We have
already seen the echo command, but there are a few new things on this line. First, echo
has a -e option. The option enables interpretation of backslash characters. This allows us
to put newlines (\n) in our string in order to produce multiple lines of output with a single
echo command.

There are a couple reasons why we want to use a single echo command here. First, we
will be passing (piping actually) the results to the netcat talker which will send this data
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to our forensics workstation. We want this done as one atomic transaction. Second, this
allows a more compact and easily understood script.

There is also something new in the echo string, the $@ variable. $@ is equal to the
entire set of command line parameters passed to the script. We first use $@ to create a
header that reads “++++Sending log for {command with parameters} at {date} ++++". We
then use our $() trick yet again to actually run the command and insert its output into our
string. Finally, a “—end—" footer is added after the command output.

The last client script is used to send files to the forensics workstation for analysis. It will
make a log entry, then send the filename to the appropriate port, then delay a few seconds
to give the server time to create a listener to receive the file, and finally send the file. The
script for doing this follows.

send-file.sh

Simple script to send a new file

to listener on forensics workstation. Intended to be

#
#
#
#
# used as part of initial live response.
# by Dr. Phil Polstra (@ppolstra) as developed for
# PentesterAcademy.com.
# defaults primarily for testing
[ -z “SRHOST” ] && { export RHOST=localhost; }
[ -z “SRPORT” ] && { export RPORT=4444; }
[ -z “SRFPORT” ] && { export RFPORT=5555; }
[ -z “SRFTPORT” ] && { export RFTPORT=5556; }
usage () {
echo “usage: $0 <filename>"
echo “Simple script to send a file to listener”
exit 1
}
# did you specify a file?
if [ $# -1t 1 ] ; then
usage
fi
#log it
echo “Attempting to send file $1 at $(date)” | nc $RHOST SRPORT
#send name
echo $(basename $1) | nc SRHOST SREPORT
#give it time
sleep 5

nc SRHOST SRETPORT < $1

As with the other client scripts, there is no she-bang at the beginning of the script so it
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must be run manually by typing bash ./send-file.sh {filename}. The short
circuiting technique is again used to set environment variables to defaults if they have not
been set. The script is very straightforward. First, the number of parameters passed in is
checked, and if no filename was passed in, the usage statement is displayed. Second, the
filename is echoed to the filename listener which causes the server to start a listener to
receive the file. Note that the basename command is used to strip any leading path from
the filename (the full path does appear in the log, however). Third, the script sleeps for
five seconds to allow the server time to start the listener. This is probably not needed, but
it is well worth waiting a few seconds to have a reliable script. Finally, the file is sent to
the file listener and then the script exits.

INTRODUCING OUR FIRST SUBJECT SYSTEM

Throughout this book we will work through a few example subject systems. If you wish to
follow along, you may download the example images from http://philpolstra.com. This
website is also the place to get updates and other materials from this book (and also past
and future books). To keep things simple I will install this example system in a virtual
machine using VirtualBox running on my Ubuntu 14.04 computer. Recall that 1 said
earlier in this book that using a USB 2.0 response drive is less problematic when trying to
mount the drive in a virtual machine.

Our first example is also an Ubuntu 14.04 64-bit system. You have received a call from
your new client, a development shop known as Phil’s Futuristic Edutainment (PFE) LLC.
Your initial interviews revealed that one of the lead developer’s computers has been acting
strangely and PFE suspects the machine has been hacked. They have no in-house Linux
forensics people so you were called in. One of the things that seems to be happening on
the subject system is that warning such as those from Figure 2.13 keep popping up.
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FIGURE 2.13
Suspicious system warnings on subject system.

One of the first things you need to do with the subject system is mount your known-
good binaries. The steps required are shown in Figure 2.14. The i fconfig utility is also
run as a verification that everything is working correctly.
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FIGURE 2.14
Mounting a response drive and loading a known-good shell and binaries.

A sequence of commands to run the know-good binaries and then use the above client
scripts 1s shown in Figure 2.15. Some of the results that appear on the forensics
workstation are shown in Figure 2.16 and Figure 2.17.
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FIGURE 2.15

Mounting know-good binaries and then running some client scripts on the subject system.
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FIGURE 2.16

Partial log entry for for the commands shown in Figure 2.15.
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FIGURE 2.17

Files created by the commands in Figure 2.15.

COLLECTING VOLATILE DATA

There is plenty of volatile data that can be collected from the subject system. Collecting
this data will help you make a preliminary determination as to whether or not there was an
incident. Some of the more common pieces of data you should collect are discussed
below.

Date and time information

One of the first things you want to collect is the date and time information. Why? The
subject system might be in a different timezone from your usual location. Also, computer
clocks are known to be bad at keeping good time. If the system has not been synchronized
with a time server recently the clock could be off, and you will want to note this skew to
adjust times in your reports. Despite its name, the date command outputs not only the
date, but the time and timezone as well.

Operating system version

You will need to know the exact operating system and kernel version you are running
should you later decide to do memory analysis. The uname -a command will provide
you with this information and also the machine name and kernel build timestamp. The
results of running this command on the PFE subject system are shown in Figure 2.18.
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FIGURE 2.18

Results of running uname on a subject system.

Network interfaces

What network interfaces are on the machine? Is there anything new that shouldn’t be
there? This might sound like a strange question, but an attacker with physical access could
add a wireless interface or USB interface pretty easily. Other strange but less common
interfaces are a possibility.

What addresses have been assigned to various interfaces? What about the netmask? Has
someone taken a network interface down in order to have traffic routed through something
they control or monitor? All of these questions are easily answered using the 1 fconfig
—a command. The results of running i fconfig -a on the subject system are shown in
Figure 2.19.
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FIGURE 2.19

Results from the ifconfig -a command.

Network connections

What other machines are talking with the subject machine? Are there any suspicious local
network connections? Is the system connecting to something on the Internet when it is not
supposed to have such access? These questions and more can be answered by running the
netstat -anp command. The options a, n, and p are used to specify all sockets, use
only numeric IPs (do not resolve host names), and display process identifiers and
programs, respectively.

Open ports

Are there any suspicious open ports? Is the system connecting to ports on another machine
that is known to be used by malware? These questions are also easily answered by running
the netstat -anp command. The results of running this command on the subject
system are shown in Figure 2.20.
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FIGURE 2.20

Results of running netstat -anp on the subject system.

Malware can affect any of the commands you are running during your initial scan of the
subject system. This is true even with know-good binaries as underlying memory

structures may be altered by rootkits and the like. The results of running netstat -anp
on the subject system after a rootkit is installed are shown in Figure 2.21. Note that the
netstat process is killed and a system warning is also displayed. Every command that fails
like this increases the probability that the machine has been compromised.
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FIGURE 2.21

The results of running netstat -anp after a rootkit has been installed.

Programs associated with various ports

Some ports are known to be home to malicious services. Even safe ports can be used by
other processes. The output of netstat -anp can be used to detect programs using
ports they should not be using. For example, malware could use port 80 as it will look like
web traffic to a casual observer.

Open Files

In addition to asking which programs are using what ports, it can be insightful to see
which programs are opening certain files. The 1sof -V (list open files with Verbose
search) command provides this information. The results of running this command on the
subject system are shown in Figure 2.22. As with the net stat command, this will fail if
certain rootkits are installed.
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FIGURE 2.22

Results of running Isof -V on subject system. Note that this command failed when it was rerun after
installation of a rootkit (Xing Yi Quan).

Running Processes

Are there any suspicious processes running? Are there things being run by the root user
that should not be? Are system accounts that are not allowed to login running shells?
These questions and more can be answered by running the ps -ef command. The -e
option lists processes for everyone and -f gives a full (long) listing. This is another
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command that might fail if a rootkit has been installed. Partial results of running this
command on the subject system are shown in Figure 2.23.
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FIGURE 2.23

Results of running ps -ef on the subject system.

Routing Tables

Is your traffic being rerouted through an interface controlled and/or monitored by an
attacker? Have any gateways been changed? These and other questions can be answered
by examining the routing table. There is more than one way to obtain this information.
Two of these ways are to use the netstat -rn and route commands. I recommend
running both commands as a rootkit might alert you to its presence by altering the results
of one or both of these commands. If you get conflicting results it is strong evidence of a
compromise. The results of running both of these commands on the subject system are
shown in Figure 2.24.
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FIGURE 2.24

Results of running netstat -rn and route on the subject system.

Mounted filesystems

Are any suspicious volumes mounted on the system? Is one of the filesystems suddenly
filling up? What are the permissions and options used to mount each partition? Are there
unusual temporary filesystems that will vanish when the system is rebooted? The df (disk
free) and mount commands can answer these types of questions.

As with many other commands, a rootkit might alter the results of one or both of these
commands. Whenever two utilities disagree it is strong evidence of a compromised
system. The results of running df and mount on the subject system are shown in Figure
2.25.
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FIGURE 2.25

Results of running df and mount on the subject system.

Loaded kernel modules

Are there any trojaned kernel modules? Are there any device drivers installed that the
client does not know anything about? The 1smod command provides a list of installed
kernel modules. Partial results from running 1 smod are shown in Figure 2.26.
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FIGURE 2.26

Partial results of running Ismod on the subject system.

Users past and present

Who is currently logged in? What command did each user last run? These questions can
be answered by the w command. For those who are not familiar, w is similar to the who
command, but it provides additional information. Results for the w command are shown in
Figure 2.27.
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FIGURE 2.27

Results of running the w command on the subject system.

Who has been logging in recently? This question is answered by the 1ast command. A
list of failed login attempts can be obtained using the lastb command. The last
command lists when users were logged in, if the system crashed or was shut down while a
user was logged in, and when the system was booted. Partial results from running last
are shown in Figure 2.28. Note that there are multiple suspicious logins on March 9. A
new user johnn who should not exist has logged on as has the ligthdm system account.
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FIGURE 2.28

Partial results of running last on the subject system. The logins by johnn and lightdm are indicators of a
compromise.

The results from running 1astb on the subject system are shown in Figure 2.29. From
the figure it can be seen that John struggled to remember his password on May 20", The
much more interesting thing that can be seen is that the lightdm account had a failed login
on March 9". When you combine this information with the results from last, it would

appear that an attacker was testing this new account and did not correctly set things up the
first time. Furthermore, it seems likely the john account was used by the attacker.
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FIGURE 2.29

Are there any new accounts created by an attacker? Has someone modified accounts to
allow system accounts to login? Was the system compromised because a user had an
insecure password? Examination of the /etc/passwd and /etc/shadow files help you answer
these questions.

A partial listing of the /etc/passwd file can be found in Figure 2.30. Notice the
highlighted portion is for the johnn account. It appears as though an attacker created this
count and tried to make it look a lot like the john account for John Smith. Also of note is
the hidden home directory for johnn located at /home/.johnn.
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FIGURE 2.30

Partial listing of /etc/passwd file from subject system. The highlighted line is for a new johnn account which
appears at first glance to be the same as john. Note the hidden home directory.

Looking at the line for the lightdm account in Figure 2.30 we observe that the login
shell has been set to /bin/false. This is a common technique used to disable login of some
system accounts. From the 1ast command results it is clear that this user was able to
login. This is cause for investigation of the /bin/false binary.

Putting it together with scripting

There 1s no good reason to type all of the commands mentioned above by hand. Since you
already are mounting a drive with your know-good binaries, it makes sense to have a
script to do all the work for you on your response drive. A simple script for your initial
scan follows. The script is straightforward and primarily consists of calling the send-log.sh
script presented earlier in this chapter.

# initial-scan.sh

#

# Simple script to collect basic information as part of
# initial live incident response.

# by Dr. Phil Polstra (@ppolstra) as developed for

# PentesterAcademy.com.

usage () A

echo “usage: $0 [listening host]”
echo “Simple script to send a log entry to listener”

exit 1
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}
# did you specify a listener IP?
if [ $# -gt 1 ] || [ “$1” == “—help” ] ; then
usage
fi
# did you specify a listener IP?
if [ “$1” = " 1 ; then
source setup-client.sh $1
fi
# now collect some info!
send-log.sh date
send-log.sh uname -a
send-log.sh ifconfig -a
send-log.sh netstat -anp
send-log.sh lsof -V
send-log.sh ps -ef
send-log.sh netstat -rn
send-log.sh route
send-log.sh lsmod
send-log.sh df
send-log.sh mount
send-log.sh w
send-log.sh last
send-log.sh lastb
send-log.sh cat /etc/passwd

send-log.sh cat /etc/shadow

SUMMARY

We have covered quite a bit in this chapter. Ways of minimizing disturbance to a subject
system while determining if there was an incident were discussed. Several scripts to make
this easy were presented. We ended this chapter with a set of scripts that can allow you to
determine if there was a compromise in mere minutes. In the next chapter we will discuss
performing a full live analysis once you have determined that an incident occurred.
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CHAPTER
3

Live Analysis

INFORMATION IN THIS CHAPTER:

¢ File metadata

e Timelines

e User command history

e Log file analysis

e Hashing

e Dumping RAM

e Automation with scripting

THERE WAS AN INCIDENT: NOW WHAT?

Based on interviews with the client and limited live response you are convinced there has
been an incident. Now what? Now it is time to delve deeper into the subject system before
deciding if it must be shut down for dead analysis. The investigation has now moved into
the next box as shown in Figure 3.1.

-f-f-
& mu ma

The High-level Investigation Process.

FIGURE 3.1

Some systems can be shut down with minimal business disruption. In our example case
the subject system is a developer workstation which is normally not terribly painful to take
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offline. The only person affected by this is the developer. His or her productivity has
already been affected by malware we have discovered. In a case like this you might decide
to dump the RAM and proceed to dead analysis. If this is what you have chosen to do, you
can safely skip ahead to the section of this chapter on dumping RAM.

GETTING FILE METADATA

At this point in the investigation you should have a rough idea of approximately when an
incident may have occurred. It is not unusual to start with some system directories and
then go back to examine other areas based on what you find. It is the nature of
investigations that you will find little bits of evidence that lead you to other little bits of
evidence and so on.

A good place to start the live analysis is to collect file metadata which includes
timestamps, permissions, file owners, and file sizes. Keep in mind that a sophisticated
attacker might alter this information. In the dead analysis section of this book we will
discuss ways of detecting this and how to recover some metadata that is not easily altered
without specialized tools.

As always, we will leverage scripting to make this task easier and minimize the chances
for mistakes. The following script builds on shell scripts from Chapter 2 in order to send
file metadata to the forensics workstation. The data is sent in semicolon delimited format
to make it easier to import into a spreadsheet for analysis.

send-fileinfo.sh
Simple script to collect file information as part of

#
#
#
# initial live incident response.
# Warning: This script might take a long time to run!
# by Dr. Phil Polstra (@ppolstra) as developed for
# PentesterAcademy.com.
usage () {
echo “usage: $0 <starting directory>”
echo “Simple script to send file information to a log listener”
exit 1
}
if [ $# -1t 1 ] ; then
usage
fi
# semicolon delimited file which makes import to spreadsheet easier
# printf is access date, access time, modify date, modify time,
# create date, create time, permissions, user id, user name,
# group id, group name, file size, filename and then line feed
# 1f you want nice column labels in your spreadsheet, paste the following

# line (minus #) at start of your CSV file
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#Access Date;Access Time;Modify Date;Modify Time;Create Date;Create
Time; Permissions;UID;Username; GID; Groupname; Size;File

send-log.sh find $1 -printf “$Ax;$AT;%Tx;S$TT;

$Cx; $CT; %m; $U; $u; %G; $g; %$s; sp\n”

The script takes a starting directory because you probably want to limit the scope of this
command as it takes a while to run. All of the real work in this script is in the very last
line. Many readers have likely used the £ind utility in its simplest form which prints out
the names of found files. The find command is capable of so much more as we will see
later in this chapter. Here the printf option has been used which allows found file attributes
to be printed in a specified format. Consult the £ind man page (accessible by typing man
find in a terminal) for the complete list of format codes if you want to customize this

script.

A portion of what is received by the forensics workstation when this script is run on the
subject system is shown in Figure 3.2. The highlighted line is for /bin/false. According to
this information it was modified on March 9%, the date of the suspected compromise.
Looking five lines above this entry reveals that false is exactly the same size as bash
which makes no sense for a program that only exists to return a value. The false program

is four times the size of the true program which also exists only to return a value.

e

B ZL L, B ik

W g

A RmiTled 12 t'ﬂ'IJ-;.. JEopd Ledlbw] e Coedincml o2 0 A BEL
1 s .-||||1na.- ThoE dETe TR TR TR e '-||' e B I LN L h ] ais A m.r LT bl LR TR
el e b e [ THE TS SERIE R MR L TR '-I'II..-|':- HEE O TR B, R
T R e i e LA R ol B R R T e PR I L LR L T N T R TR RN
Fe BT I L, e JL el T el ERELS = I_l';- el oy joom oiih LA DI TTE ol Sl e A el S W] BRI SR o, e Sippwl Sl T e
SRR FF O R e TR |' TR, OTEORN ol T, T O NE T E SET TE LTS '.i vl e 1% ﬂl-\. [
o bt T e N e R N i e T e o e Rt HN =B M HT L Lt ST
cIEERR 1T 77 WE TR EY -'.'- UFRCTOWE IR e A, TSN T YRR i ""_i g L BT e ]
Thl ML LS koot i T Ol L' Ll Thoy T8 s (2o Ll I TRt Dl Emd P R -Ith-\. ket v el Bl S e
-HMFIE B W "-'I"'n-l""-ll"'-'l""l'.\ll W LR CH T R et L R I e OB LR T '”-I 'ﬁlri_!rﬁr'-ﬁ'l-'_ R i Ty
It S LS Ltk odr i il LR Lo T TR S Ll Tl TR Tl S d Bl BAL solacde T R T T RN R ]
AR B 3 0T R -| Het T S HY el '_-'I'_"-i L I L RO LT R TR I By e T A
Bl I L, ol S e S s R TR T L o ey S B D el B mgld e L S, e, o el B L R b
1A I AR O el 0L HHIE TR T SONTEWCT R WY N "'\-'I' i TR N ARl FpER TRACE SR el
g R A -'.- dul=E Tk il RE L -.H.-. e Frah beddid 5 - P, et ol e el PR LD R e
TEOAE TR PRI, W e ey T T, T T T TR v A prar b SNE STk
S A, L6 E - Ll L e I.-I-u.- =i roim :.'!:.'..i.t'ﬂ:'.ld a i R e H T AT L I BT
LI T Pl R R L N e b B R I " vwar A EvaT T St R e
ool i Dl N2 I: PRaE M BEF ST CHE el Sty e MR | 21 Eimpialgohslelod wl s el doai it i g
PEOAARE T PRSI AT b A T T PN R A SRATL NP e il e THYRD PRl
o e Bl ds, Rl b, G by P g L S Sy Sl B d S ool BAC dbmad b ML n el o, e i vl e _ELE i slaad
SR A B Y e Tl Pl Pl B T el i AT S YR Y TR AT 8 vk i Arad 1 | AR e s
.'.|r'.';|.. ETET IR S CF-h |..|.';|| T .-..nl a7 Fwld R s B N d T A Bl |...-..| BILA P, g i e el i
FRAEIE FE 3T BT R AAT IR, TR TR ey T, TR T T e '||' T4 v M prar TEGTE TR
-! (ES N i L] -I.-.-I::-I is" I: L P I-t md el L] -.E b AR T - o =i e, HT T R e I
_..-\.Ek.n-\.ﬁ.ﬂin:_h. I-J-'\=l vl M’: J.LJM.— r|..-\.I r .I—"-_l_l.-\.-_l.lll.l.ﬂ..j:'_"L“_-'h:ﬁ:_F_i .|: [ SN
raa- ok Lk, Ib- .'.'.-..!n.i!l- <l LE-LEr ﬂ.l-...:.- ard Ll I.-.I.-\.-;-- |- o MR L e e I T ST B P N ]
Todl iR R B N TNTYER AT A TR _NE T PATILTH 1""._ L T TR T AL
-|.-.':u__..::---l.:l-\.l-ﬁ:-\.-:\-!_l.a-:- (=R - TR -|r_l|l.,-. r.| il Bod S B Elmopcdeldibc tregd cwan omgn vl s L el
T S B TR T iy ) g I P ol e B TR R R Tt SR i R IR R T e IR T RS B RTTR
IR LS A S RIS LU L d e o P S LR 2 L BT B ] SRR S, g Sebal TRST A L
SEWN R MW SR Sl T A Pl R, T R T W T T R TR W B _-.r.;- R e
b e e e e e e A T ey T o e B B MR T HLT O K |- o
WARTERE BN 5 TF WA PR EE R TR T, TSR UM T WA TR TR A o A e 'FA
SR L TR i I TR LR E e Ll L Sty e e S A Wl mred o ol Sed i, el L5
o EELE PRI MR DSV RETARRTR T R MR T T, TSR N RN W O TR T e ll PrEr 3
o S HERSL RS LT D R L R E LR Yl R el R T LR i R TR R LR R R HT --; Wi

Shd Sk M,

I-\.
=

R T R TP rE Y 1

1 _-':] SN al

W T

FIGURE 3.2

Partial results from running send-fileinfo.sh on /bin directory. The highlighted line indicates that /bin/false was
modified about the time of the compromise. Also suspicious is the fact that the file size matches that of

/bin/bash five lines above it.

USING A SPREADSHEET PROGRAM TO BUILD A TIMELINE

Should you decide to perform a full dead analysis a complete timeline can be built using
techniques described later in this book. At this stage of the investigation having a file list
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that can be sorted by modification, creation, and access times based on output from the
script in the previous section can be helpful. While not as nice as a proper timeline that
intertwines these timestamps, it can be created in a matter of minutes.

The first step is to open the log.txt file for the case in your favorite text editor on the
forensics workstation. If you would like headers on your columns (recommended) then
also cut and paste the comment from the send-fileinfo.sh script, minus the leading #, as
indicated. Save the file with a .csv extension and then open it in LibreOffice Calc (or your
favorite spreadsheet program). You will be greeted with a screen such as that shown in
Figure 3.3. Click on each column and set its type as shown in the figure. Failure to do this
will cause dates and times to be sorted alphabetically which is not what you want.

Text import - [I::In- me I.'.1|:|.:|I;.'|-.-:_".'.']

Import
Character set  Unicode (UTF-8)
Language Default - English [USA)
Frcrim oAl | !
Sepamtor options
Eixed width & Separated by
B Tab & Comma B semicolon Space Othet
1 I"-":l-:rni;u:'-|;|-|:{i|niI;l.-r1,l Texk delimiter | * w
Other optlons
Quoted fleld as text Detect special pumbers
Flalds
Date (MDY)  |Standard (Standard (Standard |Sta
ST cass Time ModitTy Date MoOdifTy Time Criy
111:91, 4483663030 B3/,09/2015 21:26:08,. 4447539810 B3,
2800, 0430333060 &1/13/2010 22:50:14, 0000530000 B3,
+17:01, 26581680138 88/28/28613 81:42:42. 60086008608 B3.
138:02 . 6045374000 B3/05/2015 22:36:62.6045374800 B3,
138:02, 5885374790 03052015 22:38:02,5885374790 BA.
»38:02,48003T4T50 0370572015 22138102, 4803374750 B3,
gk Cancel Help

FIGURE 3.3

Importing a CSV file with file metadata into LibreOffice Calc. Note that each column type should be set to

https://t.me/learningnets




allow for proper sorting.

Once the file has been imported it is easily sorted by selecting all of the pertinent rows
and then choosing sort from the data menu. The columns are most easily selected by
clicking and dragging across the column letters (which should be A-M) at the top of the
spreadsheet. The appropriate sort commands to sort by descending access time is shown in
Figure 3.4.

Sort Criteria  Options
Sort key 1
AocessDate ] A
| =~ @ Descending
Sort key 2
Ascending
Access Time
@ Descending
Sort key 3
@ Ascending
File
Descending
Sort key 4
@ Ascending
- undefined
[ecconding
QK | Caneel Help [esck
FIGURE 3.4

Sorting file metadata by access time.

A similar technique can be used to sort by modification or creation time. It might be
desirable to copy and paste this spreadsheet onto multiple tabs (technically worksheets)
and save the resulting workbook as a regular Calc file. The easiest way to copy
information to a new sheet is to click in the blank square in the upper left corner (above
the 1 and to the left of the A), press Control-C, go to the new sheet, click in the same
upper lefthand square, and then press Control-V.

The creation time tab of such a spreadsheet for our subject system is shown in Figure
3.5. The highlighted rows show that the suspicious /bin/false file was created around the
time of our compromise and that the Xing Y1 Quan rootkit has been installed. Note that
some of the rootkit files have access timestamps around the time of the compromise, yet
they have been created and modified later, at least according to the possibly altered
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FIGURE 3.5

File metadata for the /bin directory sorted by creation timestamps. The highlighted rows show that /bin/false
was altered about the time of our compromise and that the Xing Yi Quan rootkit appears to be installed.

EXAMINING USER COMMAND HISTORY

The bash (Bourne Again Shell) shell is the most popular option among Linux users. It is
frequently the default shell. Bash stores users’ command histories in the hidden
.bash_history file in their home directories. The following script uses the £ind utility to
search for these history files in home directories, including the root user’s home directory
of /root. A sophisticated attacker will delete theses files and/or set their maximum size to

zero. Fortunately for the investigator, not all attackers know to do this.

#
#
#
id
#
#
us

}
if

send-history.sh

Simple script to send all user bash history files as part of

initial live incident response.

by Dr.

Phil Polstra

PentesterAcademy.com.

age () {

echo “usage:

$O ANY

(@ppolstra)

as developed for

echo “Simple script to send user history files to a log listener”

exit 1

[ $# —-gt 0 ]

; then
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usage
fi
# find only files, filename is .bash history
# execute echo, cat, and echo for all files found
send-log.sh find /home -type f -regextype posix-extended -regex \
‘/home/[a-zA-Z.]+/.bash history’ \
-exec echo -e “-dumping history file {} -\n” \; \
-exec cat {} \; -exec echo -e “-end of dump for history file {} -\n” \;
# repeat for the admin user
send-log.sh find /root -type f -maxdepth 1 -regextype posix-extended \
-regex ‘/root/.bash history’ \

ANY

-exec echo -e “-dumping history file {} -\n” \; \

ANY

-exec cat {} \; -exec echo -e “-end of dump for history file {} -\n” \;

This code requires a little explanation. The easiest new thing to explain is the \
characters at the end of some lines. These are line continuation characters. This allows the
script to be more readable, especially when printed in this book. This same line
continuation character can be used in other scripting languages such as Python, although it
1s not necessarily the preferred method for those languages.

Now that we have described the \ characters, let’s tackle some of the harder parts of this
script. We’ll break down the find command piece by piece. Find has the ability to search
by file type. The command find /home -type £ instructs find to search under
/home for regular files (not directories, devices, etc.).

In addition to finding files by name, £ind allows regular expressions to be used for the
filename. If you are not familiar with regular expressions, they are powerful ways of
defining patterns. A complete tutorial on regular expressions, also called regexs, is well
beyond the scope of this book. There are a number of online resources, such as
http://www.regular-expressions.info/, for those wanting to know more. The book
Mastering Regular Expressions by Jeffrey E. F. Friedl (O’Reilly, 2006) is a great resource
for those that prefer a book.

In regular expressions we have characters that match themselves (literals) and those
with special meaning (metacharacters). Within the set of metacharacters we have things
that match, anchors, and quantity specifiers. Occasionally we want to treat metacharacters
as literals and we do this by escaping them. Escaping a character is as simple as
prepending the \ character before it.

Some of the more common matching metacharacters are character classes (lists of
characters inside square brackets) and the period which match any character in the list and
any character except a newline, respectively. Because the period is a metacharacter, it
must be escaped when you want to match a period, as is the case with the regular
expression in this script.

Some of the most used quantity specifiers include *, +, and ? which indicate zero or
more, one or more, and zero or one, respectively. Quantity specifiers apply to the thing
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(literal character, metacharacter, or grouping) just before them. For example, the regular
expression A+ means one or more capital A’s. As another example, [A-Z]?[a-z]+ would
match any word that is written in all lower case letters with the possible exception of the
first letter (breaking it down it is zero or one upper case letters followed by one or more
lower case letters).

It is easy to understand the regular expression in our script if we break it down into three
parts. The first part “/home/” is a literal string that matches the main directory where
users’ home directories are stored. The second part “[a-zA-Z.]+” matches one or more
lower case letters or upper case letters or a period. This should match valid usernames.
The final portion is another literal string, but this time with a period escaped. In other
words, the regular expression ““/.bash _history” matches the literal string “/.bash history”.

The remainder of the find command runs three commands for each file found using
the -exec option. Anywhere you see “{}” the find command will replace it with the
name of the file found. Once you know that, it is easy to understand how this works. First
we echo a header that includes the filename. Then we cat (type) the file with the second -
exec. Finally, a footer is added to the output. After all of the regular user home directories
have been scanned, a slightly modified £ind command is run to print out the root user’s
bash history if it exists.

A portion of the john users bash history is shown in Figure 3.6. It would appear that the
attacker tried to use sed (scripted editor) to modify the /etc/passwd file. It seems that he
or she had some trouble as they also looked at the man page for sed and ultimately just
used vi. A few lines down in this history file we see the Xing Yi Quan rootkit being

installed and the 1s command being used to verify that the directory into which it was
downloaded is hidden.
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FIGURE 3.6

Part of john user’s bash history. The lines near the top indicate an attempt to modify the new johnn account
information. Further down we see commands associated with the installation of a rootkit.

GETTING LOG FILES

Unlike Windows, Linux still uses plain text log files in many cases. These logs can usually
be found in the /var/log directory. Some are found in this directory while others are
located in subdirectories. Most logs will have a .log extension or no extension. It is
common practice to save several older versions of certain logs. These archived logs have
the same base filename, but .n, where n is a positive number, added. Some of the older
logs are also compressed with gzip giving them a .gz extension as well. For example, if
the log file 1s named “my.log” the most recent archive might be “my.log.1” and older

29 ¢¢

archives named “my.log.2.gz”, “my.log.3.gz”, etc.

The script below will use the find utility to retrieve current log files from the subject
system and send them to the forensics workstation. If after examining the current logs you
determine they don’t cover a relevant time period for your investigation (which usually
means they should have called you much earlier) you can easily use the send-file.sh script
presented earlier to send whatever additional logs you deem necessary. Of course, if you
have made the decision to perform a dead analysis you are likely better off just waiting to
look at these later as the tools available for dead analysis make this much easier.

send-logfiles.sh
Simple script to send all logs as part of

#
#
#
# initial live incident response.
# Warning: This script might take a long time to run!
# by Dr. Phil Polstra (@ppolstra) as developed for
# PentesterAcademy.com.
usage () {
echo “usage: $0 ™
echo “Simple script to send log files to a log listener”
exit 1
}
if [ $# -gt 0 ] ; then
usage
fi
# find only files, exclude files with numbers as they are old logs
# execute echo, cat, and echo for all files found
send-log.sh find /var/log -type f -regextype posix-extended \
-regex ‘/var/log/[a-zA-Z.]1+(/[a-zA-Z.]+)*" \
-exec echo -e “-dumping logfile {} —-\n” \; \

ANY

-exec cat {} \; -exec echo -e “-end of dump for logfile {} —-\n” \;
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This script uses the same elements as the previous bash history grabbing script with one
exception. There is something new in the regular expression. Parentheses have been used
to group things together in order to apply the * quantifier (zero or more). If we break the
regular expression into three parts it is easier to understand.

The first part “/var/log/”” matches the literal string that is the normal directory where log
files can be found. The second chunk “[a-zA-Z.]+” matches one or more letters or a
period. This will match any current log files or directories while excluding archived logs
(because numbers are not included in the square brackets). The final portion “(/[a-zA-
Z.]+)*” is the same as the second chunk, but it is enclosed in parentheses and followed by
*. This grouping causes the * quantifier (zero or more) to be applied to everything in the
parentheses. The zero case matches logs that are in /var/log, the one case matches logs one
level down 1n a subdirectory, etc.

Part of the log files for our subject system are shown in Figure 3.7. In the upper part of
the figure you can see the tail of the dmesg (device message) log. Notice that this log
doesn’t use timestamps. Rather, it uses seconds since boot. The start of the syslog (system
log) is shown in the lower portion of the figure. It can be seen that syslog does use
timestamps. There are other logs that provide no time information whatsoever. Similar to
bash history, such logs only provide the order in which things were done.
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FIGURE 3.7

Part of the log files dump from the subject system. Notice that some logs contain timestamps while others
contain seconds since boot or no time information at all.

COLLECTING FILE HASHES

There are a number of hash databases on the Internet that contain hashes for known-good
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and known-bad files. Is this the best way of finding malware? Absolutely not! That said,
checking hashes is super quick compared to analyzing files with anti-virus software or
attempting to reverse engineer them. A good hash database allows you to eliminate a large
number of files from consideration. Occasionally you might find malware using hashes.
Reducing the number of files you are forced to look at by eliminating know-good files
from your analysis is much more useful, however.

Two popular free hash databases include
https://www.owasp.org/index.php/OWASP_File Hash Repository by the Open Web
Applications Security Project (OWASP), and http://www.nsrl.nist.gov/ from the National
Institute of Standards and Technology. As of this writing they both support MD5 and
SHA-1. Should they support more modern algorithms in the future the script below is
easily modified.

send-shalsum.sh
Simple script to calculate shal sum as part of

#
#
#
# initial live incident response.
# Warning: This script might take a long time to run!
# by Dr. Phil Polstra (@ppolstra) as developed for
# PentesterAcademy.com.
usage () {
echo “usage: $0 <starting directory>”
echo “Simple script to send SHAl hash to a log listener”
exit 1
}
if [ $# -1t 1 ] ; then
usage
fi
# find only files, don’t descend to other filesystems,

# execute command shalsum -b <filename> for all files found

send-log.sh find $1 -xdev -type f -exec shalsum -b {} \;

Once again we are using £ind in this script. A new option, -xdev, has appeared. This
option tells £ind not to follow symbolic links to other filesystems. The command
shalsum -b {filename} will compute the SHA1 hash for filename while treating it
as a binary file.

Partial results from running this script against the /bin directory on the subject machine
are shown in Figure 3.8. The highlighted lines show that /bin/bash and