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@ Introduction




Purpose of this workshop (1/2)

°|n this workshop we will:

= Share the basic knowledge about macOS forensics
» macOS forensics process
» macOS forensics artifacts
= Share forensics analysis know-how using mac_apt
» Point of view of investigation
» Analysis results of investigation targets
» Investigation methods (filtering conditions, etc.)
= We will discuss methods using open source tools
whenever possible so that you can implementthe
described approaches immediately.



e Purpose of this workshop (2/2)

O ©In this workshop we will not:

= Explain the basic terms

= Go through how to use mac_apt in detalil

= Explain the artifacts in detalil

= Distribute disk images

= Perform memory forensics

= Analyze macOS malware in detall

= Go through M1 Mac-specific settings or operations




Reasons for using mac_apt

© Development is ongoing.
© Various artifacts can be analyzed using more than 40 plugins.

© Disk images acquired using commercial products are also
supported.

© A new artifact can be easily supported by creating a new plugin.

© Analysis can be performed by just specifying the disk image and
plugins.

© However, know-how to interpret the analysis results is not
provided.

© 1t is extremely wasteful not to use mac_apt, for which functions
adequate for practical use are implemented.

© Using OSS allows mac_apt to be deployed to the participants’
aralysis environment immediately.



Reasons why maZ2tl is not used in the workshop

© The timeline generated from ma2tl is not perfect.
“ A tentative timeline for discussion to conduct forensicsis to be generated.
® Therange for generating a timeline is determined by the analyst.

“ Cases where artifacts are not analyzed by mac_apt or where the analyst needs
more detailed investigation cannot be handled by ma2tl.

© Artifacts of macOS often change due to a version upgrade of
OS or applications (change of the file name, etc.).

® mac_apt often fails to acquire information.

® Tobe aware of and verify such changes, in addition to information output by
analysis tools, knowledge about the location and format in which each artifact
IS stored is required.
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0 Basic process of macOS forensics
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Basic process of macOS forensics

> e Information Is acquired and analyzed at
the same priority as Windows and other
OSs.

> Basic procedure for computer forensics
1.

Acquisition and analysis of highly volatile information
Acquisition of artifact files

Acquisition of disk images

Analysis of artifact files

Analysis of disk images

12



®

Acquisition and analysis of
highly volatile information
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Acquisition and analysis of highly volatile information (1/13)

© Acquire the disk image
" When using macOS 10.15.7 or earlier, a memory image can be
acquired using OSXPmem.
> https://github.com/Velocidex/c-aff4/releases/tag/1.0.rc2
> https://github.com/Velocidex/c-aff4/releases/taq/3.2
" When using macOS 11 or later, tools with which a memory image
can be acquired are very limited.
» OSXPmem is not supported.

» Surge Collect Pro is supported by macOS 11 or later.

® https://www.volexity.com/products-overview/surge/
® As of November 2021, there are no other tools that support memory image

acquisition.
" When using macOS 11 or later, a restartis required to install the
driver.

» To acquire memory images without a restart, the driver needs to be
installed in advance.
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e Acquisition and analysis of highly volatile information (2/13)

A ° Dialog box prompting for a restart
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Acquisition and analysis of highly volatile information (3/13)

° Analyze the memory images

= There are few options for memory image analysis tools.
= Volatility is the only option.
= There are few plugins for macOS.

" In the first place, it seems there are few cases where memory
images that are valid for memory forensics can be acquired
(due to a need for a restart).

°As such, memory images are not handled in
this workshop.

° Instead, | will introduce an approach to acquire
iIndividual information including a process tree.
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® Acquisition and analysis of highly volatile information (4/13)

> °Acquire process information (1)

| pS
» Similar to other UNIX OSs.
» With information that can be acquired with the ps
command of macOS, a process tree as expected by the
analyst cannot be acquired.

» The parent process ID of almost all processes will be
launchd (PID: 1).

17



e Acquisition and analysis of highly volatile information (5/13)

Q

% ps -axo user,pid,ppid,start,time, command

USER PID PPID STARTED TIME COMMAND

root 1 @ Thue9AM 22:22.82 /sbin/launchd The parent process ID of an

root 63 1 Thu@SAM 0:15.08 /usr/sbin/syslogd “ I n run fl’ m Fin r WI” l
root 64 1 Thue9AM  1:24.58 /usr/libexec/UserEventAgent (System) app catio u 0 de be 1.
root 67 1 Thue9AM  0:09.08 /System/Library/PrivateFrameworks/Uninstall.framework/Re

(snip)

macforensics 27752 1 5:15PM 0:14.37 /Applications/GitHub Desktop.app/Contents/MacOS/GitHub Desktop

macforensics 27756 27752 5:15PM  0:03.20 /Applications/GitHub Desktop.app/Contents/Frameworks/GitHub Desktop Helper

(GPU) .app/Contents/Mac0S/GitHub Desktop Helper (GPU) --type=gpu-process --field-trial-handle=1718 . .
macforensics P e R AT IR I N O R Tt N T R L e Y The parent process ID of an application
Desktop Helper --type=utility --utility-sub-type=network.mojom.NetworkSer run from Dock will also be 1

macforensics 27759 27752 5:15PM  0:21.10 /Applications/GitHub Desktop.app/Contents/Framewol

(Renderer).app/Contents/Mac0S/GitHub Desktop Helper (Renderer) --type=renderer --field-trial-handle

(snip)

macforensics 66491 1 Mon@8AM 20:17.50 /Applications/Firefox.app/Contents/Mac0S/firefox -foreground

macforensics 66492 66491 Mon@8AM  0:06.37 /Applications/Firefox.app/Contents/MacOS/plugin-container.app/Contents/Mac0S/plugin-container -childID 1
-isForBrowser -prefsLen 1 -prefMapSize 250879 -jsInitLen 278884 -sbSt

macforensics 66493 66491 Mon@8AM  0:01.68 /Applications/Firefox.app/Contents/MacOS/plugin-container.app/Contents/Mac0S/plugin-container -childID 2

-isForBrowser -prefsLen 5070 -prefMapSize 250879 -jsInitLen 278884 -s

18



Acquisition and analysis of highly volatile information (6/13)

> Acquire process information (2)

= By referring to the process information held by launchd,
you can get to know the true parent process.
* TrueTree
> hitps://themittenmac.com/the-truetree-concept/
» Create a process tree based on the information of launchd.

» The latest versionis 0.2.
® |t operates normally on up to macOS 11.2.3.

» For macOS 10.15, 11.3, or later, use version 0.1.
e With macOS 11, a complete process tree cannot be acquired.
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e Acquisition and analysis of highly volatile information (7/13)

O °Confirm information held by launchd

% sudo launchctl procinfo 608

Password:

program path = /Applications/Google Chrome.app/Contents/Mac0S/Google Chrome

Could not print Mach info for pid 608: x5

argument count = 2

argument vector = {
[e]
[1]

/Applications/Google Chrome.app/Contents/Mac0S/Google Chrome
-psn_0_208947

}

environment vector = {
USER => macforensics
MallocNanoZone => ©
COMMAND_MODE => unix2003
PATH => /usr/bin:/bin:/usr/sbin:/sbin
LOGNAME => macforensics
SSH_AUTH_SOCK => /private/tmp/com.apple.launchd.868a40knWL/Listeners
HOME => /Users/macforensics
SHELL => /bin/zsh
TMPDIR => /var/folders/yb/qc221tgs12z203pjg52r40m40000gn/T/

(snip)

com.apple.xpc.launchd.oneshot.@x10000004.Google Chrome =
active count =7 .
copy count = @ Started fl’0m SpOt“ght
one _shot = 1
path = (submitted by Spotlight.395)

LTene = rurhnlngd




® Acquisition and analysis of highly volatile information (8/13)

O cFrom TrueTree, confirm the same
iInformation as that of the previous page.

% sudo ./TrueTree --timestamp --sources

The parent process of
Chrome is Spotlight. £ Desktop — -zsh — 268x19

/System/Library/Privat eworks/C: .framework/Versions/a/f rvices/CategoriesService.xpc ints/Mac ategoriesService 687 T
‘Appllcatlonsfrnoglp Chrome. appfrontrntsfﬂacﬂh*PDD;lP rhxome B

) : e : e ] ] e Framework.framework/Versions/96.8.4664.118/Helpers/Google Chrome Helper
’Appllcatlnnsfﬁun;lp r tPntsfFlameulk e Chrome Framework.fr: rk/ sions/ .118/Helpers/Google Chrome Helpe

fApplications/Google r ntents/Framework g Chrome Framework.fram wolk'h rsions/ .118/Helpers/Googl hrome Helper.
fApplications/Google Chrome.: ntpnts!Flameolk g Chrome Framework.framework/Versions/96.8.4 .118/Helpers/Google Chrome Helper
fApplications/Google Chrome.: Chrome Framework.framework/Versions/96.8.4 .118/Helpers/chrome_crashpad_handler
fApplications/Goog r . :3/G e Chrome Framework.framework,/Versions/96.8.4664.118/Helpers/Googl hrome Helper (Renderer).app/Coentents/MacOS/
/ y/Lau EMONS / . _.Lnulnwlnd W. pll_t
/System/Library/ r rvilc 'loglnwlndow app/ JntPntsfHacDH*10;1nw1ndow 159
fSystem/Applications/Utilities/Terminal.app/Contents/Macl minal
fusr/bin/
fbinfzsh
fmactor n51chDPsktDpITLUPT1ee
ible_pid




Acquisition and analysis of highly volatile

information (9/13)

© Many of the programs that run
automatically exist under the
folder on the right.

©In macOS 10.15 and later, the
system volume and the data
volume are separated.

® The system volume is mounted as read
only and is less likely to be tampered
with.

® In macOS 11 and later, the system
volume is also signed.

© Point of view of investigation

® Whether or not the program is run from
an unusual file path
® Whether or not the program start date

and time is close to the date and time of
the incident

std_apppath_system_wvol = ( L

)

std_persistence_system_wvol = (

)

std_apppath_data vel = (

Excerpt from the ma2tlsource code

'/System/Applications/',
'/System/Library/CoreServices/',
'/System/Library/Extensions/',

' /System/Library/Frameworks/",

' /System/Library/PrivateFrameworks/",
' /System/Library/CryptoTokenKit/",
' /System/Library/Filesystems/',

' /System/Library/Image Capture/',

' /System/Library/Input Methods/',

' /System/Library/PreferencePanes/ ',
' /System/Library/Services/',

' /System/i0SSupport/’,
'/System/Installation/',
'fusrflibexec/',

"fusr/bin/",

'fusr/sbin/"',

‘fbin/f',

' fsbin/’

' /System/Library/LaunchDaemons/ "',
' /System/Library/LaunchAgents/’

'/Applications/',
'fLibrary/Apple/',
'fLibrary/Application Support/',
'fLibrary/Extensions/'

In macOS 10.15 and
later, the system
volume is mounted as

read only soitis less
likely to be tampered.
(See Appendix 3)

- System volume

- Data volume
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Acquisition and analysis of highly volatile information (10/13)

> Acquire network connection information

" hetstat
» Similar to other UNIX OSs.

= Netiquette
> https://objective-see.com/products/netiquette.html

» Information on processes for communication (process
entitlement, signature, etc.)

» Name of the network interface for communication
» The IP address and host name can be acquired at once

23
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e Acquisition and analysis of highly volatile information (11/13)

Q o Example of running Netiquette

% /Applications/objective-see/Netiquette.app/Contents/MacOS/Netiquette -list -names -pretty -skipApple

(snip)
{ " [1]
pfgiﬁfsz '.'6é491", Process performing
"path" : "¥/Applications¥/Firefox.app¥/Contents¥/MacOS¥/firefox", communication
(snip)
"connections” : [
{
"remoteHostName" : "239.237.117.34.bc.googleusercontent.com”,
"protocol” : "TCP",
"interface" : "enl0", i
"localAddress" : "192.168.11.2",
"state" : "Established",
"remotePort" : "443",
"localPort" : "64138",
"remoteAddress" : "34.117.237.239"
1.
(snip)
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Acquisition and analysis of highly volatile information (12/13)

° Acquire Unified Logs
= New logging system adopted from macOS 10.12.
= Binary-based log, which is unlike the conventional text-based
log.
= While almost all logs are recorded on the disk, some logs are
recorded only on memory.
> https://www.crowdstrike.com/blog/how-to-leverage-apple-unified-
log-for-incident-response/
= Naturally, they are gone when you restart; it should be
handled as highly volatile information.

> However, even if information is acquired, there is no analysis tool
for it so basically it must be checked visually.
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e Acquisition and analysis of highly volatile information (13/13)

O o Example of logs recorded only on memory
= The following are logs on process start and end.

= A large amount of processes in the system is recorded.

= The retention period is very short (about 5 to 10 min).

% log show --info --debug --predicate 'eventMessage BEGINSWITH "UID:" OR eventMessage BEGINSWITH "PID:"' --start '2021-12-21 16:40:00' --end '2021-12-21
16:45:00'

Filtering the log data using "composedMessage BEGINSWITH "UID:" OR composedMessage BEGINSWITH "PID:""

Timestamp Thread Y Activity PID TTL .

2021-12-21 16:43:28.173150+0900 0x31cc62 Info ox0 102 0 opendirectoryd: Start of GitHub Desktop PID: 45080,
Client: 'mdworker_shared', exited with © session(s), © node(s) and © active request(s)

(snin)

2021-12-21 16:44:37.723764+0900 0x31cfl4  Info 0x1527c0 102 %] opendirectoryd: [com.apple.opendirectoryd:session] UID: 501,
EUID: 501, GID: 20, EGID: 20, PID: 45140, PROC: GitHub Desktop RPC: getpwuid, Module: SystemCache, rpc_version: 2, uid: 501
(snip)

2021-12-21 16:44:42.757718+0900 0x31cfl2  Info ox0 102 7] opendirectoryd: [com.apple.opendirectoryd:session] PID: 45149,
Client: 'GitHub Desktop', exited with @ session(s), @ node(s) and © active request(s)
(snip)

‘ End of GitHub Desktop

26



@ Acquisition of artifact files
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e Acquisition of artifactfiles (1/2)

O © Acquire artifactfiles on the live system.

“ macOS artifacts are scattered in various locations and their file names and
paths are often changed according to the OS version upgrade. Therefore, itis
desirable to use a tool to get them.

“ To preventa collection of artifact files from being omitted, the tool to be used
should be maintained on an ongoing basis.

© macOS Artifact Collector (macosac)
" https://github.com/mnrkbys/macosac
" https://jsac.jpcert.or.jp/archive/2020/pdf/JSAC2020 7 kobayashi_jp.pdf

® Files protected by SIP cannot be acquired on the live system. Export such files
during disk image analysis, or use a tool that directly analyzes the disk image.

® Unlike NTFS, both HFS+ and APFS cannot access filesystem metadata as a
file.

® SIP = System Integrity Protection
> A type of macOS security framework (See Appendix 4)

28


https://github.com/mnrkbys/macosac
https://jsac.jpcert.or.jp/archive/2020/pdf/JSAC2020_7_kobayashi_jp.pdf

® Acquisition of artifactfiles (2/2)

C © Acquire the persistence setting and information on programs to
be started.

© KnockKnock

" https://objective-see.com/products/knockknock.html
® Tool correspondingto Windows Autoruns.
P https://docs.microsoft.com/en-us/sysinternals/downloads/autoruns
“ Signature verification of the program to be started, detection status on
VirusTotal, etc. can be referenced.
“ It is convenient as it allows you to quickly narrow down suspicious persistence
entries.

“ Recently, running a program that have been downloaded from the Internet
requires a code signature. As such, program resulting in error in signature
verification can be regarded as suspicious.

® KnockKnock can also analyze Quicklook plugins, etc., which are not analyzed
vy ~
10y m(:C_apt
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e Acquisition of artifactfiles (3/4)

KnockKnock

Start Scan

Categories: Items:

libs inserted by DYLOD_INSERT_LIBRARIES

m Library Inserts - 8 PerculialoginHelper

dylibs that proxy other libraries

Library Proxies U A il

ﬁ A Brewlet

Logln/Logout Hooks 8 BlockBlock Helper

ted upon login er logout

| o |

\ Per:l.odJ.c Scrlpts 8 MountyHelper
cripts that are ed periodically i';"‘::‘

Quicklook Plugins 8 KeepingYouAwake Launcher

registered quicklook bundles
Sp°t1—1§ht Importers m A WwallpapersLauncher
bundles ed by Spotlight {mdworker) =0 a/7 @

9
Scan Complete
3 e p

% [Applications/KnockKnock.app/Contents/Mac0S/KnockKnock -whosthere -pretty > ~/Desktop/kkResults_sample.txt

avniaYaRFFANE aaVaViVaXela




e __Acauisition of artifactfiles (4/4)

% jq '."' kkResults_sample.txt
(snip)
"Login Items": [
{

"path": "/Applications/LuLu.app/Contents/MacOS/LuLu",
"hashes": {
"md5" : "E140C97A5D6@B342] i i
R EVRRIREECPEMIPIPAE:.  Status of detection by VirusTotal

hl
J

"VT detection":
Mame TLacu
"plist": "n/a",
"signature(s)": {

"9/70",

":igﬁ:t;r:*‘"““€‘"“": "com.objective-see.lulu.app”,
"signatureStatus": 0,

“Signidluresigner s,

UL LU Signature verification result

"com.apple.developer.

"com apple.applicatiol
"com.apple.developer .networK

"content-filter-provider- systemexten51on

0= SUCCGSS b-see.lulu.app”,

1,

"com.apple.security.application-groups": [
"VBG97UBATA. com.objective-see.lulu"
1s

"com.apple.developer.system-extension.install": true
T
"signatureAuthorities": [
"Developer ID Application: Objective-See, LLC (VBG97UB4TA)",
"Developer ID Certification Authority",
"Apple Root CA"




@ Acquisition of disk images
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e Acquisition of disk images (1/10)

O < Purpose of acquiring disk images
= Extract files that are additionally needed.
» Malware samples, etc.
= Acquire artifacts that cannot be acquired (as they are
protected by SIP) on the live system.
» Quick Look cache files
» Master key for the encryption of a system key chain
= Analyze unallocated space
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e Acquisition of disk images (2/10)

> °Need for decrypting APFS encrypted disk

Images

= Since APFS supports encryption at the filesystem level,
copying with a tool like dd leaves the image encrypted.

= Encrypted APFS disk images from Macs with T2 chip/M1
processor cannot be decrypted on other computers. This is
because they require the encryption keys stored in those
chip/processor.

° A tool that allows the Mac device in question to
be started from an external media and the disk
Image to be decrypted when it is acquired is
necessary.




Acquisition of disk images (3/10)

o Prepare for acquiring the disk image
= Startup Security Utility settings in the recovery mode
are required.
= Secure Boot
» Select “No Security”.

= Allowed Boot Media
» Select “Allow booting from external or removable media”.
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Acquisition of disk images (4/10)

° Cellebrite Digital Collector

= Commercial product (formerly, MacQwsmon)
* By booting with a dongle, decrypted APFS disk images can
be acquired.
> Intel Macs
» M1 Macs (supported in version 3.3)
= However, the encryption flag still remains to be set, even if
the decrypted APFS disk images are acquired.
> https://twitter.com/unknOwnbit/status/1254971428606107648

= As a result, it is regarded as an erroneous APFS disk image
and cannot be analyzed using unsupported tools.

= AFF4 is the only format that can be specified for decrypted
disk images.
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Acquisition of disk images (5/10)

© AFF4 (The Advanced Forensics File Format 4)

" A format developed for forensics. Itis a minor file format as there is
almost no tool, except some commercial products, that supports the
format.

= Although a pull request to support AFF4 has been submitted to TSK,
it has yet to be merged.
> https://github.com/sleuthkit/sleuthkit/pull/1272
" Only libraries and simple implementations are released in the GitHub
repository for AFF4.
> https://qgithub.com/aff4/pyaff4
> https://github.com/aff4/aff4-cpp-lite
" It has already been confirmed that a raw disk image can be extracted

from the AFF4 disk image created on Digital Collector using AFF4
CPP Light v2.0.
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e Acquisition of disk images (6/10)

O °AFF4 CPP Light v2.0

= Modification for compiling on macQOS

aff4-cpp-lite/blob/master/src/AFF4Containers.cc : 129th line

int fileHandle = ::open(filename.c_str(), O_RDONLY | O LARGEFILE);
{
int fileHandle = ::open(filename.c_str(), O_RDONLY);

aff4-cpp-lite/blob/master/src/AFF4Containers.cc : 137th line

int read = ::pread64(fileHandle, buffer.get(), AFF4_RESOURCE_BUFFER_SIZE, 0);
l
int read = ::pread(fileHandle, buffer.get(), AFF4_RESOURCE_BUFFER_SIZE, 0);

= Compile
» All necessary commands and libraries are already installed with brew.

% git clone https://github.com/aff4/aff4-cpp-lite.git

% cd affd-cpp-lite

% ./autogen.sh

% ./configure CC=clang CXX=clang++ CXXFLAGS="-std=c++11 -stdlib=1libc++ -02 -g@ -I/usr/local/opt/openssl@l.l/include" LDFLAGS="-
stdlib=1ibc++ -L/usr/local/lib -L/usr/local/opt/openssl@l.1/1ib" SSL_CFLAGS="-I/usr/local/opt/openssl@l.1l/include” SSL_LIBS="-
I./lusr/lccal font/onenss1(@1.1/1ib" LIBS="-lcrypto" --prefix=/usr/local/aff4-cpp-lite

% make
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Acquisition of disk images (7/10)

°macOS_FE (1)
" Approach that should be said is the macOS version of WiInFE.

» https://github.com/ydkhatri/Presentations/blob/master/macOS%20Forensics
-MUS2020.pdf

» Although the above is explained in macOS 10.15, it has been confirmed
that disk images can be acquired using the same approachin macOS 11.6.

" Boot the Mac from the USB thumb drive or portable SSD with
macOS installed and acquire the disk image.
> SIP must be disabled in advance using csrutil in recovery mode.
» SSD is recommended in terms of speed issues.
= Standard tools and commands can be used. Also, driver compatibility
iIssues do not arise.
» Third-party tools can also be installed.

=


https://github.com/ydkhatri/Presentations/blob/master/macOS%20Forensics-MUS2020.pdf

e Acquisition of disk images (8/10)

O emacOS_FE (2)
* NoMountDaemon
» https://github.com/ydkhatri/macOS_FE/tree/master/NoMou
ntDaemon

» NoMountDaemon prevents macOS from automatically
mounting the internal drives when it is booted from an
external storage.

» The operation has already been confirmed also on macOS
11.6.
» Since NoMountDaemon uses Disk Arbitration Framework,

It is consideredto function as long as macOS supports this
framework.
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C

e Acquisition of disk images (9/10)

) emacOS_FE (3)

= Acquire the disk image using the asr command.
» The command is used in a similar way as dd.
» The APFS encrypted volume can be decrypted and
copied.
e An unlock is required before acquiring the disk image.
» Unlike Digital Collector, the encryption flag is removed.

» However, unallocated space and local snapshots will not
be copied.

3 3

(]

%
7%

sudo launchctl unload /System/Library/LaunchDaemons/com.apple.revisiond.plist

hdiutil create -fs apfs -size 500GB evidence.dmg —Run after connectingto the drive to store disk images.
sudo hdiutil attach -nomount evidence.dmg

diskutil apfs unlockVolume disklsl —-nomount —The APFS encrypted volume is unlocked.

sudo asr restore --source /dev/diskl --target /dev/disk5 --debug --erase --verbose
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O °macOS_FE (4)

e Acquisition of disk images (10/10)

= A disk image acquired using the asr command is not
compressed. It is therefore necessary to prepare at
least the same capacity of storage as the original for
saving the disk image.

% sudo hexdump -C /dev/disk5 | fgrep Hopper

36045220
37a0f350
37a147960
37a31710
37a855d0
37a856¢0
37a857bo
37a858b0
~C

00 00 01 00 18 00 04 @2
11 48 6f 70 70 65 72 20
36 48 6f 70 70 65 72 53
ff ff ff 9f 23 50 f4 7
02 22 00 48 6f 70 70 65
00 00 01 00 20 00 04 02
00 01 00 28 00 04 02 23
48 6f 70 70 65 72 20 53

11 00 48 6f 70 70 65 72
53 63 72 69 70 74 2e 74
63 72 69 70 74 2e 74 74
48 6f 70 70 65 72 20 53
72 53 63 72 69 70 74 2e
le 00 48 6f 70 70 65 72
00 48 6f 70 70 65 72 20
63 72 69 70 74 2e 74 74

% sudo hexdump -C /dev/diskl | fgrep Hopper

~C

[..........Hopper|

|. Hopper SCPlpt t] . .

|6Hopperscript. tt | Plaintext is seen on the copy
#P..H S . . .
Hoppergzﬁi;t I destination disk.

# Hopper

[ -
[."
[.. ..Hopper |
[..
|Hopper Script.tt|

Even if you search for the same

string in the copy source, it will

not be found.
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@ Analysis of artifact files
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Analysis of artifactfiles

> Check the results of the analysis tool

= When investigating malware infections, first check the
process tree and persistence settings, program
execution history, etc.

> An example of analysis tools Is
described later.

> See Appendix 1 for the description of
artifacts.

44



@ Analysis of disk images
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e Analysis of disk images (1/2)

¢y °lIssues In the analysis of decrypted APFS disk
Images acquired using Digital Collector

= There are very few tools supporting AFF4.

" |t is necessaryto analyze decrypted APFS volumes by
ignoring the encryption flag.

= Since there are no tools that can mount such disk images as
APFS volumes, tools that assume disk images to be mounted
cannot analyze them.

°These issues are not relevant to decrypted
APFS encrypted disk images that are acquired
using macOS FE.
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Analysis of disk images (2/2)

© Tools that support disk images acquired using Digital
Collector

°© Commercial products
" Cellebrite Inspector
" Magnet Forensics AXIOM

© Open source software
® mac_apt
» Cannotanalyze APFS snapshots.
" The Sleuth Kit (TSK)
» Analysis can be performed by ignoring the encryption flag.

» Cannot analyze AFF4 directly, so conversionto RAW or EO1is required.
» See Appendix 2 for access examples with TSK.
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e Example of disk image analysis with mac_apt

O o Specify the disk image to be analyzed
and the plugins to be used.

Name of the disk image
file to be analyzed.

% python ./mac_apt.py -o ../mac_apt out/test image/ -d DMG data.dmg ALL
Output path was : /Users/macforensics/Documents/GitHub/forked/mac_apt 8
MAIN-INFO-Started macOS Artifact Parsing Tool, version 1.4.6.dev 2 :
MAIN-INFO-Dates and times are in UTC unless the specific artifact Name of plugins to be used for analysis
MAIN-INFO-Python version = 3.9.9 (main, Nov 21 2021, 03:23:42) ALL: All pluai

[Clang 13.0.0 (clang-1300.0.29.3)] - Al plugins 3 _
MAIN-INFO-Pytsk version = 20170801 FAST: All plUgInS, except Unified Logs and SpOtllght
MAIN-INFO-Pyewf version 20140807
MAIN-INFO-Pyvmdk version = 20181227
MAIN-INFO-PyAFF4 version = 0.31
MAIN-INFO-Opened image /Volumes/macOS-FE/Users/macosfe/Documents/test image/data.dmg
MAIN-INFO-Looking at FS with volume label 'disk image' @ offset 209735680
MAIN-INFO-Found an APFS container with uuid: 2FC5F464-F43A-4672-935D-1EBDEOF725FE
MAIN-INFO-Reading APFS volumes from container, this may take a few minutes ...

(snip)
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Important file formats in
macOS forensics
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e Important file formats in macOS forensics (1/5)

) o Almost all artifact files of macOS are

either of the following two:
= Property List (plist)
= SQLite
> Both of them are standard file formats
and data reference itself is easy.
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Important file formats in macOS forensics (2/5)

°Property List (plist)
= plist exists since the NeXTSTEP era.
= Mac OS X 10.0: XML format

= Mac OS X 10.2: Binary format is adopted.
»Mac OS X 10.4 or later, the binary format is used by default.

= The file is often used for saving data, including settings of
applications, etc., history of files opened, and Bookmark
structure (corresponds to Windows LNK).

= The file corresponds to Windows registry. However, it is
created for each application and purpose, it is scatteredin
various locations in the filesystem.
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e Important file formats in macOS forensics (3/5)

Q ° Example of the Property List file (Dock settings)

% plutil -p ~/Library/Preferences/com.apple.dock.plist
{ "last-analytics-stamp" => [
0 => 661309697.920567
1
"last-messagetrace-stamp” => 652487714.566655
"loc" => "ja_JP:JP"
"mod-count" => 2354
"persistent-aops" => [
0 => {
"GUID" => 2837758940
"tile-data" => {
"book" => {length = 592, bytes = Ox626f6f6b 50020000 00000410 30000000 ... 04000000 00OV }
"bundle-identifier" => "com.apple.siri.launcher"
"dock-extra" => @
"file-data" => {
"_CFURLString" => "file:///System/Applications/Siri.app/"
"_CFURLStringType" => 15
} .
"file-label" => "Siri" 7
"file-mod-date" => 3670014440
"file-type" => 169
"parent-mod-date" => 3673467070

)
"tile-type" => "file-tile"

N

1 =>{
"GUID" => 3389811420
Me) Aot s

CLLL=GATAT =

"pook" => {length = 535, bytes = Ox626f6f6b 2c020000 00000410 30000000 ... 04000000 00OV }
"bundle-identifier" => "com.apple.Safari"




C

e Important file formats in macOS forensics (4/5)

) 2 SQLite
= Like plist, SQLite is used for the purpose of saving the
settings of applications, history, etc.
= The file is also used to save statistical data, URLS, blob

of sent and received data, plist in the binary format,
and so on.
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e Important file formats in macOS forensics (5/5)

O o Example of an SQLite file (CFURL Cache)

= CFURL Cache manages cache when accessingvia
HTTP or HTTPS with the NSURLRequest API.

» Cache is managed for each application.
= ~/Library/Caches/com.apple.osascript/cache.db

F—7F)L: =] cfurl_cache_response B =

entry_ID | version hash_value storage_policy requesi_key time_stamp partition

0 -60B2800230625395189 0 https:f/stackoverflow.com/ 2020-11-09 01:58:45

1647689406 0 httpsyfwwwexample.com/ 2020-11-09 02:10:43

#145575174 0 hitps:fjraw.glthubusercontent.comy ts-a-feature/Orchard/master/Orchard Js  2021-02-02 06:58:03




e Artifact analysis tools
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e Artifactanalysis tools (1/3)

O el will introduce some typical artifact
analysis tools used for macOS forensics.

° [t Is Important that a tool that Is
maintained continuously be selected for
analysis.
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Artifact analysis tools (2/3)

© Example of comprehensive analysis tools

“ mac_apt
> https://github.com/ydkhatri/mac_apt
> Over 40 plugins.
» Supports individual artifact files, and disk images acquired using commercial products.
> Analysis can be performed without mounting a disk image.
» Maintenance is active.

® AutoMacTC
P https://github.com/CrowdStrike/automactc
> 26 plugins.
» Maintenance is stagnant.

“ APOLLO
> https://github.com/mac4n6/apollo
> Analyzes databases that mainly records statistical information.
» Maintenance is stagnant.
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https://github.com/mac4n6/apollo

Artifact analysis tools (3/3)

© Example of individual analysis tools

® DSStoreParser
> https://github.com/mnrkbys/DSStoreParser/tree/fix_bug_non-ascii
» Analyzes the “.DS_Store”, which corresponds to Windows $130.
» File names in the folders are recorded.

> In .DS_Store of "Trash", the folder path before the file was deleted is also
recorded.

" Chainbreaker?2
» https://github.com/nOfate/chainbreaker

» Analyzes Wi-Fiaccess points, application passwords, website accounts and
passwords.

» Encryptionis performed at the file level separately from the filesystemand
so the master key is required for decryption.

» The file in which the master key is stored is protected by SIP.
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a Hands-on scenario and goal

59



Confirmation of data to be distributed

° Files included in the data to be distributed

= mac_apt folder
» mac_apt.db: Analysis results of mac_apt
> UnifiedLogs.db: Parsed Unified Logs
» APFS Volumes <GUID>.db: Parsed APFS metadata
= |son folder
» Results of the tool used for dynamic analysis of malware
= scripts folder
> Trivial scripts used for analysis
= exported files folder
» Suspicious files exported from the disk image
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Hands-on scenario and goal (1/2)

o Scenario

= A Mac device of a certain company was infected with
malware.
» User name: macforensics
= Thanks to the prompt detection and response by the
security operator, a disk image of the computerin
guestion has already been acquired.
= Analysis with KnockKnock has been completed.

= Analysis of the disk image with mac_apt has also been
completed.
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e Hands-on scenario and goal (2/2)

O °Goal

= Create a forensic timeline from the analysis results of
mac_apt to estimate the malware behavior and the
cause of infection.

c Precautions when carrying out hands-on
activities
= Always take notes on activities and timestamps found
In the course of the investigation.

= Example of notes on timelines

2021-12-24 23:00:13 [File Download] https://malware.example/download/FakeApp.dmg
2021-12-24 23:15:39 [Program Execution] /Volumes/Suspicious Volume/Suspicious App




Investigation policy

°Since malware often configures autorun,
analyze persistence as a clue for the
Investigation.

° Investigate activities before and after the
malware infection based on the timestamps in
persistence files.

°When a sample is found, analyze the

relationship with persistence.

= If there is more than one suspicious sample, also analyze the
relationship between them.

° Investigate the cause of malware infection.
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e Tools used for analysis (1/6)

> >DB Browser for SQLite

» https://sglitebrowser.org/

= The analysis results of mac_aptis stored in the SQLite
database by default.

= Unified Logs and APFS are also exported in the SQLite
format.

= Filtering can be done easily.
= SQL queries can also be used.
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e Tools used for analysis (2/6)

Select a table

"E DB Browser for SQLit{

B T—F~N—2EM<(0)

Browse Data

e (P)

F—R—AfRE 77775 E | SQLRT

I F—7): =] Basic_Info

3 & @&

w

B0V 8 FEREV)

INFO_TYPE

Description

Source

SYSTEM macOs Version

SYSTEM macOs Bulld Version
HARDWARE  Mac Serlal Number
HARDWARE  Model
SYSTEM ComputeriName
SYSTEM LocalHostName
TIMEZONE TimeZone Sat

USER-LOGIN  lastUser

USER-LOGIN  lastUserName

USER-LOGIN UseVolceOverLegacyMigrated
USER-LOGIN lastLoginPanic

APFS Infermation

APFS Block Slze (bytes)

APFS Contalner Slze

APFS Violuma Name

APFS Volume UUID

APFS Slze Used

APFS Total Flles

APFS Total Folders

APFS Total Symlinks

APFS Total Snapshots

22 APFS Created Time

5://f.me/léarningnets

10.15.5

19F101
VMZItMJswWTSV
WMware7,1
macforensics's Mac
macforensicss-Mac
Aslal Tokyo

Restart
macfaorensics

True

2021-11-25 04:49:51.851463

4026
899.80 GB

Macintosh HD Macintosh HD - Data

FEIES130-5331-4FBO-ABAB-86A3D1743628, ..

17.43 GB

482385

134609

30748

o

2019-10-25 06:56:34.183448
2021-11-25 04:49:58 657024

Catalina
Catalina
Hardware Serial Mumbar

Mac Hardware Model

fSystem/Liorary/CoreSoy
[Systam/Librar
fprivate/var/fol

[LIbrary Prefers sy S O O S e T T

satamyarsion. plist

Column name and

[Library/F

Sy onflgur P! .plist

fLibrary/

Timezone on machine

[private/etc/localtime

/5y onflgur /P! .plist

Last user (Login) Action jLIDraryF

apple.

applel

[Library/F

applel

unknown fLIbrary

applel

fLibrary
Data below represents a combined SYSTEM & DATA volume
Contalner Block slze
Contalner size [SYSTEM + DATA)
Volume names (SYSTEM, DATA)
Volume Unigue Identifiers (SYSTEM, DATA)
Space allocated (SYSTEM + DATA)
Total number of flles (SYSTEM + DATA)
Total number of directorlesffolders (SYSTEM + DATA)
Total number of symbollc [Inks (SYSTEM + DATA)
Total number of snapshots {DATA)
Created date and time (DATA)

Last updated date and time (DATA)

o F— 4 R—RITIEE(A)

\JSAC2022/macOS DFIR Workshop/E# > —#% [mac_apt/mac_apt.db

X 7%
00

£ A B

filtering settings

BEELESHET—S0OHEE: 7
1¥F

(<]}

PALFYT1Tr— BT

DBHL




e Tools used for analysis (3/6)

| BN "# DB Browser for SQLite - [Users/macforensics/[

( AL WF =2 A= 2(N) A F—5N—2EE< (O) E1><ecute SQL

Execute SQL

B B & B &

L4

SQL query input area -

SELECT * FROM Basic_Info WHERE INFO_TYFPE = "SYSTEM";

INFO _TYPE Mame Data Description Source
SYSTEM macOs Version 10.15.5 Catalina [system/LibranyCoreServices/Systemversion. plist
SYSTEM macOs Bulld version  19F101 Catalina system/Liorary/CoreSarnvices/Systemversion. plist

SQL query results

SYSTEM ComputerMamea macfore : : JLIbrary Prefaranc stemCaonflgura preferances._plist

SYSTEM LocalHostName macforensicss-Mac [Library/FreterancesSystemConflguration/preferences.plist



® Tools used for analysis (4/6)

O °jg
* https://stedolan.qgithub.io/jg/
* jg allows JSON data to be formatted and filtered.

= KnockKnock, ProcessMonitor, and FileMonitor output
results in the JSON format.
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® Tools used for analysis (5/6)

O °How to use |q (1)
= Sample data

{

"event" : "ES_EVENT_TYPE_NOTIFY_FORK",

"process" : {"uid" : 501, "arguments" : [], "ppid" : 507, "ancestors" : [339,1], "rpid" : @, "architecture" :
"Intel", "path" : "/bin/zsh", "name" : "zsh", "pid" : 735},

"timestamp" : "2021-08-11 06:05:25 +0000"
}
{

"event" : "ES_EVENT_TYPE_NOTIFY_EXEC",

"process" : {"uid" : 501, "arguments" : ["sudo","./FileMonitor","-pretty"], "ppid" : 507, "ancestors" :
[339,1], "rpid" : @, "architecture" : "Intel", "path" : "/usr/bin/sudo", "name" : "sudo", "pid" : 735},

}

"timestamp" : "2021-08-11 06:05:25 +0000"
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® Tools used for analysis (6/6)

O °How to use |q (2)

= Filter entries with the path containing “sudo’

b

% jql'. | select(.process.path | contains("sudo"))' procmon_simple.json
{
"event": "ES_EVENT_TYPE_NOTIFY_EXEC",
"process": {
"uid": 501,
"arguments": [
"sudo",
"./FileMonitor",
"-pretty"

Entries not containing “sudo” are filtered.

'. | select(.process.path | contains("sudo") | not)’

])
"ppid": 567, Entries with PID=735 are filtered.
"ancestors": [
339, '. | select(.process.pid == 735)"
1
1,
"rpid": o,
"architecture": "Intel",
"path": "/usr/bin/sudo",
"name": "sudo",
"pid": 735
}J
"timestamp": "2021-08-11 06:05:25 +0000"

)




6 Exercise 1: Persistence investigation
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Purpose of persistence investigation

°Most malware takes advantage of the OS
autorun mechanism to execute themselves after
a computer restart.

°There are limited options for setting up autorun.

= Malware program files can be placed in any file path.

" However, the types of autorun mechanisms are limited and
easy to find.

°>We will investigate the metadata (timestamps)
of persistence files and autorun programs and
create the initial timeline.
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@ Artifacts in persistence files
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e Artifacts in persistence files (1/4)

O o KnockKnock run results

= More persistence files can be analyzed than using
mac_apt.
» KnockKnock operates only on the live system.
= Status of detection by VirusTotal can be checked.
» Samples not analyzed by VirusTotal can be submitted.
= Signature verification of programs to be run can be
performed.

* Run results can be stored in the JSON format, which
makes it easy to process in the script.
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Artifacts in persistence files (2/4)

© Launch Daemon/Agents
" Launch Daemon/Agents runs programs according to the setting file
(plist) stored in a certain folder when the OS starts.
" It is often used for malware.
" The folder to save the file varies depending on the developer.
= Apple
» /|System/Library/LaunchDaemons/
» /|System/Library/LaunchAgents/
" Third-parties
» [Library/LaunchDaemons/
> [Library/LaunchAgents/
® Users
» ~/Library/LaunchAgents/
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e Artifacts in persistence files (3/4)

O o Example Microsoft AutoUpdate setting

= Microsoft AutoUpdate used for auto update of Microsoft
Office, etc.

% plutil -p /Library/LaunchAgents/com.microsoft.update.agent.plist

{
"Disabled" => ©

"Label" => "com.microsoft.update.agent"
"MachServices" => {

“com.microsoft.update.xpc® => 1 Program to be run automatically
}
"ProgramArguments” => [

@ => "/Library/Application Support/Microsoft/MAU2.0/Microsoft
AutoUpdate.app/Contents/Mac0OS/Microsoft Update Assistant.app/Contents/MacOS/Microsoft Update Assistant”
1 => "--launchByAgent"
]
"RunAtLoad" => 1
"StartInterval” => 7200

}
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e Artifacts in persistence files (4/4)

O cLogin ltems

= Executes the programs when the user logs in.
= |t is often used for malware.
* macOS 10.12 or earlier

» ~/Library/Preferences/com.apple.loginitems.plist

" macOS 10.13 or later

» ~/Library/Application
Support/com.apple.backgroundtaskmanagementagent/bac
kgrounditems.btm

76



e Artifactsin file metadata (1/4)

O ©°Spotlight
= Spotlight is a macOS search system.
= |t stores the following metadata.

> Applications run via Spotlight and searched words

> File MACB timestamps (separately managed from those managed
by the filesystem)

» Timestamps of the last time when files were used
» History of dates when files were used

» URLs from which files were downloaded

» Timestamps of file downloads

> User-specific information held by Safari, Notes, Maps, Mail, and
other applications
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<=macOS 10.14

>=macOS 10.15

e Artifacts in file metadata (2/4)

O o Spotlight database (1)

/.Spotlight-V100/Store-V2/*/store.db
/.Spotlight-V100/Store-V2/*/.store.db

/System/Volumes/Data/private/var/db/S potlight-
V100/BootVolume/Store-V2/*/store.db

/System/Volumes/Data/private/var/db/S potlight-
V100/BootVolume/Store-V2/*/.store.db

Both system and user data
are contained.

For the separated system
volume in macOS 10.15 or
later.




e Artifacts in file metadata (3/4)

O o Spotlight database (2)

>=mac0S 10.13 /Users/*/Library/Metadata/CoreS potlight/index.spotlightV3/store | Created for each user.
.db Used also in macOS 10.14
or later.

/Users/*/Library/Metadata/CoreS potlight/index.spotlightVV3/.stor

e.db

>=mac0S 10.15 /System/Volumes/Data/.Spotlight-VV100/Store- V2/*/store.db For the separated data
volume in macOS 10.15 or
/System/Volumes/Data/.Spotlight-VV100/Store-V2/*/.store.db later.
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e Artifactsin file metadata (4/4)

° Apple File System (APFS)
" New filesystem adopted in macOS 10.13.

2 DB Browser for SQLite - fUsers/macforensics/Documents/GitHub/forked/mac_apt_out/sysjoker/APFS_Volumes_2BE22859-BFFD-4957-A660

AZF<(0) : W F0¥ o hERL(P) H70Y 7 FEREV) & T—

JvimE | SOLRfT
| Combined_Inodes

Extent_CMID Links_or _

root 1569788609000000000 1 8 61897 7 7 09368436

privata-dir 5 L 3672000 5381 164 2565838069716576  1571986594183672000 32768

HFS+ Private Directory Data 1219441716000000000 1219441716000000000 1219441716000000000 1212441716000000000 33024

Trash 1219441719000000000 1219868232000000000 1219868232000000000 1212441713000000000 33024

fseventsd 1219441719000000000 164 2565837202089925

Volumelcon.icns 1219868207000000000 1212868207000000000 2720972464059

s 1566685244000000000 9 5831 3 15719 33579720

home 1566685244000000000 1566685244000000000 71987333358383155

Installer-compatibility 1569639947000000000 1569638847000000000

TempRecelpt.oom 1571987323658111977 15719873323044.

SafariLaunchAgent. & 640388000000000 640388000000000

SafariNotificationAgent. 8 0389000000000 1569640383000000000 L 4044 1 1 276E

SafarlBookmarksSyncAgent. 8 5 000000000 9641763000000000 62¢ 7 E 71¢ 9 2768

1288 Dinspectord. 8 L 10000000000  1E 10000000000 & £ 1 2 32768

12884902236 1288 & 549022 SafarlHistoryService Agent. & 321000000000 1 391000000000 7 E 1 32768

12884802237 1 54902 SafariCloudHIstoryPushAgent. 8 156963 000000000 & 33000000000 5 32768
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@ Hands-on: Persistence investigation
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® Persistence investigation

) °ltems to be investigated
= KnockKnock run results
= mac_apt.db: AutoStart table
= Metadata of persistence files

» Auto run programs are also to be investigated.

»mac_apt.db: SpotlightDataView
» APFS_ Volumes xxxx.db: Combined_Inodes
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® Investigation of KnockKnock run results -

¢y °KnockKnock run results

= json/kkResults.txt
°Display the JSON data after formatting it with jq.

' ./json/kkResults.txt

° Search for suspicious entries.

= Entries for which a normal program is specified.
> signatureStatus =0
» VT detection =0
> Entries not with the status above are suspicious.

° Consider using the jq filter if you are familiar with |q.




mac_apt.db: AutoStart -

°Open mac_apt.db from DB Browser for SQL.ite.
o Select the AutoStart table on the Browse Data tab.

°As a point of view of initial investigation, we

assume persistence is set using the user privileges.

= The range of settings that can be configured using the root
privilege contains too many items to be investigated.

° Filtering conditions
= User = macforensics

o Confirm if the results are the same as the
KnockKnock run results.
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Investigation of metadata in persistence files (1/2) -

© Investigate the date of creation of persistence files and specified
program files.
“ It can be presumed that they are close to the date of malware infection.

© Database and table in which file metadata is stored.

“ mac_apt.db
» SpotlightDataView-1-store

» SpotlightDataView-1-.store-D IFF
® Only differences with SpotlightDataView-1-store are recorded.
® Both of the tables need to be checked during investigation.

“ APFS_Volumes_xxxx.db

» Combined _Inodes

» APFS timestamps
® Recorded as UTC timestamps in nano seconds (began on Jan. 1, 1970).
® Conversion script: scripts/nsec_conv.py
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® Investigation of metadata in persistence files (2/2)

) o Filtering conditions
= mac_apt.db: SpotlightDataView
» FullPath = Persistence file or auto run program
» kMDItemCreationDate: Date of file creation
= APFS_Volumes xxxx.db: Combined_Inodes
» Name = Persistence file or auto run program
» Created: Date and time of file creation
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Solutions to
Exercise 1




® Investigation of KnockKnock run results (1/3)

O oKnockKnock run results
= json/kkResults.txt

o Suspicious entries

% jq '.' ./json/kkResults.txt | less
(snip)
{
"name": ".mina",
"path": "/Users/macforensics/Library/.mina",
"plist": "/Users/macforensics/Library/LaunchAgents/com.aex-loop.agent.plist"”,
"hashes": {
"md5": "FO@5437D510287448325BAC98A1378DE1",
"shal": "FA3DEB6OB8A2EAA29A7DCCF14BEE6ADAE81F442F"
"eignature(s)": { jg query that filters items that are
"signatureStatus": -67062 not signatureStatus = 0.
¥
"VT detection": "37/75"
} % jq '."Launch Items"[] | select(."signature(s)".signatureStatus != @)' json/kkResults.txt
{»aip)




® Investigation of KnockKnock run results (2/3)

O o Characteristics of suspicious entries

= signatureStatus is not O.
= VT detection is not O either.

o Script to extract suspicious entries
= scripts/kkfilter.sh

#!/bin/zsh
s1l="."
s2="[]"

while read line; do
echo "---------- $line ---------- "
s@=$s1$line$s2
jq "$s0 | select((.¥"signature(s)¥".signatureStatus != @) or ¥
(.¥"VT detection¥" | startswith(¥"e/¥") | not))" $1
done < <(jq '. | keys{]' $1)




® Investigation of KnockKnock run results (3/3)

O o Script run results

% zsh scripts/kkfilter.sh json/kkResults.txt
---------- "Authorization Plugins" ----------
---------- "Browser Extensions" ----------
---------- "Cron Jobs" ----------

—————————— "Dir. Services Plugins" ----------
---------- "Event Rules" ----------

—————————— "Extensions and Widgets" ----------

TRV, T SIS S "

Only one suspicious entry

—————————— "Launch Items" ----------
"name": ".mina",
"path": "/Users/macforensics/Library/.mina",
"plist": "/Users/macforensics/Library/LaunchAgents/com.aex-1loop.agent.plist",
"hashes": {
"md5": "F@5437D510287448325BAC98A1378DE1",
"shal": "FASDEB6OBS8A2EAA29A7DCCF14BEE6ADAE8IF442F "
1
"signature(s)": {
"signatureStatus": -67062

2
"VT detection": "37/75"

—————————— Lipbrary Lnserts ----------
———