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Executive Summary

Phishing scams are a growing threat, and
cybercriminals’ methods are becoming increasingly
sophisticated, making them harder to detect

and block.

Analyzing 280 billion daily transactions and 8 billion daily blocked
attacks over the course of 2022, the Zscaler ThreatLabz team
saw a 47.2% surge in phishing attempts compared to 2021—an
upward trend that’s expected to continue in 2023.

The increased prevalence of phishing kits sourced from black
markets and chatbot Al tools like ChatGPT has seen attackers
quickly develop more targeted phishing campaigns. This improved
targeting has simplified the process of manipulating users into
taking actions that compromise their security credentials, leaving
them and their organizations vulnerable.

With the rise of Al and PaaS offerings, it's easier than ever for
cybercriminals to compromise institutions and access sensitive
business, personal, and financial data for extortion. Although many
of today’s organizations have robust cybersecurity infrastructures,
they must re-examine those infrastructures in light of today’s
trends and consider taking a zero trust approach.
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This report will help you recognize the social engineering tactics
and sophisticated coding used in phishing attacks, so you can
prevent costly data breaches. Read on for an in—depth look at
the latest phishing trends and observations the ThreatLabz team
collected throughout the past year, and get best practices for
safeguarding your organization against ever—evolving phishing
techniques.
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Findings in 2022

Phishing attacks rose 47.2% in 2022
compared to 2021.

Microsoft brands, including OneDrive
and SharePoint, along with crypto exchange
Binance and illegal streaming services, were targeted
the most in 2022.

The United States, the United
Kingdom, the Netherlands, Russia,
and Canada were the top five most

targeted countries.

Education was the most targeted
industry with attacks increasing by 576%, while
last year’s top target, retail and wholesale, dropped by

67%.

COVID-themed brand attacks accounted
for 7.2% of phishing scams in 2021, while they
dropped to just 3.7% in 2022.

httpS :/ éct .zmeﬂ&alf mmgm@iis reserved.
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Al tools have significantly contributed
to the growth of phishing, reducing the
technical barriers to entry for criminals and saving
them time and resources.

Attackers are evolving beyond SMS
phishing (SMiShing) to using voicemail-
related phishing (Vishing) to lure victims into opening

malicious attachments.

Sophisticated Adversary-in-Middle
(AITM) attacks are helping attackers bypass
multifactor authentication (MFA) security measures.

Recruitment scams targeting job
seekers are becoming more common.
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Zscaler ThreatLabz analyzed data from across countries, industries,
brands, and platforms to understand the most prevalent targets for
phishing attacks in 2022.

2022 Phishing Attempts by Country

The top 10 countries targeted for phishing scams in the last
year were:

1. United States

2. United Kingdom
3. Netherlands

4. Russia

5. Canada

6. Singapore

7. Germany

8. France

9. Japan

10. China

The US is once again the most targeted country for phishing
attacks, a position it has always held. Our research indicates that
more than 65% of all phishing attempts occurred in the US—an
increase from last year’'s 60%. The UK experienced a 269% rise in
phishing attacks.

Several countries saw phishing attempts increase in 2022, including
Canada, which saw a staggering 718% increase. Some ThreatLabz
experts attribute this spike to the adjacent increase in targets in

education. Russia saw a targeting increase of 198%, and Japan 92%.

However, Hungary witnessed a significant 90% decline in phishing
attacks, and Singapore’s targeting total went down by almost 48%.

https:/Ameflearningnets cccrcq.
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op Phishing Targets in 2022

The reduction in phishing attacks targeting Singapore may be due to
its government’s increased cybersecurity efforts, including initiatives
by the country’s Cyber Security Agency (CSA). This agency provides

guidelines and advice to individuals and businesses on how to
protect themselves from cyberthreats and, alongside the Personal

Data Protection Commission (PDPC), enforces data protection laws

and regulations.

. 780,17{f544,

Figure 1: Phishing attacks by country in 2022
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https://www.csa.gov.sg/
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https://www.pdpc.gov.sg/

Top Phishing Targets in 2022 ‘ .

2022 Phishing Attempts by Industry

The education industry experienced a 576% increase in phishing the COVID-19 pandemic resumed their healthcare treatments in
attempts in 2022, which propelled it from the eighth most- 2022, logging in to their online accounts and potentially interacting
targeted sector to the first, surpassing last year’s most—-targeted with phishing attackers impersonating healthcare organizations.
industry, retail/wholesale. Phishing perpetrators likely capitalized Moreover, ransomware attackers are leveraging more phishing

on the processes for student loan repayment and debt relief tactics to compromise healthcare organizations’ data.

applications that were filed last year and exploited remote learning
vulnerabilities. Finance and insurance also saw an increase in
phishing targets by a factor of 273% in 2022.

However, there was some respite from phishing attacks in 2022,
with retail and wholesale experiencing a drop of 67% and services
witnessing a decline of 38%. The decline in attacks on retail and
Phishing attempts in the healthcare industry also increased wholesale is likely due to a downshift in consumer behavior after
exponentially, from just under 31 million to over 114 million. Patients heavy online shopping and spending on goods in 2021.

who deferred routine medical maintenance during the initial year of

Phishing Attacks by Industry Vertical
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Figure 2: Phishing attacks by industry in 2022

httpSZ/ﬁd&l@ﬂ%@[ﬂhﬂgﬂ@:ﬁ&esemd. Zscaler ThreatLabz 2023 Phishing Report &



Most Imitated Brands in 2022 Phishing Attacks

Phishing attackers often exploit consumer
trends by impersonating popular brands

to deceive vulnerable consumers. The
most frequently targeted brand categories
include productivity tools, cryptocurrency
sites, illegal streaming sites, social media
platforms and messaging services, financial
institutions, government sites, and logistics
services.

Microsoft was once again the most imitated

brand of the year, accounting for just
under 31% of attacks. Its OneDrive brand
accounted for another 17%, SharePoint
nearly 4%, and Microsoft 365 another
1.7%. In 2022, Zscaler found that attackers
increasingly used OneNote, which can

be integrated with OneDrive and other
Microsoft products, to deliver malware via
phishing emails. Previously, threat actors
targeted users with malicious macro-
enabled documents, but in July 2022,
Microsoft disabled macros by default on
all Microsoft 365 (Office) applications,
making the approach more unreliable for
distributing malware.

Cryptocurrency exchange Binance
accounted for 17% of imitated brand
attacks, with phishers posing as fake
customer representatives from banks or

https:/Ameflearningnets cccrcq.

P2P companies. lllegal streaming sites
accounted for 13.6% of attacks, with spikes
during significant sporting events such

as the FIFA World Cup in November and
December of 2022.

While COVID-themed attacks are still
prevalent, they’re on the decline. In 2021,

COVID-themed brand attacks accounted for

7.2% of phishing scams, and they dropped
to just 3.7% in 2022.

Imitation of Brand Names

Telegram
Google
Office365
Facebook
Netflix
Government
Covid—19
SharePoint

lllegal Streaming

Binance

Top Phishing Targets in 2022 . -

The 20 most imitated brands, products, and
services in 2022 phishing attacks are:

1. Microsoft 11. Google

2.  OneDrive 12. Telegram

3. Binance 13. Adobe

4. lllegal streaming sites 14. DHL

5.  Sharepoint 15. Amazon

6. COVID-19 relief 16. American Express
7. Government 17. WhatsApp

8.  Netflix 18. Roblox

9. Facebook 19. Paypal

10. Microsoft 365 20. DocuSign

Microsoft

OneDrive

Figure 3: Brands most imitated in phishing attacks
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2022 Top Referring Domains

Attackers often use trusted domains to
manipulate victims, redirecting them

to phishing websites. They may buy
advertisements on media outlets or search
platforms like Google and Bing. They

may also post in corporate forums and
marketplaces such as Walmart and Amazon
or abuse sharing sites/services such as
Evernote, Dropbox, and GitHub.

We analyzed referring domains to
determine which ones attackers exploit

the most. In 2022, these included video
streaming sites, crypto exchanges and other
financial sites, website and form-builders,
sites that host user—generated content,
search engines, and more.

The top 20 referring domains in 2022 were:

1. qumucloud.com 11. google.com
2. vimeo.com 12. finanznachrichten.de
3. bittrex-appemail.com 13. holldingsglobaloverview
marketcap.com
4. Dbittrex—global-email-i.
com 14. hesgoal.com
5. googlesyndication.com 15. doubleclick.net
6. typeform.com 16. elonshib.net
7. mhtestd.gov.zw 17.  myftp.biz
8. gutefrage.net 18. principal.com
9. dow.com 19. marathonbet.ru
10. framer.com 20. baidu.com

https:/Ameflearningnets cccrcq.
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Top 20 Referring Domains Used in Phishing Attacks

principal.com
myftp.biz
elonshib.net
doubleclick.net

hesgoal.com qumucloud.com
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finanznachrichten.de

google.com

framer.com
dow.com

gutefrage.net

mhtestd.gov.zw
typeform.com .
vimeo.com

googlesyndication.com

bittrex—-global-email-i.com
bittrex—appemail.com

Figure 4: Most common referring domains used in 2022 phishing attacks
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Evolving Phishing Trends { "

Autonomous System Attacks in 2022

An autonomous system (AS) is a network or group of networks Our analysis showed that in 2022, 39% of phishing attacks
with a single routing policy. Each AS has a unique numeric were using hosting sites (down from 50.6% in 2021), 53%
identifier, known as an ASN. As part of this analysis, the Zscaler were on ISPs (up from 39.2% in 2021), and 8% were on
ThreatLabz team reviewed the ASNs that were responsible for business domains.

hosting phishing infrastructure.

Top ASN Distribution Types

business

hosting

isp

Figure 5: ASNs for phishing infrastructure

https:/Ameflearningnets cre.. Zscaler ThreatLabz 2023 Phishing Report 9



Each year, threat actors employ more sophisticated tactics and
increasingly advanced approaches to execute their phishing
scams. To ensure your organization is prepared and your team

Vishing Attacks

Vishing attacks, or voicemail-themed phishing campaigns, lure
victims into opening malicious attachments. In mid-2022, threat
actors targeted users from various US-based organizations with
malicious voicemail-notification-themed emails to steal their
Microsoft 365 and Outlook credentials.

We also observed phishing campaigns with voicemail-themed
email attachments like this:

You have a new voicemail from (WIRELESS CALLER)

> Optima

YOU HAVE A NEW VOICEMAIL!

You have a new voice mail from (WIRELESS CALLER).

Listen by opening the enclosed attachment.

1attachment: 2VM_Tuesday, June 14, 2022-5560.htm 754 byte

ViA_Tuesday, June 14, 2022-5560.hbm 753 bytes

Figure 6: Vishing campaign email

https:/Ameflearningnets cccrcq.

volving Phishing Trends

remains ahead of attacks, staying informed of the latest threat
trends is essential. The following are the key takeaways from
the updated phishing trends observed in 2022.

The .html file contains obfuscated JavaScript:

[ saaer vt ]

<script language="javascript">document.write([ unescape|(

Figure 7: Vishing campaign email code with hidden JavaScript

In deobfuscating the email code, you can see that if a user were to open
the file, it would redirect them to an attacker—controlled server:

BI00CTYPE html PUBLIC "R//WIC//DTD XATHL 1.0 Transitional//en" "
http://www.w3.o0eg/TR/xhtmll/DTD/2htmll-transitional.dtd™>
<html » ="http://www . w3.0rg/ 1995/ xhtml"™

/="Centent-Type" nt="text/html; charset=utf-g"

e>Please wait...</titlex

window. location. replace

</moTipt

Figure 8: Vishing campaign email code with hidden JavaScript revealed

Zscaler ThreatLabz 2023 Phishing Report
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Evolving Phishing Trends { “

This leads to a Microsoft phishing page: To avoid falling into attackers’ traps, it is crucial to
educate employees to communicate with each other

only through official channels and to stay vigilant about
such scams.

BY Microsoft

Sign in

7.C0m

. How are you doing?

Hi. Who is this?

hear anything
Figure 9: Vishing campaign landing page

Hi

Anything urgent?
ThreatLabz also uncovered a voice-call scam wherein

a threat actor targets a corporate employee by Trf;ﬁr::-.rgh

impersonating a manager. Initially, the victim receives yiobeh

an impersonated phone call with a prerecorded “hello” Can't hear you
message, and then the call terminates. Subsequently, Let me try to call via another
the victim receives a message from the scammer bl

indicating the manager is having network connectivity Can you hear me?
issues and requesting communication to continue
through messaging. The scammer then attempts
to coax the victim into divulging corporate account
information or transferring funds. Figure 10: Vishing messaging

https:/Ame/learningnets c.crcq.

Zscaler ThreatLabz 2023 Phishing Report 1



Evolving Phishing Trends ‘ -

Recruitment Scams

' rttpajzsealar-finanes analyst-strabagy lve w

During 2022, ThreatLabz witnessed an increase in targeted job
seekers utilizing a range of employment scams. These scams _

= T+ years of experience working In Finance or related analytics fleld, preferably ina
used fabricated job postings, websites or portals, and forms to SwSorganizston.  fakg job advert re-used legit job advert info
|Ure indiViduals Seeking employment. * 3+ yoars of experience leading leam of data analysts

= Strong experience with industry standard ERP & Financial Systems like NetSuite,
Salestarce (Sales Cloud, Service Cloud), Adaptive Insights, HRIS (SmartRecruiters,
Jabvite ete)

Your +

= Advanced 30L and ability o perform complex medeling with large vohames of data,

" OPEN POSITION ZSCALER-ANALYTICS MANAGER.

= Strong experience with data visualization tools like Tableau, Power BI, CRM Analytics,
Thank you for your keen interest in the position with S
Zscaler, | am so impressed with your skill set and we
are looking for great people with your background for

a Analytics Manager-Finance position.

« Experience with Data Warshousing and Modedling best practices in Snowflake.
= Strong capacity to manage multiple projects simultaneously.

= Experience with Python, Dbt.or similar a plus

» Excellent problem solving skills and end ta end quantitative thinking

= Experience with statistics, forecasting, modeling and/or ML experiance a plus

Kindly apply through the direct link below using this

Application Reference Code "ZSC-#ALMO" for

proper enrollment and a representative will be in

touch within 1-2 business days. Once the victim applied for the job, the attacker would

https://zscaler-finance-analyst-strategy.live communicate with them and request a Skype interview wherein
the attacker would impersonate an HR representative.

#+ Bachelor's degres Ina quantitative fleld (Finance, Accounting. Economics, Engineering)

Wishina van annd ek

Figure 11: Fake LinkedIn advertisement with a phishing URL =

From: iNFO Z5CALER <info@zscalercareers.co>
Date: Thu, Jan 26, 2023, 8:10 AM
Subject: Wark With Us At Zscaler-

Ta:
Here, the attacker posted a fake LinkedIn advertisement with a
phishing URL. Visiting the fake URL would let potential victims Dear -
This is a follow up email in regards to your application for the Analytics Manager- Finance position at Zscaler, | am happy to inform you that we would like you
apply for the job_ to connect with our HR Generalist{Mrs. Jas you have been qualified for the final round of an online interview and comprehensive job briefing.
Kindly make use of the link or Skype |D below to add up Mrs. via Skype our company’s secured staff management gateway

and get confirmed to proceed.

live:.cid, Tfbfiad 15050a2ada

Interview Verification |0 * ZSC-#ALMO *

Interview Schedule: Online Via Skype App.

Start Up Salary: $60 (Hourly).

Interview Time: Monday - Friday (Sam-Spm PST)
Pald Training Is Avallable. Medical, Dental and 401(k).

Figure 12: Fake recruitment email

https:/Ameflearningnets ..rcq. Zscaler ThreatLabz 2023 Phishing Report 12
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In examining the source code, you can see code used for exfiltrating credit card data.

-Flnan = W viewsourcehttps://zsca x | 4

M Analytics Mana ~ s 0

& 3 @ O viewsourcehitpsy/escaler-fi lyst-strategylive =< 4% 0 1 !
<a class=" nrxvacv policy-link” hraf-"https://2scaler-finance-analyst-strateqy. live/ =Zscaler Questionnaire:=/a~<cpan role-"separator” aria-hidden-"trua"=</spans =3 href="https://wordpress.orgs” class-"imprint =
208 Proudly powered by wordPress =fa
| </divee! .. _site-info -.»
=fdiva<t-- wrap --=
</ foalers<!-- #colophon - -»
</dive<!-- _site-content-contain -->
<fdive<! -~ #page --=
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nan nalyst < 3 9

pszets/)s/vptorms dafver=l.2.5.2 ad-"wpforms js ></script>

escript _finance-

| wscript

o onter a valid URL.", *val email® - il lijobnet flix.con®, “val email suggestion®: “Did you mean

(suggustion)}?®, “val email_suggestion title”:"Click to accoept this suggestion.®, *val mmbor=:"Please enter a valid nullbcr “val_confi tch, ", *val _fileextension®:"File type is not
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feontent) /plugins’/wpforms\/* “gdpr®:**, "ajoxurl®: "https:\/\/zscaler- finonce-analyst - strategy. livel /wp-admin'/adein-ajax. nhp'.'n.all(.huk enabled®:*1%, "mailcheck_domains®:[], "mailcheck toplevel domains®:

[ 1,"currency_code®:"USD® , "currency_thousands®:® . ®, "currency decimal . "eurrency_symbol":*4", "currency_sysbol pos®:"left
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s/ scripts
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edefss
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2.545q0-1.5 1.134-2.554t2.723-1.054q1.607 B 2.732 1.854t1.125 2.554zM28.5/1 16.429v-11.91108- 1.554-0.571-2.205t - 1.9682-0.652h- 19.85/q-1.482 0-2.009 0.60/t-0.527 2.25v12.018q0.766 0.411 1.58 B.714t1.446 0.5 1.446 ©.33 1.268 0.195 1

Figure 13: Fake recruitment email source code
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Adversary-in-the-Middle (AiTM) Phishing Attacks

Learn more about Adversary—-in—the—Middle (AiTM)
phishing attacks.

The ThreatLabz team discovered a new strain of a large-scale
phishing campaign that uses AiTM techniques along with
several evasion tactics. Traditional phishing websites that collect
user credentials never complete the authentication process with
the actual mail provider’s server. If the user has enabled MFA, it
prevents the attacker from logging in to the account with only
the stolen credentials. To bypass MFA, attackers may use AiTM
phishing attacks.

Figure 14 shows a code snippet of a phishing page served by an
AiTM phishing server.

o.portalresolve-reninder .con/jsdisabled” http-equiv-"Refresh'>

Figure 14: Phishing page code served by AiTM phishing server

The AiTM malicious proxy server modifies the URLs in a
legitimate destination page with attacker-controlled URLs
(see figure 15) and acts as a relay between the victim and the
destination server.

¢/seripty ¢iseripts
</ heait </head?
Chady style-" wisinilit hll‘ﬂl‘n width:m; hl‘iqlﬂ { Hatd

The original subdomain (in green), the original domain name (in
blue, minus the TLD), and a unique generated ID (in pink) are
joined together with dashes and become a subdomain under the
phishing site’s domain (in orange).

We detected this when some of the requests were passed with
incorrect modifications to the victim as seen in figure 16.

"derrtspsroCon ig7: o
15Esaepnahe1mA lowed"
EndpointurlForm
ScoProbeUrlForm
IfremeUrlFormat”:
RequestTimeoutInMs": 18808,
"startDesktopSsoOnPageload”: true,

‘fautologon.microsoftazuread-sso.com/{@}/w
;autoloﬂan microsoftazuread-zso.com 'Bh

Figure 16: Incorrect modifications passed to phishing victim

This resulted in a leak of the attacker—controlled server address,
as shown in figure 17.

BET feontoso._comfuwinanths/ifrane?olient request - do=xxmexsss - e - Kene - KEex isAdal

1
Host: autologon.microsoftazuread sso.comn

User-fAgent: Mozilla/5.0 {Windows HT 10.0; Winéh; x64; ruz102_0) Cecko/20100101 Firefox/102.0
fAccepl: Lext/htal,application/shtnlexnl,application/=nl;g=0.9,inage/avif . inage/webp,=/=;q=0.8
nccept-Language: en-Ci,en-Us;q=0.7,en;q-0.3

aceept-Cncoding: gzip, derlate, br

HeFerer: https://mso_hdéydqd798ukhgdlaus_ lives

Connection: keep-aliuve

Upyrade-Insecure=-Reguests: 1

Sec-Fetch-Dest: iframe

Sec-Ferch-Hode: navigate

Sec-Ferch-5ire: cross-site

Figure 17: Attacker—controlled server address revealed

inauth/sso?client-request-id=...",
insuth/czoprobetclient- requer* i
"https://outologon.microsoftazurcad-sso.com/{0}/winauth/iframe?clicnt-request-id-..."

»

=False HTTP/1.1

<‘hody style-“visibility:hiaden;width:a;height:o;=>
<imy sreeTNULps:s, images wDcontrols . pys S <img sreeThLps:/, m— _ﬂugu!wmuntrm. png”
iy sreehtbps /e mﬂ.‘lmgzn‘lrdnspnrrnl gif* s Cimg srchbbps s/ - RS - SR  FES S EGERER. | nages /Lransparent .gif" Jx

Figure 15: Attacker—controlled URLs modified by AiTM proxy server
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Browser-in-the-Browser (BiTB) Phishing Attacks

BiTB phishing attacks also saw increased use in 2022. They Figure 18 shows an example of a BiTB attack using a fake
simulate a login page window within a main phishing page that SSO window, generated using HTML, to target Steam, a
leads the intended target to believe they need to enter their popular digital gaming platform.

single sign—on (SSO) credentials to continue using the website.

Attackers use a combination of basic HTML/CSS and inline
frame (iframe) to craft a fake pop-up window that simulates the
user’s typical SSO pop-up window. It can be almost impossible
for a user to distinguish a genuine pop-up from a well-designed
phishing fake.

€ 3 C A Notsecure | bit-skins.ru

In order to perform a custom search or view
someone’s store you must first log in.

e o Yy FEYRTErY

¥ Steam Community - Google Chrome

@ Valve Corp. [US] | https://steamcommunity.com/openid/login?openi

Sign into bit-skins.ru using your Steam

account

Figure 18: BiTB or “picture-in—picture” attack
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Using Legitimate Services to Host Phishing Websites

The ThreatLabz team also observed attackers using legitimate e ——— : =

€ 3 C & Damameawsoomiapplorest b/ 677 5828156247 1859855 348978000 ance h <4 *wOE i

hosting services to host phishing sites. Some of these sites
included free hosting providers such as OOwebhostapp.com, file
sharing services such as transfer.sh, cloud service providers such
as amazonaws.com, and URL shortening using services such as ¥ Microsoft
linkedin.com. AR

In 2022, the team observed attackers using Dynamic DNS A
services that allow users to map a domain name to a changing
IP address. Users primarily leverage these services for remote
access or hosting websites on home networks.

M My Emad Login x| + ~ @9 @ N . o . P .
T L e < o THTATGINT: Figure 20: Dynamic DNS subdomains for phishing page hosting
(example two)

MWEE MY EMAIL LOGIN

Email Address

Attackers can also use Dynamic DNS services to host phishing
websites on compromised computers or servers without fixed
IP addresses.

Password

Forpoien Passwod? T

s Digital (Pry) Lid Al rig

Figure 19: Dynamic DNS subdomains for phishing page hosting (example one)

Figure 21: T&T phishing hosted using dynamic DNS
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Phishing Using the InterPlanetary File System (IPFS)

IPFS is a distributed peer—to-peer file system that allows
users to store and share files on a decentralized network of
computers. Compared to traditional centralized file systems, it
provides a more secure, resilient, and efficient way of storing
and distributing files.

In IPFS, files are divided into smaller chunks and distributed
across multiple nodes in a network, making it more difficult for
a single point of failure to compromise the entire system. Figure
22 shows what IPFS phishing looks like.

Figure 22: IPFS phishing example)

Because of its peer-to-peer construction, it's much more
difficult to remove an IPFS-hosted phishing page than one
hosted using a more traditional method.

https:/Ame/learningnets c.crcq.

We also observed attackers using Google Translate to make their
URLs appear legitimate.

Figure 23: IPFS phishing example leveraging Google Translate

As shown in figure 23, attackers used Google Translate on an
IPFS-hosted phishing site, and then used the page to phish
DocuSign credentials.

Zscaler ThreatLabz 2023 Phishing Report
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Using WebSockets to Exfiltrate Fingerprinted Data

In the Zscaler ThreatLabz 2022 Phishing Report, we discussed 4. The JavaScript code automatically refreshes the page
phishing kits and open source phishing frameworks. These kits with the cookie
and frameworks package up and commoditize the required 5. The user is redirected to the phishing page if the cookies

tools to quickly launch hundreds or thousands of convincing and
effective phishing pages—even if the attacker or attackers have
little technical skill.

pass the check

The fingerprinting JavaScript is based on this open—source
Some of these phishing kits have a feature called “cloaking,” a project on GitHub.
technique that lets phishers hide an actual phishing webpage
from security researchers and scanners while still serving it to
their victims. The phishing kit will filter connections for each
visitor based on IP address, hostname keywords, user agent,
and more. Based on the match, it will serve either a benign page
or a phishing page, avoiding detection by security researchers
and anti-phishing tools that scan the internet for malicious
content.

This year, we observed a new feature in client fingerprinting.
Here is what happens when a visitor lands on—and is

fingerprinted by—a phishing page:

The user surfs the phishing page
2. The server returns a JavaScript to fingerprint the client, and
JavaScript uploads the fingerprint via VWebSocket connection
3. The server generates a cookie based on the fingerprint and
sends the cookie back via WebSocket
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4 { N\ This technique can be disrupted by monitoring VWebSocket
B communication and filtering fingerprint data. The phishing
“languages”; |

o kit can set up command-and-control (C2) communication to
 ienabied & receive commands from phishing servers via VWWebSocket via a

“serviceWorker™: true,

technique referred to as heartbeat communication, where the
“hardwareConcurrency™: 48,
TeEastiod' e, attacker sends and receives data back and forth from the
“otsf': 33, victim’s device.
“battery”: rue,
“hasChroma’: false,
::::faRS:sT:;'E e O wiowsse @ cowcle O owwosse T4 remwore () wreonee O pertoranzs O ety [ siorn i Accossivry B sepseaton
“webgl™: "ANGLE (Google, Vulkan 1.2.0 (SwitShader Device (Subzers) (0x0000CIDE)). SwiftShader driver-5.0.0)7,
“imezone”; *T7,
“platform®; “Linux x86_54",
“userhgent™: “"Mozilla/5.0 (X11; Ubunty; Linux 1685, rv:24.0) Gecko/20100101 Firefon/24.01™,
"appCodeName"; "Mozilla®,

+ Q@ A TNL O35 5 DW Fows ineges Mede NS Obwe

Trarabarro s E1 Masden  Cockies  Recemst | Aasps

= =

s, . = (o] 9 .

“:)nps!h::::'-'\:e:z?m ' @ = Lo wr s gpmmunication =3 W e
- e (0] =T Sl SUSHENMIUCOW. & 4 WPt T TTTe

B oer websocket

deviceMemary”: &, e ) mn wuke e

“vendor: "Google Inc.”, L] = KRR - e -

“visitorkd™: "6b3a518d3abi051 e32ces08874c4 110", (=] e KEDrokud anE n

“parmissions™ { @ e fra— - soxn a0

*Beakerommeter: "prompt”
“amblent_light_sensor®: "unknown®,
::::E::—::x:m Figure 25: Example of heartbeat communication
“bluatooth™: "unknown™
‘camara’; "prompt”,
“clipboard_wrile™, "unknown”,
*device_info™: "unknown®,
‘display_capture® "unknown’,
“geolocation”: “prompt”,
“gyroscope’: “prompl”,
“magnetometer”: “prompt”,
“microphona™ "prompt”,
“midi”: "prompt”,
“Afe™ "unknawn®,
“netifications™: "prompt”,
“persistent_storage”™. “unknown®,
“push’: “prompt®,
*speaker selection™; “unknown®,
“speaker-selection”: "unknown”,
*device-info™; "unknown”,
“background-falch®: "prompl”,
“background-sync™: "prompt”.
“persistent-storage™ "prompt’,
“ambiant-light-sansor: “unknown®,
“clipboard-writa™: “prompt®,
“display-capture™: “prompt”

kL

Figure 24: Fingerprint data of a machine
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Using Web-Based Form Services to Collect Credentials

We also observed attackers abusing services that help users The “action” in the form is “https://submit-form[]Jcom/Qz1kGknr”.
collect information via forms. For example, FormSubmit is a
web-based service that provides a simple way to set up and
manage HTML forms for websites. Organizations can use it
to create custom forms with various input fields, such as text
boxes, checkboxes, radio buttons, dropdown lists, and file
uploads, and then submit the form data to a specified email - j Wi
address or webhook URL. ' ' el

The example in figure 26 demonstrates how threat actors can
abuse form creation services to collect credentials without
setting up servers.

placeholder="

©

Enter your comrect password to avoid deactivation

"=8ign in
Usarnama

Password

Figure 27: How the attacker leverages the form service to intercept information

Figure 26: Form example

https:/A.mellearningnets cscreq. Zscaler ThreatLabz 2023 Phishing Report
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Phishing Using HTML Smuggling and SVG Files

HTML smuggling is a technique that allows attackers to bypass
network security controls by embedding malicious code within
apparently benign HTML and then delivering malicious payloads
to a target system. Detection schemes often scan and detect
JavaScript, so threat actors turn to HTML smuggling to deliver
various types of malware.

Attackers often move HTML smuggling code into Scalable
Vector Graphics (SVG), a vector graphics format based on XML
used to create two-dimensional graphics that can be scaled
without losing resolution. They can edit SVG files with text
editors and graphic software.

Attackers can use JavaScript to manipulate the SVG elements
and attributes to create different animations, such as moving
objects, changing colors, and creating transitions. With
JavaScript, SVG animations can be interactive, allowing users to
interact with the graphics and trigger different animations.

Detection solutions don’t typically check JavaScript inside SVG,
making it an attractive option for attackers.
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Phishing Tools and Techniques

There are several standalone applications or browser extensions
available online that threat actors use to copy a legitimate website
and modify the data exfiltration code to steal data. Here are some
examples:

e HTTrack, a widely used standalone application
¢ singlefile, a Google Chrome extension
e Webscrapbook, an open source browser extension

e Save Page WE, a Google Chrome extension

Phishing Using iframes

An iframe is an HTML element that allows web developers to
embed another HTML document within the current web page.

It creates a “frame within a frame” wherein the content of the
embedded document displays in a rectangular box on the current
page. When threat actors embed phishing content in an iframe,
they may evade detection.

An iframe can be used for phishing in a few different ways:

1. Nested iframe
2. iframe as background
3. Iframe as front, like BiTB

To add to these, we expect “iframes as components” to begin to
appear, too. In this method, several iframes can be combined to
generate a phishing page, with an iframe as part of the page. For

https:/#meflearningnets cscreq.

example, the first iframe is used to collect a username
(figure 28):

User name: |

Figure 28: Username-collecting iframe

The second iframe is used to collect a password (figure 29):

password: |

Figure 29: Password-collecting iframe

Finally, the phishing page combines the two iframes
(figure 30):

3 ey (D6 W1 b 14 et [l P W AL QM

Ut asd Paer s po0

Please log in with your usename and passwo
R b =]

User s s

paswil -
Futemt

Figure 30: Phishing page with combined iframes

Zscaler ThreatLabz 2023 Phishing Report
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WebAssembly Phishing

WebAssembly is a binary instruction format for a virtual machine decimal, hexadecimal). When phishing attactors represent an IP
that runs in modern web browsers. It provides a portable, low- address in a nonstandard way, it may evade detection, but this can
level bytecode format that can be executed at near—native speed, be mitigated by normalizing IP addresses.

making it well-suited to running performance-critical applications

OIERE WEb: Phishing Using “Hash in URL”

WebAssembly addresses the limitations of JavaScript as a
performance language for web applications; its code can be written
in various languages, such as C++, Rust, and Go, and then compiled
to the WebAssembly bytecode format.

The “hash” in a URL refers to the portion of the URL that comes
after the “#” symbol. Also known as the fragment identifier, it
identifies a specific section within a web page, such as a section
heading or a paragraph, and allows a user to navigate to that
section directly by clicking on a link or bookmark.

Phishing Based on Geographic Region

The content after the “#” symbol is not sent to the server, so

Threat actors wanting to target users who are in specific regions or changes to the hash do not trigger a page refresh. This feature is
speak specific languages may turn to third—party APl and specific often used in single—page applications and dynamic web content.

services to identify those audiences. Phishing attackers have found two new ways to exploit this:

Geo Targetly is a service that allows users to personalize their 1. Representing user information with the hash.
website content based on its visitors’ geographic location. To
determine display content, they can create custom rules based on
factors like IP addresses, language settings, and time zones.

e Email addresses are most common. When the
login page is displayed, the user’s email address is
automatically filled in to deceive the user.

Unsurprisingly, attackers use this service as a cloaking technique

when phishing. 2. Generating specific phishing pages based on the hash, which

can distinguish users.

Using Punycode or a Nonstandard IP Address in
URLs to Avoid Detection

An IP address is simply a 32-bit number that can be represented
using different quantities of digits. The standard quantity is four
digits, but one-, two-, or three-digit IP addresses also exist, and
each digit can be represented using a different base (binary, octal,
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Al and Phishing

Recent Al technology advances like ChatGPT make it easier for
threat actors to develop malicious code, generate business email
compromise (BEC) attacks, create polymorphic malware, and more.
We attempted to generate a phishing login page using ChatGPT,
and after just three simple interactions, the tool generated this
webpage:

Home Blog  Stwore  Support Education

Microsoft Login

w.Microscft kogo

Username:

Password:

Figure 31: ChatGPT-generated phishing page

With a little more effort, an attacker could add background and
modify it to look like a genuine login page.
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.2014 Predictions

1.

Al attacks will see more frequent use as
threat actors discover new applications for these services.
Expect to see more sophisticated scams across different
communication channels, such as email, SMS, and
websites. Also, prepare for a surge in phishing attempts
as attackers leverage Al to launch more coordinated and
effective attacks on larger groups of people.

Phishing-as-a-service offerings will
continue to evolve, with providers offering
customized phishing templates, access to larger
databases of potential victims, and more advanced

social engineering techniques. Providers may also offer
additional services such as malware installation, hosting,
and analytics. What’s more, these providers will compete
to offer the best value with affordable pricing models
and 24/7 customer support. This may lead to an increase
in small-scale phishing attacks, so it’s crucial to stay
informed about the latest phishing threats and trends.

Mobile attacks will become more

prevalent as attackers focus on exploiting our reliance
on these devices. Attackers will develop more mobile-
friendly content, such as optimized apps, websites, and
malware, including spyware and remote access trojans.
They will also find new ways to extort victims for
financial gain.

https:/#ameflearningnets cscreq.

MFA bombing and AiTM attacks will

increase as attackers find ways to bypass MFA
security measures. MFA bombs overwhelm victims with
authentication requests, while AiTM attacks intercept the
victim’s session after they have successfully authenticated
with MFA. Attackers will use advanced techniques,
including Al, to predict and generate verification codes
or identify patterns in user behavior to exploit for access.
To protect against these attacks, it's important to use
strong passwords, enable two-factor authentication, and
monitor accounts for suspicious activity.

Personalized attacks will become

more challenging to detect as attackers
develop advanced reconnaissance techniques to gather
information about potential victims. This information will
be used to create tailored phishing emails that appear
more legitimate and convincing, increasing their likelihood
of success. As attackers become more sophisticated in
their use of personalization, it will become increasingly
difficult for users to identify and avoid phishing attacks.

Zscaler ThreatLabz 2023 Phishing Report
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",’mnrove Your Phishing Defenses

Industry statistics reveal that the average organization receives you can't eliminate the risk of phishing threats completely, you can
dozens of phishing emails per day, with financial losses snowballing lower your organization’s chances of falling victim to them.

as losses incurred fromm malware and ransomware attacks drive up
the average costs of landed phishing attacks year over year. Facing
all the threats outlined in this report is a difficult task, and while

The basics for mitigating the risk of phishing attacks:

Protect your organization from phishing

Understand the
risks to better

Leverage Implement Deliver timely Simulate phishing
automated tools zero trust training to attacks to identify

reduce phishing to limit the awareness and program
incidents blast radius of promote user
successful reporting
attacks

strategy

|
inform policy and ! and threat intel to architectures build security gaps in your
|
|
|
|
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Best Practices: Security Awareness Training

ThreatLabz further recommmends that your awareness training follow
the guidance from the US Cybersecurity Infrastructure & Security

Phishing campaigns have high success rates because )
Agency (CISA) that advises end users to be on the lookout for the

they attack users, and it takes only one distracted
employee to make an error in judgment and take the
bait. A 2020 study by Stanford University reported
that nearly 88% of data breaches were caused by
human error. The report also revealed that young male
employees are most vulnerable to phishing scams and
that distraction is the leading cause of error across all
demographics.

This is why end user awareness training is critical to
preventing security breaches—and once a year is

not enough. Everyone in your organization must be
educated on how victims fall prey to phishing threats
and be wary of giving out information or clicking links
when dealing with untrusted emails, websites, text
messages, applications, and phone calls.

Implementing continuous security awareness training
and conducting regular phishing simulations are keys
to developing a vigilant culture with strong phishing
awareness. These activities allow you to deliver timely
training to individuals that need extra support in
identifying phishing attempts and modifying their risky
behavior.

Another way to reduce the number of phishing
incidents is to improve user reporting of suspected
phishing emails, which can decrease the time it takes
for security teams to remove related threats from
other inboxes. This can be done by providing a “Report
phishing” button directly from the inbox.

https:/#meflearningnets cscreq.

following indicators:

Suspicious sender addresses. A sender’s email address may
imitate a legitimate business. Cybercriminals often use addresses
that closely resemble those from reputable companies by altering
or omitting a few characters.

Generic greetings and signatures. Both a generic greeting—
such as “Dear Valued Customer” or “Sir/Ma’am”—and a lack of
contact information in the signature block are strong indicators of
a phishing email. A trusted organization will normally address you
by name and provide their contact information.

Spoofed hyperlinks and websites. If you hover your cursor

over any links in the body of the email and the hover text
doesn’'t match, the link may be spoofed. Malicious websites
may look identical to legitimate sites, but the URL may use a
spelling variation or a different domain (e.g., “.com” vs. “.net”).
Additionally, cybercriminals may use a URL shortening service to
hide the true destination of the link.

Spelling and layout. Poor grammar and sentence structure,
misspellings, and inconsistent formatting are other indicators of a
possible phishing attempt. Reputable institutions have dedicated
personnel who produce, verify, and proofread customer
correspondence.

Suspicious attachments. An unsolicited email requesting a

user download and open an attachment is a common delivery
mechanism for malware. A cybercriminal may use a false sense
of urgency or importance to help persuade a user to download or
open an attachment without examining it first.

Zscaler ThreatLabz 2023 Phishing Report
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Best Practices: Security Controls

To account for the fact that employees and other end users will
invariably fall victim to phishing attempts, security teams must
have protections in place to detect and mitigate damage. Key
protections include:

e Email scanning. Email is by far the most common phishing
vector, so a cloud—-based email scanning service that inspects
emails before they reach your perimeter—with real-time
protection against malicious links and domain name
spoofing—is crucial.

e Reporting. Phishing attacks often target many end users in an
organization to increase the chances of success. Enable end
users to report phishing attempts to block malicious senders
and links as quickly as possible, ideally with a phishing reporting
button built into users’ email clients. Implement a playbook to
investigate and respond to phishing incidents, including agency
reporting to help the government fight scammers and stop
attacks against other organizations.

e  Multifactor authentication. MFA remains one of the most
critical defenses against phishing. With MFA deployed, a
password alone is not enough to compromise an account.
Authentication apps such as Okta Verify or Google
Authenticator are particularly effective, providing additional
defense against MiTM tactics that may intercept SMS
messages.

e Encrypted traffic inspection. More than 95% of attacks use
encrypted channels, which often are not inspected, making
it easy for even moderately sophisticated attackers to bypass
security controls. Organizations must inspect all traffic, whether
or not it's encrypted, to prevent attackers from compromising
their systems.

https:/Ameflearningnets cccrcq.

Antivirus software. Endpoints should be protected with regularly
updated antivirus to identify malicious files and prevent them
from being downloaded.

Advanced threat protection. Antivirus can stop known threats,
but adversaries are capable of spinning up new, unknown
malware variants that can evade signature—based detection
tools. Deploy an inline sandbox that can quarantine and analyze
suspicious files, and browser isolation that abstracts potentially
malicious web content without disrupting end user workflows.

URL filtering. Limit your phishing risk with URL filtering that uses
policy to manage access to the riskiest categories of web content,
such as newly registered domains.

Regular patching. Keep applications, operating systems, and
security tools up to date with the latest patches to reduce
vulnerabilities, and ensure that you have the latest protections.

Zero trust architecture. As important as it is to have controls in
place to prevent phishing, it is equally important to have ones
that limit the damage from a successful attack. Employ granular
segmentation, enforce least-privileged access, and continuously
monitor traffic to find threat actors who may have compromised
your infrastructure.

Threat intel feeds. These feeds integrate with your existing
security tools to provide automated context enrichment for
enhanced detection and faster resolution of phishing threats.
They also provide updated context on reported URLs; extracted
indicators of compromise (IOCs); and tactics, techniques,

and procedures (TTPs) for actionable decision-making and
prioritization.
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Phishing pages can be identified by indicators of common tactics
threat actors use to trick users and security engines, as well as by
shortcuts threat actors often take when generating new phishing
pages. The creation of new phishing sites spikes around holidays
and other isolated events. For example, during the pandemic,

the security industry witnessed attackers launching a trove of
fake COVID-19 websites that took advantage of victims by
impersonating health organizations as well as test kit and medical
supply ordering sites.

To detect the latest phishing threats, it is important to stay on
top of the latest research and ingest actionable intel with updated
indicators for use across your detection rules and response
workflows.

The following is an overview of various indicators you (and your
anti-phishing tools) should look out for:

The entire page is based on a single image. Attackers leverage
image-based phishing wherein the entire page is based on a
background image which is a copy of a legitimate webpage. The
only other component on the page is a web form to collect stolen
credentials. This is a very common technique used to target banks,
in particular.
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Best Practices: How to Identify a Phishing Page

The page has no title.
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The page has an empty anchor for critical links. Phishing pages
often use empty anchors for important pages like Help, FAQs, etc.,
when they copy content from legitimate pages.

Useful Links by

Securlty & Privacy Privacy Contact Us

Website Torms of Use  Complaints  Help Centre
Cookie Policy Careers FaQs
Accessibility Sitemap Administrator Access

ompary Reg'suotion Mo: 0TS T2522. Authovised by the Prudentic, Regulation Autharity ond regusted by 1he Frand
Bgdeation Authority. Fincnchol Seron Reghter S 19415

s Regl="g"Help Cemresia
<» Bagta®i® P/ s

FASInIRteatar AeCatEe a

The page has a self-signed certificate.

The page appears to be a generic webmail client. Phishing actors
often use generic webmail pages for phishing mail credentials,
imitating sites like Webmail, Zimbra, etc.

The page is not encrypted. A login prompt on an “http” page is
suspicious and should be flagged.

The page has multiple redirects before landing on a login prompt.

The page contains HTML smuggling. With HTML smuggling,
attackers hide an encoded malicious JavaScript blob within an email
attachment, which is then assembled by the browser. This allows
them to bypass email filters. HTML smuggling in conjunction with a
login prompt is highly suspicious behavior.

https:/#meflearningnets cscreq.
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</html=
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The page contains obfuscated tags. Phishing operators may
obfuscate fields such as title, copyright, etc.

The page replaces key characters with “homoglyphs.”
Homoglyphs—characters that look similar to other characters—
are abused on phishing pages to avoid detection. This technique
leverages similarities in characters belonging to different character
scripts to trick users as well as security engines looking to match
ASCIl patterns.
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QW the Zscaler Zero Trust Exchange Can

Mitigate Phishing Attacks

User compromise is one of the most difficult security challenges e
to defend against. Your organization must implement phishing
prevention controls as part of a broader zero trust strategy that
enables you to detect active breaches and minimize the damage
caused by a successful breach. The Zscaler Zero Trust Exchange™ is
built on a holistic zero trust architecture that helps stop phishing by:

¢ Preventing compromise: Full TLS/SSL inspection at scale,
browser isolation, and policy—driven access control to prevent
access to suspicious websites.

e Eliminating lateral movement: Connect users directly to
apps, not the network, to limit the blast radius of a potential
incident.

e  Shutting down compromised users and insider threats: If an
attacker gains access to your identity system, the Zero Trust
Exchange prevents private app exploit attempts with inline
inspection and detects the most sophisticated attackers with
integrated deception.

e Stopping data loss: Inspect data—in—motion and at-rest to
prevent potential theft by an active attacker.
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How the Zscaler Zero Trust Exchange™ Can Mitigate Phishing Attacks ‘ .

Zscaler Deception™ detects and contains attackers attempting

Related Zsca Ier PrOd UCts to move laterally or escalate privileges by luring them with decoy

servers, applications, directories, and user accounts.

Zscaler Internet Access™ helps identify and stop malicious activity
by routing and inspecting all internet traffic through the Zero Trust
Exchange. Zscaler blocks:

e URLs and IPs observed in the Zscaler cloud and from natively You r Next Ste ps

integrated open source and commercial threat intel sources.

This includes policy-defined, high-risk URL categories Uncover critical risks across your entire public cloud environment
commonly used for phishing, such as newly observed and with the Zscaler Security Risk Assessment. Get a complete cloud
newly activated domains. asset inventory, a clear picture of your public cloud security risks,

an overview of how you’re meeting compliance benchmarks, and
actionable remediation guidance.

e |PS signatures developed from ThreatLabz analysis of
phishing kits and pages.

e Novel phishing sites identified by content scans powered by
Al/ML detection.

Advanced Threat Protection blocks all known C2 domains.

Advanced Firewall extends C2 protection to all ports and protocols,
including emerging C2 destinations.

Browser Isolation creates a safe gap between users and malicious
web categories, rendering content as a stream of picture—perfect
images to eliminate data leakage and the delivery of active threats.

Advanced Cloud Sandbox prevents unknown malware delivered in
second stage payloads.

Zscaler Private Access™ safeguards applications by limiting
lateral movement with least-privileged access, user-to-app
segmentation, and full inline inspection of private app traffic.
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About ThreatLabz

ThreatLabz is the security research arm of Zscaler. This world-class team is responsible
for hunting new threats and ensuring that the thousands of organizations using the global
Zscaler platform are always protected. In addition to malware research and behavioral
analysis, team members are involved in the research and development of new prototype
modules for advanced threat protection on the Zscaler platform, and regularly conduct
internal security audits to ensure that Zscaler products and infrastructure meet security
compliance standards. ThreatLabz regularly publishes in—depth analyses of new and

emerging threats on its portal, research.zscaler.com.

Stay updated on ThreatLabz research by subscribing to our Trust Issues newsletter today.

©
N

022 Zscaiel, Inc. Alrignts reserved.

Zscaler ThreatLabz 2023 Phishing Report


http://research.zscaler.com
https://info.zscaler.com/resources-threat-labz-newsletter-subscription

About Zscaler

Zscaler (NASDAQ: ZS) accelerates digital transformation so that customers can be more
agile, efficient, resilient, and secure. The Zscaler Zero Trust Exchange™ protects thousands
of customers from cyberattacks and data loss by securely connecting users, devices, and
applications in any location. Distributed across more than 150 data centers globally, the
SASE-based Zero Trust Exchange is the world’s largest inline cloud security platform.

Learn more at zscaler.com or follow us on Twitter @zscaler.
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Categorizing Phishing Attacks

Phishing attacks can be categorized in a variety of ways and can
include multiple techniques. However, attackers are adapting their
approaches to dupe increasingly savvy users and evade defense
tools. Here, we outline common phishing attack definitions and
characteristics.

The lists here include several descriptions of physical attack
methods and the threat they pose to organizations. The majority
of this report focuses on virtual phishing threats that require

an internet connection to carry out. A telltale characteristic of
online phishing scams is that they typically request users to
submit information or download malware via one of the following
methods:

e Link: A user clicks on a malicious link to a phishing site,
hosted file, or malware.

e Prompt: A user is prompted to submit sensitive
information, resulting in data theft.

e Attachment: A user opens an attachment that delivers
malicious software.

As you plan what to invest in to reduce phishing incidents this year,
consider the following types of phishing attacks.

https:/Ame/learningnets c.crca.

A to Z: Common Types of Phishing Attacks

1. Angler phishing: Attackers pose as customer support and
offer to help resolve negative comments about a company
posted on social media, targeting dissatisfied customers,
particularly those of banks.

2. Adversary-in-the-middle (AiTM) phishing: Attackers
imitate an unsuspecting victim'’s actions to obtain their login
credentials and session cookies.

3. Baiting phishing: Attackers use tempting offers, file names,
or devices to entice curious individuals into a trap, similar to
a trojan horse attack.

4. Browser-in-the-browser (BiTB) phishing: Attackers display
a malicious browser window within a browser window
to imitate a legitimate domain and replicate pop-up login
windows that appear to be from third—party authentication
providers.

5. CEO fraud or business email compromise (BEC) phishing:
Attackers target company employees using compromised
executive accounts to send fake invoices or requests for
payment by wire transfer or other forms.

6. Chat or IM phishing: Attackers use instant messages to

deliver scams within apps, typically with malicious URL links.

7. Clone phishing: Attackers create duplicate email messages
that appear to be from trusted sources, with slight
modifications and malicious attachments or links.
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8. Credential harvesting phishing: Attackers create fake
login pages or send phishing emails that mimic legitimate
login prompts to steal usernames and passwords from
unsuspecting victims.

9. Doc clouding phishing: Attackers deliver malicious
documents from common cloud sources like Google Drive,
Box, or OneDrive to bypass traditional security tools and
make it challenging for most security teams to detect.

10. Email phishing: Attackers send socially engineered email
messages posing as known brands, with malicious URL
links or attached assets designed to steal information or
deliver malware.

11. Evil twin phishing: Attackers mimic a trusted public Wi-Fi
network to observe victims’ online activity and steal data
traversing the malicious access point.

12. HTTPS phishing: Attackers use the encrypted “hypertext
transfer protocol secure” to deceive trusting users into
clicking on malicious URL links.

13. Malvertising phishing: Attackers use scripts in
advertisements to deliver unwanted content directly to
victims’ computers.

14. MFA bombing: Attackers trick users with compromised
credentials into verifying an illegitimate MFA request made
by the threat actor. These attacks are typically characterized
by a continuous stream of MFA requests, sometimes
accompanied by a fake call, text, or email that tricks the
user into unknowingly or accidentally verifying one of
the requests.

https:/Ame/learningnets c.crcq.

15.

16.

17.

18.

19.

20

Appendix | “

Man-in-the-middle (MiTM) phishing: Attackers target users
of a specific server or system, capturing data in—transit such as
credentials, cookies, or bank account information, by mimicking
online services through proxy servers.

Pharming or DNS cache phishing: Attackers redirect visitors

to a malicious site by altering the IP address of a legitimate
website in the compromised domain name system (DNS)
servers, or by sending a phishing email with malicious code that
redirects the victim to the site when they enter any URL from
their computer.

QR code phishing: Attackers use QR codes that, when scanned
by the victim’s smartphone, lead to malicious websites or
download malware onto the device.

Ransomware phishing: Attackers send emails with malicious
attachments or links that, when clicked, download ransomware
onto the victim’s computer and demand payment in exchange
for a recovery decryption key.

Reverse tunnel phishing: Attackers use a remote server to
create a reverse SSH tunnel to the victim’s computer, enabling
them to exploit the machine for various purposes, such as
malware installation or sensitive data theft, while remaining
hidden to avoid detection by the victim.

. Search engine phishing: Attackers target consumers by creating

fake online shopping websites indexed by search engines.
They offer large discounts on featured products, and they may
appear to be seasonal pop—ups or contain fake backdated
reviews. Victims may unknowingly share personal data, bank
information, credit card numbers, or even pay for fake goods.
Scammers have gone as far as delivering fake shipping and
tracking information and even “cheap token goods” to extend
the life cycle of these sites.
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21.

22.

23.

24.

25.

26.

Smishing: Attackers use text messages (SMS communications)
to deliver scams, typically with malicious URL links. The
message sender appears to be a known brand or the recipient’s
acquaintance.

Spear phishing: Attackers organize campaigns that use
publicly available information to target individuals working for
specific organizations. These deceptive emails can contain real
information and look like legitimate internal requests to trick
recipients into performing a desired action.

Tailgating: Attackers physically gain entry to a restricted area by
following an authorized person with access inside. This attack
form is classified as phishing when someone takes the social
engineering bait (like carrying several large boxes) presented by
the attacker and allows them to enter without verification.

USB phishing: Attackers physically plant or send targets USB
drive devices loaded with malicious executables that load when
plugged into any vulnerable endpoint.

Vishing: Attackers make malicious phone calls that use social
engineering to pressure recipients into taking an action, like
transferring money or revealing personal information.

Watering hole phishing: Attackers target members of
specific groups likely to visit a specific site that the attacker
compromised or created for the purpose of carrying out
the attack.

https:/éctmeﬂs%a[mmglml@tSreserved.
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27. Whaling: Attackers target executives and high—profile
individuals using publicly available information. They will
either socially engineer the target into revealing confidential
trade secrets that can be used for fraudulent purposes or
trick them into performing another action that the threat
actor can use to achieve their goals.
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Phishing cannot be eliminated through technology alone.
Organizations must track the evolution of phishing scams to observe
how shifts in cultural awareness mitigate specific techniques over
time. Understanding the different types of scams can help security
professionals educate employees on how to apply a skeptical zero
trust outlook when encountering what may seem like a legitimate
opportunity, verification request, or push notification. When
developing your own strategy to reduce phishing incidents, consider
including the following types of common scams:

Top Phishing Scam Categories

Cloud scams impersonate file-sharing or cloud storage
services with lures such as fake access requests and account
notifications.

Consumer scams impersonate e-—commerce brands with
lures such as fake account notifications and membership or
benefits claims.

Commercial scams impersonate general services like FedEx
with lures such as tracking notifications and payment
requests.

Corporate scams impersonate specific companies with lures
such as fake account notifications, company updates, HR
tasks, and invoice payment requests.

Dating scams impersonate people seeking to date through
an online platform with lures such as fake profiles, messages,
likes, and follows.

Financial services scams impersonate known financial
institutions targeting individuals with lures such as fake
account notifications or security alerts.

https:/#meflearningnets cscreq.
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Government scams impersonate federal agencies like the
IRS with lures such as fake benefits claims, relief loans, and
overdue payment requests.

Job offer scams impersonate fake and real companies
seeking to hire new employees with lures such as fake job
postings, applications, and job offerings.

Push notification or browser scams impersonate web
browser notifications with lures such as fake reminders
to install updates, message alerts, and product
advertisements.

Social media scams impersonate social platforms/users
with lures such as fake or spoofed accounts, private
messages, account warnings or notifications, and
security alerts.

Technical scams impersonate general services or known
brands with lures such as account notifications, error
messages, and software updates.
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