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Abstract

The Air Force Research Laboratory’s (AFRL’s) Cyber Survivability Attributes (CSA) Tool
enables systems engineers to identify, evaluate gaps in, and make trade-offs among system
security controls. In particular, the CSA Tool enables systems engineers to consider cyber
resiliency controls. This report documents the process and results of a mapping of cyber
resiliency controls, as identified in NIST SP 800-160 Vol. 2, to techniques in ATT&CK®. This
mapping identifies the potential effects which the controls, properly tailored, implemented, and
used, could have on adversary tactics, techniques, and procedures (TTPs). These potential effects
constitute testable hypotheses, which can be used in system penetration or adversarial testing.
The mapping has been incorporated into the CSA Tool.

Summary of Changes

This document updates MTR200286 to be consistent with NIST SP 800-160 v2 Revision 1 and
with ATT&CK v9. It includes identification of controls and potential effects for non-cyber
resiliency ATT&CK Mitigations. It includes Techniques from ATT&CK for Industrial Control
Systems (ICS) as well as from ATT&CK for Enterprise.
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1 Introduction

Systems security engineers lack threat-informed guidance on selecting and tailoring controls
from NIST SP 800-53 [1]. They need to give well-founded answers (i.e., answers based on
analysis, preferably citing a common and reusable reference) to such questions as “This control
isn’t in the baseline — what good will it do, to justify the cost of adding it?” “Why is this baseline
control omitted?”” and “How does the collection of controls, as selected and tailored, address
different adversarial threats? How well will the system mitigate a specific attack such as the
SolarWinds campaign?” In the absence of guidance and reference analysis, the default is to
gravitate toward a compliance mindset, in which adherence to baselines takes the place of true
risk management. However, a compliance-oriented approach to selecting controls begs such
questions as “Are all these controls necessary?” “How should the controls be tailored?”” “How
should the controls be implemented?” and “How can these controls be tested in an adversarial
setting (e.g., emulating a specific attack)?”

Under the Air Force Research Laboratory (AFRL) Automated Cyber Survivability (ACS, [2])
program, AFRL’s Cyber Survivability Attributes (CSA) Tool [3] enables systems engineers to
identify, evaluate gaps in, and make trade-offs among system security controls. The CSA Tool
also enables acquisition programs to develop test cases, using test scripts tied to adversary
tactics, techniques, and procedures (TTPs) from the ATT&CK® knowledge base. In support of
the ACS program in partnership with the National Institute of Standards and Technology (NIST)
National Cybersecurity Center of Excellence (NCCoE), MITRE has identified the potential
effects that cyber resiliency implementation approaches and controls could have on adversarial
threat events. The identification of potential effects can support multiple systems security
engineering (SSE) and risk management activities, including:

e Analysis, assessment, and visualization (e.g., using a heat map) of how a given control, a
set of controls, or an as-built system covers a set of adversary activities or other threat
events.

¢ Identification of possible measures of effectiveness, or definition of tests which could be
performed, to validate the implementation of a control, set of controls, or requirements.

This report documents the analysis of how cyber resiliency approaches and controls could be
used to reduce the risks associated with possible adversary actions, as described in the
ATT&CK® for Enterprise and ATT&CK for Industrial Control Systems (ICS) Matrices. This

analysis uses:

e Cyber resiliency concepts and terminology as defined in NIST SP 800-160 Vol. 2 [4] [5];

! Tailoring a control involves making selections and assignments.

2 For brevity, the term “control” will be used to refer to control enhancements (e.g., AC-3(1)) as well as base controls (e.g., AC-3).
Selection of a control enhancement assumes the selection of its base control.

3 Terms in the ATT&CK object structures [11] — Tactics, Techniques, Mitigations — are capitalized in this document, to avoid
confusion with uses in NIST SP 800-160 V2 (cyber resiliency techniques), MITRE Shield [21] (active defense techniques),
and general usage (e.g., risk mitigation, threat mitigation).

4 Appendix B identifies not only those cyber resiliency controls identified in [4], but also controls which will be added in
Revision 1 [5].

> A CREA could similarly be performed using the attack patterns in the Common Attack Pattern Enumeration and Classification
(CAPEC) repository.
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e Base controls, control enhancements, and supplemental guidance in the NIST SP 800-
53R5 [1], and the identification of controls which apply one or more cyber resiliency
approaches in NIST SP 800-160 Vol. 2 [4] [5]; and

e Descriptions of adversary actions, mitigations, and detection methods captured in the
ATT&CK knowledge base.

This introduction provides background on the source materials and describes how the material in
this report can be used. Section 2 describes the analysis method, which includes defining
candidate mitigations applying cyber resiliency approaches and controls, similar to the
mitigations already defined by ATT&CK. (Note that, as discussed in Section 2.3 below, the
candidate mitigations are not, and are not expected to become, part of the ATT&CK knowledge
base.) Section 3 presents the results of the analysis, in the form of tables mapping Techniques [3]
in ATT&CK for Enterprise to cyber resiliency controls and their potential effects on those
techniques. Section 4 presents supporting information, including whether and how ATT&CK
Mitigations map to cyber resiliency controls, descriptions of candidate mitigations for detection
based on information from ATT&CK for Enterprise, and descriptions of candidate mitigations
identified from the cyber resiliency concepts and controls presented in NIST SP 800-160 Vol. 2
[5]. This material has been incorporated into AFRL’s CSA Tool [3]. Similarly, Section 5
presents the results of the analysis for ATT&CK for ICS, and Section 6 presents supporting
information for the ATT&CK for ICS mapping.

Four appendices are also provided. Appendix A defines cyber resiliency techniques and
implementation approaches, as well as effects on adversary actions, so that the user of this report
does not need to consult NIST SP 800-160 Vol. 2 for definitions. Appendix B identifies, for each
cyber resiliency control [4] in [5], whether and how it is used in ATT&CK mitigations and
candidate mitigations. Appendix C provides Technique-specific descriptions of the candidate
mitigations defined in Sections 4 and 6.

It is important to note mappings such as those presented in this document inherently have a
degree of subjectivity due to experience and interpretation, and therefore are likely to evolve
over time. The authors recognize this and welcome any feedback and input regarding the
mapping contained within this document.

1.1 Cyber Resiliency

NIST SP 800-160 Vol. 2 [4] defines cyber resiliency as “the ability to anticipate, withstand,
recover from, and adapt to adverse conditions, stresses, attacks, or compromises on systems that
use or are enabled by cyber resources.” This definition was crafted, based on a variety of other
definitions of resilience-related terms, to be applicable to range of subjects, including a system; a
mechanism, component, or system element; a shared service, common infrastructure, or system-
of-systems identified with a mission or business function; an organization; a critical
infrastructure sector or a region; a system-of-systems in a critical infrastructure sector or sub-
sector; and the Nation. Cyber resiliency can also be a property of a mission, business function, or
a constituent task of a mission or business function. This interpretation relies on treating the task,
mission, or business function as a socio-technical system (or system-of-systems). Cyber
resiliency engineering builds on cybersecurity as well as other engineering disciplines, e.g.,
safety, reliability, or performance engineering, and is closely related to cyber survivability [6].

% ATT&CK for ICS does not describe detection methods but does identify data sources which could be used in detection.

2
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As illustrated in Figure 1, different constructs are used to describe (i) the cyber resiliency
problem domain — the “what” of cyber resiliency (what properties, behaviors, and capabilities are
needed, based on the risk management strategy) and (ii) the cyber resiliency solution domain —
the “how” of cyber resiliency (how to select and use technologies, practices, processes, and
products). Constructs describing “what” — goals and objectives — are consistent with Resilience
Engineering [7] and the NIST Cybersecurity Framework [8]. Constructs describing “how”
include design principles, techniques, and implementation approaches. These “how” constructs
are informed by other specialty engineering disciplines, including system survivability,
reliability, and security.

RISK MANAGEMENT \ \ OBJECTIVES
STR_ATFGYI | Understand
Organizational Leve R i:;zr:;/Avmd

. . determine E
Mission / Business o Continue

Function Level [E S S - — Constrain
and define strategies for achieving TemnrET e

System Level TranstTm
Re-architect

Programman‘c

Why What

Inform selection \
ioritization ) Inform selection
How, and prioritization 3
Selection, prioritization, and application
informed by programmatic, operational,

and technical considerations
Inform selectlon

and pnomummn TECHNIQUES

APPROACHES

Figure 1. Cyber Resiliency Engineering Framework (CREF) (derived from [8])

NIST SP 800-160 Vol. 2 identifies controls, as defined in NIST SP 800-53RS5 [1], which directly
support cyber resiliency. These controls, as listed in Table E-1 of [5], apply one or more of the
implementation approaches to the cyber resiliency techniques. (For reference, the
implementation approaches are summarized in Appendix A of this report.)

1.2 Potential Effects on Threat Events (PETE) Analysis

A Potential Effects on Threat Events (PETE) Analysis is an analysis which uses a reserved
vocabulary to describe potential effects of a capability, an action, a safeguard, or a
countermeasure on a threat event or class of threat events. The vocabulary for potential effects is
designed to facilitate development of tests or experiments to evaluate claims about those effects.
While the vocabulary originally published in [9] and subsequently incorporated into Appendix F

7 See https://attack.mitre.org/matrices/enterprise/. Note that the Defense Evasion column is truncated in Figure 3.

8 The Initial Public Draft of NIST SP 800-160 Vol. 2 [22] identified cyber resiliency controls in NIST SP 800-53 R4 [28]. The
CNSS baselines and overlays, as well as the CSEIG, currently cite NIST SP 800-53 R4; updates to use NIST SP 800-53 RS are
underway for these publications.

% The list of controls in NIST SP 800-160 Vol. 2 is emphatically not an overlay: it is neither desirable nor feasible to select all
cyber resiliency controls for a given system. Due to interactions (e.g., dependencies, synergies, conflicts) between cyber
resiliency techniques, selection of one cyber resiliency control can prioritize or preclude selection of another. As indicated in
Table D-3 of NIST SP 800-160 Vol. 2 [5], one cyber resiliency technique may depend on another. For example, Adaptive
Response depends on Analytic Monitoring. Therefore, architectural, or operational barriers to implementing some forms of
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of NIST SP 800-160 Vol. 2 was created with adversarial and cyber threats in mind, it is largely
technology-neutral and applicable to non-adversarial threats. Thus, it could be used for non-
cyber threats and for threats to systems which do not include cyber elements. For reference, the
definitions of the potential effects are given in Appendix A. As illustrated in Figure 2, potential
effects are defined at a high level (redirect, preclude, impede, limit, expose) and at a lower level
(e.g., contain, degrade, delay, and exert in support of impede).

Redirect Preclude

Impede

Expose

Preempt Contain Shorten Detect

Negate Degrade Scrutinize

Deceive Expunge Delay Reveal

Exert

Figure 2. Potential Effects on Threat Events

One use of the high-level potential effects is in the risk management strategy for an organization,
mission, or system. For example, an organization could prioritize the Limit effects for a system
with high availability requirements, recognizing that the system is exposed to distributed denial
of service (DDoS) attacks and must re-establish an adequate level of performance as quickly as
possible. The same organization could prioritize Preclude for a system with high confidentiality
and low availability requirements, accepting preventative measures which degrade performance.
The lower-level effects can be used to develop metrics and testable hypotheses about system
behavior (e.g., malware affects only a specified set of system resources, for Contain; capabilities
are restored within a specified time period for Shorten). While these potential effects were
defined with respect to adversary actions, none of them are cyber-specific and most of them
apply to any threat event, independent of the threat source. The Deter, Deceive, and Exert effects
are specific to adversarial actions. These adversary-specific potential effects are shown in red in
Figure 2.

A Cyber Resiliency Effects Analysis (CREA) is a specialization of a more general Threat Effects
Analysis, focusing on cyber threats and on cyber resiliency constructs or solutions. A CREA
identifies the potential effects that a cyber resiliency construct (e.g., a technique, implementation
approach, or design principle), mitigation (“a decision, action, or practice intended to reduce the
level of risk associated with one or more threat events, threat scenarios, or vulnerabilities” [5]),
or solution (“a combination of technologies, architectural decisions, systems engineering
processes, and operational processes, procedures, or practices which solves a problem in the

Analytic Monitoring could also be barriers to implementing Adaptive Response. Alternately, one cyber resiliency technique
may conflict with or complicate the use of another. For example, some uses of Non-Persistence can interfere with Analytic
Monitoring.
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cyber resiliency domain” [4]) could have on an adversary. These effects could be strategic ['°] or
could be more tactical, i.e., related to the adversary’s use of different tactics, techniques, and
procedures (TTPs) to achieve specific objectives.

A CREA can use threat models and cyber resiliency constructs at different levels of abstraction.
This report documents the results of a CREA which uses the Techniques defined in the
ATT&CK for Enterprise and ATT&CK for ICS Matrices and cyber resiliency controls and their
corresponding implementation approaches. The ATT&CK Matrices were chosen because the
AFRL CSA Tool uses ATT&CK in the creation of test cases.

1.3 ATT&CK

As described in [11], MITRE ATT&CK® is a broadly-accessible knowledge base of adversary
tactics and techniques based on real-world observations. These real-world observations take the
form of curated data sets including publicly reported incidents, in which indicators and
observables can be found. ATT&CK reflects the phases of an adversary’s attack lifecycle and the
platforms (e.g., Windows) adversaries are known to target, providing a taxonomy of adversarial
TTPs with a focus on those used by external adversaries executing cyber-attacks against
networked systems. At a high level, ATT&CK consists of the following core components:

e Tactics, denoting short-term, tactical adversary goals during an attack;
e Techniques, describing the means by which adversaries achieve tactical goals;

e Sub-Techniques, describing more specific means by which adversaries achieve tactical
goals at a lower level than techniques; and

e Documented adversary usage of Techniques, their procedures, and other metadata.

In addition, for each Technique and Sub-Technique, the description in ATT&CK for Enterprise
includes a discussion of detection methods [6]. The ATT&CK description may also identify
Mitigations. In ATT&CK, Mitigations represent security concepts and classes of technologies
that can be used to prevent a Technique or Sub-Technique from being successfully executed,
based on observations in one or more of the curated data sets used to develop ATT&CK.

The Tactics and Techniques in ATT&CK for Enterprise are presented in matrix form, as
illustrated in Figure 3 [7]. A similar matrix presents the Tactics and Techniques in ATT&CK for
ICS. This representation lends itself to visualizations of detection or mitigation coverage. More
information can be found in descriptions at attack.mitre.org, as content in the STIX 2.0 GitHub
repository, or by using the TAXII server.

10 Controls can be related in two ways. First, there is an assumed dependency of a control enhancement on its base control: NIST
SP 800-53 states that “The selection and implementation of control enhancements always requires the selection and
implementation of the base control.” Second, for many controls NIST SP 800-53 identifies one or more related controls. These
are controls “that impact or support the implementation of a particular control or control enhancement, address a related
security or privacy capability, or are referenced in the discussion section. ... When a control is designated as a related control,
a corresponding designation is made on that control in its source location in the catalog to illustrate the two-way relationship.”
Because a control enhancement is inherently related to its base control, that base control is not listed under the enhancement’s
related controls.

! For example, SC-29, Heterogeneity, is a cyber resiliency control which applies Architectural Diversity. Related controls
include AU-9, PL-8, SC-27, SC-30, and SR-3. AU-9, PL-8, and SC-27 are not cyber resiliency controls (although control
enhancements for AU-9 and PL-8 are). SC-30 and SR-3 are cyber resiliency controls.

5
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Figure 3. ATT&CK for Enterprise Matrix (Partial)

ATT&CK for Enterprise is updated twice a year. This report uses ATT&CK for Enterprise v9,
which was released on April 29, 2021, and ATT&CK for ICS as described in [12].

1.4 AFRL CSA Tool

The AFRL CSA Tool provides its users — systems engineers and Program Office staff — with a
customizable workflow process tool for analyzing and making trade-offs among security
controls. The CSA Tool, which has Joint Staff advocacy, incorporates a database containing
much of the existing Risk Management Framework (RMF) and Committee on National Security
Systems (CNSS) Instruction (CNSSI) 1253 guidance, as well as the Cyber Survivability
Endorsement Implementation Guide (CSEIG, [13]). The CSA Tool database includes the
controls, enhancements, and discussion of NIST SP 800-53 RS and its predecessor NIST SP 800-
53 R4 [8], the NIST 800-53 baselines, the CNSSI 1253 baselines, approved NIST and CNSSI
overlays, and many unofficial, but highly useful, agency and department developed overlays.
The CSA Tool also includes sample templates and detailed RMF guidance and policy
documentation. As a result, the CSA Tool is able to automatically generate and consume RMF
artifacts, greatly reducing the time and burden that the current manual process entails. The CSA
Tool also greatly facilitates the categorization of systems relative to the overlays, baselines, and
tailoring guidance for the NIST SP 800-53 controls consistent with the RMF process. The CSA
Tool can be used in all phases of the system development life cycle (SDLC). Future releases will
include automated support for cyber test and evaluation (CT&E). In particular, the CSA Tool
will provide micro-scripts for ATT&CK Techniques.

The CSA Tool has incorporated the set of cyber resiliency controls identified in NIST SP 800-
160 Vol. 2 as a starting point for identifying controls which could enable a system to mitigate
risks more effectively due to advanced cyber threats, with the understanding that it is neither
feasible nor cost-effective for a system to implement all of those controls [9]. One basis for
analyzing trade-offs among controls for a system is the potential effects of controls on adversary

12 See [11] for more information about ATT&CK use cases.

13 When a cyber resiliency control is identified for a cyber hygiene or standard practice Mitigation, its use in that Mitigation is
not cyber resiliency.
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TTPs. A more detailed analysis of the potential effects of cyber resiliency controls on adversary
activities can support visualization of potential effectiveness of the controls, trade-off analysis
among controls, and development of testable claims or hypotheses about observable effects.
Such claims can then be validated for a system described using the CSA Tool, using the tool’s
automated CT&E capabilities.

Figure 4 and Figure 5, adapted from the presentation given by AFRL at the 9th Annual Secure
and Resilient Cyber Architectures Invitational, illustrate how the work documented in this report
fits into the CSA Tool.

AFRL
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Figure 4. Cyber Resiliency-ATT&CK Mapping in the CSA Tool Process Flow
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Figure 5. Cyber Resiliency-ATT&CK Mapping in the CSA Tool Cells

1.5 Limitations and Caveats

The restricted scope of the analysis presented in this paper must be understood for its results to
be used correctly:

e Based on analysis rather than observation. The mappings of cyber resiliency controls
and approaches to ATT&CK Techniques presented in this document are based on
engineering analysis. This contrasts sharply with the contents of the ATT&CK for
Enterprise knowledge base, which are derived from operational experience and curated
data sets. The candidate mitigations defined by the Cyber Resiliency Effects Analysis for
ATT&CK are not part of the ATT&CK knowledge base. Rather, they are intended to
facilitate understanding of how cyber resiliency approaches and controls can be used to
mitigate different Techniques.

e Assumed use of controls. The inclusion of a control in a system’s requirements does not
in itself guarantee any effect on adversary activities. Effects on threat events (whether
adversarial or not) depend on (i) how the controls are specified (e.g., via Assignment
statements or Selections), (ii) how the control is implemented, and (iii) how the
implementation is used. Thus, the mapping tables in Sections 3 and 5 rely on the
descriptions of candidate mitigations in Sections 4 and 6, respectively, and in Appendix C.

e Direct effects only. Only the direct effects a given control could have (in the context of
an ATT&CK Mitigation or of a candidate mitigation) on an ATT&CK Technique are
identified. Indirect effects are not considered. Therefore, this analysis does not consider
related controls. [10] This limitation prevents the analysis from daisy-chaining into a
representation of a large percentage of NIST SP 800-53RS5, with no benefit to the user
interested in understanding the potential effects of cyber resiliency controls on threat
events. The potential effects of the non-cyber resiliency “related controls” identified for a
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given cyber resiliency control in NIST SP 800-53RS5 are at best indirect, will depend
strongly on how the control for which they are cited is implemented and used, and are
usually not themselves cyber resiliency controls [11]. Similarly, this analysis does not
consider most controls which apply design principles (i.e., enhancements to SA-8), since
the effects of applying a design principle are usually indirect.

e ATT&CK Techniques but not Sub-Techniques. The analysis in this document does
not go to the level of Sub-Techniques in ATT&CK, since many Sub-Techniques are
platform-specific (e.g., meaningful only for Windows). This reflects the fact that controls
are intended to be technology-neutral. Sub-Techniques, while differing in technical
details which are important for such ATT&CK use cases as adversary emulation,
development of behavioral analytics, and maturity assessment of a Security Operations
Center (SOC), do not differ significantly in the potential application of cyber resiliency
approaches or controls.

Other mappings involving the ATT&CK for Enterprise Matrix, the NIST SP 800-53 controls, or
both, have been developed. These are being tracked for consideration in future versions of this
report and/or of the CSA Tool. These include a mapping of the NIST Cybersecurity Framework
(NCF) to (version 7 of) ATT&CK [14] and a mapping of security controls to ATT&CK
Techniques and Sub-Techniques published by the Center for Threat-Informed Defense (CTID) at
MITRE Engenuity [15]. Both these mappings use base controls but not control enhancements.
The NCF mapping identifies sub-categories which could either mitigate or detect ATT&CK
Techniques. NIST SP 800-53 base controls corresponding to a sub-category are identified in the
NCF as informative references; therefore, the NCF mapping could be extended to map base
controls to ATT&CK Techniques. The CTID mapping identifies base controls which could
mitigate ATT&CK Techniques or Sub-Techniques. (The CTID mapping does not identify
controls for detection.) The CTID mapping assumes the identified controls are used to support or
implement the ATT&CK Mitigations but does not identify the relationship between individual
controls and Mitigations. The CTID mapping is used in at least one commercial offering of
automated testing [16]. In either of these mappings, “mitigate” encompasses potential effects
which, in the analysis presented in this report, fall under Preclude, Impede, and/or Limit.

!4 The distinction between basic, foundational, and organizational security capabilities is defined by the Center for Internet
Security (CIS) in the CIS Controls (formerly the SANS Top 20 Controls). CIS characterizes the first six CIS Controls —
inventory and control of hardware assets, inventory and control of software assets, continuous vulnerability management,
controlled use of administrative privileges, secure configuration, and auditing — as basic. CIS defines three Implementation
Groups (IGs) for use in prioritizing the sub-controls and refers to IG1 as “cyber hygiene.”

15 As defined in [25] [24], the APT is “an adversary with sophisticated levels of expertise and significant resources, allowing it
through the use of multiple different attack vectors (e.g., cyber, physical, and deception) to generate opportunities to achieve
its objectives, which are typically to establish and extend footholds within the information technology infrastructure of
organizations for purposes of continually exfiltrating information and/or to undermine or impede critical aspects of a mission,
program, or organization, or place itself in a position to do so in the future; moreover, the advanced persistent threat pursues its
objectives repeatedly over an extended period of time, adapting to a defender’s efforts to resist it, and with determination to
maintain the level of interaction needed to execute its objectives.” The phrases “advanced cyber threat” and “advanced cyber
adversary” are used as synonyms.

16 For each Technique, data sources — sources of information collected by sensors or logging systems — are also identified. These

are frequently technology-specific, e.g., Windows event logs. The identification of data sources is useful to the implementation
of a control which implements one or more of the detection methods but is not relevant to the Cyber Resiliency Effects
Analysis.
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1.6 Use Cases

As noted above, the ATT&CK-cyber resiliency mapping presented in this report was developed
for use in AFRL’s CSA Tool. In addition, a systems engineer can use the tables in this report to
answer questions such as:

e What effects could a given control or set of controls have on adversary activities? What
risk-reducing benefits can be expected from implementing a specific set of controls?

o The CSA Tool provides a visualization of the potential effects a given control or
set of controls could have. Alternately, a systems engineer could search the tables
in this report for those controls. The set of ATT&CK Techniques which the
controls could be used to mitigate can be highlighted in an ATT&CK coverage
map. (See ATT&CK® Navigator (mitre-attack.github.io).) The potential effects
that the controls could have upon ATT&CK Techniques can be visualized on that
coverage map.

e What controls could be used to have a given effect on adversary activities under a
specific Tactic? For example, what controls could be used to Shorten the duration of
adversity resulting from Impact Techniques?

o Table 14 identifies potential effects of ATT&CK Mitigations as well as the
candidate mitigations defined in this report on ATT&CK Techniques under the
Impact Tactic. Controls with the potential effect of Shorten include AC-2(6), AC-
2(8), AC-4(2), AC-4(3), AC-4(8), AC-7(4), CP-2(5), CP-9, CP-9(6), IR-4(2), IR-
4(3), IR-4(9), IR-4(14), SA-17(9), SA-20, SA-23, SC-3, SC-5(2), SC-7(20), SC-
29, SC-47, and SI-22.

e How can controls be used effectively to mitigate threats? What are the implications for
implementation, use, and assessment of controls?

o The descriptions of uses, together with the vocabulary for potential effects,
explain how the controls need to be implemented and used to have the identified
effects. This explanation provides systems engineers with guidance on defining
requirements, making design decisions, and recommending operational
procedures to achieve the desired effects. The potential effects are defined so as to
facilitate the development of test cases. For example, for the Delay effect, how
long does it take the ATT&CK Technique to achieve its results without the
control, versus with the control implemented and used as described? The micro-
scripts planned for inclusion in the CSA Tool could be used in an emulation
environment or during CT&E to assess the relative effectiveness of a control.

10

https://t.me/learningnets


https://mitre-attack.github.io

2 Analysis Process

This section describes the analysis process used to construct the tables mapping cyber resiliency
controls and approaches to the ATT&CK Techniques in Sections 3 and 5. The ATT&CK for
Enterprise Tactics were analyzed one at a time, with ongoing cross checking to ensure
consistency. Subsequently, the ATT&CK for ICS Tactics were analyzed one at a time, with
ongoing cross checking. This process is illustrated in general terms in Figure 6. The process is
described in more detail below.

Analyze Existing Mitigations in

ATT&CK ) Analyze Detection Methods Define Candidate Mitigations

« Cyber hygiene, standard in ATT&CK for Cyber Resiliency
cybersecurity, or cyber » Which cyber resiliency * Describe defender-side action or
resiliency? approaches (if any) can be decision

« If cyber resiliency, which used, and how? (Define - Identify cyber resiliency

approaches, which controls, and Candidate Mitigation for
w‘:]‘i)ch effects? Detection) approach(es)

« If cyber hygiene or standard * Which controls and which PRI LIRS LI S
cybersecurity which controls and effects (usually Detect)? * Identify potential effects

which effects?

Check Consistency in Assignments of Controls for Mitigations and CMs

Check Use of Cyber Resiliency Controls

Check Consistency Between ATT&CK for Enterprise and ATT&CK for ICS Mappings

Figure 6. Overview of the Cyber Resiliency Effects Analysis Process for ATT&CK

2.1 Analysis of ATT&CK for Enterprise

Because the Techniques under a Tactic share the same purpose, they were analyzed together. For
each Technique, identified Mitigations (if any) were analyzed. For a Mitigation which applies
one or more cyber resiliency approaches, the analysis identified the cyber resiliency controls
which can be used to implement those approaches, and the potential effects of those controls and
approaches on the Technique. For a Mitigation which is characterized as standard practice or
cyber hygiene, controls and potential effects were identified. Identified detection methods were
analyzed and characterized in terms of whether they apply a cyber resiliency approach; if so, a
candidate mitigation (CM) for detection is defined. Finally, candidate mitigations with intended
effects other than detection were defined and analyzed in the same way as the existing
Mitigations. Consistency checks were performed throughout, with a final sweep after all
Techniques have been analyzed. This process is repeated for all Tactics, with a final consistency
sweep after all the Tactics have been analyzed.

211 Existing Mitigations

As noted in Section 1.4, the inclusion of a control in a system’s requirements does not in itself
guarantee any effect on adversary activities. Efficacy on threat events (whether adversarial or
not) depend on (i) how the control is implemented and (ii) how the implementation is used.
Fortunately for this analysis, ATT&CK provides the Mitigation construct which captures the
intended use of system capabilities and/or organizational processes to thwart the adversary. As

11
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described in [11], a Mitigation identifies configurations, tools, or processes that can prevent a
Technique (or Sub-Technique) from working or from having the outcome the adversary sought.
A description of a Mitigation for a Technique (or Sub-Technique) enables network defenders,
policymakers, or others responsible for mitigating adversarial cyber risks to take an action such
as changing a policy or deploying a tool. Mitigations are vendor-agnostic, although frequently
specific to a Platform (e.g., Windows).

The ATT&CK knowledge base identifies a range of Mitigations, each with an Identifier of the
form M####, a Name (a very short phrase), a narrative description, and brief Descriptions of
how the mitigation applies to the Techniques for which it is identified. Many of the Mitigations
in the ATT&CK knowledge base do not lend themselves to applications of cyber resiliency
implementation approaches. Others, however, can be said to apply one or more cyber resiliency
approaches.

The analysis of a Technique began with an analysis of the Mitigations identified for that
Technique in ATT&CK. Mitigations in the ATT&CK knowledge base were characterized as:

e Cyber hygiene: As noted in [17], there is no standard definition of the term “cyber
hygiene.” For purposes of this analysis, cyber hygiene is defined as “routine practices for
using basic security capabilities to reduce cyber risks due to common or pervasive
threats.” Areas of cyber hygiene include Inventory, Protection, Configuration
Management, Recovery, Monitoring, Malware Defense, and Education. Analytic and
decision-making processes which are not routine (e.g., response to alerts from an
intrusion detection system) are excluded from cyber hygiene but are typically standard
practice.

e Standard practice: Practices for using basic, foundational, or organizational security
capabilities to reduce cyber risks due to the threats below the level of the advanced
persistent threat (APT). These practices include non-routine analytic and decision-making
processes. These practices, and the controls they use, are expected to be selected and
tailored as appropriate to the operational, threat, and technical environments of the
system or organization, using baselines or profiles as starting points.

e Cyber resiliency: Practices for using security or cyber resiliency capabilities to reduce
cyber risks due to advanced cyber adversaries. Cyber resiliency capabilities can be
described in terms of cyber resiliency sub-objectives (see Tables 1 and D-1 of [5]) and
activities [18]. However, for this analysis, they are characterized in terms of the cyber
resiliency approaches they apply.

If a Mitigation was determined to apply cyber resiliency to reduce the likelihood of the
Technique’s success, the corresponding approach(es) were identified. The cyber resiliency
control(s) which apply that approach were identified, and each control was analyzed to determine
whether an implementation of it would be used by the Mitigation. The potential effects of the
Mitigation on the Technique were then identified.

A given Mitigation can have multiple effects on an ATT&CK Technique, and these were
assigned to the associated controls and cyber resiliency techniques by analysis. For example,

17 The assignment of a combination of cyber hygiene and cyber resiliency to an A4I Mitigation relates to the Technique-specific
description of the Mitigation and to the identification of associated controls; see below.

'8 This is likely a consequence of the fact that the mapping of A4l Mitigations to NIST SP 800-53R4 controls is restricted to base
controls and does not include control enhancements.
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M1050, Exploit Protection, can Delay, Exert, and Detect T1189, Drive-by Compromise. Two
cyber resiliency controls were identified for M1050: AC-4(8), Information Flow Enforcement |
Security and Privacy Policy Filters, and IR-4(13), Incident Handling | Behavior Analysis. AC-
4(8) applies Integrity Checks, can delay the success of an adversary’s use of Drive-by
Compromise, and can also force the adversary to work harder to make that Technique succeed.
AR-4(13) applies Behavior Validation and can detect an adversary’s use of Drive-by
Compromise as well as forcing the adversary to work harder. (Table 1 and Figure 7 in Section 3
show the results of the analysis in this example.)

It must be emphasized that the determination of whether a Mitigation can be said to apply a
cyber resiliency approach, and the identification of the cyber resiliency controls which enable its
use by providing capabilities which support that approach, are specific to the ATT&CK
Technique for which it is identified. For example, M1047, Audit, is standard cybersecurity
practice for T1053 (Scheduled Task/Job) but applies the cyber resiliency approach Provenance
Tracking for T1176 (Browser Extensions) and applies Non-Persistent Information for T1574
(Hijack Execution Flow). This illustrates the fact that, for any given use of a Mitigation, only a
subset of the identified cyber resiliency approaches and controls may be applicable.

Cyber resiliency analysis of ATT&CK Mitigations has been performed only for ATT&CK
Techniques. Uses in Sub-Techniques are not considered. Some Mitigations may apply cyber
resiliency to a Sub-Technique even if all uses at the Technique level are cyber hygiene or
standard practice; however, that determination is beyond the scope of this effort.

The results of this analysis are presented in Section 4.1. Since the initial publication of this
report, a mapping of security controls to ATT&CK Techniques and Sub-Techniques has been
published by the Center for Threat-Informed Defense (CTID) at MITRE Engenuity [15]. The
intent of and methodology for the CTID mapping [19] are different from those in this paper.
However, the CTID mapping informed the analysis of cyber hygiene and standard practice
Mitigations.

21.2 Analyze Detection Methods

Each Technique in ATT&CK for Enterprise includes a narrative discussion of detection
methods. These descriptions were analyzed to identify one or more candidate mitigations for
detection. The Technique-specific description of a candidate mitigation for detection was
excerpted or adapted from the narrative discussion in ATT&CK.

The candidate mitigations (CMs) related to detection are expected to have the Detect, and
sometimes the Scrutinize, effect on ATT&CK Techniques. These CMs rely on relatively few
cyber resiliency controls. However, any one those controls can be used in different ways,
depending on the Technique. As in the case of Mitigations and other CMs, the ability of a
detection CM to achieve the identified effect depends strongly on how the controls are specified
(via Assignment statements) and implemented, as well as on how the implementation is
configured and used.

The results of this analysis are presented in Section 4.2. CMs for detection were given identifiers
of the form CM2###. All CMs, although based on information provided in ATT&CK, are not
part of the ATT&CK knowledge base.

19 As noted above, the controls from NIST SP 800-53R4 identified in A4l are unchanged in NIST SP 800-53R5.
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21.3 Define Candidate Mitigations for Cyber Resiliency

Each Technique was analyzed to identify ways in which cyber resiliency approaches and their
related controls could be used to mitigate — to reduce the likelihood of success of, to detect, or to
reduce the impact of — that Technique. This resulted in the definition of a new candidate
mitigation or the selection and Technique-specific tailoring of a previously-defined CM. The
CMs, like the ATT&CK Mitigations, are described at a high level, with more specific guidance
provided for the individual techniques for which they could be effective. Therefore, the same
CM could involve the use of different cyber resiliency approaches and controls in NIST SP 800-
53RS5, and could have different effects on the adversary, depending on how it is used to reduce
the likelihood or consequences of different Techniques.

A candidate mitigation, following the pattern established by ATT&CK Mitigations, is specified by:

¢ An identifier. Identifiers for CMs not driven by the discussions of detection methods are
given the form CM11## or CM13##. (See Section 2.6 for a discussion of the CM13## CMs.)

e A short descriptive phrase naming the action or capability.

e A brief narrative description (usually a single sentence) of the action that defenders,
policymakers, systems engineers, or security program staff could take.

e A list of the approaches which could be applied to perform the action or use the
capability.

e A list of the controls which could be used to provide the capability.
This information is provided in Section 4.
The Technique-specific tailoring of the CM includes:

e A brief narrative description (usually a single sentence) of the action to be taken to
mitigate the Technique. These descriptions are provided in Appendix C.

e Identification of the approaches and controls used in the Technique-specific use of the
CM. These are included in the mapping tables in Section 3.

¢ Identification of the potential effects of those controls and approaches on the Technique,
using the vocabulary illustrated in Figure 2 and described in Appendix A.

The purpose of defining candidate mitigations is not to influence ATT&CK, but rather to ensure
that this analysis uses a consistent method to identify which cyber resiliency approaches and
controls could affect a given ATT&CK Technique, and to capture the reasoning about how
effects could be achieved. The structure created by ATT&CK of an Identifier, a Name, a brief
general Description, and a brief Description tailored to individual Techniques serves to improve
consistency in the analysis of how defender actions or decisions could affect adversary activities
as described in ATT&CK. Therefore, the Cyber Resiliency Effects Analysis for ATT&CK
follows the model of ATT&CK when identifying candidate mitigations using cyber resiliency.
For a Candidate Mitigation to progress to inclusion in the ATT&CK knowledge base, its
effectiveness must be demonstrated in practice and reflected in a curated data set for ATT&CK.

Since the initial publication of this report, MITRE Engage — an active defense knowledge base
[20] — has been published. MITRE Engage defines a set of active defense techniques which are
similar to Candidate Mitigations and have been mapped to ATT&CK [21]. Analysis of the
relationship between the Engage techniques and the candidate mitigations defined in this report
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constitutes possible future work; that analysis may lead to definition of additional candidate
mitigations.

214 Consistency Checking

Consistency checking was an ongoing process throughout the overall analysis illustrated in
Figure 6 and took advantage of the fact that some Techniques are shared between two or more
Tactics.

The consistency checking of the categorization of an ATT&CK Mitigation involved analyzing
the “Techniques Addressed by Mitigation” table on the ATT&CK site (e.g., Audit, Mitigation
M1047 - Enterprise | MITRE ATT&CK® for Audit, M1047). Identical entries were categorized
identically. Note that the entries for Sub-Techniques were not examined. The results of these
analyses are summarized in Table 15 in Section 4.1.

The consistency checking of CMs for detection focused on the selection and use of cyber
resiliency controls in different contexts. Two controls — IR-4(13) and SI-4(2) — are used in many
different detection CMs. However, they are used in different ways, depending on the candidate
mitigation in question, and the specific Technique to which they are applied.

The remaining candidate mitigations (CM11## and CM13##) were analyzed individually for
consistency. The internal consistency of definitions, assignment of controls, and assignment of
potential effects of the CM were checked across the Techniques for which the CM is used. Not
every control or cyber resiliency approach identified for a CM will be applicable to all uses of
that CM. The effects which could be achieved on a Technique are specific to the use of the CM,
and of the controls and cyber resiliency approaches the CM applies, for that Technique.

Consistency across CMs was also analyzed, and differentiation between similar CMs was
clarified. For example, several CMs related to Deception are defined, but their uses differ.

215 Checking the Use of Cyber Resiliency Controls

For each cyber resiliency control identified in Table E-1 of [5], the Mitigations and candidate
mitigations which could apply that control have been identified. The results of this analysis are
included in Appendix B.

Some cyber resiliency controls are not used in any Mitigation or candidate mitigation. There are
several reasons for a control not being referenced in the ATT&CK mapping, including:

e A control could be intended to address threats not represented in ATT&CK for
Enterprise, e.g., insider threats, threats against ICS, threats from maintenance staff,
attacks on wireless communications.

e A control could rely on policies and procedures rather than technical means.

e A control could have no effect on any specific adversary TTP, either directly or by
intensifying the effectiveness of an existing Mitigation or candidate mitigation. This is
particularly the case for design principles and for requirements on system development;
the effects of these controls are inherently indirect.

In some cases, new CMs were identified which were then factored back into the analyses of the
individual Tactics and Techniques.
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2.2 Analysis ATT&CK for ICS

ATT&CK for ICS (A4I) closely parallels ATT&CK for Enterprise (A4E) but differs in several
ways. A4l provides its own numbering scheme for Tactics, Techniques, and Mitigations.
Roughly half the Mitigations in A4l (those with identifiers of the form M09##) correspond to
Mitigations in A4E (identifiers of the form M10##); the rest (identifiers of the form MO8##) are
unique to A4l. Many Mitigations in A4l have associated identified controls from one or more of
NIST SP 800-53R4, IEC 62443-3-3:2013, and IEC 62443-4-2:2019. (The identified controls
from NIST SP 800-53R4 are unchanged in NIST SP 800-53RS5.) Many of the Techniques in A4l
share names with Techniques in A4E; however, the descriptions — and identified Mitigations —
are different. Therefore, the A4l mappings are presented as separate tables.

This section describes the analysis approach used to construct the mapping tables.

2.21 Understand the Underlying Assumptions

Industrial control systems vary architecturally, depending on their uses. To make the
identification of Techniques generally useful, A4I makes as few architectural assumptions as
possible. These are implicit in the identification of Asset classes [12] and include:

e The architecture includes an information technology (IT) network, a separate operational
technology (OT) network, and a few systems (e.g., Data Historian, Engineering
Workstation) or devices (e.g., firewalls) which bridge the IT and OT networks.

e The IT network has an interface to the Internet. A demilitarized zone (DMZ) between the
IT network and the Internet is standard practice.

e Examples of devices or systems on the OT network include

o Base Process Control Systems, including input/output (I/O) servers; field
controllers, remote terminal units (RTUs), programmable line controllers (PLCs),
and intelligent electronic devices (IEDs); operator interfaces and monitoring; data
collection (real-time and historical) and monitoring; and alarm systems;

o Safety Instrumented Systems (SIS) and protection systems; and
o Engineering and maintenance systems.
Human-machine interfaces (HMIs) can be part of several of these types of assets.

In general, most of the systems or devices on the OT network have limited storage, with
capabilities for monitoring and self-analysis limited to providing basic health and status (H&S)
data. In addition, the OT network may have limited bandwidth, or may be segmented
functionally into higher-bandwidth subnets within remote facilities with lower-bandwidth
connectivity between facilities. While cybersecurity products and training for the ICS domain are
becoming more sophisticated, in general it should not be assumed that a well-resourced cadre of
cyber defenders can operate on the OT network.
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2.2.2 Look for Parallels from ATT&CK for Enterprise

The first step in analyzing an A4l Technique involves looking at whether and how the Technique
relates to Techniques in A4E. Some of the A4l Techniques are executed on an organization’s IT
network, rather than on its OT network. If the A4I Technique resembles Techniques under an
A4E Tactic, the mapping of its Mitigations and the identification of CMs are informed by the
prior analysis of A4E.

Many of the CMs in the A4E mapping involve the Deception cyber resiliency technique. Options
for using Deception in an ICS environment — particularly on the OT network — are more limited
than in an EIT environment. Commercial offerings do exist, however, for ICS, including deceptive
PLCs and HMI systems. Active engagement with an adversary, whether via a decoy system or a
full-blown deception environment, are resource-intensive and potentially disruptive. In the A4l
mapping, preference has been given to deception CMs which are less resource-intense (e.g., Passive
Decoys rather than Active Decoys; Deception Environment limited to the IT network).

2.2.3 Map Mitigations

As in the A4E mapping, the next step in analyzing an A4I Technique involves looking at the
Mitigations identified in the A4l entry for that Technique. Each Mitigation — as used for the
Technique — is characterized as cyber hygiene, standard practice, cyber resiliency, or a
combination of these [17]. The potential effects of the Mitigation are then identified, together
with corresponding controls in NIST SP 800-53RS5.

Control identification considers any controls from NIST SP 800-53R4 identified in A4l, which
frequently match the controls associated with cyber hygiene practices. (See [17].) If the A4l
Mitigation corresponds to an A4E Mitigation (indicated by its identifier having the form
MO9##), the uses of the A4E Mitigation are reviewed. In many cases, the A41 Mitigation
includes actions and assumes capabilities beyond those associated with the corresponding A4E
Mitigation. If one or more of the uses of the A41 Mitigation applies a different set of controls
than those previously identified for A4E, those controls are reviewed. In addition, in many cases
the A4I Technique-specific description of an A41 Mitigation includes both basic (i.e., cyber
hygiene or standard practice) aspects and cyber resiliency aspects, but the controls identified for
the A4l Mitigation focus solely on the basic aspect [18]. If controls from the A4E mapping or
the controls identified from the analysis of the A4I-specific description of the Mitigation appear
to be a better match for the A41 Mitigation than the R4 controls identified in A4I, they are
presented in the mapping table in bold to indicate the divergence from the original A4l mapping.

2.24 Identify and Map Candidate Mitigations

As in the A4E mapping, the next step is to identify Candidate Mitigations. If A4E parallels exist,
these are reviewed to identify corresponding CMs. Additional CMs are identified by analysis of
the Technique description, its supporting literature, and review of information related to cyber
resiliency techniques, approaches, technologies, and practices in the ICS domain. For each
identified CM, a Technique-specific description is defined. (Note, however, that A4l does not
include a section on Detection. Therefore, relatively few Detection CMs are identified, using
parallels with A4E Techniques.) Potential effects are identified, together with corresponding
controls in NIST SP 800-53R5 [19].
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2.25 Cross-Check Consistency

Analysis of consistency of mappings for Mitigations is captured in an annotation of the listing of
A4 Mitigations, as presented in Appendix B below. Consistency of mappings for CMs was
ensured via review of the Technique-specific descriptions. Uses of Mitigations and CMs for A4l
with corresponding A4E Mitigations and CMs were analyzed for consistency. Note, however,
that the general and Technique-specific descriptions are often at different levels of detail, with
the consequence that different controls may be identified.

18
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3 Mapping Tables — ATT&CK for Enterprise

This section provides the tables mapping cyber resiliency controls and approaches to the
ATT&CK Techniques. One table is provided for each ATT&CK Tactic. Rows highlighted in
green describe ATT&CK Mitigations which apply cyber resiliency. Rows highlighted in yellow
describe candidate mitigations. Rows that are not highlighted describe ATT&CK Mitigations
for which no application of cyber resiliency was identified. As noted in Section 1.4 and Section
2, the potential effects of a control on a Technique depend on (i) how the control is specified
(e.g., via Assignment statements or Selections), (i) how the control is implemented, and (iii)
how the implementation is used. The Technique-specific descriptions of Mitigations (found in
the ATT&CK knowledge base) and the Candidate Mitigations (found in Section 4) provide
guidance on use. (Control specification and implementation will depend on the system

architecture and on the organization’s risk management strategy.)

Figure 7 describes how the entries in the tables should be interpreted. For importation into the
AFRL CSA Tool, each row was converted into one or more rows. For example, the first row for
T1189 in Figure 7 became 10 rows, one row for each combination of a potential effect and a

control.

ATT&CK Techniques for
Initial Access Tactic

Drive-by Compromise

Mitigations (M) Identified
in ATT&CK and Candidate

Mitigations (CM)

Application Isolation and

Cyber Resiliency
Implementation
Approach(es), if Any

Predefined

Potential
Effectson
ATT&CK
Technique
Contain, Exert

Cyber
Resiliency or
Other
Control(s)

AC-4 (21),

The Technique-specific description of M1048
applies the Predefined Segmentation approach,
and could have the Contain and/or Exert effects
on Drive-by-Compromise. To implement M1048,
several controls as identified here must be used

together.

For Drive-by-Compromise, M1021 calls for the
use of adblockers and script blocking extensions.
While the controls identified for this use include
CM-7(5) and SC-7, which can be used to apply
cyber resiliency approaches, their use here is
standard practice.

(T1189) Sandboxing (M1048) Segmentation AC-6 (4), SC-
18 (5), SC-39,
CM-7 (6)
Exploit Protection (M1050) | Integrity Checks Delay, Exert AC-4 (8)
Behavior Validation Detect, Exert IR-4 (13)
Restrict Web-Based Standard practice Negate, CM-7(5), SC-
Content (M1021) Preempt 18,SC-7
Update Software (M1051) Cyber hygiene Preempt, SI-2
Negate,
Expunge,
Shorten
Active Decoys (CM1123) Misdirection Deceive, SC-26
Negate,
Contain
Misdirection Detect, SC-35
Scrutinize
Dynamic Contain SC-35
Segmentation and
Isolation
Inspect and Analyze Monitoring and Detect IR-4 (13), SI-
Network Traffic (CM2002) Damage Assessment 4(2),S1-4 (4)
Endpoint Behavior Analysis | Monitoring and Detect AC-2 (12)
(CM2003) Damage Assessment

Both SC-26 and SC-35 — used as described by
the Technique-specific description of CM1123 —
apply Misdirection. However, the use of
Misdirection by these two controls has different
potential effects: Negate and Contain for SC-26
vs. Detect and Scrutinize for SC-35. In addition,
the use of SC-35 in the Active Decoys CM applies
Dynamic Segmentation and Isolation, with the
potential effect of Contain.

Figure 7. How to Read the Tactic Tables

Some Techniques fall under multiple Tactics. For example, T1133, External Remote Services,
falls under both Initial Access and Persistence. The information for such Techniques is repeated
under all Tactics.

3.1 Reconnaissance

The adversary’s goal for the 10 Techniques under the Reconnaissance Tactic is to gather
information they can use in future operations.
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Table 1. Reconnaissance Tactic (TA0043): Techniques, Mitigations, and Cyber Resiliency

ATT&CK
Technique

(Reconnaissance)

Mitigation (M) Identified

Cyber Resiliency

Potential Effects

Active Scanning
(T1595)

in ATT&CK or Candidate Implementation on ATT&CK Control(s)
Mitigation (CM) Approach(es), if Any Technique
Pre-Compromise (M1056) | Standard practice Exert SC-38
Present Deceptive Disinformation Deceive SC-30(4)
Information (CM1101)
Tainting Detect SI-20
Passive Decoys (CM1104) | Misdirection Divert, Deceive SC-26
Architectural Diversity Divert, Exert SC-29
Conceal Resources from Obfuscation, Functional Degrade, Exert, SC-7(16)

Discovery (CM1160)

Relocation of Cyber
Resources

Shorten

Obfuscation

Degrade, Exert

SC-28 (1), SC-
30, SC-30(5)

Inspect and Analyze Monitoring and Damage Detect IR-4(13), SI-
Network Traffic (CM2002) | Assessment 4(2), SI-4(4)
Gather Victim Pre-Compromise (M1056) | Standard practice Exert SC-38
Host Inf ti
(Tclssgg)orma 'on Present Deceptive Disinformation Deceive SC-30(4)
Information (CM1101)
Passive Decoys (CM1104) | Misdirection Divert, Deceive SC-26
Architectural Diversity Divert, Exert SC-29
Present Decoy Data Disinformation Deceive SC-30(4)
(CM1113) —
Tainting Detect SI-20

Conceal Resources from

Obfuscation

Degrade, Exert

SC-28 (1), SC-

Behavioral Analysis

Discovery (CM1160) 30, SC-30(5)
Gather Victim Pre-Compromise (M1056) | Standard practice Exert SC-38
Identit
In?:rr:w:\tion Present Deceptive Disinformation Deceive SC-30(4)
Inf tion (CM1101
(T1589) nformation ( ' [Tainting Detect SI-20
Present Decoy Data Disinformation Deceive SC-30(4)
CM1113
( ) Tainting Detect SI-20
Enhance User Dynamic Threat Awareness | Exert AT-2(1), AT-
Preparedness (CM1159) 2(5)
Self-Challenge Exert AT-2(1), AT-
3(3)
Inspect and Analyze Monitoring and Damage Detect IR-4(13), SI-
Network Traffic (CM2002) | Assessment 4(2), SI-4(4)
Gather Victim Pre-Compromise (M1056) | Standard practice Exert SC-38
Network
In?’o\:ln(:;tion Maintain Deception Monitoring and Damage Detect SC-26
(T1590) Environment (CM1102) Assessment, Forensic and
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ATT&CK
Technique

(Reconnaissance)

Mitigation (M) Identified
in ATT&CK or Candidate
Mitigation (CM)

Cyber Resiliency
Implementation
Approach(es), if Any

Potential Effects
on ATT&CK
Technique

Control(s)

(CM1107)

Misdirection Deceive, Divert SC-26
Predefined Segmentation Negate, Contain | SC-7(21)
Disinformation Deceive SC-30(4)
Present Decoy Data Disinformation Deceive SC-30(4)
(CM1113) —
Tainting Detect SI-20
Inspect and Analyze Monitoring and Damage Detect IR-4(13), SI-
Network Traffic (CM2002) | Assessment 4(2), SI-4(4)
Gather Victim Org | Pre-Compromise (M1056) | Standard practice Exert SC-38
Inf ti
('rl]'105r9n1? on Present Deceptive Disinformation Deceive SC-30(4)
Inf tion (CM1101
nformation ( ) [ Tainting Detect sI-20
Present Decoy Data Disinformation Deceive SC-30(4)
CM1113
( ) Tainting Detect SI-20
Phishing for User Training (M1017) Dynamic Threat Awareness | Preempt, AT-2(5)
Information Negate, Exert,
(T1598) Detect
Standard practice Negate, Exert PL-4(1)
Adversarial Simulation Dynamic Threat Awareness, | Preempt AT-2(1), AT-
(CM1107) Self-Challenge 3(3)
Present Deceptive Disinformation Deceive SC-30(4)
Information (CM1101)
Active Decoys (CM1123) Misdirection, Forensic and Detect SC-35
Behavioral Analysis
Enhance User Dynamic Threat Awareness | Detect AT-2(1), AT-
Preparedness (CM1159) 2(3), AT-2(5),
AT-3(3)
Analyze Network Traffic Monitoring and Damage Detect IR-4(13)
Content (CM2041) Assessment, Behavior
Validation
Search Closed Pre-Compromise (M1056) | Standard practice Exert SC-38
S T1597
ources ( ) Adversarial Simulation Self-Challenge Detect CA-8, CA-8(2)

Collaborate to Counter Disinformation, Tainting Deceive, Detect SC-30(4), SI-
Adversaries (CM1161) 20

Dynamic Threat Awareness | Detect PM-16
Restrict Supply Chain Obfuscation, Supply Chain Exert SR-3(2)
Exposures (CM1162) Diversity

Disinformation Deceive SR-7
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ATT&CK
Technique

(Reconnaissance)

Mitigation (M) Identified
in ATT&CK or Candidate
Mitigation (CM)

Cyber Resiliency
Implementation
Approach(es), if Any

Potential Effects
on ATT&CK
Technique

Control(s)

(CM1113)

Self-Challenge Detect SR-6(1), SR-7
Search Open Pre-Compromise (M1056) | Standard practice Exert SC-38
Technical - — - -
Present Deceptive Disinformation Deceive SC-30(4)
Databases Information (CM1101)
(T1596) Tainting Detect SI-20
Adversarial Simulation Self-Challenge Detect CA-8, CA-8(2)
(CM1107)
Restrict Supply Chain Obfuscation, Supply Chain Exert SR-3(2)
Exposures (CM1162) Diversity
Disinformation Deceive SR-7
Self-Challenge Detect SR-6(1), SR-7
Search Open Pre-Compromise (M1056) | Standard practice Exert SC-38
Websit
€ SI. es/ Present Deceptive Disinformation Deceive SC-30(4)
Domains (T1593) || ¢ormation (CM1101)
Tainting Detect S1-20
Search Victim- Pre-Compromise (M1056) | Standard practice Exert SC-38
Owned Websites
(T1594) Present Deceptive Disinformation Deceive SC-30(4)
Infi ti CM1101
nformation ( ) Tainting Detect SI-20
Present Decoy Data Disinformation Deceive SC-30(4)

3.2 Resource Development

The adversary’s goal for the seven Techniques under the Resource Development Tactic is to
establish resources they can use to support operations.

Table 2. Resource Development Tactic (TA0042): Techniques, Mitigations, and Cyber Resiliency

ATTngK Mitigation (M) Identified in Cyber Resiliency .
Technique . . Potential Effects on
ATT&CK or Candidate Implementation . Control(s)
I Mitigation (CM) Approach(es), if An ALLESES G G
Development) & PP ¢ 4
Acquire Pre-Compromise (M1056) Standard practice Exert SC-38
Infrastructure
(T1583) Present Deceptive Information Disinformation Preempt, Detect SC-30(4)
(CM1101)
Adversarial Simulation Self-Challenge Detect CA-8, CA-
(CM1107) 8(2)
Collaborate to Counter Dynamic Threat Detect PM-16
Adversaries (CM1161) Awareness
Pre-Compromise (M1056) Standard practice Exert SC-38
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ATT&CK

Mitigation (M) Identified in

Cyber Resiliency

LTI ATT&CK or Candidate Implementation EEGE] Effect.s on Control(s)
G5 Mitigation (CM) Approach(es), if An ANLAS ST
Development) & PP ¢ 4
Compromise Enhance User Preparedness Dynamic Threat Detect AT-2(1),
Accounts (CM1159) Awareness AT-2(3),
(T1586) AT-2(5),
AT-3(3)
Monitor External Sources Monitoring and Detect AU-13, AU-
(CM2043) Damage Assessment, 13 (3), RA-
Dynamic Threat 5(4), RA-10
Awareness
Compromise Pre-Compromise (M1056) Standard practice Exert SC-38
Infrastructure
(T1584) Monitor External Sources Monitoring and Detect, Scrutinize, AU-13, AU-
(CM2043) Damage Assessment, Reveal 13 (3), PM-
Dynamic Threat 16, RA-
Awareness 5(4), RA-10
Develop Pre-Compromise (M1056) Standard practice Exert SC-38
Capabilities
(T1p587) Monitor External Sources Monitoring and Detect PM-16, RA-
(CM2043) Damage Assessment, 10
Dynamic Threat
Awareness
Establish Pre-Compromise (M1056) Standard practice Exert SC-38
Accounts
(T1585) Enhance User Preparedness Dynamic Threat Detect AT-2(1),
(CM1159) Awareness AT-2(5),
AT-3(3)
Monitor External Sources Monitoring and Detect AU-13, AU-
(CM2043) Damage Assessment, 13 (3), RA-
Dynamic Threat 5(4), RA-10
Awareness
Obtain Pre-Compromise (M1056) Standard practice Exert SC-38
Capabilities
(T1p588) Enhance User Preparedness Dynamic Threat Detect AT-2(1),
(CM1159) Awareness AT-2(5),
AT-3(3)
Monitor External Sources Monitoring and Detect PM-16, RA-
(CM2043) Damage Assessment, 10
Dynamic Threat
Awareness
Stage Pre-Compromise (M1056) Standard practice Exert SC-38
Capabilities
(T1p608) Restrict Supply Chain Exposures | Integrity Checks, Detect SR-5, SR-11
(CM1162) Provenance Tracking
Monitoring and Detect SR-6(1),
Damage Assessment SR-10
Forensic and Behavioral | Detect, Scrutinize SR-10
Analysis
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ATT&CK

AT Mitigation (M) Iden.tified in Cyber Resilietlcy Potential Effects on
ATT&CK or Candidate Implementation i Control(s)
G5 Mitigation (CM) Approach(es), if Any ANLAS ST
Development) !
Predefined Contain CM-7(7)
Segmentation
Monitor External Sources Monitoring and Detect PM-16, RA-
(CM2043) Damage Assessment, 10
Dynamic Threat
Awareness

3.3 Initial Access

The adversary’s goal for the nine Techniques under the Initial Access Tactic is to get into the
enterprise network.

Table 3. Initial Access Tactic (TA0001): Techniques, Mitigations, and Cyber Resiliency

ATT&CK Mitigation (M) Identified in Cyber Resiliency Potential Effects
Technique ATT&CK or Candidate Implementation on ATT&CK Control(s)
(Initial Access) Mitigation (CM) Approach(es), if Any Technique
Drive-by Application Isolation and Predefined Segmentation | Contain, Exert AC-4(21), AC-
Compromise Sandboxing (M1048) 6(4), SC-18 (5),
(T1189) SC-39, CM-7(6)
Exploit Protection (M1050) Integrity Checks Delay, Exert AC-4(8)
Behavior Validation Detect, Exert IR-4(13)
Restrict Web-Based Content Standard practice Negate, Preempt | CM-7(5), SC-18,
(M1021) SC-7
Update Software (M1051) Cyber hygiene Preempt, SI-2
Negate,
Expunge,
Shorten
Active Decoys (CM1123) Misdirection Deceive, Negate, | SC-26
Contain
Misdirection Detect, SC-35
Scrutinize
Dynamic Segmentation Contain SC-35
and Isolation
Inspect and Analyze Network Monitoring and Damage Detect IR-4(13), SI-
Traffic (CM2002) Assessment 4(2), SI-4(4)
Endpoint Behavior Analysis Monitoring and Damage Detect AC-2(12)
(CM2003) Assessment
Exploit Public- | Application Isolation and Predefined Segmentation | Contain, Exert AC-4(21), AC-
Facing Sandboxing (M1048) 6(4), SC-18 (5),
SC-39, CM-7(6)
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ATT&CK
Technique

(Initial Access)

Mitigation (M) Identified in
ATT&CK or Candidate
Mitigation (CM)

Cyber Resiliency
Implementation
Approach(es), if Any

Potential Effects
on ATT&CK
Technique

Control(s)

Application Exploit Protection (M1050) Standard practice Negate, Exert, SC-7(17), SI-7
(T1190) Detect
Network Segmentation Standard practice Degrade, SC-7(29), SC-
(M1030) Preempt, 7(22)
Contain, Reduce
Privileged Account Trust-Based Privilege Negate, Exert AC-6(2)
Management (M1026) Management
Update Software (M1051) Cyber hygiene Preempt, SI-2
Negate, Exert
Vulnerability Scanning (M1016) | Cyber hygiene Detect, Reveal, RA-5
Shorten
Monitor Logs (CM2004) Behavior Validation Detect AU-6
Present Deceptive Information Disinformation Delay, Deter, SC-30(4)
(CM1101) Deceive, Exert
Maintain Deception Monitoring and Damage Detect SC-26
Environment (CM1102) Assessment, Forensic and
Behavioral Analysis
Misdirection Deceive, Divert SC-26
Predefined Segmentation | Negate, Contain | SC-7(21)
Disinformation Deceive SC-30(4)
Adversarial Simulation Self-Challenge Preempt CA-8, CA-8(2)
(CM1107)
External Disable or Remove Feature or Restriction Preempt, Negate | CM-7(2)
Remote Program (M1042)
Services — ;
(T1133) Limit Access to Resource Over Standard practice Preempt, Exert AC-6, AC-3, AC-

Network (M1035)

17

Multi-factor Authentication
(M1032)

Standard practice

Exert, Preempt

1A-2(1), 1A-2(2),
IA-2(6)

Network Segmentation

Predefined Segmentation

Preempt,

AC-4(21), AC-

(M1030) Contain, Exert 4(2), SC-7, SC-
7(21), SC-7(22)

Enhanced Authentication Calibrated Defense-in- Delay, Exert 1A-2(13)

(CM1126) Depth, Path Diversity

Minimize Duration of Non-Persistent Preempt, SC-10, SI-14(3)

Connection or Session Connectivity Shorten

(CM1127)

Minimize Data Retention or Non-Persistent Degrade, SC-23(3)

Lifespan (CM1124) Information Preempt
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ATT&CK
Technique

(Initial Access)

Mitigation (M) Identified in
ATT&CK or Candidate
Mitigation (CM)

Cyber Resiliency
Implementation
Approach(es), if Any

Potential Effects
on ATT&CK
Technique

Control(s)

Analyze Logs (CM2005) Monitoring and Damage Detect SI-4(13)
Assessment, Behavior
Validation
Sensor Fusion and Detect SI-4(16)
Analysis
Hardware Limit Access to Resource over Trust-Based Privilege Preempt AC-6(3), AC-
Additions Network (M1035) Management 6(10)
(T1200) — - —
Limit Hardware Installation Restriction Preempt, Negate | CM-8(3)
(M1034)
Authenticate Devices (CM1125) | Obfuscation, Integrity Preempt, Negate | IA-3(1)
Checks
Host Event Detection (CM2007) | Monitoring and Damage Detect CM-8(3)
Assessment
Present Deceptive Information Disinformation Deceive, SC-30(4)
(CM1101) Preempt
Phishing Antivirus/Antimalware (M1049) | Cyber hygiene Detect, Expunge, | AC-4, SI-3, AT-
(T1566) Shorten 2, AT-3
Network Intrusion Prevention Standard practice Detect, Negate SI-4(4), SC-44,
(M1031) SI-8
Restrict Web-Based Content Standard practice Contain, Exert, AC-4(8), CM-
(M1021) Preempt 7(5), SC-7(8)
User Training (M1017) Dynamic Threat Negate, Exert AT-2(1), AT-
Awareness 2(3), AT-2(5)
Present Deceptive Information Disinformation Deceive, SC-30(4)
(CM1101) Preempt
Detonation Chamber (CM1103) | Forensic and Behavioral Detect, SC-44
Analysis Scrutinize
Misdirection Divert, Negate SC-44
Predefined Segmentation | Contain, Delay, SC-44
Exert
Active Decoys (CM1123) Misdirection Deceive, Negate, | SC-26
Contain
Misdirection Detect, SC-35, SC-44
Scrutinize
Dynamic Segmentation Contain SC-35, SC-44
and Isolation
Replication Disable or Remove Feature or Restriction Exert, Preempt CM-7(2)
Through Program (M1042)
R bl
Meer?j(;v?'rlggl) Limit Hardware Installation Cyber hygiene Preempt, MP-7, MP-6,
(M1034) Negate, Exert SC-41
26
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ATT&CK

Mitigation (M) Identified in

Cyber Resiliency

Potential Effects

Technique ATT&CK or Candidate Implementation on ATT&CK Control(s)
(Initial Access) Mitigation (CM) Approach(es), if Any Technique
Virtual Sandbox (CM1109) Non-Persistent Services Preempt SC-7(20)
Shorten
Dynamic Segmentation Delay, Contain SC-7(20)
and Isolation
Removable Device Usage Monitoring and Damage Detect CM-8(3)
Detection (CM2008) Assessment
Supply Chain Update Software (M1051) Cyber hygiene Negate, Shorten, | SI-2
Compromise Detect
(T1195) - - .
Vulnerability Scanning (M1016) | Integrity Checks Preempt, Detect | SA-9(7)
Provenance Tracking Detect, SR-4(3), SR-4(4)
Scrutinize
Software Integrity Check Integrity Checks Detect SI-7, SI-7(1)
CM2009
( ) Integrity Checks, Detect CM-14, SR-4(3)
Provenance Tracking
Software Stress Testing Self-Challenge Detect SR-6(1)
(CM2010)
Physical Inspection (CM2011) Integrity Checks Detect SR-9, SR-10
Component Provenance Provenance Tracking Detect, Delay, SR-4, SR-4(1),
Validation (CM1105) Exert SR-4(2), SR-
4(3), SR-4(4)
Supply Chain Diversity Supply Chain Diversity Exert PL-8(2), SR-
(CM1106) 3(1), SR-3(2)
Trusted Network Segmentation Predefined Segmentation | Contain, Exert SC-7, SC-7(21)
Relationship (M1030)
(T1199) -
User Account Control (M1052) Standard practice Preempt, Exert, AC-2(6), AC-
Detect 6(8), AC-6(9),
CM-11(2)
Monitor Trusted Parties Dynamic Threat Detect PM-16
(CM2012) Awareness
Behavior Validation Detect SI-10(3)
Provenance Tracking Detect PM-30(1)

Valid Accounts
(T1078)

Application Developer Guidance
(M1013)

Standard practice

Preempt, Exert

AT-3, IA-5(7),
SA-8

Password Policies (M1027) Cyber hygiene Negate, Exert IA-5
Privileged Account Trust-Based Privilege Preempt AC-6(7)
Management (M1026) Management,

Consistency Analysis

Disinformation Exert SC-30(4)
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ATT&CK
Technique

(Initial Access)

Mitigation (M) Identified in
ATT&CK or Candidate
Mitigation (CM)

Cyber Resiliency
Implementation
Approach(es), if Any

Potential Effects

on ATT&CK
Technique

Control(s)

Present Deceptive Information Tainting Detect S1-20
(CM1101)

Cross Enterprise Account Usage | Sensor Fusion and Detect AU-6(3), SI-
Analysis (CM2013) Analysis 4(16)

3.4 Execution

The adversary’s goal for the twelve Techniques under the Execution Tactic is to get malicious
code running on an enterprise system.

Table 4. Execution Tactic (TA0002): Techniques, Mitigations, and Cyber Resiliency

ATT&CK
Technique

(Execution)

Mitigation (M) Identified in
ATT&CK or Candidate
Mitigation (CM)

Cyber Resiliency
Implementation
Approach(es) if Any

Potential Effects

on ATT&CK
Technique

Control(s)

Reconfiguration

Degrade, Exert

Command and Code Signing (M1045) Provenance Tracking Preempt SI-7(15)
Scriptin
InteFr) regter (T1059) Disable or Remove Feature Restriction Exert, Preempt CM-7(2), SC-
P or Program (M1042) 3(3)
Execution Prevention Purposing Negate, Delay, CM-7(4), CM-
(M1038) Degrade, Exert 7(5)
Privileged Account Standard practice Negate, AC-6(7)
Management (M1026) Degrade, Exert
Monitor Script Execution Monitoring and Damage | Detect IR-4(13), SI-
(CM2029) Assessment 4(2), SI-4(13)
Monitor Command Line Use | Monitoring and Damage | Detect IR-4(13), SI-
(CM2038) Assessment 4(13)
Minimize Local Functionality | Restriction Preempt, SC-25
(CM1119) Contain
Quarantine or Delete Provenance Tracking Detect SR-4(3)
Suspicious Files (CM1132
P ( ) Dynamic Segmentation Contain, Delay, CM-7(6)
and Isolation Degrade, Exert
Non-Persistent Expunge SI-14, SI-14(2)
Information
Active Deception (CM1131) Dynamic Contain, Delay, AC-4(3), IR-4(2)

Adaptive Management

Contain, Delay,
Degrade, Exert

AC-4(3), IR-4(3)

Exert

Predefined Contain, Divert, SC-7(21)
Segmentation Delay, Degrade,

Exert
Disinformation Delay, Degrade, SC-30(4)
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ATT&CK
Technique

(Execution)

Mitigation (M) Identified in
ATT&CK or Candidate
Mitigation (CM)

Cyber Resiliency
Implementation
Approach(es) if Any

Potential Effects
on ATT&CK
Technique

Control(s)

(T1610)

Over Network (M1035)

Misdirection Contain, Divert, SC-26
Delay, Degrade,
Exert
Monitoring and Damage | Detect SC-26
Assessment
Forensic and Behavioral | Detect, SC-26, SI-3(10)
Analysis Scrutinize
Container Execution Prevention Non-Persistent Services, | Negate, Exert SI-14(1)
Administration (M1038) Provenance Tracking
C d (T1609
ommand ( ) Limit Access to Resource Standard practice Degrade, Exert CM-2, CM-2(2)
over Network (M1035)
Privileged Account Cyber hygiene Exert CM-2
Management (M1026)
Execution Restriction Attribute-Based Usage Degrade, Exert AC-3(13)
(CM1111) Restriction
Analyze Logs (CM2005) Monitoring and Damage | Detect AC-2(12), SI-
Assessment, Behavior 4(16)
Validation
Deploy Container Limit Access to Resource Standard practice Exert CM-7(1)

Network Segmentation Predefined Contain, Exert SC-7,SC-7(21),
(M1030) Segmentation SC-7(29)
User Account Management Trust-Based Privilege Degrade, Exert AC-6(7)
(M1018) Management
Calibrate Administrative Attribute-Based Usage Degrade, Exert AC-6
Access (CM1164) Restriction
Trust-Based Privilege Degrade, Exert AC-6(5)
Management
Restriction Degrade, Exert CM-7(2)
Analyze Logs (CM2005) Sensor Fusion and Detect SI-4(16)
Analysis
Host Event Detection Monitoring and Damage | Detect IR-4(13), SI-4(2)

(CM2007)

Assessment, Behavior
Validation

Exploitation for
Client Execution
(T1203)

Application Isolation and

Predefined

Negate, Delay,

AC-4(21), AC-

Sandboxing (M1048) Segmentation Degrade, Exert 6(4), SC-39,
CM-7(6)
Exploit Protection (M1050) Standard practice Negate, Detect, AC-4, SI-4, SI-
Exert 7(17)
Detonation Chamber Predefined Negate SC-44

(CM1103)

Segmentation
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ATT&CK
Technique

(Execution)

Mitigation (M) Identified in
ATT&CK or Candidate
Mitigation (CM)

Cyber Resiliency
Implementation
Approach(es) if Any

Potential Effects
on ATT&CK
Technique

Control(s)

Endpoint Behavior Analysis Monitoring and Damage | Detect AC-2(12)

(CM2003) Assessment

Endpoint Scrutiny (CM2019) | Forensic and Behavioral | Scrutinize, IR-4(12)
Analysis Detect

Active Deception (CM1131) Dynamic Contain, Delay, IR-4(2)

Reconfiguration

Degrade, Exert

Adaptive Management

Contain, Delay,
Degrade, Exert

AC-4(3), IR-4(3)

Reconfiguration

Degrade, Exert

Predefined Contain, Divert, SC-7(21)
Segmentation Delay, Degrade,
Exert
Disinformation Delay, Degrade, | SC-30(4)
Exert
Misdirection Contain, Divert, SC-26
Delay, Degrade,
Exert
Monitoring and Damage | Detect SC-26
Assessment
Forensic and Behavioral Detect, SC-26
Analysis Scrutinize
Inter-Process Application Isolation and Standard practice Negate, AC-4(21), AC-
Communication Sandboxing (M1048) Preempt, Detect, | 6(4), SC-39
(T1559) Contain
Behavior Prevention on Restriction Exert, Preempt CM-7(2)
Endpoint (M1040)
Disable or Remove Feature Restriction Exert, Preempt CM-7(2)
or Program (M1042)
Privileged Account Standard practice Negate, AC-6(7)
Management (M1026) Degrade, Exert
Software Configuration Standard practice Preempt, CM-7(1)
(M1054) Negate, Exert
Monitor Use of Libraries and | Monitoring and Damage | Detect IR-4(13), SI-
Utilities (CM2040) Assessment 4(2), SI-4(4), SI-
4(13)
Monitor Network Usage Monitoring and Damage | Detect IR-4(13)
(CM2047) Assessment, Behavior
Validation
Monitoring and Damage | Detect SI-4(11), SI-
Assessment 4(13)
Active Deception (CM1131) Dynamic Contain, Delay, IR-4(2)
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ATT&CK
Technique

(Execution)

Mitigation (M) Identified in
ATT&CK or Candidate
Mitigation (CM)

Cyber Resiliency
Implementation
Approach(es) if Any

Potential Effects
on ATT&CK
Technique

Control(s)

Adaptive Management

Contain, Delay,
Degrade, Exert

AC-4(3), IR-4(3)

Predefined Contain, Divert, SC-7(21)
Segmentation Delay, Degrade,
Exert
Disinformation Delay, Degrade, SC-30(4)
Exert
Misdirection Contain, Divert, SC-26
Delay, Degrade,
Exert
Monitoring and Damage | Detect SC-26
Assessment
Forensic and Behavioral Detect, SC-26
Analysis Scrutinize
Native API (T1106) | Execution Prevention Purposing Negate, Delay, CM-7(5)
(M1038) Degrade, Exert
Host-Local Event Correlation | Sensor Fusion and Detect IR-4(13), SI-
(CM2022) Analysis 4(16)
Active Deception (CM1131) Dynamic Contain, Delay, IR-4(2)

Reconfiguration

Degrade, Exert

Adaptive Management

Contain, Delay,
Degrade, Exert

AC-4(3), IR-4(3)

Predefined Contain, Divert, SC-7(21)
Segmentation Delay, Degrade,
Exert
Disinformation Delay, Degrade, SC-30(4)
Exert
Misdirection Contain, Divert, SC-26
Delay, Degrade,
Exert
Monitoring and Damage | Detect SC-26
Assessment
Forensic and Behavioral | Detect, SC-26
Analysis Scrutinize
Scheduled Audit (M1047) Standard practice Detect RA-5, AU-6
Task/Job (T1053
ask/Job ( ) Operating System Standard practice Preempt, Exert CM-6
Configuration (M1028)
Privileged Account Standard practice Preempt, AC-6(7)
Management (M1026) Degrade, Exert
User Account Management Standard practice Preempt AC-6(1)

(M1018)

https://t.me/learningnets

31




ATT&CK
Technique

(Execution)

Mitigation (M) Identified in
ATT&CK or Candidate
Mitigation (CM)

Cyber Resiliency
Implementation
Approach(es) if Any

Potential Effects
on ATT&CK
Technique

Control(s)

Passive Decoys (CM1104) Misdirection Deceive, Divert, SC-26
Detect,
Scrutinize
Monitor Logs (CM2004) Monitoring and Damage | Detect AU-6
Assessment, Behavior
Validation
Monitor Specific Files Monitoring and Damage | Detect AU-6
(CM2035) Assessment
Shared Modules Execution Prevention Purposing Negate, Delay, CM-7(5)
(T1129) (M1038) Degrade, Exert
Execution Restriction Attribute-Based Usage Negate, Delay, AC-3(13)
(CM1111) Restriction Degrade, Exert
Host-Local Event Correlation | Sensor Fusion and Detect IR-4(13), SI-
(CM2022) Analysis 4(16)
Active Deception (CM1131) Dynamic Contain, Delay, IR-4(2)

Reconfiguration

Degrade, Exert

Adaptive Management

Contain, Delay,
Degrade, Exert

AC-4(3), IR-4(3)

Predefined Contain, Divert, SC-7(21)
Segmentation Delay, Degrade,
Exert
Disinformation Delay, Degrade, | SC-30(4)
Exert
Misdirection Contain, Divert, SC-26
Delay, Degrade,
Exert
Monitoring and Damage | Detect SC-26
Assessment
Forensic and Behavioral | Detect, SC-26
Analysis Scrutinize
Software Active Directory Standard practice Preempt, Exert AC-6(5)

Deployment Tools
(T2072)

Configuration (M1015)

Multi-factor Authentication
(M1032)

Standard practice

Negate, Exert

1A-2(1), 1A-2(2),
IA-2(6)

Network Segmentation Standard practice Exert, Contain SC-7(11), SC-
(M1030) 7(21), AC-4
Password Policies (M1027) Standard practice Negate, Exert IA-5
Privileged Account Trust-Based Privilege Exert AC-6(5)
Management (M1026) Management

Remote Data Storage Predefined Exert AC-6(4)

(M1029)

Segmentation, Trust-
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ATT&CK
Technique

(Execution)

Mitigation (M) Identified in
ATT&CK or Candidate
Mitigation (CM)

Cyber Resiliency
Implementation
Approach(es) if Any

Potential Effects
on ATT&CK
Technique

Control(s)

Based Privilege
Management

Update Software (M1051)

Standard practice

Exert, Preempt

MA-6, MA-3(6),
RA-5

User Account Management Trust-Based Privilege Degrade, Exert, AC-6(7)
(M1018) Management, Shorten, Reduce
Consistency Analysis
User Training (M1017) Cyber hygiene Negate AC-3, AT-3
Isolate or Contain Selected Trust-Based Privilege Degrade, Exert, CM-7(6)
Applications or Components | Management Shorten, Reduce
CM1133
( ) Predefined Contain CM-7(6)
Segmentation
Refresh Selected Non-Persistent Services Expunge, SI-14(1)
Applications or Components Shorten
(CM1134)
Monitor Trusted Parties Dynamic Threat Detect PM-16
(CM2012) Awareness
Dynamic Resource Detect SI-4(17)
Awareness
Provenance Tracking Detect PM-30(1)
Cross-Enterprise Behavior Sensor Fusion and Detect AU-6(5), AU-
Analysis (CM2018) Analysis 6(3)
Active Deception (CM1131) Dynamic Contain, Delay, IR-4(2)

Reconfiguration

Degrade, Exert

Adaptive Management

Contain, Delay,
Degrade, Exert

AC-4(3), IR-4(3)

Predefined Contain, Divert, SC-7(21)
Segmentation Delay, Degrade,
Exert
Disinformation Delay, Degrade, | SC-30(4)
Exert
Misdirection Contain, Divert, SC-26
Delay, Degrade,
Exert
Monitoring and Damage | Detect SC-26
Assessment
Forensic and Behavioral Detect, SC-26
Analysis Scrutinize
System Services Privileged Account Trust-Based Privilege Negate, Exert AC-6(8)
(T1569) Management (M1026) Management
33
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ATT&CK
Technique

(Execution)

Mitigation (M) Identified in
ATT&CK or Candidate
Mitigation (CM)

Cyber Resiliency
Implementation
Approach(es) if Any

Potential Effects
on ATT&CK
Technique

Control(s)

Restrict File and Directory
Permissions (M1022)

Standard practice

Negate, Exert

SC-34, AC-3(15)

User Account Management Attribute-Based Usage Negate, Exert AC-3(13)

(M1018) Restriction

Monitor Logs (CM2004) Monitoring and Damage | Detect AU-6
Assessment

Monitor Command Line Use Monitoring and Damage | Detect IR-4(13), SI-4(2)

(CM2038) Assessment

Monitor Specific Files Monitoring and Damage | Detect AU-6

(CM2035) Assessment

Active Deception (CM1131) Dynamic Contain, Delay, IR-4(2)

Reconfiguration

Degrade, Exert

Adaptive Management

Contain, Delay,
Degrade, Exert

AC-4(3), IR-4(3)

Analysis

Predefined Contain, Divert, SC-7(21)
Segmentation Delay, Degrade,
Exert
Disinformation Delay, Degrade, SC-30(4)
Exert
Misdirection Contain, Divert, SC-26
Delay, Degrade,
Exert
Monitoring and Damage | Detect SC-26
Assessment
Forensic and Behavioral Detect, SC-26
Analysis Scrutinize
User Execution Execution Prevention Standard practice Preempt, Exert CM-2, CM-3,
(T1204) (M1038) CM-5, CM-6,
CM-7, CM-8
Network Intrusion Standard practice Detect, Negate Sl-4(4)
Prevention (M1031)
Restrict Web-Based Content | Integrity Checks Preempt, Exert AC-4(8)
(M1021)
User Training (M1017) Cyber hygiene Preempt AT-2
Minimize Local Functionality | Restriction Contain, CM-7(2), SC-25
(CM1119) Preempt
Identify External Malware Monitoring and Damage | Detect SC-35
(CM1136) Assessment
Forensic and Behavioral | Scrutinize SC-35
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ATT&CK Mitigation (M) Identified in Cyber Resiliency Potential Effects
Technique ATT&CK or Candidate Implementation on ATT&CK Control(s)
(Execution) Mitigation (CM) Approach(es) if Any Technique
Misdirection Detect, SC-35
Scrutinize
Dynamic Segmentation Contain SC-35
and Isolation
Application- or Utility- Monitoring and Damage | Detect IR-4(13), SI-4(2)
Specific Monitoring Assessment, Behavior
(CM2020) Validation
Windows Privileged Account Trust-Based Privilege Negate, AC-6(5)
Management Management (M1026) Management Degrade, Delay,
Instrumentation Exert
T1047
( ) Trust-Based Privilege Negate, AC-6(7)
Management Degrade, Delay,
Exert
Consistency Analysis Degrade, Delay, | AC-6(7)

Exert

User Account Management Standard practice Negate AC-6(1), AC-6(7)
(M1018)
Calibrate Administrative Attribute-Based Usage Exert AC-6
Access (CM1164) Restriction
Trust-Based Privilege Exert AC-6(5)
Management
Restriction Exert CM-7(2)
Inspect and Analyze Network | Monitoring and Damage | Detect IR-4(13), SI-
Traffic (CM2002) Assessment 4(2), SI-4(4)
Process Monitoring Monitoring and Damage | Detect IR-4(13), SI-4(2)

(CM2015)

Assessment

Active Deception (CM1131)

Dynamic
Reconfiguration

Contain, Delay,
Degrade, Exert

IR-4(2)

Adaptive Management

Contain, Delay,
Degrade, Exert

AC-4(3), IR-4(3)

Predefined Contain, Divert, SC-7(21)
Segmentation Delay, Degrade,
Exert
Disinformation Delay, Degrade, | SC-30(4)
Exert
Misdirection Contain, Divert, SC-26
Delay, Degrade,
Exert
Monitoring and Damage | Detect SC-26

Assessment
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ATT&CK
Technique

Mitigation (M) Identified in
ATT&CK or Candidate
Mitigation (CM)

Potential Effects
on ATT&CK
Technique

Cyber Resiliency
Implementation
Approach(es) if Any

Control(s)
(Execution)

Forensic and Behavioral SC-26

Analysis

Detect,
Scrutinize

3.5 Persistence

The adversary’s goal for the 19 Techniques under the Persistence Tactic is to maintain access to
systems across restarts, changed credentials, and other interruptions which could otherwise
curtail their access.

Table 5. Persistence Tactic (TA0003): Techniques, Mitigations, and Cyber Resiliency

ATT&CK
Technique

(Persistence)

Mitigation (M) Identified in

ATT&CK or Candidate
Mitigation (CM)

Cyber Resiliency
Implementation
Approach(es)

Potential Effects

on ATT&CK
Technique

Control(s)

Account Multi-factor Authentication Standard practice Exert, Negate 1A-2(1), 1A-
Manipulation (M1032) 2(2)
(T1098) - - -
Network Segmentation Predefined Contain, Delay, AC-4(21),
(M1030) Segmentation Preempt SC-7, SC-
7(21)
Operating System Standard practice Exert, Negate CM-5, CM-
Configuration (M1028) 6, CM-7
Privileged Account Trust-Based Privilege Negate, Delay, AC-6(2)
Management (M1026) Management Degrade, Exert
Present Deceptive Disinformation Deceive, Delay, SC-30(4)
Information (CM1101) Degrade, Exert
Tainting Detect S1-20
Cross-Enterprise Behavior Sensor Fusion and Detect AU-6(5)
Analysis (CM2018) Analysis
Enhanced Authentication Calibrated Defense-in- Degrade, Exert 1A-2(13)
(CM1126) Depth, Path Diversity
Account Monitoring Monitoring and Damage | Detect AC-2(12)
(CM2021) Assessment, Behavior
Validation
BITS Jobs (T1197) Filter Network Traffic Standard practice Negate, AC-4, SC-7
(M1037) Preempt, Exert
Operating System Standard practice Negate CM-5, CM-
Configuration (M1028) 6, CM-7,
CM-7(2)
User Account Management Standard practice Negate AC-4(12),
(M1018) AC-4(21),
AC-4(17),
AC-4(8)
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ATT&CK
Technique

(Persistence)

Mitigation (M) Identified in
ATT&CK or Candidate
Mitigation (CM)

Cyber Resiliency
Implementation
Approach(es)

Potential Effects
on ATT&CK
Technique

Control(s)
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Maintain Deception Monitoring and Damage | Detect SC-26
Environment (CM1102) Assessment, Forensic
and Behavioral Analysis
Misdirection Deceive, Divert SC-26
Predefined Negate, Contain | SC-7(21)
Segmentation
Disinformation Deceive SC-30(4)
Application- or Utility-Specific | Monitoring and Damage | Detect IR-4(13), SI-
Monitoring (CM2020) Assessment 4(2)
Boot or Logon Maintain Deception Monitoring and Damage | Detect SC-26
Autostart Environment (CM1102) Assessment, Forensic
Execution (T1547) and Behavioral Analysis
Misdirection Deceive, Divert SC-26
Predefined Negate, Contain | SC-7(21)
Segmentation
Disinformation Deceive SC-30(4)
Passive Decoys (CM1104) Misdirection Deceive, Divert, | SC-26
Negate, Contain
Lock Down Thin Nodes Non-Persistent Services | Preempt SC-25
CM1115
( ) Non-Persistent Preempt SC-25, SC-
Information 34(1)
Restriction Preempt SC-25
Integrity Checks Preempt SC-34
Refresh Selected Applications | Non-Persistent Expunge, Negate | SI-14(2)
or Components (CM1134) Information
Monitor Platform Status Monitoring and Damage | Detect IR-4(13), SI-
(CM2044) Assessment 4(2)
Boot or Logon Restrict File and Directory Standard practice Preempt AC-3(11),
Initialization Permissions (M1022) AC-3(15)
Scripts (T1037
cripts ( ) Restrict Registry Permissions | Standard practice Negate, Exert AC-6, CM-6
(M1024)
Passive Decoys (CM1104) Misdirection Deceive, Negate, | SC-26
Contain
Lock Down Thin Nodes Non-Persistent Services | Preempt SC-25
CM1115
( ) Non-Persistent Preempt SC-25, SC-
Information 34(1)
Restriction Preempt SC-25
Integrity Checks Preempt SC-34
37




ATT&CK
Technique

(Persistence)

Mitigation (M) Identified in
ATT&CK or Candidate
Mitigation (CM)

Cyber Resiliency
Implementation
Approach(es)

Potential Effects
on ATT&CK
Technique

Control(s)

Refresh Selected Applications | Non-Persistent Services | Expunge, Negate | SI-14(1)
or Components (CM1134)
Process Monitoring Monitoring and Damage | Detect IR-4(13), SI-
(CM2015) Assessment, Behavior 4(2)
Validation
Monitor Script Execution Monitoring and Damage | Detect IR-4(13), SI-
(CM2029) Assessment 4(2), SI-
4(13)
Monitor Platform Status Monitoring and Damage | Detect IR-4(13), SI-
(CM2044) Assessment 4(2)
Browser Audit (M1047) Provenance Tracking Detect, Negate AU-10(2)
Extensi T1176
xtensions ( ) Execution Prevention Standard practice Preempt, Exert CM-7(2),
(M1038) CM-7(5)
Limit Software Installation Standard practice Preempt, Exert CM-11(2),
(M1033) CM-11(3)
User Training (M1017) Cyber hygiene Negate, Exert AT-2
Update Software (M1051) Cyber hygiene Negate, Shorten | SI-2
Active Decoys (CM1123) Misdirection Deceive, Negate, | SC-26
Contain
Misdirection Detect, SC-35
Scrutinize
Dynamic Segmentation Contain SC-35
and Isolation
Application- or Utility-Specific | Monitoring and Damage | Detect IR-4(13)
Monitoring (CM2020) Assessment
Process Monitoring Monitoring and Damage | Detect IR-4(13), SI-
(CM2015) Assessment 4(2)
Compromise Client | Code Signing (M1045) Provenance Tracking Detect SI-7(15)
Soft Bi
(-?15\g2)re inary Lock Down Thin Nodes Non-Persistent Services | Preempt SC-25
CM1115
( ) Non-Persistent Preempt SC-25, SC-
Information 34(1)
Restriction Preempt SC-25
Integrity Checks Preempt SC-34
Endpoint Scrutiny (CM2019) Forensic and Behavioral | Detect, IR-4(12)
Analysis Scrutinize
Software Integrity Check Integrity Checks Detect, SI-7(1), SI-
(CM2009) Scrutinize 7(6)
Create Account Multi-factor Authentication Standard practice Exert, Negate 1A-2(1), 1A-
(T1136) (M1032) 2(2)
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ATT&CK
Technique

(Persistence)

Mitigation (M) Identified in
ATT&CK or Candidate
Mitigation (CM)

Cyber Resiliency
Implementation
Approach(es)

Potential Effects
on ATT&CK
Technique

Control(s)

Network Segmentation Standard practice Negate, Exert SC-7,AC-4
(M1030)
Operating System Standard practice Exert, Preempt CM-5, CM-
Configuration (M1028) 6, CM-7
Privileged Account Standard practice Exert, Preempt AC-6(1),
Management (M1026) AC-6(2)
Check Policy Consistency Consistency Analysis Degrade, Exert, CA-7(5)
(CM1129) Detect
Process Monitoring Monitoring and Damage | Detect IR-4(13), SI-
(CM2015) Assessment 4(2)
Create or Modify Audit (M1047) Consistency Analysis Detect CA-7(5)
System P
('FI;SZ?) rocess Limit Software Installation Standard practice Preempt, Exert CM-11(2),
(M1033) CM-5(6)
Restrict File and Directory Standard practice Negate, Exert AC-2(7),
Permissions (M1022) SC-2
User Account Management Standard practice Negate AC-6, AC-
(M1018) 6(5)
Passive Decoys (CM1104) Misdirection Deceive, Negate, | SC-26
Contain
Refresh Selected Applications | Non-Persistent Services | Expunge, SI-14(1)
or Components (CM1134) Shorten
Software Integrity Check Integrity Checks Detect SI-7, SI-7(1)
(CM2009)
Event Triggered Monitor Specific Files Monitoring and Damage | Detect AU-6
Execution (T1546) | (CM2035) Assessment, Behavior
Validation
Process Monitoring Monitoring and Damage | Detect IR-4(13), SI-
(CM2015) Assessment 4(2)
Passive Decoys (CM1104) Misdirection Deceive, Negate, | SC-26
Contain
Refresh Selected Applications | Non-Persistent Services | Expunge, SI-14(1)
or Components (CM1134) Shorten
Software Integrity Check Integrity Checks Detect SI-7, SI-7(1)
(CM2009)
External Remote Disable or Remove Feature or | Restriction Preempt, Negate | CM-7(2)
Services (T1133) Program (M1042)
Limit Access to Resource Standard practice Preempt, Exert AC-6, AC-3,
Over Network (M1035) AC-17

https://t.me/learningnets

39




ATT&CK
Technique

(Persistence)

Mitigation (M) Identified in
ATT&CK or Candidate
Mitigation (CM)

Cyber Resiliency
Implementation

Approach(es)

Potential Effects
on ATT&CK
Technique

Control(s)
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Multi-factor Authentication Standard practice Exert, Preempt 1A-2(1), 1A-
(M1032) 2(2), 1A-
2(6)
Network Segmentation Predefined Preempt, AC-4(21),
(M1030) Segmentation Contain, Exert AC-4(2),
SC-7, SC-
7(21), SC-
7(22)
Enhanced Authentication Calibrated Defense-in- Delay, Exert 1A-2(13)
(CM1126) Depth, Path Diversity
Minimize Duration of Non-Persistent Expunge, SC-10, SI-
Connection or Session Connectivity Shorten 14(3)
(CM1127)
Minimize Data Retention or Non-Persistent Exert, Preempt SC-23(3)
Lifespan (CM1124) Information
Analyze Logs (CM2005) Monitoring and Damage | Detect SI-4(13)
Assessment, Behavior
Validation
Sensor Fusion and Detect SI-4(16)
Analysis
Hijack Execution Audit (M1047) Non-Persistent Preempt, Exert SI-14(2)
Flow (T1574) Information
Execution Prevention Purposing Negate, Delay, CM-7(5)
(M1038) Degrade, Exert
Restrict File and Directory Integrity Checks Preempt, Exert SC-34
Permissions (M1022)
Restrict Library Loading Standard practice Preempt, CM-7(4)
(M1044) Negate, Exert
Restrict Registry Permissions | Standard practice Negate, Exert CM-6
(M1024)
Update Software (M1051) Standard practice Exert, Preempt, MA-6, MA-
Shorten 3(6)
User Account Control Standard practice Negate, Exert AC-2(6),
(M1052) AC-6(8),
AC-6(9),
CM-11(2)
User Account Management Standard practice Negate, Exert AC-6
(M1018)
Active Decoys (CM1123) Misdirection Deceive, Negate, | SC-26
Contain
Misdirection Detect, SC-35
Scrutinize
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ATT&CK
Technique

(Persistence)

Mitigation (M) Identified in
ATT&CK or Candidate
Mitigation (CM)

Cyber Resiliency
Implementation
Approach(es)

Potential Effects
on ATT&CK
Technique

Control(s)

Dynamic Segmentation Contain SC-35
and Isolation
Validate Data Properties Integrity Checks Detect SI-7, SI-7(1)
(CM1137)
Calibrated Defense-in- Delay, Degrade PL-8(1)
Depth
Process Monitoring Monitoring and Damage | Detect IR-4(13), SI-
(CM2015) Assessment 4(2)
Monitor the File System Monitoring and Damage | Detect IR-4(13), SI-
(CM2033) Assessment 4(2)
Sensor Fusion and Detect SI-4(24)
Analysis
Implant Internal Audit (M1047) Integrity Checks Detect SI-7, SI-7(1)
Image (T1525
ge ) Code Signing (M1045) Provenance Tracking Preempt SI-7(15)
Privileged Account Standard practice Negate, Exert AC-6(1)
Management (M1026)
Refresh Selected Applications | Non-Persistent Services | Expunge, SI-14(1)
or Components (CM1134) Shorten
Account Monitoring Monitoring and Damage | Detect IR-4(13), SI-
(CM2021) Assessment, Behavior 4(2)
Validation
Monitor the File System Monitoring and Damage | Detect IR-4(13), SI-
(CM2033) Assessment 4(2)
Office Application Disable or Remove Feature or | Standard practice Exert, Negate CM-7(2)
Startup (T1137) Program (M1042)
Software Configuration Standard practice Negate CM-7(1)
(M1054)
Update Software (M1051) Standard practice Exert, Negate MA-6, MA-
3(6)
Refresh Selected Applications | Non-Persistent Services | Expunge, SI-14(1)
or Components (CM1134) Shorten
Monitor Logs (CM2004) Monitoring and Damage | Detect AU-6, SI-
Assessment, Behavior 4(2)
Validation
Application- or Utility-Specific | Monitoring and Damage | Detect IR-4(13), SI-
Monitoring (CM2020) Assessment 4(2)
Monitor the File System Monitoring and Damage | Detect IR-4(13), SI-
(CM2033) Assessment 4(2)
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ATT&CK
Technique

(Persistence)

Mitigation (M) Identified in
ATT&CK or Candidate
Mitigation (CM)

Cyber Resiliency
Implementation
Approach(es)

Potential Effects
on ATT&CK
Technique

Control(s)

Pre-0OS Boot Boot Integrity (M1046) Integrity Checks Detect SI-6, SI-7,
(T1542) SI-7(1), SI-
7(9)
Privileged Account Standard practice Preempt AC-2(6)
Management (M1026)
Update Software (M1051) Standard practice Exert, Preempt, MA-6, MA-
Negate 3(6), SI-2
Refresh Selected Applications | Non-Persistent Expunge, SI-14(1)
or Components (CM1134) Information Shorten
Endpoint Scrutiny (CM2019) Forensic and Behavioral | Detect IR-4(12)
Analysis
Hardware-Based Protection Integrity Checks Negate, Preempt | SC-51
of Firmware (CM1154)
Host-Local Event Correlation | Sensor Fusion and Detect IR-4(13), SI-
(CM2022) Analysis 4(16)
Scheduled Audit (M1047) Sensor Fusion and Detect RA-5(10),
Task/Job (T1053) Analysis AU-6(5)
Operating System Standard practice Exert, Preempt CM-5, CM-
Configuration (M1028) 6, CM-7
Privileged Account Standard practice Negate, AC-6(7)
Management (M1026) Degrade, Exert
User Account Management Standard practice Negate, Exert AC-6(5),
(M1018) AC-3(7)
Passive Decoys (CM1104) Misdirection Deceive, Detect, | SC-26
Scrutinize
Monitor Logs (CM2004) Monitoring and Damage | Detect AU-6
Assessment, Behavior
Validation
Monitor Specific Files Monitoring and Damage | Detect AU-6
(CM2035) Assessment
Server Software Audit (M1047) Integrity Checks Detect SI-7, SI-7(1)
Component
(T15(F))5) Code Signing (M1045) Provenance Tracking Preempt SI-7(15)
Privileged Account Standard practice Exert, Preempt AC-6(5)
Management (M1026)
Analyze Logs (CM2005) Monitoring and Damage | Detect AC-2(12)
Assessment
Sensor Fusion and Detect SI-4(16)
Analysis
Process Monitoring Monitoring and Damage | Detect IR-4(13), SI-
(CM2015) Assessment 4(2)
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ATT&CK
Technique

(Persistence)

Mitigation (M) Identified in
ATT&CK or Candidate
Mitigation (CM)

Cyber Resiliency
Implementation
Approach(es)

Potential Effects
on ATT&CK
Technique

Control(s)

Traffic Signaling
(T1205)

Filter Network Traffic Standard practice Exert SC-7(11)
(M1037)

Minimize Duration of Non-Persistent Preempt, Exert SC-10, SI-
Connection or Session Connectivity 14(3)
(CM1127)

Inspect and Analyze Network | Monitoring and Damage | Detect IR-4(13), SI-

Valid Accounts
(T1078)

Traffic (CM2002) Assessment 4(2), SI-4(4)
Application Developer Standard practice Exert, Preempt AT-3, IA-
Guidance (M1013) 5(7), SA-8
Password Policies (M1027) Cyber hygiene Negate, Exert IA-5
Privileged Account Trust-Based Privilege Degrade, Exert, AC-6(7)
Management (M1026) Management, Shorten, Reduce

Consistency Analysis
Present Deceptive Disinformation Deceive, Delay, SC-30(4)
Information (CM1101) Degrade, Exert

Tainting Detect S1-20
Cross Enterprise Account Sensor Fusion and Detect AU-6(3), SI-
Usage Analysis (CM2013) Analysis 4(16)

3.6 Privilege Escalation

The adversary’s goal for the 13 Techniques under the Privilege Escalation Tactic is to gain
higher-level permissions on a system or network than those obtained by previous TTPs in their

campaign.

Table 6. Privilege Escalation Tactic (TA0004): Techniques, Mitigations, and Cyber Resiliency

ATT&CK
Technique

(Privilege
Escalation)

Abuse Elevation
Control
Mechanism
(T1548)

Mitigation (M) Identified in
ATT&CK or Candidate
Mitigation (CM)

Cyber Resiliency
Implementation
Approach(es)

Potential Effects
on ATT&CK
Technique

Control(s)

Audit (M1047) Sensor Fusion and Detect RA-5, RA-
Analysis 5(10), AU-
6(5)
Execution Prevention (M1038) | Purposing Negate CM-7(5)
Operating System Standard practice Negate SI-7, AC-6(8),
Configuration (M1028) CM-5, CM-6,
CM-7
Privileged Account Cyber hygiene Negate AC-2(7), AC-
Management (M1026) 6(7)
Restrict File and Directory Standard practice Negate AC-24

Permissions (M1022)
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ATT&CK

Technique Mitigation (M) Identified in

ATT&CK or Candidate
Mitigation (CM)

(Privilege
Escalation)

User Account Control (M1052)

Cyber Resiliency
Implementation
Approach(es)

Standard practice

Potential Effects
on ATT&CK
Technique

Preempt

Control(s)

AC-2(6), AC-
6(8), AC-6(9),
CM-11(2)

Partition Host (CM1118)

Predefined

Delay, Negate,

SC-2,SC-2(1),

Environment (CM1102)

Damage Assessment,

Segmentation Contain SC-32, SC-32
(1)
Analyze Logs (CM2005) Monitoring and Detect AC-2(12)
Damage Assessment
Monitor the File System Monitoring and Detect IR-4(13), SI-
(CM2033) Damage Assessment 4(2)
Access Token Privileged Account Standard practice Preempt AC-6(5), AC-
Manipulation Management (M1026) 3(7)
(T1134) ,
User Account Management Cyber hygiene Negate, Exert AC-3(15)
(M1018)
Present Decoy Data (CM1113) | Disinformation, Deceive, SC-26, SC-
Misdirection Degrade 30(4)
Tainting Detect, SI-20
Scrutinize
Partition Host (CM1118) Predefined Delay, Negate, SC-2, SC-2(1),
Segmentation Contain SC-32, SC-32
(1)
Enhanced Authentication Adaptive Delay, Exert 1A-10
(CM1126) Management,
Calibrated Defense-in-
Depth, Dynamic
Privileges
Architectural Delay, Exert CP-13
Diversity, Design
Diversity, Adaptive
Management
Path Diversity Delay, Exert SC-47
Validate Data Properties Integrity Checks Negate, Detect SC-16(1), SC-
(CM1137) 16(3)
Monitor Command Line Use Monitoring and Detect IR-4(13), SI-
(CM2038) Damage Assessment 4(2)
Process Analysis (CM2014) Monitoring and Detect IR-4(13), SI-
Damage Assessment 4(2)
Maintain Deception Monitoring and Detect SC-26
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ATT&CK
Technique

(Privilege
Escalation)

Boot or Logon
Autostart
Execution (T1547)

Mitigation (M) Identified in
ATT&CK or Candidate
Mitigation (CM)

Cyber Resiliency
Implementation
Approach(es)

Forensic and
Behavioral Analysis

Potential Effects
on ATT&CK
Technique

Contr