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The CIA triad—Confidentiality, Integrity, and Availability—iIs a fundamental model in information security, representing
the three core principles designed to protect information from unauthorized access, alteration, and unavailability.

Confidentiality :

Definition: Ensuring that sensitive information is

accessible only to authorized individuals.

Technigues: Encryption, access controls, data

masking.
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Integrity:
Ensuring the accuracy and completeness of information.

Techniques: Hashing algorithms, digital signatures, version control.

Cybertalents-Narendra
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Avallapility

Availability

e Definition: Ensuring that information and resources are
avallable when needed.

e Techniques: Redundancy, fallover mechanisms, backup
solutions.

Cybertalents-Narendra
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Understanding key terms in Security Operations Center (SOC) is - a=- =3 -_ ;:
crucial for effective cybersecurity. This presentation explores | B =

five fundamental concepts: Logs, Events, Alerts, Incidents, and
False Positives.




Logs and Log Analysis

1.Log and Log Analysis

Definition: Logs are records of events or activities happening within a system, network, or application. Log analysis
Involves reviewing these records to identify suspicious patterns or anomalies.

Real-Life Analogy: Imagine a diary where you write down everything you do each day—when you wake up, eat, go to
work, etc. This diary is like a "log."

Example:
o Log: The system records a user logging into their account at 9:00 AM.
o Log Analysis: Reviewing the logs reveals that the user accessed the account from an unusual location at 3:00
AM.

Why It Matters in SOC: Logs are the first line of visibility for security analysts. By analyzing them, you can detect
suspicious behavior.



EVENT in SOC

Definition:

An event Is any significant occurrence or activity identified in the
logs, such as a login attempt, file download, or system error.

Real-Life Analogy: Imagine a doorbell ringing at your house.
Every time it rings, it’s an "event." Not all events are cause for
concern—it could be the mailman or a delivery person.

Example:
o A user logs into a server at 10:00 AM. This is logged as
an event.
o A system crash is another event logged for analysis.

Why It Matters in SOC: Events help analysts know
what's happening across the network, both normal and
abnormal activities.
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ALERT In SOC

Alert:

Definition: An alert is a notification generated when an event matches a
predefined rule or indicates potential suspicious activity.

Real-Life Analogy: Think of a smoke detector in your house. When it

senses smoke, It sends out an alarm. However, it could be a real fire or
just burnt toast.

Example:

o A log shows three failed login attempts on a user account. A rule

In the SIEM system triggers an alert for potential brute force
activity.

Why It Matters in SOC: Alerts focus attention on potentially
harmful events, enabling analysts to respond quickly.
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Incidents

Incident

Definition: An incident is a verified security issue that poses a threat to
systems, data, or infrastructure. It often originates from analyzing alerts.

Real-Life Analogy: Imagine finding smoke in your kitchen. Upon
Investigation, you confirm there’s a fire in the toaster—this is now an
"Incident."

Example:
o An alert shows unusual login activity. Upon analysis, it’s
confirmed that a malicious actor accessed the system. This
becomes an incident requiring immediate action.

Why It Matters in SOC: Incidents are actionable threats, and
responding to them quickly is the SOC's primary responsibility.



False Positives

Definition Example

An alert triggered without an An alert flags a login from an
actual threat, wasting time and unknown IP, but it's a legitimate
resources. remote employee.
Importance

Reducing false positives helps analysts focus on real threats more
effectively.

Why It Matters in SOC: False positives waste time and resources.
Analysts must reduce these to focus on real threats.




Practical Application

Review Your Browser History

1 Examine your browser history as a form of logs.

Identify an Event

2 Find a notable event, such as a login attempt.

Consider Potential Alerts

3 Think about what might trigger an alert based on the event.

Verify Incidents

4 Determine if it's a real incident or a false positive.



True Positive: Accurate

7 Threat Detection

"

Definition: A true positive occurs when an alert accurately identifies a

smyE

real security threat or incident.

Real-Life Analogy: Imagine a carbon monoxide detector in your home.
If it sounds an alarm and you actually find a carbon monoxide leak, this

Is a "true positive."

Example:

o A SIEM system alerts on multiple failed login attempts followed by a
successful login. Upon investigation, it's confirmed that a brute
. force attack occurred.

Why It Matters in SOC: True positives indicate real threats and help the
SOC focus resources on addressing actual incidents.



Playbooks and Runbooks: Structured Response Guides

Playbook

Definition: A playbook is a structured guide that outlines step-
by-step actions for handling specific types of incidents.

Real-Life Analogy: Think of a fire drill procedure at school.
Everyone knows exactly where to go and what to do when the
alarm rings.

Example:

o A phishing email is reported. The playbook instructs analysts
to quarantine the email, block the sender, and notify affected
employees.

Why It Matters in SOC: Playbooks ensure consistency and
efficiency in responding to common threats.

Runbook

Definition: A runbook is a detailed, technical document or
workflow for executing operational tasks, often automated or
semi-automated.

Real-Life Analogy: Imagine assembling furniture with an
instruction manual. It provides step-by-step guidance to ensure
you build it correctly.

Example:

o A runbook for a DDoS attack might include steps like scaling
server resources, applying firewall rules, and blocking
malicious IPs.

Why It Matters in SOC: Runbooks help analysts and engineers
perform tasks accurately and quickly, especially under pressure.



Threat: Potential Danger to
Systems

Definition: A threat is any potential danger to an organization's
systems, data, or infrastructure that could exploit a vulnerability.

Real-Life Analogy: Think of a burglar trying to break into your
house. The burglar represents a "threat.”

Example:

o Threats can include malware, phishing attacks, insider
threats, or ransomware.

Why It Matters in SOC: Understanding threats helps
organizations proactively defend against potential attacks.




Vulnerability: Exploitable Weakne

Vulnerability

Definition: A vulnerability is a weakness or flaw in a system that can be exploited

R&BISEFe Analogy: Imagine a window in your house that doesn't lock properly. T

a "vulnerability" that a burglar (threat) could exploit.

Example:

o An outdated software version with known security flaws is a vulnerability.

Why It Matters in SOC: Identifying and mitigating vulnerabilities reduces the cha
threats successfully exploiting them.



Risk: Potential for Loss or Damage

Risk is the combination of a threat exploiting a
vulnerability and the potential impact it would have.

Real-life analogy: If you live in a neighborhood with
high burglary rates (threat), anq you oft_en leave your THREAT RISK | VULNERABILITY
front door unlocked (vulnerabillity), the risk of your home
being burglarized is very high.

Example in SOC: If a business stores sensitive
customer data on a server with known vulnerabilities and
doesn’t have proper backups, the risk is high that a
threat actor could exploit those vulnerabilities, leading to
data loss or theft."




Indicators of Compromise (loC) vs. Indicators of
Attack (lI0A)

Indicators of Compromise (IoC) Indicators of Attack (loA)

An loC is a sign that a security breach or malicious activity An [oA points to ongoing or impending malicious activity.

has already occurred. These are like footprints left behind by ~ Unlike loCs, which indicate something has already happened,

loAs are like warning signs that an attack is currently in

g q_ﬁ‘%q‘%%%rints left behind by an attacker
progress or about to occur.

e Example: Suspicious IP addresses accessing systems

« Indicate something bad has already happened  Example: Surge of login attempts from a single IP
e Indicate an attack is underway

e Allow for proactive defense measures

e Require immediate investigation




Understanding Malware

Malware stands for malicious software. It's a general term for programs
designed to harm or exploit devices, networks, or systems.

Malware is like termites in a house, causing damage and chaos once
inside.

Example in SOC: Types of malware include viruses, ransomware, and
spyware. For example, ransomware might encrypt your files and demand
payment to unlock them."




Phishing

Phishing is a type of cyber attack where attackers try to trick individuals into revealing sensitive information, like passwords or credit
card numbers, often through fake emails or websites.

Real-life analogy: Imagine getting a phone call from someone pretending to be your bank, asking for your account details. If you
share the information, they use it to steal your money.

Example in SOC: A common phishing email might claim to be from a trusted service, like your email provider, asking you to log in to
fix a 'security issue.' When you click the link, it leads to a fake login page designed to steal your credentials.

Example: Fake email claiming to be from your bank, asking to log in.



Data Breaches

A Data Breach occurs when sensitive, protected, or confidential ir ;
formation is accessed, stolen, or exposed without authorization.

Real-life analogy: Imagine losing your wallet, and someone
finds it and uses your credit cards. Your personal information
has been breached, leading to financial loss.

Example in SOC: A hacker gains unauthorized access to a
company’s database and steals customer information, such as
credit card details or personal identifiers. This can lead to
financial and reputational damage."

Example: Hacker steals customer data from a company's databa
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It is the process of raising an unresolved or critical incident to a higher i ——
level of expertise or authority. : B
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Think of it like being in a restaurant. If the waiter can’t handle a problem } S | Ii.lulu.l»il. E?
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with your order, they escalate it to the manager for resolution.

Example in SOC:

e A Level1SOC analyst detects suspicious activity but lacks the tools to
investigate further. They escalate it to Level 2 or a specialized threat
hunting team.

e Escalation ensures timely resolution, avoiding unnecessary delays
during a critical attack."
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Zero-Day Vulnerability: The Hidden Threat

Definition SOC Response

A Zero-Day Vulnerability is a software flaw unknown to the SOC teams rely on threat intelligence and monitoring to
vendor or public, leaving it exploitable until patched. It's like detect unusual activity that could signal a zero-day attack.
an open window in your house that you're unaware of, but a They must stay vigilant and responsive to protect against

thief discovers. these unknown threats.



SOC Shift Handover: Passing
the Baton

1 Outgoing Shift

Prepares summary of ongoing incidents and alerts

2 Handover Meeting

Detailed transfer of information between teams

3 Incoming Shift

Reviews information and assumes responsibility

SOC Shift Handover is a structured transfer of information

between outgoing and incoming SOC teams. Like a relay race, it
ensures continuity in operations.




Ticketing
System

A Ticketing System is software used to log, manage,
and track incidents or service requests in a SOC.

Real-Life Analogy:

Think of it like a qgueue management system at a
bank, where every customer gets a ticket, and their
request is processed in order.

Example in SOC:

e A suspicious login alert generates a ticket in the system.

e Analysts update the ticket with investigation findings,
ensuring traceability and accountability."
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Exploit: The Hacker's Tool

Definition Real-Life Analogy

An Exploit is code or a Like a tool designed to pick a
technique used to take lock's weak spot, an exploit
advantage of vulnerabilities in targets system vulnerabilities.

systems or software.

SOC Example

The EternalBlue exploit used in the WannaCry ransomware attack
targeted outdated Windows systems.
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Social Engineering: The
Human Vulnerability

Social Engineering is a technique where attackers
manipulate people into giving up sensitive information
or access, often bypassing technical defenses.

¥ Real-Life Analogy:

Imagine someone pretending to be a plumber to get

¥ inside your house, then stealing your valuables once

they're in.

Example in SOC:
e A phishing emall tricking an employee into sharing
their login credentials.

e Pretexting, where attackers pose as trusted
entities to gain access to information.



Security Posture: The State of Organizational
Defense

Security Posture refers to the overall state of an organization’s security, including its ability to
identify, protect, detect, respond to, and recover from threats.

Real-Life Analogy:

Think of it as the strength of a castle. A strong posture means high walls, secure gates, and
vigilant guards; a weak posture means vulnerabilities an enemy can exploit.

Example in SOC:

e Regular vulnerability scans and penetration testing improve an organization’s security
. BAFdBEposture involves having robust incident response plans and employee training.



Attack Vector: The Path of Intrusion
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Definition Simple Examples Real-Life Example
The method used to breach Unlocked doors, open A phishing email with a
a system or network. windows, phishing emails, malicious link installing

unsecured APIs, or malware. malware.



Packets: The Building Blocks of Data Transfer

Definition

A packet Is a small chunk of data sent over a
network.

Simple Example: you're ordering items
online for delivery—qgroceries, clothes,
and electronics. Instead of getting
everything in one big truck, each item
might be sent in its own box, shipped
through different delivery trucks or
routes

Real-Life Cyber Example

When streaming a video, your device receives
data packets containing portions of the video.

Network security tools analyze these packets
for malicious activity.



Encryption: Safeguarding Data

Definition:
Encryption is the process of converting readable data intopg
unreadable format to protect it from unauthorized access.

Simple Example:

Imagine sending a secret message in a code that only
you and your friend know. If someone intercepts it,
they won't understand the message unless they have
the code.

Encryption

Real-Life Cyber Example:

Online banking uses encryption to protect your
financial details as they travel between your device
and the bank's servers.



Threat Actors: The Faces of
Cyber Risks

Definition:
A threat actor is any entity (individual or group) responsible for malicious
activities.

Simple Example:

If a robber targets your home, the robber is the threat actor. In
cybersecurity, this could be a hacker, a cybercriminal group, or even a
nation-state.

Real-Life Cyber Example:
A cybercriminal who spreads ransomware to extort money from victims is
a threat actor.



Root Cause Analysis (RCA):
Digging Deep

Definition:
RCA is the process of identifying the underlying cause of an

iIncident.
Simple Example:

If your car won't start, you check the battery, fuel, and engine to
find the root cause. Similarly, in cybersecurity, RCA identifies
what caused an attack or breach.

Real-Life Cyber Example:
After a data breach, RCA might reveal that the breach occurred

due to a misconfigured firewall.



Authentication and Authorization: The Guardians of Access

Authentication Authorization

Verifies a user's identity. Like showing ID at a
club, in cybersecurity, you use passwords,
biometrics, or OTPs. Example: Logging into

your email with a password or fingerprint
scan.

Determines what a verified user can do.
Like a hotel key that only opens your room.
Example: An employee logs into the HR
portal but can only view their payroll
details, not others'.

DO NOT ENTER

STAFF ONLY




Red Team vs Blue Team: The Cybersecurity War Games
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Red Team

Simulates attacks to test an organization's defenses.
_ike a mock drill where someone plays a burglar to test
nome security.

n real-life, they might try to penetrate the network by
exploiting weak passwords during a security
assessment.
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Blue Team

Defends against simulated or real cyberattacks. If the
Red Team acts like burglars, the Blue Team is like
security guards protecting the home.

In practice, they monitor alerts and investigate potential
breaches to protect the organization.



Payload: The Heart of Malware
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Definition Simple Example Real-Life Cyber Example
A payload is the malicious part of A Trojan horse: the horse (malware) Ransomware encrypts files, displaying a

malware. hides the soldiers (payload) who attack. ransom message.



Cybersecurity Domains
Overview

Governance, Risk, and Compliance (GRC) is a crucial cybersecurity domain
that focuses on aligning cybersecurity with business objectives, ensuring
regulatory compliance, and managing organizational risks.

A real-life example of GRC in action is a bank implementing policies to
comply with GDPR. This ensures customer data is handled responsibly and
avoids hefty fines. Key tools and technologies used in GRC include Archer
GRC, MetricStream, and ServiceNow.

O




Identity and Access
Management (IAM)

Introduction:

; Login

|AM ensures that the right individuals have access to the right resources at
the right times.

Real-Life Example:
Think of a bouncer at a nightclub, only allowing authorized guests inside.
IAM tools act like that bouncer for your organization's systems.

Key Tools/Technologies:

e Microsoft Azure AD, Okta, AWS |IAM
 MFA tools like YubiKey and Duo Security




Network Security

Introduction:
Network security protects the organization's network infrastructure from
unauthorized access and attacks.

Real-Life Example:
A firewall is like a security guard who checks IDs before letting people into
a building.

Key Tools/Technologies:

e Firewalls: Palo Alto Networks, Cisco ASA

e IDS/IPS: Snort, Suricata




Offensive Security and Penetration Testing

This domain focuses on identifying vulnerabilities by simulating real-world attacks. Imagine a bank hiring a professional to test their
vault security; penetration testers do the same for company systems.

l Intelligence
Gathering

Post
Explotation

Penetration Testing Red Teaming Exploit Development Social Engineering
Targeted ethical hacking to Simulates advanced attack Crafts and tests new Manipulating individuals to
identify vulnerabilities. scenarios. vulnerabilities. gain unauthorized access.
e Metasploit, Burp Suite e Cobalt Strike, Empire e Exploit-DB, Kali Linux e SET (Social Engineering
Toolkit)

This domain focuses on identifying vulnerabilities by simulating real-world attacks. Imagine a bank hiring a professional to test their
vault security; penetration testers do the same for company systems.



SOC (Security
Operations Center)

Introduction: The SOC monitors and responds to threats in
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real-time to maintain business continuity.

Real-Life Example: A SOC acts like a 24/7 emergency
response team for an organization's cybersecurity.

Key Tools/Technologies:

e SIEM: Splunk, QRadar
e SOAR: Palo Alto Cortex XSOAR




Governance, Risk, and Compliance (GRC)

Introduction: GRC ensures that cybersecurity aligns with
business objectives, meets regulatory requirements, and . ’
mitigates risks.

Real-Life Example: Imagine running a bank. GRC ensures that
the bank complies with financial regulations, protects customer
data, and identifies risks like insider threats.

Key Tools/Technologies:

e GRC Platforms: ServiceNow GRC, RSA Archer
e Compliance Frameworks: ISO 27001, NIST, GDPR




Endpoint Security

Introduction:
Protecting devices like laptops and mobile phones from threats like
malware and ransomware.

Real-Life Example:
Endpoint security is like adding antivirus software to your personal
computer to prevent it from being hacked.

Key Tools/Technologies:

e Endpoint Detection and Response (EDR): CrowdStrike,
SentinelOne



Threat Intelligence

Introduction: Gathering and analyzing data to predict,
prevent, and respond to cybersecurity threats. It's like having

a crystal ball for your network security.
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Cloud Security

Cloud security is a critical aspect of cybersecurity, focusing on protecting
workloads, data, and applications within cloud environments. It involves
implementing security measures to safeguard sensitive information and prevent
unauthorized access, ensuring the integrity and confidentiality of data stored and

processed in the cloud.

Real-Life Example

A common example is encrypting
data stored in AWS S3 buckets.
This ensures that only authorized
users with the appropriate
decryption keys can access the
data, preventing unauthorized
access and data breaches.

Key Tools/Technologies

Several tools and technologies are
essential for effective cloud
security. These include AWS
GuardDuty, Azure Security
Center, and Cloudflare, which
provide comprehensive security
solutions for cloud environments.
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Application Security

Description: Securing applications from vulnerabilities during development
and deployment.

Real-Life Example: A development team performing regular vulnerability
scans on their web applications.

Key Tools/Technologies: OWASP ZAP, Veracode, Burp Suite.




Zero Trust Security

Description

Zero trust security is a security framework that verifies every
request regardless of its source. This approach ensures
robust access control by eliminating implicit trust and
requiring explicit verification for every user, device, and
application.

Real-Life Example

A real-life example of zero trust security is verifying user
identity even for internal network access. This means that
even employees who are physically located within the
company's network must authenticate their identity before
accessing sensitive data or applications.



Data Protection and Privacy

Slide: Data Security (Protection) and Privacy

Description:
Data security and privacy involve protecting sensitive information from unauthorized access, use, disclosure, and modification.

Key Tools/Technologies:

e Encryption Technologies:
o AES (Advanced Encryption Standard), RSA, TLS

Data Loss Prevention (DLP) Tools:

o Symantec DLP, Digital Guardian, McAfee DLP

Data Masking Tools:

o Delphix, Informatica Data Masking

Identity and Access Management (IAM):
o Okta, Microsoft Azure AD, AWS |IAM

Privacy Management Tools:

o OneTrust, TrustArc, BiglD
Specialized Roles in this Domain:

» Data Privacy Officer (DPO): Ensures compliance with data privacy regulations (GDPR, CCPA).
» Data Protection Analyst: Implements and monitors security measures to protect data.

» Compliance Officer: Ensures adherence to internal and external data privacy laws and standards.



DevSecOps (Security in DevOps)

Description

DevSecOps is the practice of
embedding security into the DevOps
pipeline. This approach aims to shift
security left, integrating security
considerations throughout the
software development lifecycle.

Real-Life Example

Automated security scans are a
common example of DevSecOps in
action. These scans can be
integrated into CI/CD pipelines to
identify vulnerabilities early in the
development process.

Ops are pushing
the stack

Key Tools/Technologies

Jenkins, GitHub Actions, and
SonarQube are popular tools used in
DevSecOps. These tools provide
automation capabilities for security
testing, code analysis, and
vulnerability management.



Data Protection and Privacy

Introduction:
Ensuring sensitive data is secure and compliant with privacy laws.

Real-Life Example:
Encrypting customer credit card information is like locking sensitive documents in a safe.

Key Tools/Technologies:

e Encryption Tools: Thales Vormetric, AWS KMS
e DLP: Symantec DLP



Mobile Security

Description:

Protects mobile devices, such as smartphones and tablets, from threats like malware, phishing, and unauthorized access.

Real-Life Example:

Installing a mobile security app is like adding a screen protector and a sturdy case to protect your phone physically and digitally.

Key Tools/Technologies:

e MDM Solutions: Microsoft Intune, VMware Workspace ONE
e Mobile Threat Defense (MTD): Lookout, Zimperium



Cyber Threat Hunting

Description:
Proactively searching for cyber threats that evade automated detection tools.

Real-Life Example:
Threat hunting is like a detective investigating suspicious behavior in a neighborhood to prevent crimes before they happen.

Key Tools/Technologies:

e EDR Tools: CrowdStrike Falcon, Carbon Black
e Threat Hunting Platforms: Elastic Security, Splunk



