Introduction

ION CompTIA Linux+ XK0-006
& TRaiminG (Study Guide)

CompTIA Linux+ XK0-006
Study Guide

Introduction

o Linux+ Overview

Intermediate-level certification

Part of CompTIA IT Support Specialist and Network Specialist career paths
Focuses on configuring, managing, operating, and troubleshooting Linux
server environments

Prepares for roles including Network Administrator, Linux Engineer,
Solution Architect, Web Administrator, Data Architect, Cybersecurity

Engineer, Data Scientist, and Penetration Tester

O Experience Assumptions

Assumes 12 months of hands-on experience with Linux servers
Assumes prior completion of CompTIA A+, Network+, and Server+
Considered one of the most difficult CompTIA exams

Emphasizes correct command structure and output recognition

Requires more than basic conceptual understanding

o Linux Complexity

Multiple ways to perform the same task
Modifier order affects output

Hands-on practice is necessary
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m Experience and experimentation are essential
o Certification Value
m Advances careers in open-source, cloud, and security
o Exam Structure
m Five domains
e System Management —23%

o Topics include boot process, kernel modules, partitioning,
mounting, shell operations, virtualization, backup and
restore

e Services and User Management — 20%

o Topics include files and directory management, local

accounts, jobs, software, containers, and systemd
® Security —18%

o Topics include AAA, firewalls, OS and account hardening,

cryptography, compliance
e Automation, Orchestration, and Scripting — 17%

o Topics include automation, Python, Git, Infrastructure as

Code, shell scripting, Al
e Troubleshooting —22%
o Topics include system configuration and hardware, storage,
networking, and performance issues
o Exam Objectives
m 29 total objectives
m Objectives may combine multiple concepts in scenario-based questions
m Lessons are structured to follow educational logic, not exam objective

order
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m Each lesson title includes the relevant CompTIA objective in parentheses

o Exam Format

Up to 90 questions

Multiple choice, multiple select, and performance-based
3 to 5 performance-based simulations expected

Passing score is 720 out of 900

80%-85% score on practice tests indicates readiness

o Voucher Information

Vouchers available at store.comptia.org
Price approx $370 depending on location
10% discount available through diontraining.com/vouchers

Vouchers expire 11 months after purchase

o Instructor Information

Instructor: Jeremiah Minner
Instructor background includes cybersecurity, IT, scuba, and martial arts
Experience with CompTIA, EC-Council, Cisco, AWS

Background in content and lab development for enterprise organizations

O Learning Tips

Closed captions available for each video
Playback speed adjustable via video player
Downloadable PDF study guide in lesson two

Recommended to download and print the CompTIA objectives

o Student Support

Facebook group at facebook.com/groups/diontraining
Discord server at diontraining.com/discord

Q&A section available on the course landing page
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m Facebook and Discord offer quicker response times due to larger
communities
o Course Strategy
m Logical order of topic presentation
m Focus on clear understanding of each objective and subobjective

m Frequent reinforcement through practice and support

e Exam Tips
o OQverview
m Key guidance and strategies for approaching the CompTIA Linux+
certification exam
o Exam Tips and Tricks
m General format and expectations
e Linux+ exam includes multiple choice, multiple select, and
performance-based questions
o Performance-based questions may require command-line entry or
simulated tasks
e Hands-on knowledge of command syntax and modifiers is critical
e Recognition of terms, definitions, and concepts from answer
choices is required
m No trick questions
e Questions are precisely worded
e Read each question multiple times for clarity
m Distractors

® Answer choices may contain red herrings
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Eliminating obvious distractors increases chances of choosing the

correct answer

m Keyword emphasis

Words in bold, italics, or uppercase must be carefully considered
Example

o MOST, LEAST, BEST

m Knowledge source

Answer questions based on course content and
CompTIA-approved materials
Do not rely on workplace terms or procedures
Example
o Use "allow list" and "block list" instead of workplace terms

like "white list" and "black list"

m Selecting the BEST answer

Some questions may have multiple correct answers
Select the answer that is most accurate in the majority of

situations

m Do not fight the test

Focus on identifying the key concept being tested
Avoid overthinking or inventing edge cases that invalidate
questions
Example
O Question
m "You need to create a compressed archive of an

entire directory using the bzip2 method, preserving
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the directory structure in a single step. Which of
the following commands should you use?"
o Correct answer
m C. tar -cjvf archive.tar.bz2 /path/to/dir
0 Reason
m The -j switch applies bzip2 compression
o 7 Summary Tips
m Recognize terms and definitions from choices
m Understand questions are precisely worded
m Look out for distractors
m Focus on emphasized keywords
m Use official CompTIA knowledge, not workplace experience
m Choose the BEST answer when in doubt

m Do not over-analyze or challenge questions unnecessarily

100% Pass Guarantee

0 100% Pass Guarantee Overview
m Dion Training offers a 100% pass guarantee for the Linux+ course
m Allrisk is assumed by Dion Training
m Student must actively study and put in effort to pass
0 Course Components
m Course includes videos
m Course includes study guide
m Course includes quizzes

m Course includes practice exams
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o Checkpoint Quizzes

m Included in each section to assess progress

m  Minimum passing score is 75%

m Quizzes may be retaken after reviewing lessons and videos

m Same questions and answer choices appear on each retake

m A 75% score is required for the quiz to be marked as complete
o Handling Difficult Topics

m Some topics may appear harder than others

m Additional study and research are encouraged for difficult topics
O Practice Exams

m Located at the end of the course

m  Minimum passing score is 75%

m Practice exams are marked complete upon achieving 75%

m Score and detailed explanation provided after completion

m Explanations show why each answer is correct and why it is the best

answer

m Reviewing explanations develops logic and test-taking strategies
o Incorrect Answers

m Viewed as part of the learning process

m Used as an opportunity to deepen Linux understanding
o0 Practice Exam Question Source

m Practice exams written by Dion Training exam question writers

m Practice exams do not include actual CompTIA questions

m CompTIA exam questions are written by different authors

m Practice exams reflect the format and intent of the real certification exam

o Recommended Course Usage
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m Complete all materials in order

Watch lesson videos
Take quizzes
Complete practice exams

Follow the intended sequence for best results

O Support Contact

Email support@diontraining.com for the following
Reporting material errors

Submitting questions about the content

Clarifying concepts

Reporting technical issues such as completion tracking

o Certificate of Completion

Awarded upon completing all videos

Awarded upon passing all quizzes

Awarded upon completing all practice exams

Certificate qualifies student for the 60-day 100% pass guarantee

Certificate must be earned before scheduling the Linux+ exam

o Support Availability

Questions about content or concepts may be directed to
support@diontraining.com

Assistance is available throughout the course

e Our Lab Environment

o Lab Environment Overview

Dion Training course includes numerous hands-on labs
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m Labs are hosted in a safe, secure, cloud-based environment
m Labs align with video lessons for practical reinforcement
o0 Lab Access and Content
m Labs appear throughout the course
m Labs include interaction with Linux servers
m Labs include interaction with network infrastructure
m Labsinclude interaction with penetration testing systems
m Labs supplement certification exam preparation and real-world skill
development
o Lab Provider
m Labs designed, built, and operated by CompTIA
m Labs fully integrated into Dion Training course experience
m Same labs as CertMaster Lab product from CompTIA store
m Included with certification course package at Dion Training
o Purpose of Labs
m Enhance understanding through hands-on experience
m Simulate real-world job tasks
m Prepare for Performance-Based Questions (PBQs) on exam
m Labs provide broader experience than PBQs
m Lab time ranges from 30 to 90 minutes
m PBQtime typically ranges from 5 to 10 minutes
m Labs focus on real-world skill mastery over PBQ performance
m Mastering labs prepares student to succeed with PBQs
o Technical Support for Labs
m Labs supported directly by CompTIA

m For technical issues, go to right-most panel in the lab interface
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Click on the HELP tab
Use support link to open ticket directly with CompTIA
Redirected to CompTIA support page

Submit issues related to lab performance or instructions

Common Issues and Solutions

95% of lab issues resolved by CompTIA support
5% of issues require Dion Training support
Dion Training support helps with concept clarification

Dion Training support helps when lab refuses to load

Dion Training Support Contact

Use Discussions or Q&A tab in course platform
Email support@diontraining.com
Include full-screen screenshot with operating system and browser visible

Optionally send screen recording using tools like Loom or Descript

Lab Launching Best Practices

Only one lab can run at a time
Lab begins loading in background when launch link appears
Navigating to another lesson without exiting causes loading issues

Fully launch lab and then use EXIT button in upper corner before leaving

Importance of Labs

Labs are essential to the learning experience
Help reinforce course content and build exam readiness
Prepare for careers in information technology or cybersecurity

Enable experimentation and skill-building in a safe environment

Final Reminders

Use CompTIA support for technical and in-lab issues
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m Use Dion Training support for instruction or conceptual issues

m Labs are a tool for learning, practicing, and preparing for success
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Linux Concepts

Objective 1.1: Explain basic Linux concepts

e Boot Process

o Linux Boot Process
m The sequence of steps a computer follows to start up
m The four main boot components
® Preboot Execution Environment (PXE)
o Optional, used for remote booting
e Bootloader
o Loads the OS and prepares the system
e |nitial RAM Disk (initrd)
o Provides essential drivers and tools before switching to the
real root filesystem
e Kernel
o The core of the OS, managing system resources
o Boot Components and Their Roles
m Preboot Execution Environment (PXE)
e Enables network-based booting instead of local storage
(HDD/SSD)
e Used for deploying operating systems remotely in businesses,
schools, and data centers
e PXE boot process
o The network card requests an IP address from a DHCP

server
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o DHCP provides the location of a TFTP server storing boot
files
o PXE retrieves the bootloader, such as GRUB2, to load the

OS installer or system image

m Bootloader (GRUB2 - Grand Unified Bootloader v2)

Loads the Linux kernel and initrd
Interacts with the firmware (BIOS or UEFI) to initialize the boot
process
Can display a boot menu if multiple OS versions are available
Reads boot entries from /boot/grub/grub.cfg
Configurations are modified in /etc/default/grub, updated using
update-grub
Example

o If multiple kernel versions are installed, GRUB2 allows

users to select which one to boot

m /nitial RAM Disk (initrd.img)

A temporary root filesystem loaded before mounting the actual
root filesystem
Contains essential kernel modules and drivers, such as:

o Storage controllers

o Disk encryption modules

o Filesystem drivers
Located in /boot/initrd.img
Can be updated using mkinitramfs or dracut, depending on the
Linux distribution

Example
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o If the root partition is encrypted, initrd contains encryption
modules needed to unlock it
m Kernel
e The core of the operating system
® Manages hardware, processes, memory, and system resources
e Mounts the root filesystem and starts system services
e Configurations are adjusted using sysctl
e Persistent kernel parameters are stored in /etc/sysctl.conf
® Changes can be applied immediately with sysctl -p
e Example
o To enable IP forwarding, add net.ipv4.ip_forward=1 to
/etc/sysctl.conf and apply using sysctl -p
O Linux Boot Process Summary
m Remote Boot (PXE) [Optional]
e Starts the bootloader over the network
m Bootloader (GRUB2)
® Loads the kernel and initrd
m Initial RAM Disk (initrd)
e Provides essential drivers before mounting the real root filesystem
m Kernel Initialization

e Mounts the root filesystem and starts system processes

System Directories
o System Directories

m Overview of Linux system directories as defined by the Filesystem

Hierarchy Standard (FHS)
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O Filesystem Hierarchy Standard (FHS)
m Defines how files and directories are organized in Linux
m Provides standard directory names and use cases
m Ensures consistency across FHS-compliant Linux distributions
m Structures the filesystem like a tree, beginning with the root directory
o Root Directory (/)
m Top-level directory from which all other directories branch
m Represented by a single forward slash (/)
m Organizes all files and directories within the Linux system
o /boot - Boot Loader Files
m Stores files needed to start the operating system
m Includes
e /boot/initrd.img
e /boot/vmlinuz
e /boot/grub/grub.cfg
m |Initializes hardware and loads the operating system
m Improper changes can prevent system from booting
o /bin — Essential User Binaries
m Contains executable programs required for basic system functionality
m Used by all users
m Examples
e /bin/ls
e /bin/cp
e /bin/mv
e /bin/cat

o /sbin — System Binaries
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m Contains administrative commands used by the root user
m Supports system-level modifications and tasks
m Examples
o /sbin/fsck
® /shin/reboot
e /sbin/iptables
e /sbin/mount
o /lib—Shared Libraries and Kernel Modules
m Contains essential shared libraries for programs in /bin and /sbin
m Examples
e /lib/libc.so.6
e /lib/ld-linux.so.2
o /dev — Device Files
m Contains special files representing hardware devices
m Allows programs to interact with hardware as files
m Examples
e /dev/sda
e /dev/ttyl
e /dev/null
e /dev/random
o /proc — Process and System Information
m Virtual filesystem providing real-time system and process information
m Dynamically generated files
m Examples
e /proc/cpuinfo

e /proc/meminfo
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® /proc/uptime
e /proc/[PID]/
o /etc — Configuration Files
m Stores system-wide configuration files
m Used to control system behavior and application settings
m Examples
e /etc/passwd
® /etc/shadow
o /etc/hosts
e /etc/fstab
e /etc/ssh/sshd_config
o  Summary
m cd/ navigates to the root directory
m Is displays contents of the directory
m Is-la shows detailed listing
m cat displays file contents
m Demonstrated file locations include
e /boot
e /dev
® /proc

e /etc
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e User and Application-related Directories
o User and Application-related Directories
m Details of directories used for storing user data, installed applications,
dynamic system files, and temporary content in Linux
o /home — Home Directory
m Stores personal files, user settings, and data for each user

m FEach user has a subdirectory named after their username

Example
e /home/jeremiah

m Contains documents, downloads, and configuration files
m Users have full control over their own home directories
m Modifications do not require administrative privileges

o /Jusr— User Programs and Application Data Directory
m Stores system-wide user-installed programs, libraries, and documentation
m Files are organized into subdirectories
m /usr/bin contains application binaries for regular users
m /usr/sbin contains administrative tools
m /usr/lib stores shared libraries
m /usr/share contains documentation and non-executable data
m Contains software not critical for system startup
m One of the largest directories in the Linux system

o /var - Variable Data Directory
m Stores files that change frequently
m Includes log files, email, caches, and databases
m Examples

e /var/log for system logs
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e /var/mail for email
e /var/www for website data
Files persist until manually deleted
Temporary Files Directory
Stores short-term data created by applications
Examples include session files, cached downloads, and temporary logs
Files are deleted automatically upon reboot or after a period of inactivity

Not intended for storing important or permanent files

o Summary

/home manages user-specific content and configurations
/usr holds application binaries and resources for system-wide use
/var stores dynamic content like logs and caches

/tmp is used for volatile, short-lived application data

e Server Architectures

o Architecture

Architecture refers to a computer's processor (CPU) design and how it
processes data
Choosing the right server architecture is critical for reliability, security,
and stability in Linux systems
The most common Linux server architectures
® x86 (32-bit)
o Older architecture with memory limitations

e x86_64/AMDG64 (64-bit)
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o Powerful, widely supported, and supports large amounts
of RAM
e AArch64 (ARM64)
o Energy-efficient and scalable for cloud and mobile
applications
e RISC-V
o Open-source, customizable, and ideal for specialized
computing
Server Architectures and Their Characteristics
m x86 (32-bit) Architecture
e Developed by Intel, widely used in the 1990s and early 2000s
® Processes data in 32-bit chunks (4 bytes at a time)
e Memory limitation
o Canonly access up to 4GB of RAM
e Still used in older machines, legacy systems, and embedded
devices
e Example
© Anold Linux server running on an Intel Pentium 4
processor
m x86_64 /AMD64 (64-bit) Architecture
® 64-bit extension of x86, introduced by AMD in 1999 and later
adopted by Intel
® Processes data in 64-bit chunks, improving performance
e Can theoretically address 16 exabytes (EB) of RAM, but practical

limits depend on OS and hardware
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Linux systems running AMDG64 architecture typically support up to
128 TB of RAM
Most modern Linux servers use x86_64 due to its power and
widespread compatibility
Example

o Enterprise-grade Linux servers running databases or

virtualization workloads

m AArch64 (ARM64) Architecture

64-bit version of Advanced RISC Machine (ARM) processors
Designed for power efficiency and scalability

Popular in mobile devices, cloud servers, and energy-saving data
centers

Many newer Linux servers use AArch64 to reduce power
consumption while maintaining performance

Example

o Raspberry Pi 4 running Ubuntu Server

m RISC-V (Open-Source Architecture)

Reduced Instruction Set Computing — 5th iteration
Open-source CPU design — allows for customized processors
Unlike x86 and ARM, which are proprietary, RISC-V is free to
modify
Gaining popularity in research, embedded systems, and
specialized Linux servers
Example

o Used in edge computing devices and Al accelerators for

optimized performance in low-power environments
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o Key Takeaways

m Server architecture defines how a processor handles data and determines
the best hardware for a Linux server

m x86 (32-bit) is an older architecture with 4GB RAM limitations, mostly
used in legacy systems

m x86_64/AMD64 (64-bit) is widely used in modern servers, supports large
memory, and is high-performance

m AArch64 (ARM64) prioritizes energy efficiency and scalability, making it
popular for cloud computing and mobile applications

m RISC-V is an open-source, customizable architecture gaining traction in Al

accelerators, loT, and specialized computing

e Linux Distributions
o Linux
m An open-source operating system created by Linus Torvalds in 1991
m A Linux distribution (distro) is an operating system built on the Linux
kernel, including
e System utilities
e Libraries
e Software packages
e A package management system
m Linux distributions are categorized based on their package management
systems
® RPM-based
o Uses the Red Hat Package Manager (RPM) format

o dpkg-based
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o Uses the Debian package format (.deb)

o Package Management Systems

m Package management systems ensure proper installation, upgrading, and

removal of software

m They also handle software dependencies, ensuring required libraries are

installed

o RPM-Based Linux Distributions

m Key Features

Uses the Red Hat Package Manager (RPM) format
Package management tools
o dnf (previously yum)
o zypper (for openSUSE)
Preferred in enterprise environments due to stability, security, and
structured release cycles
Some distributions, like Red Hat Enterprise Linux (RHEL), require a

paid subscription for support

m Examples of RPM-Based Distributions

Red Hat Enterprise Linux (RHEL)

o Commercial distribution, offers official support
Fedora

o Upstream testing ground for RHEL, latest software updates
CentOS Stream

o Rolling preview of RHEL (replacing traditional CentOS)
Almalinux & Rocky Linux

o Free, stable, and binary-compatible alternatives to RHEL

openSUSE
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o Uses zypper for package management, known for
enterprise and desktop use
m Package Installation in RPM-Based Systems
e Using dnf (Fedora, RHEL, CentOS, AlmaLinux, Rocky Linux)
bash
sudo dnf install firefox
e Using zypper (openSUSE)

bash
sudo zypper install firefox
o dpkg-Based Linux Distributions

m Key Features

o Uses the Debian package format (.deb)

Package management tools
o apt (Advanced Package Tool)
m Fetches and installs software automatically
o dpkg
m  Manually installs .deb files
e Extensive repositories and strong community support
e More user-friendly and frequently updated
m Examples of dpkg-Based Distributions
e Debian
o Highly stable, used as the foundation for many other
distros

e Ubuntu
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o Popular, user-friendly, with frequent updates and a large
software ecosystem

® Linux Mint
o Designed for desktop users, similar to Windows Ul

e Kali Linux
o Specialized for penetration testing and cybersecurity

m Package Installation in dpkg-Based Systems
e Using apt (Ubuntu, Debian, Linux Mint, Kali Linux)

bash

sudo apt install firefox

e Using dpkg (manually installing a .deb file)

bash
sudo dpkg —-i firefox.deb

o Key Differences Between RPM-Based and dpkg-Based Distributions

Feature RPM-Based Distributions dpkg-Based Distributions

Package Format . rpm .deb

Main Package dnf, yum, zypper apt, dpkg

Manager

Common RHEL, Fedora, CentOS Stream, AlmaLinux, Debian, Ubuntu, Linux Mint, Kali

Distributions Rocky Linux, openSUSE Linux

Update Model Structured, stable releases (enterprise- Frequent updates, community-driven
focused)

Software Vendor-supported and enterprise-focused Extensive community-supported

Repositories repositories

Target Audience Enterprise, commercial use General users, developers,

cybersecurity professionals

o Key Takeaways
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Linux distributions are categorized into RPM-based and dpkg-based
systems
RPM-based distributions use the .rpm format with package managers like
dnf and zypper
e Commonly used in enterprises due to stability and structured
releases
e RHEL requires paid subscriptions for official support
dpkg-based distributions use the .deb format with package managers like
apt and dpkg
o More user-friendly, extensive repositories, strong community
support
e Ubuntu, Linux Mint, and Debian are popular desktop choices
Both package managers ensure efficient software installation, updates,

and dependency resolution

Graphical User Interface (GUI)

o Linux Graphical User Interface (GUI)

Includes windows, icons, and menus for interaction
Unlike Mac and Windows, Linux allows users to choose different graphical
environments
The appearance, functionality, and user experience depend on
e Display system
e Window manager

e Display manager

o Key Components of the Linux GUI

m X Server (also called X11 or X Window System)
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e Manages graphical displays on Linux
® Acts as a middle layer between applications and the display
e Handles window rendering, keyboard input, and mouse
movements
e Supports network transparency, allowing remote application
display using X forwarding over SSH
o Example
m Running LibreOffice on an office workstation but
displaying it on a home laptop
e Drawbacks of X Server
o OQutdated design introduces security vulnerabilities and
performance inefficiencies
o Many distributions still use Xorg, an implementation of X
Server, for software compatibility
Wayland (X Server Alternative)
e A modern replacement for X Server, designed for better security
and efficiency
e Advantages of Wayland
o Direct communication between applications and display
reduces lag and glitches
o Improved security by isolating applications from one
another
o More efficient rendering improves graphics performance
e Challenges of Wayland
o Not all applications support Wayland (e.g., some screen

recording and remote desktop tools)
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o Many distributions, like Ubuntu and Fedora, offer both
Wayland and X Server (Xorg)
m  Window Managers
e Window managers control how windows move, resize, and
interact on the screen
e Two types of window managers
o Floating Window Managers
m Users can freely move and resize windows
o Tiling Window Managers
m Windows are automatically arranged in a grid
layout
e Examples of Window Managers
o Mutter
m Floating window manager for GNOME desktop
environment
o KWin
m  Window manager for KDE Plasma, highly
customizable with advanced effects
m Display Managers
® Provide a graphical login screen and session control
e They start the user’s desktop environment or window manager
e Examples of Display Managers
o GDM (GNOME Display Manager)
m Used in GNOME-based systems (Ubuntu, Fedora
GNOME)

o SDDM (Simple Desktop Display Manager)
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o Default for KDE Plasma (Kubuntu, Fedora KDE Spin)

o Key Takeaways

Linux GUI is flexible, allowing users to choose different graphical
environments
X Server (X11) has been the traditional display system but is being
replaced by Wayland

® X Server supports remote display via SSH forwarding but has

security vulnerabilities

Wayland improves security and efficiency by simplifying communication
with the display
Window managers define how windows behave (floating vs. tiling)

Display managers handle user login and session control

Software Licensing

o Software Licensing

Determines how software can be used, modified, and shared

Linux follows Free and Open Source Software (FOSS) principles, allowing
users to customize, modify, and distribute software freely
Understanding Free Software, Open Source Software, Proprietary

Software, and Copyleft Software helps users make informed decisions

o Key Types of Software Licensing

Free Software
e Provides users with full freedom to use, modify, share, and
distribute
e "Free" means freedom, not price

e Emphasizes user rights and ethical software usage
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Example

o GNU/Linux distributions like Debian and Trisquel

m Open Source Software

Allows access to source code for transparency, collaboration, and
security
Encourages community-driven innovation and security
improvements
Not all Open Source Software aligns with Free Software principles
o Example
m Linuxis both Free and Open Source, but Google
Chrome includes proprietary components
Some Open Source Software may include restrictions such as

Digital Rights Management (DRM) or proprietary add-ons

m Proprietary Software

Restricts user access to source code

Users cannot modify, share, or distribute the software

Often requires a paid license and agreement to strict terms of use
Users depend on the vendor for updates, bug fixes, and support
Examples

o Windows, macOS, Adobe software

m Copyleft Software

Ensures that modified versions of Free Software remain Free
Software

Requires that any modified versions be shared under the same
original license

GNU General Public License (GPL) is a common Copyleft license
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e Example
o Linux kernel (GPL-licensed), which requires all modified
versions to remain open-source
e Contrast with Permissive Licenses (e.g., Apache Web Server)
o Permissive licenses allow modifications to become
proprietary
o Example
m Apache Web Server code can be used in
proprietary applications
o Key Takeaways
m Software licensing determines how software can be used, modified, and
distributed
m Free Software promotes complete user freedom
m Open Source Software focuses on transparency and collaboration, but
may not fully protect user freedoms
m Proprietary Software restricts access to source code and user
modifications
m Copyleft Software guarantees that software remains Free and Open

Source for future users
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Shell Operations

Objective 1.5: Given a scenario, manage a Linux system using common shell operations

e User and Session Environmental Variables
o Overview
m Variables in Linux store important data that the system, shell, and
applications rely on to function properly
m Environment variables define session settings and user-specific
information
m User and session environmental variables control aspects like the
logged-in user, home directory, shell type, and command prompt
appearance
m Bash variables use a S sign when referenced (e.g., SUSER)
o Key User and Session Environmental Variables
m USER Variable
e |dentifies the current logged-in user
e Example
o echo SUSER prints the current username
e Applications use this variable to customize settings for the
logged-in user
m HOME Variable
e Stores the path to the user’s home directory
e Example

o echo SHOME prints the path (e.g., /home/jeremiah)
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Used by applications to store user-specific files and configurations
Analogy
o The HOME directory is like a personal bedroom in a shared

house

m SHELL Variable

Indicates the current command-line interpreter being used
Example

o echo SSHELL prints the shell path (e.g., /bin/bash)
Common shell options

o Bash, Zsh, Fish, Csh
Analogy

O The SHELL variable is like the language interpreter for

commands entered into the terminal

m PS1 Variable (Prompt String 1)

Defines the appearance and format of the command prompt
Example: echo $SPS1 prints the current prompt format
Common PS1 escape sequences

o \u — Displays current username

o \h — Displays hostname of the machine

o \w — Displays current working directory

o \$ — Displays "S" for regular users, "#" for root users

Example Command Prompt Output

jeremiah@linuxserver:/home/jeremiah/project$

o jeremiah — Username

o linuxserver — Hostname
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o /home/jeremiah/project — Current working directory
o S — Normal user prompt (root user would see #)
o Key Takeaways
m Environment variables store important session settings and user details
m SUSER — Stores the currently logged-in username
m SHOME — Stores the user’s home directory path
m SSHELL — Indicates the active command-line interpreter
m SPS1 — Controls the format of the terminal command prompt
m These variables help Linux apply the correct environment settings for

each user session automatically

System and Execution Environmental Variables
o Qverview
m Environmental variables store essential system settings that help Linux
manage programs and graphical output
m System and execution environmental variables direct where the system
looks for commands and where graphical applications appear
m Two key system and execution environmental variables
e PATH — Helps Linux locate executables for commands
e DISPLAY — Directs graphical output to the correct screen or
session
o Key System and Execution Environmental Variables
m PATH Variable
e Specifies directories that store executable programs
e Example: echo SPATH prints the directories where Linux looks for

commands
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e Typical PATH output
o Jusr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin
e How PATH works
o When a user enters a command (e.g., Is), Linux searches
directories in PATH order to find the correct executable
o If the executable is found, it runs; if not, Linux returns
"command not found"
e Customizing the PATH variable
o To add a custom directory (~/scripts) to the PATH for the
current session
m export PATH=SPATH:~/scripts
o Updated PATH variable
m /usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sb
in:/bin:~/scripts
o Making PATH changes permanent
m Add the export PATH command to shell startup files
like ~/.bashrc or ~/.zshrc
m DISPLAY Variable
e Specifies which screen or session should receive graphical output
e Example
o echo SDISPLAY prints the active display session
e Common DISPLAY values
o :0.0 — Local display session (first screen on the primary X
Server)
o localhost:10.0 — Remote session forwarded via SSH

e Customizing the DISPLAY variable

35
https://www.DionTraining.com

https://t.me/learningnets



ION CompTIA Linux+ XK0-006
&) TRaiminG (Study Guide)

o To direct applications to a second screen (:1), run
m export DISPLAY=:1
o Then launch an application like Firefox
m firefox &
e Ampersand (&) runs the program in the background, allowing the

user to continue using the terminal

o Key Takeaways

Paths

Environmental variables define how the system finds programs and
directs graphical output
SPATH — Lists directories that store executable programs
® Adding directories to PATH allows users to run scripts and
commands without specifying full file paths
SDISPLAY — Specifies the screen or session where graphical applications
should appear
e Incorrect DISPLAY settings can cause graphical applications to fail
to open
Both PATH and DISPLAY variables can be modified temporarily or

permanently for convenience and efficiency

o Overview

Paths in Linux function like addresses that tell the system where to locate
files and directories

Absolute paths provide the full location of a file or folder, starting from a
fixed reference point

Two key absolute paths
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e /(Root Directory) — The highest level of the filesystem

~ (Home Directory) — The current user’s personal directory

o Key Absolute Paths

m Root Directory (/)

The top-most directory in the Linux filesystem
Every file and directory originates from /
Paths that start with / are absolute paths
Example
o Jusr/local/bin — This means

m Startat/(root)

m Go into the usr directory

m Then into local

m Then into bin

m Home Directory (~)

A shortcut to the logged-in user’s personal home directory

Each user has a unique home directory inside /home/

Example
o If the useris sam
m ~=/home/sam
m cd ~ takes sam to /home/sam
Shortcut usage
o ~/Documents — The user’s Documents folder

o ~/scripts/myscript.sh — The myscript.sh file inside scripts
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o Key Differences Between / and ~

Feature Root Directory ( /) Home Directory ( ~ )

Scope Universal for the entire system Unique to each user

Purpose Holds all system files and user Stores a user’s personal files and settings
directories

Example Path /usr/local/bin ~/Documents (which expands to

/home/username/Documents )

Navigation cd / - Moves to the root cd ~ = Moves to the home directory
Command directory

Directory Description Example (if logged in)

/ Root directory for all users N/A

~ User-specific home directory Depends on the logged-in user
/home/jon Home directory for jon If jon is logged in

/home/ jake Home directory for jake If jake is logged in
/home/jeremiah Home directory for jeremiah If jeremiah is logged in
/home/jesse Home directory for jesse If jesse is logged in

o Key Takeaways
m Absolute paths always start from a fixed reference point (/ for the system,
~ for the user)
m /is the root directory, containing all system files, user home directories,
and applications
m "~ represents the home directory of the currently logged-in user
m  Understanding absolute paths helps users navigate the Linux filesystem

efficiently
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e Environment Configurations

o Environment configurations in Linux
m Text files that define shell session behavior
m Shell is a command line interpreter
m Shell session begins when terminal is opened and ends when closed
o Bash (Bourne-Again Shell)
m Commonly used shell and command line interpreter
o Shell setup using environment configurations
m Configuration files identify user and apply personalized settings
m Files processed in the following order
e _.bash_profile
e .bashrc
e _profile
o .bash_profile
m Used for login shells
m Loads user-specific environment variables and startup commands
m Example
e export JAVA_HOME="/usr/lib/jvm/java-11-openjdk"
o Sets JAVA_HOME for Java-based applications

Example
e export PATH="SPATH:/opt/new_app/bin"
o Adds /opt/new_app/bin to the PATH for executing
third-party apps
m Can be configured globally using /etc/skel

o Used for setting default .bash_profile for new users
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m Used for interactive, non-login shells
m Read when a user opens a new terminal or spawns a subshell
m Contains settings for every shell interaction
m Commonly includes aliases, functions, prompt customizations, and
environment variables
m Example
e alias lI="Is -1a"
o Creates a shortcut command Il to run s -la
o .profile
m More generic configuration file
m Read by many POSIX-compliant shells
m POSIX-compliant shells adhere to Portable Operating System Interface
standards
® Ensures consistent behavior across Unix-like systems
e Example shell
o Korn Shell (ksh)
m Used when .bash_profile is not present
m Suitable for defining environment variables and startup commands across
different shells
m Example
e export MY_APP_HOME="/opt/my_app"
o Ensures compatibility for login shells beyond Bash
o  Summary

m .bash_profile
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e For login shells, sets environment variables and startup
commands
.bashrc
e For interactive, non-login shells, contains Ul settings like aliases
and functions
.profile
e Generic fallback for POSIX-compliant shells, provides consistent

shell behavior

e Input Redirection

o Input and Output in Linux

Input is the data or commands provided into the terminal
Output is the information the system returns back
Input redirection changes where a terminal command receives its input

from

o Types of Input Redirection

Standard Input (stdin)
Basic Input Redirection <
Here-document Redirection <<

Here-string Redirection <<<

o Standard Input (stdin)

Standard input is the default way a program receives input
Standard input usually comes from the keyboard

The cat command without redirection waits for additional input
Ctrl-D is used to signal the end-of-file (EOF) through stdin

This interactive mode demonstrates stdin
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o Basic Input Redirection <
m The < operator is used to redirect input from a file
m The command cat < myfile.txt displays the contents of myfile.txt
m The command mail -s "l Love Linux" support@diontraining.com <
message.txt uses message.txt as the body of an email
m The < operator feeds pre-written data into a command automatically
m For email example to work, a mail command-line utility and MTA must be
installed and configured
o Here-document Redirection <<
m The << operator is known as a here-document
m Allows embedding multi-line input directly in a command
m Requires a delimiter to mark the start and end of the text block
m Example
® cat <<EOF
This is the first line.
This is the second line.
EOF
e |n aterminal, the heredoc prompt shows lines preceded by
heredoc> until the ending delimiter
e Delimiters can be embedded into scripts for multi-line data input
e Variations like <<{string} allow defining custom delimiters
o Here-string Redirection <<<
m The <<< operator is known as a here-string
m Allows passing a single string as input to a command

m Example
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® mysql -u admin -p <<< "DROP DATABASE IF EXISTS testdb; CREATE
DATABASE testdb; USE testdb; SOURCE /path/to/setup.sql;"
e This command sends four SQL commands to the MySQL client
e -u admin specifies the username
® -p prompts for a password
e The string includes multiple SQL commands to reset and configure
the database
o Summary of Input Redirection Operators
m Standard input receives data from the keyboard when no redirection is
used
m <redirects input from a file
m << allows multi-line input blocks embedded in scripts or commands

m <<< provides a single string as command input

Output Redirection
o OQOutput Redirection
m Details of how to manage command output in Linux using redirection
operators
o Standard Output (stdout)
m Default output stream for command results
m Displays output on the terminal screen
m Example command
e echo "Hello, world!"
m Output is sent directly to the terminal via stdout

O Basic Output Redirection (>)
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m Redirects standard output to a file
m Overwrites existing file content
m Example command

e echo Hello, world! > greetings.txt
m  Writes “Hello, world!” to greetings.txt
m Existing content in greetings.txt is deleted

o Append Output Redirection (>>)

m Appends output to the end of an existing file
m Preserves previously recorded content
m Example command

e echo "Apache service restarted successfully" >>

/var/log/service.log
m Adds message to bottom of service.log without deleting old entries
m Useful for log files and accumulating outputs over time
o Standard Error (stderr)

m Separate stream for error messages
m Allows redirection of error messages independently from regular output
m Redirect error output using 2>

e Example

o systemctl restart apache 2> /var/log/apache_error.log

m Overwrites apache_error.log with error messages
m Append error output using 2>>

e Example

o systemctl restart apache 2>> /var/log/apache_error.log

m Adds new error messages to existing apache_error.log content

m Redirect both stdout and stderr using &>
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e Example
o systemctl restart apache &> /var/log/apache_error.log
m Captures all output and error messages into one log file
o  Summary
m stdout is used for regular output display
m > overwrites a file with new output
m >> appends output to an existing file
m 2> and 2>>manage error messages via stderr

m &> captures both stdout and stderr into a single file

e History and Shortcuts

o History and Shortcuts
m The command line in Linux serves as a powerful tool for entering
commands and recalling previous work
m History and shortcuts enhance efficiency by allowing quick recall and
execution of commands
o History Feature
m Saves a record of all commands typed in current and previous sessions
m Comparable to a personal diary recording actions and conversations
m Accessed by pressing the Up Arrow key to view the last command
m Useful for re-executing complex commands without retyping
o history Command
m Displays a list of all commands entered in current and previous sessions
m Helps troubleshoot issues and verify configurations by reviewing past

commands
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m Example usage

e history | grep systemctl

o To find commands related to system service management

m Provides a numbered list of commands for easy recall and execution

m Example

e 42 sudo apt update
e 43 systemctl restart networkmanager.service

e 44ls-l /var/log

o I Operator ("bang")

m Executes a command from history that starts with a specific prefix or is

identified by a number
Allows for quick re-execution of commands without full retyping
Example

e 143 to re-execute systemctl restart networkmanager.service

Retrieves the most recent command starting with a specified prefix (e.g.,

Isys)

o Il Operator ("bang bang")

Quickly re-runs the last executed command

Useful for reissuing commands after a failed attempt or for repeated tasks

o alias Command

Creates custom shortcuts for longer or complex commands
Tailors workflow to individual needs, enhancing efficiency and reducing
error chances
Aliases can be session-specific or made persistent across sessions
e For persistent aliases, add them to ~/.bashrc or ~/.bash_profile for

personal use
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e For system-wide availability, include in /etc/bash.bashrc or
/etc/profile
m Example alias
e alias restartnm="'sudo systemctl restart networkmanager.service'
allows typing restartnm instead of the full command
o  Summary
m Linux command line not only accepts commands but also retains a record
of them
m Enhances productivity through history management and shortcut
commands
m The history command archives all commands from current and previous
sessions for later review and reuse
m Shortcut commands (!!, !, and alias) streamline workflow by reducing

repetitive typing and minimizing errors during system administration

Regex
o Definition and Purpose of Regex

m Regular expressions or regex is a specialized language and essential
administrator tool used to describe and match patterns within text

m Regex is not a command

m Regex is a series of character-based structures that define patterns used
for searching text

m Regex allows rapid location of specific patterns in large amounts of text

m Regex is useful for troubleshooting and incident response

m Regexis used to filter command output and automate text processing

tasks
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o Analogy

m Searching for a name on a keychain rack vs. searching through a pile
illustrates regex functionality
o Core Regex Syntax
m  Wildcard character
e . matches any single character
e Example
O c.t matches cat cot or c-t
m Escape character
e \ treats the next character as a literal
e Example
o cowa.bunga matches only cowa.bunga not cowaabunga or
cowa-bunga
m Anchors
e " anchors pattern to beginning of line
e S anchors pattern to end of line
e Examples
o Hello matches lines beginning with Hello
o worldS matches lines ending with world
m Character classes
® [a-z] matches any single lowercase letter a to z
e [0-9] matches any single digit
e Example
o [a-z]ox matches fox box and pox
m  Quantifiers

® ? matches zero or one occurrence of the preceding element
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® matches zero or more occurrences of the preceding element
e matches one or more occurrences of the preceding element
e {n} matches exactly n occurrences of the preceding element
e Example
o colou?r matches color and colour but not colouur
m Alternation
e | provides a choice between patterns
e Example
o cat|dog matches either cat or dog
o Regex with Command-Line Tools
m Regex defines patterns but does not search by itself
m Regex must be combined with tools like grep sed and awk
o Examples of Regex with Tools
m grep
e Used to search through text files for matching lines
e Command
o grep '“Error.*failed$' logfile.txt
O M ensures match starts with Error
o S ensures match ends with failed
o matches any characters in between
m sed
e Stream editor used for substitution and transformation
e Command
o sed's/MHello/Hi/' file.txt
O sinitiates substitution

o /separates command components
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o Mensures only lines starting with Hello are affected
0 Regex Demonstration
m Goal
e Search for IPv4 address in a file using grep
m Regex pattern

e [0-9]\{1,3\}\.{3}[0-9]{1,3}

e [0-9]{1,3} matches 1 to 3 digits for each octet
e . matches the literal dot

o ..{3}repeats the first three octets

e Final [0-9]{1,3} matches the last octet

m Full command
e grep '[0-9]\{1,3\}\.{3}[0-9]{1,3}' searchme.log
m With extended regex
e grep -E '([0-9]{1,3}.){3}[0-9]{1,3} searchme.log
o Benefits of Regex
m Enables matching of complex patterns
m Important for searching and analyzing large datasets
m Requires use with command-line tools like grep and sed for practical

application

Search and Extract

o Overview
m Search and extract commands allow users to retrieve and isolate
information from files efficiently

m Three core commands covered
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e awk
® grep
e cut
o awk

m Named after its creators: Aho, Weinberger, and Kernighan
m A programming language for pattern scanning and processing
m ldeal for structured data such as system logs, tables, or spreadsheets
m Can perform inline filtering, formatting, and arithmetic operations
m Supports regular expressions and executes code blocks on matched lines
m Example command
e awk '/error/ {print $1, S5} /var/log/syslog
® Searches for lines with "error"
e Prints the first field (date) and fifth field (error message) of each
matched line
© grep
m Stands for Global Regular Expression Print
m Used to search for lines matching a specific pattern
m Supports regular expressions
m Case sensitive by default
m -i option makes search case-insensitive
m Commonly used in log monitoring and troubleshooting
m Example command
e grep -i "fail" /var/log/auth.log
o Searches for all case-insensitive instances of "fail"
o cut

m Used to extract specific sections or fields from files
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m Useful for CSV or colon-delimited data
m Requires field delimiter specification with -d
m Extracts fields with -f option
m Example command
e cut-d"'-fl1 /etc/passwd
e Uses colon as delimiter
e Extracts the first field (usernames) from each line in the file
o  Summary
m awk
e Complex text processing
e Structured data analysis

® Supports regex and field selection

e Fast pattern matching
® Supports regex

e Ideal for quick scans of logs or files

e Extracts columns or fields

o Useful for delimited data formats

Modify and Replace

o Modify and Replace Commands
m Commands like sed and tr enable efficient text modification and

replacement directly from the command line
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m Essential for automating updates in configurations, correcting errors, and
standardizing data across multiple files
o sed Command
m sed (stream editor) modifies and replaces text within files or data streams
without opening them in a text editor
m Processes text line by line, allowing pattern search and actions like
substitution, insertion, or deletion
m  Syntax
e sed [modifier] 'command' file
e Example
o sed 's/old_hostname/new_hostname/g' config_file.txt
m Replaces "old_hostname" with "new_hostname" in
config_file.txt
m Supports various command modifiers
e d modifier
o Deletes lines matching a given pattern
e n modifier
o Skips automatic printing, moving directly to the next line
e p modifier
o Explicitly prints lines, useful with the -n option to control
output
® scommand
o Performs substitutions with the g modifier to replace all
matches in a line
m Utilizes regular expressions for automating complex editing tasks

o tr Command
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tr (translate) translates or deletes characters in text
Reads from standard input and delivers transformed output, ideal for
character-level modifications
Example uses
e Convert uppercase to lowercase
o tr'A-Z''a-z' < input.txt > output.txt
® Remove carriage return characters
o tr-d'\r' <input.txt > output.txt
Known for simplicity and speed, particularly effective for consistent and

clean text processing

o Key Points

sed is used for complex text transformations and can handle regular
expressions for detailed pattern matching
tr focuses on simple character translations or deletions, useful for quick

and straightforward text modifications

o  Summary

Modify and replace commands, such as sed and tr, are powerful tools in
Linux for managing text directly from the command line

Sed offers a range of functions for intricate editing needs, while tr
provides rapid solutions for character-level changes

Both tools are vital for system administrators for efficient text editing,

automating updates, and ensuring data consistency across files

Sort and Count

o Sort and Count Commands
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m Linux provides commands such as wc, sort, uniq, and xargs to organize
and process data efficiently
m Similar to organizing a messy stack of receipts, these commands help sort
and manage cluttered information
o wc (Word Count) Command
m Counts lines, words, and characters in text
m  Syntax
e wc [options] file
e Example
o wec -l /var/log/syslog counts the number of lines in the
syslog file
m Useful for monitoring file sizes and contents, aiding in system diagnostics
and troubleshooting
o sort Command
m Organizes lines of text based on specified criteria
m  Syntax
e sort [options] file
e Example
o sort-t: -k3,3 -n -r /etc/passwd sorts the passwd file by
UIDs in descending order

m Options include

o -t

o Specifies a field delimiter
o -k

o Indicates the column to sort by
e -n
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o Numeric sort

o Reverses the order of sort

Helps identify anomalies or security risks by arranging data logically

o uniqg Command

Filters out or reports adjacent, repeated lines in sorted data
Syntax

® uniq [options] [input [output]]
Often used with sort

e sort /var/log/auth.log | uniq -c

o -C
m Counts and shows how often each line appears

Essential for analyzing log files, summarizing data, and detecting patterns

in repetitive information

o xargs Command

Constructs and executes command lines from standard input
Syntax
e xargs [options] command
e Example
o find /home/logs -type f-name "*.log" | xargs -1 {} -n 1 -p -t
cp {} /backup/logs/
Often paired with find to manage files systematically
Options include
o -I{}
o Replaces {} with the file name found by the find command

e -nl
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o Processes one file per command
o Prompts user for confirmation before executing

O Prints the command before execution
m Facilitates batch processing tasks, automating file management and
system maintenance
o  Summary
m wc provides quick insights into the contents of files
m sort arranges data making it easier to analyze
m uniq cleans up sorted data, ensuring unigueness
m xargs enables automated tasks based on refined data
m Together, these commands enhance data management and system

monitoring in Linux environments

e View and Navigate

o View and Navigate Commands
m Commands like head and tail allow previewing sections of text files
similar to checking the start or end of a book
m Commands more and less facilitate scrolling through larger files page by
page
m Commands enable quick access to relevant parts of a file, enhancing
efficiency in file management
o head Command
m Displays the beginning of a file

m Useful for quick checks on the header or initial configurations of files
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m Default behavior shows the first 10 lines of a file
m Syntax
e head [options] file
m Example usage for viewing the first 50 lines of a configuration file
e Command
o head -n 50 /etc/apache2/httpd.conf
e The -n option specifies the number of lines to view
o tail Command
m Shows the end of a file
m Particularly useful for real-time monitoring of log files
m Default behavior displays the last 10 lines of a file
m  Syntax
e tail [options] file
m Example for real-time monitoring of system logs
e Command
o tail -n 20 -f /var/log/syslog
e The -n option specifies the number of lines
e The -f option follows the file as it grows
o more Command
m Allows viewing of a long file one page at a time
m Classified as a pager
m Syntax
e more [options] file
m Often used with the pipe operator to manage output of other commands
e Example

o cat /var/log/syslog | more
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e Allows scrolling through output page by page using the spacebar
or line by line using the Enter key
o less Command
m Enhanced pager with capabilities beyond those of the more command
m Allows backward scrolling and in-file searching
m Syntax
e less [options] file
m Example for interactive file viewing
e Command
o cat /etc/passwd | less
e Navigation and search capabilities make it superior for detailed
file examination
o  Summary
m Linux view and navigation commands facilitate efficient file management
m head and tail are crucial for quick previews of file beginnings and ends
m more and less provide comprehensive tools for navigating through and

analyzing large files

e Output and Redirect
o OQOutput and Redirect Commands
m Understanding how to use echo, cat, and tee commands is crucial for
interacting with the Linux system efficiently
m These commands help manage data, automate tasks, and provide control
over files and processes
o echo Command

m Prints specified text to the screen or redirects it to another location
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e echo [options] [string]
e Displays environment variables and handles user input
e Example
o echo SHOME displays the home directory
e Combined with the read command for interactive scripts
o read -p "Enter your name: " username followed by echo
"Welcome, Susername!"
m Used in scripts to dynamically write to configuration files or log events
e Example
o echo "S(date): System update completed" >>
/var/log/sys_update.log appends a log entry with the date
o cat Command
m Short for "concatenate," used to display, combine, or redirect the
contents of files
m  Syntax
e cat [options] [file...]
e Displays file contents
o cat /etc/passwd
e Merges multiple files
o cat logl.txt log2.txt log3.txt > full_log.txt
m Useful in pipelines, for example with grep to filter contents
e cat /var/log/syslog | grep "ERROR"
o tee Command
m  Writes output to both the terminal and a file simultaneously

m  Syntax
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e command | tee [options] [file]
e Commonly used to log command output while observing it
o ping -c 4 google.com | tee network_log.txt
® Supports appending to files rather than overwriting
o ping-c 4 google.com | tee -a network_log.txt
m Enables monitoring and logging for troubleshooting or analysis
® Advanced usage for monitoring SSH
o journalctl -u sshd -f | tee /var/log/ssh_activity.log | grep
"Failed password"
o  Summary
m echois versatile for displaying information, capturing user input, and
facilitating script automation
m cat excels in displaying and combining file contents, making it a powerful
tool for managing text data
m teeis essential for both displaying command output live and logging it for
record-keeping
m Together, these commands strengthen your capability to manage and

process data effectively in Linux environments

Math and Format

o Math and Format Commands
m Focus on commands printf and bc in Linux for formatting output and
performing mathematical operations
m printf enables control over how text and numbers appear, optimizing

readability and structure
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m bc performs precise arithmetic operations, including handling of decimals
and complex calculations
o printf Command
m Used for formatting output in Linux
m Provides precise control over the presentation of text and numbers
m Supports structured output using format specifiers
m Example of creating a new line or inserting variable values using format
specifiers
e Command
o printf "User: %s\nHome Directory: %s\nShell: %s\n"
"SUSER" "SHOME" "SSHELL"
e Formats and presents user information in a structured way
® %s acts as a placeholder for string values
e \n creates a new line after each piece of information
e Variables like SUSER, SHOME, and SSHELL fetch and display
user-specific data
e Qutput example
o User
W username
0 Home Directory
m /home/username
o Shell
m /bin/bash
o bcCommand
m Known as the basic calculator

m Handles advanced arithmetic and floating-point calculations

62
https://www.DionTraining.com
https://t.me/learningnets



ION CompTIA Linux+ XK0-006
@ TRAINING (StUdYGUIde)

m Useful for precise mathematical computations in scripting and
automation
m Example for calculating average CPU load with two decimal precision
e Command
o echo "scale=2;(2.45+3.67 +4.89) /3" | bc
e Maintains accuracy up to two decimal places
® The scale=2 setting ensures two decimal places in the output
e Arithmetic operation calculates the average of three values
® Pipe operator (|) passes the expression to bc for computation
e OQOutput
o 3.67
o  Summary
m The printf command is essential for generating structured, readable
outputs for reports and logs
m The bc command offers advanced capabilities for precise arithmetic
operations, crucial for system analysis and resource management
m Together, these commands support efficient data processing, system

monitoring, and automation in Linux environments

System and Scripts

o Overview
m System and scripts commands help users gather system information and
apply script-based environment changes
m Two key commands discussed
® uname

® source
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uname
m Used to retrieve system information

Displays kernel name, kernel version, system architecture, and more
Common options
e -rshows kernel release
e -idisplays hardware platform
® -3 prints all system details
Useful for checking software compatibility or troubleshooting
Example
e echo "System Info: S(uname -a)" >> /var/log/sys_update.log
o Captures all system information and appends it to a log file
before a kernel update
Sample output
e System Info: Linux server01 5.15.0-86-generic #96-Ubuntu SMP Fri
Jan 511:42:31 UTC 2024 x86_64 x86_64 x86_64 GNU/Linux

Executes scripts in the current shell session
Applies script changes immediately without starting a new shell
Useful for updating environment variables, aliases, and configuration
settings
Prevents session interruptions for active users
Example

e source /etc/profile.d/custom_vars.sh && echo "Environment

variables updated successfully."
o Reloads the environment variable script and confirms

success if no errors occur
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o  Summary
B uname
® Gathers system and kernel information
e Helps verify properties before changes
m source
e Reloads scripts and config files in the current shell

e Applies environment updates without restarting the session

Text editors

o Purpose of Linux Text Editors
m Text editors allow creation and modification of files directly in the
terminal
m Used for writing simple notes or editing important system configuration
files
m Essential for Linux administrators managing scripts and troubleshooting
o Analogy
m Nano is like a ballpoint pen
m Vi/Vimis like a fountain pen requiring practice but offering precision and
power
o Nano Text Editor
m Simplest terminal text editor in Linux
m Suitable for beginners
m Allows immediate typing upon opening
m Administrative shortcuts listed at the bottom of the editor

m Nano Commands
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® Ctrl + O writes the file
e Enter confirms the save
e Ctrl + X exits Nano
e Example command to open a file
o nano /etc/config-file
o Vi/Vim Text Editor
m Viand Vim are advanced editors with more features
m Not intuitive and requires understanding of modes
m Vi/Vim Modes
e Command Mode
o Default mode upon starting Vim
o Used for navigation and editing
® [nsert Mode
o Activated by pressing i in Command Mode
o Allows text entry
o Exited by pressing Esc
e [Execute Mode
o Also called Ex Mode or Last Line Mode
o Activated by pressing : in Command Mode
o Used for saving quitting searching and replacing text
o Execute Mode Commands
m :wq saves and quits
e w stands for write
® ( stands for quit
m :q! quits without saving

e | forces execution without confirmation
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m :set hlsearch highlights all matches of last search
query

m :s/old/new/g replaces all occurrences of old with
new in the current line

m :!Is runs shell commands without leaving the editor

e Lists files in current directory

m Advantages of Vim

e Efficient for script editing and configuration management
e Useful on remote systems without graphical editors
e Requires memorization and practice

® Increases speed and effectiveness in text editing

o  Summary

Text editors provide fast and efficient file editing in Linux terminal

Nano is beginner-friendly with on-screen shortcuts

Vi/Vim offers advanced features through multiple modes

Mastery of Vi/Vim leads to more powerful and efficient text manipulation

Familiarity with both editors allows selection based on task needs
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Device Management

Objective 1.2: Summarize Linux device management concepts and tools

e Kernel Module Management

o Kernel Module Management Commands
m Focus on commands insmod, modprobe, and rmmod for managing
m kernel modules in Linux Kernel modules are analogous to car
components, enhancing functionality as needed
m insmod adds modules without checking dependencies, while modprobe
handles dependencies, and rmmod removes modules
o insmod Command
m Used to manually insert a kernel module into the Linux kernel
m Requires full path to the module file, typically with a .ko suffix
m Does not handle dependencies, suitable for controlled testing
environments
m Example for loading a custom module
e Command
o insmod /lib/modules/S(uname
-r)/extra/custom_module.ko
e Uses S(uname -r) to ensure compatibility with the current kernel
version
e Lacks error handling and dependency checks, recommended for
specific situations

o modprobe Command
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m A higher-level tool compared to insmod, automatically managing

dependencies

m Requires only the module name, enhancing user-friendliness

m Supports multiple flags for extended functionality

-a

O

Loads multiple modules simultaneously

o Safely removes modules, managing dependent unloads

o Force-loads a module, used cautiously for version

mismatches

o Performs a dry run to display actions without executing

o Enables verbose mode for detailed output

o Directs output to system logs

m Example for troubleshooting

e Command

o modprobe -r wifi_driver && modprobe -v wifi_driver

e Removes and reloads wifi_driver, useful for error monitoring

o rmmod Command

m Simplest method for removing a kernel module

m Does not check for dependencies, requiring caution

m If module is in use or has dependencies, its removal might fail,

demanding careful handling
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m Example for removing a USB-related module
e Command
o rmmod usb_storage
e Potential failure if the module is still in use, may need process
termination or device unmounting before retry
o  Summary
m insmod is suitable for inserting modules in specific, controlled situations
due to its lack of dependency management
m modprobe is preferred for regular module management tasks, offering
robust dependency handling and error tracking
m rmmod is used cautiously for removing modules, especially when
modprobe -r offers a safer alternative by checking dependencies
m Understanding these commands helps in managing hardware drivers,
optimizing system performance, and troubleshooting Linux systems

effectively

Module Information and Dependency

o Module Information and Dependency Handling
m Linux provides commands to manage kernel modules similarly to
organizing tools in a toolbox
m Key commands include depmod, Ismod, and modinfo
o depmod Command
m Analyzes kernel module dependencies and generates the dependency
map
m Ensures correct module loading order by creating or updating the

modules.dep file
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m  Syntax
e sudo depmod
m To verify dependencies of a module
e cat/lib/modules/S(uname -r)/modules.dep | grep usbcore
e Uses S(uname -r) to identify the correct kernel version
e Uses grep to filter output for specific modules (e.g., usbcore)
m Output format
e <module_path>: <dependencyl> [<dependency2> ...]
e Example
o kernel/drivers/usb/storage/usb-storage.ko:
kernel/drivers/usb/core/usbcore.ko
® Ensures modules like usbcore are loaded before dependent
modules like usb-storage
o Ismod Command
m Displays all currently loaded kernel modules
m Output includes module name, size, and other modules that use it
m  Syntax
® |smod
m Helps identify
e Conflicting modules (e.g., multiple drivers for one device)
e Unnecessary modules that can be unloaded
e Unauthorized modules that may indicate a security threat
o  modinfo Command
m Provides detailed information about a specific kernel module
m  Syntax

e modinfo [module_name]
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m Sample output fields
e filename
o Module file path
e description
o Summary of function
e author
o Developer or maintainer
® license
o Type of license (e.g., GPL)
e depends
o Lists required modules
® parm
o Optional configurable parameters
m Used for
e Debugging
e \Verifying compatibility
e Understanding module behavior before changes
o Summary
m depmod creates the dependency list so modules load in proper order
m Ismod shows which modules are currently active and their usage
m modinfo reveals detailed metadata about a module
m These tools assist in ensuring system stability, improving performance,

and troubleshooting module-related issues in Linux environments

Hardware Information Commands

o Purpose of Hardware Information Commands
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m Provide insight into system components such as BIOS CPU and memory

m Help administrators with audits troubleshooting and performance tuning

dmidecode Command

m Retrieves hardware information from the DMI table

m Includes BIOS motherboard processor and memory details

m Example command

sudo dmidecode -t cpu

m Output example

Socket Designation: CPU 1

Manufacturer: Intel

Version: Intel(R) Core(TM) i7-10700K CPU @ 3.80GHz
Core Count: 8

Thread Count: 16

Max Speed: 5100 MHz

m Useful for verifying processor specs and ensuring software compatibility

Iscou Command

m Displays structured CPU information including architecture and cache

sizes

m Extended information available using

Iscpu -e

m Output columns

CPU shows logical processor number
NODE shows NUMA node

SOCKET shows physical CPU socket
CORE shows core number within socket

L1d:L1i:L2:L3 shows cache sizes
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® ONLINE shows whether processor is active
m Helps with
® Process scheduling
e Workload distribution
e NUMA balancing
e High-performance computing tuning
e Detecting offline CPUs
e Configuring CPU affinity
o Ismem Command
m Displays memory structure and allocation at block level
m Example command
® Ismem
m Output columns
o RANGE shows start and end address of memory block
® SIZE shows memory block size
e STATE indicates whether the block is online
e REMOVABLE shows whether block is hot-swappable
e BLOCK identifies memory block number
m Useful for
e Viewing memory layout
e Diagnosing hardware issues
e Checking availability and removability of memory
o  Summary
m dmidecode provides BIOS CPU and memory details from system firmware
m Iscpu offers processor architecture core and cache data for tuning

performance
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m Ismem breaks down memory block allocation and availability

m Combined use of these commands supports system audits diagnostics

and optimization

Hardware Inventory Commands

o Purpose of Hardware Inventory Commands
m Used to identify hardware components installed on a Linux system
m Provide information about internal and external devices
m Help in determining system specifications for management and
troubleshooting

o Commands Covered

m Ispci
m Isusb
m Ishw

o Ispci Command
m Lists all PCl-connected hardware devices
m Includes graphics cards network adapters sound cards and more
m Structured output can be viewed using -tv option
m Command example
® |spci-tv
m Output elements
e -[0000:00]- root PCl bus
® +- shows hierarchy and connection
e (0.0 01.0 etc are device addresses

o Text after each address describes device and manufacturer
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m Provides an organized view of PCl device structure
o [susb Command
m Lists connected USB devices
m Includes keyboards mice flash drives webcams and more
m Command example
e Isusb
m Output elements
e Bus and Device number indicate USB location
e |D indicates vendor and product ID
o Example
m |D 046d:c52b
m 046d is Logitech manufacturer ID
m c52bis product code
e Device name identifies connected USB device
m Useful for checking device recognition and USB troubleshooting
o [shw Command
m Provides a detailed report on all hardware components
m Includes data from both Ispci and Isusb plus memory CPU storage and
network
m Command example
e sudo Ishw
m Truncated summary available with -short option
e sudo Ishw -short
m Output elements
e H/W path shows hardware hierarchy

o Device column lists associated device files
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o Example
m /dev/sda
e Class column categorizes hardware type
o Examples
m system memory processor disk network

e Description provides human-readable names

o  Summary

Hardware inventory commands offer visibility into system components
Ispci lists PCI devices with structural hierarchy using -tv
Isusb lists USB peripherals with detailed IDs and names
Ishw gives complete hardware overview including memory storage CPU

Ishw -short provides a simplified and quick reference view

System Monitoring and Diagnostics Commands

o System Monitoring and Diagnostics

Commands like dmesg, Im_sensors, and ipmitool help monitor hardware
health, detect issues, and troubleshoot problems
Serve as a system’s "dashboard" by providing real-time and historical

insights

o dmesg Command

Displays kernel ring buffer messages including hardware detection, driver
activity, and system errors

Useful for diagnosing boot issues, crashes, or hardware failures

Syntax: dmesg [options]

® -C
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o Clears the buffer after displaying

o f
o Filters by facility (e.g., kernel, drivers)
o
o Filters by severity level (e.g., err)
e -e
o Displays timestamps
o -
o Enables color-coded output
e -H
o Formats output for human readability
e -h
o Displays help menu
m Example

e dmesg -l err -H filters only error messages in a readable format
e OQutput Example
o [ERROR] CPUO: Temperature too high!
o [ERROR] NVMe disk not detected, check connections.
o [ERROR] USB device failed to enumerate.
Im_sensors
m Package for monitoring temperatures, voltages, and fan speeds
m Includes commands like sensors and watch sensors
B sensors
e Displays current readings
m watch sensors

e Updates sensor readings every two seconds

78
https://www.DionTraining.com

https://t.me/learningnets



*DION CompTIA Linux+ XK0-006
Arnine (Study Guide)

m Example output
® coretemp-isa-0000
o Displays CPU package and core temperatures
® nct6776-isa-0290
o Shows fan speeds and voltage readings
m Helps detect overheating, fan failures, and abnormal voltage levels
o ipmitool Command
m Interacts with IPMI (Intelligent Platform Management Interface) for
remote server management
m  Syntax
e ipmitool [options] <command> [command-specific arguments]
e ipmitool sensor
o Displays temperature, fan speed, and voltage data
e ipmitool chassis status
o Shows power status of the system
e ipmitool power cycle
o Remotely reboots the system
e ipmitool lan print
o Displays IP configuration of management interface
m Provides remote diagnostics and monitoring for enterprise systems
o  Summary
m dmesg reveals system and kernel messages critical for error tracking and
debugging
m Im_sensors offers real-time thermal, fan, and voltage monitoring to

prevent hardware failures
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m ipmitool enables remote access to hardware diagnostics and control for
server environments
m Combined, these commands support proactive system health monitoring

and rapid issue resolution in Linux systems

e Initrd Management

o Initrd Management
m Initrd (initial RAM disk) is a temporary filesystem used during boot to load
essential drivers before mounting the real root filesystem
m Two key commands
e mkinitrd (legacy tool)
e dracut (modern standard)
© mkinitrd Command
m Creates a manual initrd image
m Syntax
e mkinitrd [options] <initrd-image> <kernel-version>
m Options
e --preload=<module>
o Loads specified module early in the boot process
e --with=<module>

o Adds a specific kernel module

o Forces creation of a new image even if one exists
® --nocompress
o Prevents compression to simplify inspection

m Example
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o mkinitrd --preload=ext4 --with=usb-storage -f --nocompress
/boot/initrd-5.15.0.img 5.15.0
o Preloads ext4, includes usb-storage, forces image creation,
and disables compression
o dracut Command
m  Modern alternative that automates initramfs creation
m  Syntax

e dracut [options] <initramfs-image> <kernel-version>

m Dynamically includes only needed drivers and components
m Options
e --force
o Overwrites existing initramfs image
® --add-drivers "<driverl> <driver2>"
o Explicitly adds drivers
e --omit-drivers "<driverl> <driver2>"
o Excludes unnecessary drivers
® --no-compress
o Disables compression for easy debugging
m Example

e dracut --force --add-drivers "xfs nvme" --no-compress
/boot/initramfs-5.15.0.img 5.15.0
o Adds xfs and nvme drivers, forces image recreation, and
keeps the image uncompressed
o  Summary

m  mkinitrd allows manual initrd image creation with customization options
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m dracut automates initramfs creation with advanced dependency
management and modular design
m Both tools ensure proper module loading during the Linux boot process,

crucial after kernel or hardware updates

Custom Hardware

o Overview
m Linux supports a wide range of custom hardware from low-power
embedded systems to high-performance GPUs
m Key areas
e Embedded Systems and GPU Use Cases
o Embedded Systems
m Small, specialized computers performing limited tasks efficiently
m Built for reliability and low power consumption
m Commonly found in
e Smart home devices
e Medical equipment
® Industrial automation
m Run lightweight Linux distributions or Real-Time Operating Systems
(RTOS)
e RTOS ensures consistent, immediate responses to inputs
e |deal for systems requiring strict timing and stability
m Examples of embedded system use
e Traffic light controllers
e Heart rate monitors

m Play a key role in Internet of Things (loT) devices
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Power applications like security cameras and self-driving cars

o0 GPU Use Cases

m GPUs (Graphics Processing Units) enable high-performance computing

m Designed for parallel processing, unlike CPUs

m Usedin

Video editing
Artificial Intelligence (Al)
Scientific simulations

Cryptocurrency mining

m Monitoring Tool: nvtop (NVIDIA/AMD Top)

Real-time dashboard for GPU performance metrics
Displays

o Power consumption (watts)

o Temperature (°C) Utilization percentage

o Memory usage

o Running GPU processes with
m User
m PID

m Workload type (compute/graphics)

m Allocated GPU memory

m Helps administrators

o  Summary

Identify high-resource processes

Ensure efficient GPU operation

m Embedded Systems prioritize efficiency and stability, often using RTOS or

lightweight
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m Linux GPUs support high-demand workloads using parallel processing

m Linux tools like nvtop provide real-time insights into GPU performance

m Together, these capabilities showcase Linux’s versatility in managing both
low-power embedded devices and high-powered computational

hardware across diverse environments and applications
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Storage Management

Objective 1.3: Given a scenario, manage storage in a Linux system

e Partition Information Commands

o Partition Information Commands
m Partition commands help explore and understand system storage layout
m Key tools
e Isblk
e blkid
o [sblk Command

Displays a structured view of block devices, partitions, and mount points

Syntax
e |sblk [options]
o f
o Displays filesystem type, UUID, and mount points

m Default output presents a tree-like layout of drives and their partitions

Output columns include
e NAME
o Device name with parent-child relationships
e FSTYPE
o Filesystem type (e.g., ext4, ntfs)
e LABEL
o Partition label (if set)

e UUID
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o Universally Unique Identifier for consistent recognition

e MOUNTPOINT
o Directory where the partition is mounted
m Example command
e Isblk -f
m Example output

® sda
o sdal ext4 boot UUID=1234-5678-ABCD-EFGH /boot

o sda2 ext4 root UUID=A1B2-C3D4-E5F6-G7HS8 /
o sda3 swap UUID=8765-4321-DCBA-HGFE

o sdbl ntfs data UUID=1122-3344-5566-7788 /mnt/data

blkid Command
m Displays detailed metadata about block devices
m Syntax
e blkid [options] [device]
m Provides information useful for persistent mounting in /etc/fstab
m Key fields
e UUID
o Ensures device recognition across reboots
e TYPE
o Filesystem type (e.g., ext4, ntfs)
e |ABEL
o User-defined name for the partition
m Example command

e blkid /dev/sda2
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m Example output

e /dev/sda2: UUID="A1B2-C3D4-E5F6-G7HS8" TYPE="ext4"
LABEL="root"

o  Summary

Isblk gives a high-level structural view of storage devices and their mount
points

blkid provides metadata such as UUIDs, filesystem types, and labels for
identifying and managing partitions

Used together, they offer a complete picture of system storage,

supporting effective and consistent disk management

e Partition Management Commands

o fdisk and gdisk

Used to create, delete, and manage partitions on a disk
fdisk supports MBR partition tables
gdisk supports GPT partition tables
Generic syntax
e fdisk [options] <device>
Example usage
e sudo fdisk /dev/sda

Interactive sequence

# Create a new partition

# Choose a primary partition

Enter] # Accept default start sector
Enter] or +10G # Accept default or set partition size

n

p

1 # Partition number 1

[

[

w # Write changes to disk
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m Interactive prompt options

e n
o Creates a new partition
o d
o Deletes a partition
e p
o Prints the current partition table
o w
o Writes changes
® q

o Exits without saving
m Example output
® The partition table has been altered.
m gdisk provides similar functionality with support for GUID-based partition
IDs
parted
m Supports interactive and direct command-line partitioning
m Used for selecting disks, creating, resizing, and removing partitions
m Generic syntax
e parted [device] [command] [options]
m Example usage
e sudo parted /dev/sdb mkpart primary ext4 1MiB 20GiB
m parted commands
e select

o Chooses a disk
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e mkpart

o0 Creates a partition
e print

o Displays the partition table
® resizepart

O Resizes a partition

O Removes a partition
e quit
o Exits the tool

m  Example output for print

Model: ATA SSD (scsi)

Disk /dev/sdb: 500GB

Partition Table: gpt

Number Start End Size Type File system
1 IMiB  20GiB 20GiB primary ext4

e Allows non-destructive resizing of partitions
o growpart
m Used to expand existing partitions
m Does not create or delete partitions
m Useful in cloud and virtual machine environments
m  Generic syntax
e growpart <device> <partition_number>
m Example usage
e sudo growpart /dev/sda 1
m  Example output

® CHANGED: partition=1 start=2048 old: [50G] new: [100G]
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o Expands partition to use all available unallocated space
o  Summary
m fdisk and gdisk manage partition tables using an interactive interface
m parted enables advanced partitioning with non-destructive resize options
m growpart expands existing partitions to use unallocated space
m Tools support efficient storage management across local and cloud-based

systems

e Redundant Array of Independent Disks (RAID)

o Redundant Array of Independent Disks (RAID)
m RAID combines multiple physical drives into logical units
m Enhances performance redundancy or both
m RAID configurations include
e Striping for speed in RAID 0
o Mirroring for protection in RAID 1
e Parity for error detection and recovery in RAID 5 and RAID 6
o mdadm
m Primary Linux tool for managing RAID arrays
m Supports creation modification monitoring of RAID devices
m  Syntax
e mdadm [mode] [options] <RAID device>
m Options
® --create initializes a new RAID array
® --manage adds or removes disks from an existing array

® --monitor continuously watches array for failures
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e --verbose provides detailed output
m Create RAID 1 array
o sudo mdadm --create --verbose /dev/mdO --level=1
--raid-devices=2 /dev/sdb /dev/sdc
o /dev/md0 is the RAID device
o --level=1 specifies RAID 1 (mirroring)
o --raid-devices=2 assigns two physical drives
m Save configuration
o sudo mdadm --detail --scan >> /etc/mdadm/mdadm.conf
e sudo update-initramfs -u
m Format and mount array
o sudo mkfs.ext4 /dev/mdO
o sudo mkdir /mnt/raid
e sudo mount /dev/mdO /mnt/raid
m Add to /etc/fstab
o /dev/mdO /mnt/raid ext4 defaults 0 0
o Enables automatic mounting at boot
m  Monitor RAID status
e sudo mdadm --monitor --verbose /dev/md0
e Example output
o mdadm: Monitor mode set for /dev/md0
o mdadm: Disk /dev/sdb failed in /dev/mdO — marking as
faulty.
o mdadm: Rebuild started on spare /dev/sdc.
o /proc/mdstat

m Virtual file showing real-time RAID status
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m Displays RAID level device list and synchronization state
m Check RAID status
e cat /proc/mdstat
m Example output
Personalities : [raidl]
md@® : active raidl sdall[@] sdbil[1]

500000 blocks [2/2] [UU]
unused devices: <none>

e mdO0is an active RAID 1 array
e sdal and sdbl are active disks
e [UU] indicates both disks are healthy
e [U_]indicates a failed disk
o  Summary
m RAID increases speed redundancy or fault tolerance depending on
configuration
m mdadm is used for setup monitoring and management
m /proc/mdstat gives a snapshot of RAID health and activity
m  RAID O uses striping
m RAID 1 uses mirroring

m RAID 5 and RAID 6 use parity for fault tolerance

e Basic Physical Volume Management
o Physical Volume Management Overview
m Physical Volumes (PVs) are foundational components in Logical Volume

Management (LVM)
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m PVs must be initialized before inclusion in Volume Groups (VGs)
m Key commands

® pvcreate, pvdisplay, pvs, and pvscan

pvcreate Command

m |Initializes a raw storage device or partition as a Physical Volume
m Syntax

e pvcreate /dev/<device>
m Example

e pvcreate /dev/sdb

e OQOutput

o Physical volume "/dev/sdb" successfully created
m Prepares the device for inclusion in a Volume Group (VG)
pvdisplay Command

m Provides detailed information about a specific Physical Volume
m Syntax

e pvdisplay /dev/<device>
m Example Output

e PV Name: /dev/sdb

® VG Name: <not assigned>

e PV Size: 100.00 GiB

e Allocatable: yes

e PE Size: 4.00 MiB

e Total PE: 25599

e Free PE: 25599 Allocated PE: 0

e PV UUID: JZ9h3D-Ty8N-M3gX-27Lg-K6N8-xb2N-LMZ7G5

m Shows UUID, allocation details, and extent size
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m Indicates whether PV is assigned to a VG
o pvs Command
m Displays a summarized table of all Physical Volumes
m Syntax
® pvs
m Example Output
® PV VG Fmt Attr PSize PFree
e /dev/sdal vg01 lvm2 a-- 200.00G 50.00G
e /dev/sdb lvm2 a-- 100.00G 100.00G
m Provides quick overview
® size, free space, volume group assignment
o pvscan Command

m Scans all available disks for Physical Volumes

m Syntax
® pvscan
m Example Output

e PV /dev/sdal VG vg01 lvm2 [200.00 GiB / 50.00 GiB free]
e PV /dev/sdb lvm2 [100.00 GiB]
e Total: 2 [300.00 GiB] / in use: 1 [200.00 GiB] / in no VG: 1 [100.00
GiB]
m Confirms system recognition of all PVs

Useful after adding new storage

o  Summary
m pvcreate initializes a device for use as a Physical Volume in LVM
m pvdisplay shows detailed attributes of a Physical Volume

m pvs gives a high-level summary of all PVs in table format
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m pvscan detects all Physical Volumes on the system
m These tools collectively ensure proper initialization, monitoring, and
detection of PVs in LVM systems for effective storage management in

Linux environments

Modifying and Removing Physical Volumes

o Modifying and Removing PVs
m LVM allows resizing, relocating, or removing Physical Volumes (PVs) based
on changing storage needs
m Key commands
® pvresize, pvmove, and pvremove
o pvresize Command
m Resizes a Physical Volume after underlying partition or disk has been
resized
m Syntax
e pvresize /dev/<device>
m Example
e pvresize /dev/sdb
m Example Output
® Physical volume "/dev/sdb" changed
e 1 physical volume(s) resized / 0 physical volume(s) not resized
m Updates LVM to reflect the new size of the PV
o  pvmove Command
m Moves data from one PV to another within the same Volume Group
m Useful for disk replacement or reorganization

m Syntax
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e pvmove /dev/<source> /dev/<destination>
Example
e pvmove /dev/sdb /dev/sdc
Real-time progress output
e /dev/sdb: Moved: 10.0%
e /dev/sdb: Moved: 45.0%
e /dev/sdb: Moved: 100.0%
Ensures data is safely transferred before removing or repurposing the old

PV

o pvremove Command

Removes a Physical Volume from
LVM Must be removed from any Volume Group before use
Syntax
e pvremove /dev/<device>
Example
e pvremove /dev/sdb
Example Output
e Labels on physical volume "/dev/sdb" successfully wiped

Erases LVM metadata so the disk can be reused or removed

o  Summary

pvresize updates LVM to match the new size of a disk or partition
pvmove transfers data between PVs with real-time progress

pvremove deletes a PV from LVM after it is disassociated from a Volume
Group

These commands provide dynamic, flexible storage management within

LVM systems in Linux environments
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e Basic Volume Group Management

o Volume Group Management Overview
m Volume Groups (VGs) organize physical storage devices into flexible
storage pools
m Key commands
® vgscan, vgcreate, vgdisplay, vgs
o vgscan Command

m Scans the system for existing volume groups

m Syntax
® vgscan
m Example output

e Reading all physical volumes. This may take a while...

e Found volume group "vg_data" using metadata type lvm2

Purpose
e Detects all available volume groups, especially after adding disks
or restoring backups
o vgcreate Command
m Creates a new volume group from one or more physical volumes
m  Syntax
e vgcreate <volume_group_name> <physical_volume>
m Example
e vgcreate vg_projects /dev/sdbl
m Example output
e Volume group "vg_projects" successfully created
m Purpose

e Sets up a new volume group for managing logical volumes
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o vgdisplay Command
m Provides detailed information about a specific volume group
m  Syntax
e vgdisplay <volume_group_name>
m Example
e vgdisplay vg_projects
m Example output highlights
® VG Name
o Name of the volume group
e VG Size
o Total storage size
e CurPV
o Number of current physical volumes
e ActPV
o Number of active physical volumes
e Alloc PE / Size
o Allocated physical extents and their size
® Free PE/Size
o Free physical extents and their size
m Purpose
e Displays space allocation, volume status, and physical volume
details
o vgs Command
m Provides a summarized overview of all volume groups
m  Syntax

® vgs
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m Example output

VG #PV #HLV #SN Attr VSize VFree
vg_data 1 2 0 wz--n- 500.00g | 100.00g
vg_projects | 1 0 0 wWz--n- 100.00g | 100.00g

m Key Columns
e VG
o Volume Group name
o HPV
o Number of physical volumes
o HLV
o Number of logical volumes
e #SN
o Number of snapshots
o Attr
o Attributes such as writable and resizable
e \Size
o Total volume size
® VFree
o Available free space

m Purpose

® Quick, comparative view of volume groups and their status

o  Summary
m vgscan detects existing volume groups on the system

m vgcreate establishes new volume groups from physical volumes
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m vgdisplay provides in-depth configuration details for a specific volume
group

m vgs offers a brief summary of all volume groups for quick monitoring

m Mastering these commands helps administrators efficiently manage and

scale storage systems in Linux environments

Modifying and Removing Volume Groups

o Overview
m Volume group management allows flexible adjustments to storage
resources
m Commands used: vgextend, vgchange, vgexport, vgimport, vgremove
o vgextend
m Adds a physical volume to an existing volume group
m  Syntax
e vgextend <volume_group_name> <physical_volume>
m Example
e vgextend vg_projects /dev/sdcl
o vgchange
m Activates or deactivates a volume group
m  Syntax
e vgchange [options] <volume_group_name>

Example (activate)

e vgchange -ayvg data

Example (deactivate)
e vgchange -a nvg_data

o vgexport
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m Prepares a volume group for transfer to another system
m Marks the group as inactive and exported
m  Syntax
e vgexport <volume_group_name>
m Example

® vgexport vg_archive
o vgimport
m Imports an exported volume group on a new system
m Makes it available to LVM
m  Syntax
e vgimport <volume_group_name>
m Example
e vgimport vg_archive
o vgremove
m Deletes a volume group with no remaining logical volumes
m  Syntax
® vgremove <volume_group_name>
m Example
® vgremove vg_temp
o  Summary
m vgextend increases group capacity by adding new physical volumes

m vgchange toggles access to volume groups

vgexport and vgimport allow safe migration of volume groups

m vgremove deletes unused volume groups after clearing logical volumes
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e Basic Logical Volume Management

o Logical Volume Management (LVM) Overview
m Logical Volumes (LVs) are customizable storage areas within Volume
Groups (VGs)
m Commands used
e |vcreate, Ivdisplay, lvs
o lvcreate Command
m Creates a logical volume from an existing volume group
m Syntax
e |vcreate --name <logical_volume_name> --size <size>
<volume_group_name>
m Example
e |vcreate --name Iv_data --size 20G vg_projects
® Breakdown
o --name lv_data
m Names the new logical volume Iv_data
o --size 20G
m Allocates 20 gigabytes of space
o vg_projects
m Specifies the volume group in which the LV is
created
m Purpose
e Allocates and reserves space for specific storage tasks
o lvdisplay Command
m Provides detailed information about a specific logical volume

m Syntax
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e |vdisplay <logical_volume_path>

m Example

e |vdisplay /dev/vg_projects/Iv_data

Purpose

e Confirms properties and status of a logical volume

o Ilvs Command

Displays a summary of all logical volumes in the system

Syntax

e |lvs

Example Output

Lv VG Attr LSize
Iv_data vg_projects -Wi-a----- 20.00g
lv_logs vg_data -wi-a----- 50.00g
Key Columns
o LV
o Logical Volume name
e VG
o Volume Group name
o Attr
© Volume attributes
m  w: Writable
m i Inherited permissions

m a: Active

e |[Size

o Logical volume size
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m Purpose

e Provides a high-level view of logical volumes and their usage
o  Summary
m |vcreate initializes a new logical volume with specified name, size, and VG
m Ivdisplay shows detailed information about a logical volume
m lvs provides a quick, summarized overview of all logical volumes
m These tools help configure, monitor, and manage logical storage

efficiently in Linux systems using LVM

Modifying and Removing Logical Volumes

o Qverview
m Logical volume management allows resizing activation and deletion of
volumes based on changing storage needs
m Key commands include lvchange, Ivresize, lvextend, and lvremove
o Ivchange
m Changes status or attributes of a logical volume
m Used to activate or deactivate a volume
m  Syntax
e |vchange [options] <logical_volume_path>
m Example
e |vchange -ay /dev/vg_projects/lv_data
O -ay activates the volume
o -anwould deactivate the volume
o Ivresize
m Changes the size of a logical volume (increase or decrease)

m Shrinking requires shrinking the filesystem first to avoid data loss
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Syntax

® |vresize --size <new_size> <logical_volume_path>

Example
® |vresize --size 15G /dev/vg_projects/Iv_data
o Sets the logical volume size to 15 gigabytes
Important

Always shrink the filesystem first before reducing logical volume size

Back up data before resizing to prevent corruption

lvextend

Specifically used to increase the size of a logical volume
Requires separate filesystem resizing after extension
Syntax

e |vextend --size <additional_size> <logical_volume_path>
Example

e |vextend --size +5G /dev/vg_projects/lv_data

o Adds 5 gigabytes to the current volume size

Follow with

e resize2fs for ext-based filesystems

o xfs_growfs for XFS filesystems

lvremove

Permanently deletes a logical volume from the system
Frees up space in the volume group
Syntax
e |vremove <logical_volume_path>
Example

e |vremove /dev/vg_projects/Iv_data
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o Prompts for confirmation before deletion

o Once confirmed, volume is permanently removed

o  Summary

Ivchange activates or deactivates a logical volume

Ivresize adjusts the size of a volume (increase or decrease)

Ivextend increases the volume size and must be followed by filesystem
resizing

Ivremove deletes a logical volume from the system

These tools help maintain efficient and adaptable storage in a Linux

environment

e Static and System Mount Information

o Overview

Linux uses three files to manage mounted filesystems
/proc/mounts shows real-time mounted devices
/etc/mtab lists mounted devices as tracked by user-space tools

/etc/fstab defines static mount points for automatic mounting

o /proc/mounts

Displays current, live mount information from the kernel
Not editable by users
Always reflects the real-time state of the system
Command

e cat /proc/mounts
Example output

e /dev/sdal / ext4 rw,relatime,data=ordered 0 O
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o /dev/sdal

m Block device

o /

m  Mount point
o extd

m Filesystem type
o rw

m Read-write access
o relatime

m Updates access times on reads
o data=ordered

m Journaling option
o 00

m Not backed up by dump, no fsck at boot

o Jetc/mtab

Traditionally maintained by mount and umount commands
Historically writable but now often linked to /proc/self/mounts
Slightly less accurate than /proc/mounts but useful to scripts
Command

e cat /etc/mtab

o Jetc/fstab

Specifies static filesystems to mount at startup
Defines six fields per line

e Block device

e Mount point

e Filesystem type
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e Mount options
® Dump setting (0 = do not dump)
e fsck order (1 = root, 2 = others, 0 = none)
m Command to mount all fstab entries
e mount-a
m Example entry
e /dev/sdbl /mnt/data ext4 defaults 0 2
o  Summary
m /proc/mounts is a live, kernel-maintained view of current mounts
m /etc/mtab is a traditional user-space view, often linked to
/proc/self/mounts
m /etc/fstab defines which filesystems should be mounted at boot

m mount -a can trigger mounting of all defined entries in /etc/fstab without

reboot

Dynamic Mounting and Automounting
o Dynamic Mounting and Automounting

m Linux supports dynamic mounting and automounting for managing
filesystem access

m Commands include

® mount
e umount
e autofs

O mount

m Used to connect a filesystem to a directory (mount point)
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m  Makes filesystem contents accessible under that directory
m If the directory does not exist use mkdir -p /mnt/mydrive
m -p creates parent directories if not present
m Generic syntax
e mount [OPTIONS] <SOURCE> <TARGET>
m Example
e mount -t ext4 /dev/sdbl /mnt/