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APPLE TV

¡The Apple TV is a digital media player 
manufactured by Apple 

¡ It can receive digital data from a number of 
sources and stream it to a TV

¡As of March 2018, 6 models were produced
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APPLE TV – IDENTIFICATION 

¡ Observe device 
appearance

¡ Check the label under 
the device

¡ Verify through device 
settings menu

Model number Generation
A1218 I
A1378 II
A1427 III
A1469 III Rev. A
A1625 IV
A1842 4K
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APPLE TV – IDENTIFICATION
HTTPS://SUPPORT.APPLE.COM/EN-US/HT200008 
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APPLE TV – I° GENERATION – ACQUISITION AND ANALYSIS

¡ It contains a traditional Hard Drive that can be extracted and 
imaged!

¡ Traditional approach
¡ “Hacking the Apple TV and Where Your Forensic Data 

Lives”, Kevin Estis and Randy Robbins, Def Con 2009
¡ https://www.defcon.org/images/defcon-17/dc-17-

presentations/defcon-17-kevin_estis-apple_tv.pdf
¡ https://www.youtube.com/watch?v=z-WCy3Bdzkc
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APPLE TV – II° – IV° GENERATION – ACQUISITION

¡ Good news à NO Passcode protection!
¡ Bad news à USB Port used only for 

“service and support”
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APPLE TV – II° – IV° GENERATION 
ITUNES CONNECTION
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APPLE TV – II° – IV° GENERATION
MANUAL ACQUISITION
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APPLE TV – II° – IV° GENERATION
USB ACQUISITION

¡ Not completely true that USB port is only for service and 
support…

¡ Apple File Conduit (AFC) service is active!
¡ We can access:
¡ Basic device information
¡ Real Time Log (Syslog)
¡ Part of the file system («Media» folder)
¡ Crash Logs
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APPLE TV – II° – IV° GENERATION – DEVICE INFORMATION
IDEVICEINFO (HTTP://WWW.LIBIMOBILEDEVICE.ORG/)
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APPLE TV – II° – IV° GENERATION – REAL TIME LOG
IDEVICESYSLOG (HTTP://WWW.LIBIMOBILEDEVICE.ORG/)
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APPLE TV – II° – IV° GENERATION
IBACKUPBOT (HTTP://WWW.ICOPYBOT.COM) 

https://t.me/learningnets



APPLE TV – II° – IV° GENERATION
IBACKUPBOT (HTTP://WWW.ICOPYBOT.COM) 
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APPLE TV – II° – IV° GENERATION
IBACKUPBOT (HTTP://WWW.ICOPYBOT.COM) 
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APPLE TV – II° – IV° GENERATION
ELCOMSOFT IOS FORENSIC TOOLIKT (3.0)
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APPLE TV
III° GENERATION

III-generation Apple TV
Model A1469

General Information Network Information AirPlay Information Remote Control 
Information

Name Wi-Fi MAC address Devices used iPhone 

Model number Bluetooth MAC Address Type iPad

Serial Number IP configuration Name Telecontrol

OS version Signal power Keyboard

Time-zone Network used

Date and time
https://t.me/learningnets



APPLE TV
III° GENERATION

III-generation Apple TV
Model A1469

Artifacts

Real Time Log

Crash Log

MediaLibrary.sqlitedb

Information

iCloud Account Name

iCloud ID

Wi-Fi networks

Device usage timeline

Shopping databasehttps://t.me/learningnets



APPLE TV
III° GENERATION

III-generation Apple TV
Model A1469
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APPLE TV
MEDIA LIBRARY

III-generation Apple TV
Model A1469

item_extra

media_kind

0 Book

1 Music (mp3 format)

2 Film

33 Music (m4v format)

MediaLibrary.sqlitedb

FILE

36 table

_MLDatabaseProperties

Item_extra

_MLDatabaseProperties

iCloud Account ID

Synchronized with 
iTunes account
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APPLE TV
MEDIA LIBRARY

III-generation Apple TV
Model A1469

MediaLibrary.sqlitedb

FILE

36 table

_MLDatabaseProperties

Item_extraSQL 
query
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APPLE TV – IV° GENERATION – JAILBREAKING
HTTPS://WWW.THEIPHONEWIKI.COM/WIKI/JAILBREAK
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METHODOLOGY

¡ https://twitter.com/imarcusthompson/status/715941070543126528

APPLE TV 
JAILBREAKING (IV GENERATION)
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APPLE TV 
FILE SYSTEM LAYOUT - /
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TIMEZONE
/PRIVATE/VAR/DB/TIMEZONE/LOCALTIME
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NETWORK TCP/IP LEASE
/PRIVATE/VAR/DB/DHCPCLIENT/LEASES/
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NETWORK WI-FI HISTORY
/PRIVATE/VAR/PREFERENCES/COM.APPLE.WIFI.PLIST
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NETWORK WI-FI HISTORY
/PRIVATE/VAR/PREFERENCES/COM.APPLE.WIFI.PLIST

c

c

c

c

c
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KEYBOARD DICTIONARY
/PRIVATE/VAR/MOBILE/LIBRARY/KEYBOARD/DYNAMIC-TEXT.DAT
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ACCOUNTS
/PRIVATE/VAR/MOBILE/LIBRARY/ACCOUNTS/
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ACCOUNTS
/PRIVATE/VAR/MOBILE/LIBRARY/PREFERENCES/COM.APPLE.IDS.SERVICE.COM
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ICLOUD “SYNCED PREFERENCES”

/var/mobile/Library/SyncedPreferences/

Wi-Fi Access Points
• com.apple.wifid.plist

Weather Cities
• com.apple.nanoweatherprefsd.plisthttps://t.me/learningnets



WI-FI ACCESS POINTS
/PRIVATE/VAR/MOBILE/LIBRARY/SYNCEDPREFERENCES/COM.APPLE. WIFID.PLIST
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WI-FI ACCESS POINTS
/PRIVATE/VAR/MOBILE/LIBRARY/SYNCEDPREFERENCES/COM.APPLE. WIFID.PLIST
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WEATHER CITIES
/PRIVATE/VAR/MOBILE/LIBRARY/SYNCEDPREFERENCES/COM.APPLE.NANOWEATHERPREFSD.PLIST
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HEADBOARD
/PRIVATE/VAR/MOBILE/LIBRARY/COM.APPLE.HEADBOARD/APPORDER.PLIST
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HEADBOARD
/PRIVATE/VAR/MOBILE/LIBRARY/CACHES/COM.APPLE.TVICONSCACHE/COM.APPLE.HEADBOARD
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HEADBOARD
/PRIVATE/VAR/MOBILE/LIBRARY/CACHES/COM.APPLE.HEADBOARD/FSCACHEDDATA
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APP SNAPSHOTS
/PRIVATE/VAR/MOBILE/LIBRARY/CACHES/COM.APPLE.PINEBOARD/ASSETLIBRARY/SNAPSHOTS/

38
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HEADBOARD SNAPSHOTS

39
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TVMOVIES SNAPSHOTS

40
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CACHED VIDEO
/PRIVATE/VAR/MOBILE/LIBRARY/CACHES/APPLETV/VIDEO/ 

41
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CACHED VIDEO
/PRIVATE/VAR/MOBILE/LIBRARY/CACHES/APPLETV/VIDEO/ 

42
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INSTALLED APPLICATIONS
/PRIVATE/VAR/DB/LSD/COM.APPLE.LSDIDENTIFIERS.PLIST
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INSTALLED APPLICATIONS
/PRIVATE/VAR/MOBILE/CONTAINERS/BUNDLE/
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INSTALLED APPLICATIONS
/PRIVATE/VAR/MOBILE/CONTAINERS/DATA/APPLICATION/
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INSTALLED APPLICATIONS
YOU TUBE
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APP SNAPSHOTS
YOU TUBE
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INSTALLED APPLICATIONS
YOU TUBE
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APPLE TV FORENSICS GUIDELINES

1. Identify the model
2. Apple TV I Gen à Acquire the hard drive and analyze it
3. Apple TV II - IV Gen 

1. Acquire Real Time Logs
2. Acquire Crash Logs
3. Acquire File System via AFC
4. Acquire information via Manual Acquisition
5. Verify if jailibreaking is applicable (type and OS version)

1. Jailbreak and acquire the whole file system
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APPLE TV
USEFUL TOOLS 

¡ Libimobiledevice http://www.libimobiledevice.org/

¡ iMobileDevice http://docs.quamotion.mobi/en/latest/imobiledevice/download.html

¡ iBackupBot http://www.icopybot.com/itunes-backup-manager.htm

¡ iExplorer https://macroplant.com/iexplorer

¡ iFunBox http://www.i-funbox.com/

¡ iOSLogInfo http://support.blackberry.com/kb/articleDetail?articleNumber=000036986

¡ Jailbreak
¡ Pangu tvOS 9.0/9.1 http://dl.pangu.25pp.com/jb/Pangu9_ATV_v1.0.zip

¡ LiberTV tvOS 10.0/10.1 http://newosxbook.com/forum/viewtopic.php?f=12&t=16823

¡ LiberTV tvOS 11.0/11.1 http://newosxbook.com/libertv/

¡ Greeng0blin tvOS 10.2.2 https://nito.tv/
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THANKS!

Thanks to Sarah Edwards
(@iamevltwin) for providing 

us a jailbroken AppleTV for 
testing and research!!
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Q&A?

Mattia Epifani
¡ Digital Forensics Analyst

¡ CEO @ REALITY NET – System Solutions 

¡ GCFA, GCFE, GASF, GMOB, GNFA, GREM, GCWN

Claudia Meda
¡ Digital Forensics Analyst 

@ REALITY NET – System Solutions

mattia.epifani@realitynet.it

@mattiaep

http://www.linkedin.com/in/mattiaepifani

http://www.realitynet.it

http://blog.digital-forensics.it

claudia.meda@realitynet.it

@KlodiaMaida

https://www.linkedin.com/in/claudia-meda/

http://www.realitynet.it

http://blog.digital-forensics.it
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APPLE TV – 1° GENERATION

¡ Released in 2007
¡ It contains a traditional hard 

drive (40 or 160 GB)
¡ The OS is based on Mac OS X
¡ Connectivity
¡ Wi-Fi
¡ Ethernet 10/100
¡ USB 2.0
¡ HDMI
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APPLE TV – II° GENERATION

¡ Released in 2010
¡ It contains a NAND flash 

memory (8 GB)
¡ The OS is based on iOS
¡ Connectivity
¡ Wi-Fi
¡ Ethernet 10/100
¡ Micro USB
¡ HDMI
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APPLE TV – III° GENERATION / III° GENERATION REV. A

¡ Released in 2012
¡ It contains a NAND flash 

memory (8 GB)
¡ The OS is based on iOS
¡ Connectivity
¡ Wi-Fi
¡ Ethernet 10/100
¡ Micro USB
¡ HDMI
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APPLE TV – IV° GENERATION

¡ Released in 2015
¡ It contains a NAND flash 

memory (32 or 64 GB)
¡ The OS (tvOS) is based on iOS
¡ Connectivity

¡ Wi-Fi
¡ Ethernet 10/100
¡ Bluetooth
¡ USB-C
¡ HDMI
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APPLE TV – 4K (V° GENERATION)

¡ Released in September 2017
¡ It contains a NAND flash 

memory (32 or 64 GB)
¡ The OS (tvOS) is based on iOS
¡ Connectivity

¡ Wi-Fi
¡ Gigabit Ethernet
¡ Bluetooth
¡ HDMI
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