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APPLE WATCH

¡ Apple Watch is a line of 
smartwatches designed and marketed 
by Apple Inc.

¡ It incorporates fitness tracking and 
health-oriented capabilities

¡ It works in integration with an 
iPhone

¡ As of September 2019, 4 models were 
produced
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APPLE WATCH 
IDENTIFICATION 
HTTPS://SUPPORT.APPLE.COM/EN-US/HT204507

Model number Generation
A1553 (38mm) / A1554 (42mm) Apple Watch 1st Generation

A1802 (38mm) / A1803 (42mm) Apple Watch Series 1

A1757 (38mm) / A1758 (42mm)
A1816 (38mm) / A1817 (42mm) Apple Watch Series 2

A1858 (38mm) / A1859 (42mm) Apple Watch Series 3 (GPS)

America A1860 (38mm) / A1861(42mm)
Europe and Asia A1889 (38mm) / A1891(42mm)
China A1890 (38mm) / A1892 (42mm)

Apple Watch Series 3 (GPS+Cellular)

A1977 (38mm) / A1978 (42mm) Apple Watch Series 4 (GPS)

America A1975 (38mm) / A1976 (42mm)
Europe,Asia and China A2007 (38mm) / A2008 (42mm) Apple Watch Series 4 (GPS+Cellular)
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APPLE WATCH 
IDENTIFICATION 
HTTPS://SUPPORT.APPLE.COM/EN-US/HT204507

1° Generation Apple Watch 1 Apple Watch 2 Apple Watch 3 Apple Watch 4
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APPLE WATCH
ACQUISITION

¡Three options for data acquisition:
¡ Device
§ Direct connection
§ Manual acquisition

¡ Synced iPhone
¡ Cloud (iPhone backup and synced Health data)
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APPLE WATCH
THE “SECRET” (DIAGNOSTIC) PORT!
HTTPS://WWW.IDOWNLOADBLOG.COM/2015/04/13/APPLE-WATCH-DIAGNOSTIC-PORT/
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APPLE WATCH
CONNECTION WITH IBUS
HTTPS://WWW.MFCBOX.COM/SHOP/CATEGORY/IBUS-TOOLS/
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APPLE WATCH
PAIRING
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APPLE WATCH
DEVICE ACQUISITION

¡ No backup service is 
running on watchOS

¡ Possible acquisitions:
§ Device information and list of 

installed applications
§ AFC protocol (Apple File 

Conduit)
§ Crash logs (and sysdiagnose!)

¡ Full file system acquisition 
might be available with a 
jailbreak 
¡ jelbrekTime watchOS 4.1

https://github.com/tihmstar/jelbrek
Time

¡ Brenbreak watchOS 4.0 –
5.1.2
https://please.brenbreak.today/
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APPLE WATCH
EXTRACTING BASIC DEVICE INFORMATION
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APPLE WATCH
EXTRACTING BASIC DEVICE INFORMATION
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APPLE WATCH
DEVICE INFORMATION (ELCOMSOFT)
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APPLE WATCH
DEVICE INFORMATION (ELCOMSOFT)
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APPLE WATCH
DEVICE INFORMATION (ITOOLS) 
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APPLE WATCH
DEVICE INFORMATION (3UTOOLS) 
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APPLE WATCH
INSTALLED APPLICATIONS (ELCOMSOFT)
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APPLE WATCH
INSTALLED APPLICATIONS
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APPLE WATCH
AFC ACQUISITION (ELCOMSOFT)
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APPLE WATCH
AFC ACQUISITION (ITOOLS) 
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APPLE WATCH
AFC ACQUISITION (3UTOOLS)
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APPLE WATCH
AFC ACQUISITION 
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APPLE WATCH
DCIM FOLDER
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APPLE WATCH
DCIM FOLDER
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APPLE WATCH
PHOTODATA FOLDER
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APPLE WATCH
THUMBNAILS FOLDER
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APPLE WATCH
THUMBNAILS
HTTP://WWW.ITHMBCONVERTER.COM/
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APPLE WATCH
PHOTOS.SQLITE
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APPLE WATCH
PHOTOS.SQLITE
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APPLE WATCH
ITUNES_CONTROL/ITUNES FOLDER
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APPLE WATCH
MEDIALIBRARY.SQLITEDB

item_extra

media_kind

0 Book

1 Music (mp3 format)

2 Film

33 Music (m4v format)

MediaLibrary.sqlitedb

FILE

36 table

_MLDatabaseProperties

Item_extra

_MLDatabaseProperties

iCloud Account ID

Synchronized with 
iTunes account
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APPLE WATCH
MEDIALIBRARY.SQLITEDB
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APPLE WATCH
MEDIALIBRARY.SQLITEDB
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APPLE WATCH
MEDIALIBRARY.SQLITEDB
Field name Field value

Title Prisencolinensinainciusol (Remix)

File format m4a

File 6117677501144294585.m4a

Total time (ms) 320027

File size (bytes) 11034161

Year 2012

Album Name Gift Clan 3 - Single

Artist Adriano Celentano

Composer Adriano Celentano

Genre Pop

Artwork us/r30/Music/64/1b/60/mzi.zlmopxmi.jpg

Track Number 2

iCloud Account ID 1321761630

Purchase date 04/01/2012  02:28:06

Item ID 483346952

Purchase History ID 230000997371840
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APPLE WATCH
PURCHASES FOLDER
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APPLE WATCH
ITUNES_CONTROL/ITUNES/ARTWORK/ORIGINALS
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APPLE WATCH
ITUNES_CONTROL/MUSIC

https://t.me/learningnets



APPLE WATCH
LOGS ACQUISITION (ELCOMSOFT)
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APPLE WATCH
LOGS ACQUISITION (ITOOLS)
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APPLE WATCH
SYSDIAGNOSE

¡ Apple provides “a web-based tool that developers can use to report

issues with Apple software and services, request enhancement to APIs

and tools and track the status of their feedback”

¡ To correctly use this tool and submit Apple relevant information to

identify the issue, it is mandatory to “Collect and attach any

relevant logs”
https://t.me/learningnets



APPLE WATCH
SYSDIAGNOSE

¡ The Apple web page “Profiles and Logs” contains instructions about
how to extract logs from different Apple operating systems, including
Mac OS X, iOS, tvOS and WatchOS

¡ Some logs (e.g. Crash Logs) are generated automatically by the
operating system during its execution while others (e.g. sysdiagnose)
can be generated with specific user actions

¡ Moreover, some logs require the installation of a profile on the
device (e.g. Disk Space Diagnostics and Battery Life)
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APPLE WATCH
USING APPLE “BUG REPORTING” FOR FORENSIC PURPOSES

¡ Mattia Epifani, Heather Mahalik and @Cheeky4n6monkey have
written a document describing their initial research into these logs

¡ This document is freely available from
https://www.for585.com/sysdiagnose

¡ We also developed various scripts to parse some of the files
available during sysdiagnose acquisition.

¡ These scripts are available from GitHub
https://github.com/cheeky4n6monkey/iOS_sysdiagnose_forensic_scripts

https://t.me/learningnets
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APPLE WATCH
SYSDIAGNOSE ON WATCHOS
HTTPS://DOWNLOAD.DEVELOPER.APPLE.COM/IOS/WATCHOS_LOGS/SYSDIAGNOSE_LOGGING_INSTRUCTIONS.PDF
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APPLE WATCH
SYSDIAGNOSE
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APPLE WATCH
MOBILE ACTIVATION LOGS
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APPLE WATCH
MOBILE CONTAINER MANAGER LOGS
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APPLE WATCH
MOBILE INSTALLATION LOGS
HTTPS://ABRIGNONI.BLOGSPOT.COM/2019/01/IOS-MOBILE-INSTALLATION-LOGS-PARSER.HTML
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APPLE WATCH
POWER LOGS
HTTPS://GITHUB.COM/MAC4N6/APOLLO
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APPLE WATCH
POWER LOGS
HTTPS://GITHUB.COM/MAC4N6/APOLLO
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APPLE WATCH
WIFI LOGS
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APPLE WATCH
WIFI LOGS
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APPLE WATCH
WIFI LOGS
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APPLE WATCH
MANUAL ACQUISITION

NATIVE APPLICATIONS

¡ Contacts

¡ Call logs

¡ SMS/iMessage

¡ Mail

¡ Calendar

¡ Wallet

¡ Health / Heart rate

¡ Photos (if enabled)

¡ iTunes

THIRD PARTY APPLICATIONS

¡ Facebook Messenger

¡ Telegram

¡ Spotify

¡ Shazam

¡ Lufthansa

¡ British Airways

¡ Alitalia

¡ Uber
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APPLE WATCH
MANUAL ACQUISITION

Application Deletion on iPhone Deletion on AppleWatch

Contacts Deletion is propagated Delation is not possible

Call log Deletion is propagated Delation is not possible

SMS/iMessage Deletion IS NOT PROPAGATED Deletion IS NOT PROPAGATED

Mail Deletion is propagated Deletion is propagated

Calendar Deletion is propagated Delation is not possible

Wallet Deletion is propagated Delation is not possible

Telegram Deletion is propagated Delation is not possible

Facebook Messenger Deletion is propagated Delation is not possible
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APPLE WATCH
BACKUP
HTTPS://SUPPORT.APPLE.COM/EN-US/HT204518

¡ Apple Watch backup data automatically to your companion

iPhone, so you can restore your Apple Watch from a backup

¡ When you backup your iPhone to iCloud or iTunes, your iPhone

backup will also include your Apple Watch data
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APPLE WATCH
BACKUP AND UNPAIR

¡ Apple Watch automatically creates a backup on the iPhone when the

user unpairs the Apple Watch from their iPhone

¡ Unpairing erases all data from the Apple Watch!

¡ If the Apple Watch is unpaired while out of range of the paired iPhone, the

backup might not have the latest data

¡ Users can re-pair their Apple Watch again and set it up from a backup
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APPLE WATCH
BACKUP RESTORE

¡ List of backups if available on Watch 
when you try to restore

¡ On restore, watchOS version 
should match

¡ watchOS should match iOS version
¡ Some information is visible in the 

iPhone settings (General | iPhone 
Storage | Watch)

¡ No control, can only remove 
(all backups!!)
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APPLE WATCH
BACKUP - WHAT’S INSIDE?

¡ Built-in apps (App data and settings)
¡ Third-party apps (Only settings)
¡ Health and Fitness data 

¡ To back up Health and Fitness 
data, you need to use iCloud or 
an encrypted iTunes backup

¡ App layout on Home screen
¡ Clock face and dock settings
¡ Notification settings
¡ Music playlists and albums
¡ Synced photo album
¡ Time Zone
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APPLE WATCH
BACKUP - WHAT’S NOT INCLUDED?

¡ Bluetooth pairings

¡ Credit or debit cards used for Apple Pay

¡ Apple Watch Passcode
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APPLE WATCH
DEVICEREGISTRY.STATE FOLDER
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APPLE WATCH
HISTORY.PLIST
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APPLE WATCH
HISTORY.PLIST

Field name Field value
hwModelStr N121bAP

systemVersion 5.1.1

systemBuildVersion 16R600

localPairingDataStorePath /var/mobile/Library/DeviceRegistry/24620D1C-6016-4378-B7E9-7198D7F0C71

advertisedName 69647CEB

Name Apple Watch di Mattia

modelNumber A1859

deviceNameString Watch3,4
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APPLE WATCH
DEVICEREGISTRY.STATE FOLDER

https://t.me/learningnets



APPLE WATCH
HISTORYSECUREPROPERTIES.PLIST

WiFi Mac Address

BT Mac Address

UDID
Serial Number
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APPLE WATCH
DEVICEREGISTRY.STATE FOLDER
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APPLE WATCH
STATEMACHINE-<GUID>.PLIST

Pair status

WatchOSVersion 
installed at time of pairing

Pairing timestamp
(Apple Cocoa Core Data)

https://t.me/learningnets



APPLE WATCH
DEVICEREGISTRY.STATE FOLDER
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APPLE WATCH
ACTIVESTATEMACHINE.PLIST

Pair status

WatchOSVersion 
installed at time of pairing

Pair timestamp
(Apple Cocoa Core Data)

Actually installed WatchOS
Version
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APPLE WATCH
DEVICEREGISTRY FOLDER
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APPLE WATCH
NANOAPPREGISTRY FOLDER
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APPLE WATCH
NANOMAIL\REGISTRY.SQLITE
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APPLE WATCH
NANOMAIL\REGISTRY.SQLITE
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APPLE WATCH
NANOPASSES\NANOPASSES.SQLITE3
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APPLE WATCH
NANOPASSES\NANOPASSES.SQLITE3
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APPLE WATCH
NANOPASSES\NANOPASSES.SQLITE3
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APPLE WATCH
NANOPREFERENCESSYNC/NANODOMAINS/COM.APPLE.CAROUSEL
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APPLE WATCH
NANOPREFERENCESSYNC\BACKUP\FILES FOLDER
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APPLE WATCH
NANOPREFERENCESSYNC\BACKUP\FILES FOLDER
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APPLE WATCH
HEALTH DATA

¡ Apple Health was introduced by Apple in 2014 
with iOS 8

¡ Pre-installed on all iPhones
¡ Support the Apple Watch for data collection
¡ A Forensic Exploration of iOS Health 

Data, presentation by Sarah Edwards and 
Heather Mahalik at DFIR US SUMMIT 2018

¡ Apple Health presentation by Vladimir Katalov
at ROOTCON 20018
https://media.rootcon.org/ROOTCON%2012/Talks/Apple%20Health.pdf

¡ The iPhone Health App from a forensic 
perspective by NFI (DFRWS EU 2019)
https://www.sciencedirect.com/science/article/pii/S1742287619300313https://t.me/learningnets
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APPLE WATCH
HEALTH DATA IN (ENCRYPTED) LOCAL BACKUP
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APPLE WATCH
HEALTH DATA IN (ENCRYPTED) LOCAL BACKUP
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APPLE WATCH
HEALTH DATA SYNCED WITH THE CLOUD
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APPLE WATCH FORENSICS GUIDELINES

Apple Watch 1st gen/1/2/3
1. Connect the device with MFC IBUS 

adapter
1. Extract device information
2. Extract data with AFC protocol
3. Generate sysdiagnose
4. Extract logs

2. Perform manual investigation
3. If the synced iPhone is available, 

extract Watch data
4. Eventually, extract data from 

iCloud
5. Evaluate jailbreaking options

Apple Watch 4
1. If the synced iPhone is available

1. Generate sysdiagnose
2. Extract logs
3. Extract device information

from the iPhone
4. Extract Watch data from the 

iPhone
2. Perform manual 

investigation
3. Eventually, extract data from 

iCloud
https://t.me/learningnets



APPLE WATCH
USEFUL TOOLS 

¡ Elcomsoft iOS Toolkit https://www.elcomsoft.com/eift.html
¡ Elcomsoft Phone Breaker https://www.elcomsoft.com/eppb.html
¡ Elcomsoft Phone Viewer https://www.elcomsoft.com/epv.html
¡ Cellebrite Physical Analyzer https://www.cellebrite.com/en/ufed-ultimate/
¡ iTools https://www.itools4.com/
¡ iExplorer https://macroplant.com/iexplorer
¡ 3u Tools http://www.3u.com/
¡ plist Editor for Windows https://www.icopybot.com/plist-editor.htm
¡ DB Browser for SQLite https://sqlitebrowser.org/
¡ iBackupBot http://www.icopybot.com/itunes-backup-manager.htm
¡ Jailbreak

¡ jelbrekTime watchOS 4.1 https://github.com/tihmstar/jelbrekTime

¡ Brenbreak watchOS 4.0 – 5.1.2 https://please.brenbreak.today/https://t.me/learningnets



Q&A?

Mattia Epifani
¡ Digital Forensics Analyst

¡ CEO @ REALITY NET – System Solutions 

¡ GCFA, GCFE, GASF, GMOB, GNFA, GREM, GCWN

¡ SANS Instructor, FOR585 / FOR500

Francesco Picasso
¡ Digital Forensics Analyst

¡ CTO @ REALITY NET – System Solutions

¡ GCFA, GCIH

¡ SANS Instructor, FOR508

mattia.epifani@realitynet.it

@mattiaep

http://www.linkedin.com/in/mattiaepifani

http://www.realitynet.it

http://blog.digital-forensics.it

francesco.picasso@realitynet.it

@dfirfpi

https://it.linkedin.com/in/francescopicasso

http://www.realitynet.it

http://blog.digital-forensics.it
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