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Exercise 4.1—Volume Shadow Copy Triage

Acquisition

Background

Volume Shadow Copies (VSC) provide a rich view into historical forensic data for storage volumes. Days,
weeks, or months of previously existing data is often held within them. Being comfortable locating and
accessing data in Volume Shadow Copies is a critical skill for the digital forensics practitioner.

In this exercise, we will walk through how to locate VSCs, gain access to them via the command line, and
perform a manual triage collection of files from VSCs. By leveraging the historical data available in VSCs, a
more complete picture of an investigation is available when looking for answers.

We will also use Shadow Explorer, a GUI program, to interact with and export files from VSCs on a volume.

Objectives

e Identify Volume Shadow Copies (VSC) using VSSAdmin

e Manually mount a VSC to a symbolic link

e Use VSCMount to mount all available VSCs

e Export files of interest from mounted VSCs using PowerShell

o Use Shadow Explorer to interact with VSCs and export files from VSCs

Exercise Preparation

1. Boot your FOR498 Windows VM

2. Login to the FOR498 Windows VM using the following credentials:
a. Username: SANSDFIR
b. Password: forensics

3. Verify Windowslmage.E01 is mounted using AIM. Refer to the Mounting Evidence exercise for mounting
instructions, if you need.
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4. Double click the Shadow Explorer shortcut in the Utilities fence on the Desktop to start Shadow
Explorer.

% ShadowExplorer
File  Help

c vk et Details ¥

MName Date Modified Type Size Date

5. Before we start using Shadow Explorer, let’s take a closer look at some of the system protection options
related to VSCs. Click File = Configure System Protection.

4 ShadowExplorer

File | Help

Settings
| Configure Systern Protection... |

Exit

6. Inthe Protection Settings list, find the C: drive.

System Properties

Computer Name  Hardware Advanced System Protection  Remote

20 Use system protection to undo unwanted system changes.
i:B'-s-

System Restore

You can undo system charles by reverting

your computer to a previousSestore point. Sl i

Protection Settings

Available Drives Protection

™ Local Disk (C) (System)
= Local Disk (E:) Off

Configure restore settings, manage disk space,

Conrfigure...
and delete restore points. Ll

To create a restore point, first enable protection T
by selecting a drive and clicking Configure.

Once the C: drive is selected, click the Configure button and review the current settings for System
Protection on the C: drive. Notice that Protection for the C: drive is currently Off.
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7. Because shadow copies are turned off on the VM, enable them by configuring the settings as shown
below. Set Max Usage to somewhere around 1-3% of the drive size.

#= System Protection for Local Disk (C:) X

Restore Settings

By enabling system protection, you can undo undesired changes by
reverting your computer to a previousaaint in time.

(® Turn on system protection
(O Disable system protection

Disk Space Usage
You can adjust the maximum disk space used for system protection. As
space fills up, older restore points will be deleted to make room for new
ones.

Current Usage: 0 bytes

Max Usage: 'e

4% (3.97 GB)

Delete all restore points for this drive.
Delete

0= -~ -

8. To get a better sense of how useful VSCs can be, let’s create one manually. Before we do this however,
we need to create a few new files so the Volume Shadow Copy we create will contain these new files.
Open File Explorer and navigate to C:\Temp directory. Once there, right click on empty space, and
choose New -> Text Document from the context menu.

Mew > Folder
Shortcut

Properties

Microsoft Access Database
Bitrap image

Contact

Microsoft Word Document
Microsoft Access Database

Microsoft PowerPoint Presentation

PRERE S|~

Microsoft Publisher Document
D Text Document
@ Microsoft Excel Worksheet
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9. Using the previous steps, create two files as follows:

a. Name the first text file test f£ile 1.txt, then open it and enter your first and last name, then
close the file, saving the changes.

b. Name the second file Test file 2.txt. Open this file and enter FOR498, then close the file,
saving the changes.

c. You should now have these two text files in your C:\Temp directory.

Mame B Date modified Type Size
rmanual 1/30/2019 8:17 AM File folder
wes E 13072019 3:04 PM File folder
nromanoff_ntuser.dat 3152012 33 PM DAT File 1,024 KB
nromanoff_ntuser.dat.LOG1 3/15/2012 533 PM LOG1T File 256 KB
nromanoff_ntuser.dat.LOG2 1171072010 2222 AM LOGZ File 0 KB
nromanoff_ntuserl23.dat 330/2012 10:43 PM DAT File 1,280 KB
nromancoff_ntuser)23.dat.LOG1 3/30/2012 10:48 PM - LOGT File 256 KB
nromanoff_ntuser(23.dat.LOG2 1171072010 2222 AM LOGZ File 0 KB
nromanoff_ntuserl24.dat 47472012 3:04 PM DAT File 1,280 KB
nromanoff_ntuserl24.dat.LOG1 47472012 304 PM LG File 256 KB
iianRAR A nbus a2 dat LOGD 11/40/2010,7.29 ARL | o Eilo LEE
|j test file 1.t Text Document 1 KB
|j Test file 2.txt .- Text Document 1 KB

10. In Shadow Explorer, return to the System Properties window and make sure the System Protection tab
is selected. Once here, make sure the C: drive is selected. If the System Properties window is not visible,
open it again via the File menu in ShadowExplorer.

i

i ShadowExplorer

File | Help
| Configure System Protection...

Exit

FORA498 - Eric Zimmerman & Kevin Ripa ©2020 Exercise 4.1 — Volume Shadow Copy Triage Acquisition 4

https://t.me/learningnets


https://technet24.ir
https://technet24.ir

stem Properties

Computer MName  Hardware Advanced System Protection = Remote

'é‘ |Jse system protection to undo unwanted system changes.

=

System Restore

You can undo system changes by reverting

your computer to a previous restore point. System Restore...

Protection Settings

Awailable Drives Protection

= Local Disk (C:) (Sy:
s Local Disk (E2) off

Configure restore settings, manage disk space,

and delete restore points. i
Create a restore point right now for the drives th T
have system protection tumed on.

Cancel Aply

11. Click the Create... button to manually create a VSC. In the Create a restore point dialog, enter a
description of c: \temp example, then click Create.

System Properties

pe

System Protection

Create a restore point

Type a description to help you identify the restore point. The current date and
time are added automatically.

c:\temp example]| e

(5] care

‘4 Local Disk (C:) (System) On
s Local Disk (E:) Off

Configure restore settings, manage disk space,
and delete restore points.

Create a restore point right now for the drives that Create
have system protection tumed on. &

Conﬁgure...

OK Cancel Apply
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Windows will now create a new VSC and display a dialog box.

Systern Protection

Creating a restore point...

When the VSC is created, click the Close button.

System Protection

o The restore point was created successfully,

Clozse

Finally, click the OK button in the System Properties dialog to close the window.

Record the current system time below. We will use this time to find the VSC we created above in a
subsequent step.

12. Close Shadow Explorer by clicking the X in the upper right corner.

13. Open a new PowerShell window using the shortcut on the Desktop. Administrator rights are required
because the vssadmin tool we will be using requires admin rights to run properly.

> Adrministrator: Powershell

PS C:\Tools:>»
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14. In the PowerSheli window, type the following and press Enter.

vssadmin.exe

2 Administrator: Powershell

administrative command-line tool

Error: Invalid command.

---- Commands Supported

[

™ = = M

[ ]

D
L
L
L
L
L

[ Ty I T TRy I |

LA M

]

Notice that vssadmin displays an error about an invalid command, but also lists the available commands.
We will use some of these commands going forward to interact with different volume shadow copies.
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15. In the PowerSheli window, use the up arrow to bring up the previous command and adjust the command
as shown below, then press Enter.

vssadmin.exe List Shadows

You will see the screen below...

2 Administrator: Powershell

(C) Copyright 20881-2013 Microsoft Corp.

6080-1
\HarddiskVolumeShad

Shadow Copy provider 1.8°

nt-accessible, No auto release,

The output on your system may look slightly different in your VM than what is shown above, but the
important things to notice here are that we can see the Shadow Copy ID, its creation time, the Shadow
Copy Volume name, the Original Volume, and the Originating Machine (i.e. where the VSC was
generated).
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The E: drive in the above screenshot reflects the drive letter where AIM mounted our EO1. The drive
letter AIM used can be seen in the AIM interface.

Arsenal Image Mounter

File Advanced Help

CACases\Windowslmage. E01
9

000000 PhysicalDnivel BEG9T73T3
Online MER 24753 GB

Vonmes. T glume{00000001-0000-0000-0000-000000000000% (4 shadow copies)
EN

Depending on the machine you run this command on, you may see entries for several different drive
letters (C:, E:, or J: for example). This is because vssadmin displays all VSCs for all available partitions by
default. In most cases, we will only be interested in the VSCs found on one of the hard drives. Recall from
our preparation steps, we used AIM to mount an EO1. In the example output above, that EO1 was
mounted as the E: drive. Depending on what you have connected to your VM, you may have a different
drive letter.

16. Rather than look at all the VSCs for all volumes, let’s use vssadmin again to get back information about
VSCs located on the E: drive. To do this, we need to add another argument to the command line,
/for=<driveletter>, which filters what is shown to only include VSCs from <driveletter>. For the E:
drive, it would look like what is shown below.

Be sure to adjust the command to reflect the drive letter shown in AIM for your machine.

vssadmin.exe List Shadows /for=E:

rative command-line tool

Contents of shadow cop) { b
Contained 1 i C ‘ ime: 3/23/2012 4:00:15 AM
(aac ba9b-94c52fab2cdd}
©1-0000-000

rential,
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Now that we know the details for the VSCs cn our drive of interest, let’s get access to the contents of one
of them.

17. To access a VSC manually, we need to map the Shadow Copy Volume to a directory. The tool we will use
to do this is called mklink, which is built into the Windows Command Prompt. Because we already have a
PowerShell window open, we will use that to make our symbolic link by simply invoking cmd and passing
in the appropriate command. The syntax looks like this:

cmd.exe /c mklink /D <MountDirectory> <ShadowCopyVolume>

Where <MountDirectory> is the directory where we want the VSC to show up on our file system and
<ShadowCopyVolume> is the value of “Shadow Copy Volume” property from vssadmin output:

Contents of shadow
Contained :

]

B LY,

5
0
5

PRO TIP: It is critical to have a trailing backslash at the end of the Shadow Copy Volume name. The
command will not work without it! For example, in the command we run next, the Shadow Copy
Volume name is the following (notice the trailing backslash):

\\?\GLOBALROOT\Device\HarddiskVolumeShadowCopy1\
NOTE: Verify that the Shadow Copy you are working with has a creation time of 3/15/2012 11:12:03 PM.
On your VM, the Shadow Copy Volume name for this particular VSC may end with a different number

other than "1".

Once you find the correct shadow copy, select the Shadow Copy Volume value (shown in the red box
above) with the mouse, then press Enter to copy it to the clipboard.

Putting it all together, we can mount the VSC from the previous stage using this command. Note that the
command should all be on one line, with a space after 'vsc' and before '\\":

cmd /c mklink /D C:\Temp\vsc
\\?\GLOBALROOT \Device\HarddiskVolumeShadowCopyl\
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18. When you are ready to add the \\?\GLOBALROQT value, right-click the mouse te paste the value you
previously copied to the clipboard. Be sure to add the trailing slash at the end!

PS C:\Tools> cmd [«

symbolic 1in

PS C:\Tools>»

The message generated from the command indicates that VSC1 is now mounted on the C:\Temp\vsc
directory. Any directory naming convention can be used, such as C:\vss\1, which would indicate the VSC
that the mount directory represents, etc.

Note: If you forgot the trailing backslash, delete the symlink you created with the following command:

cd C:\Temp; cmd /c rmdir C:\Temp\vsc

Then try again, making sure to add the backslash.

19. To verify the VSC is accessible, open File Explorer and navigate to C:\Temp.

» Local Disk (C:) » Temp

& Mame

manual

‘ m\

Double click on vsc and the contents of the VSC will be shown.

GBMZ) (C:) » Temp » wsc »

ES

Mame Date modified Type Size
SRecycle.Bin 2/20/2011 &10PM File folder
Boot G17/2017 9:44 AM File folder
7 Documents and Settings 7142009 12:53 AM  File folder
MS50Cache 11/10,/2010 5:28 AM  File folder
Perflogs 7/13/2009 10:37 PM  File folder
Program Files 3/15/2012 &34 PM File folder
ProgramData 8/30/2011 2:47 PM File folder
Recovery 11/10/2010 11:28 File folder
System Velume Information 31522 712 PM File folder
Users 3152012 &23 PM File folder
Windows 3/15/2012 &:34 PM File folder
[F7] autoever hat BS02009 542 PR Mindows Batch File 1 KB
FORA498 - Eric Zimmerman & Kevin Ripa ©2020 Exercise 4.1 — Volume Shadow Copy Triage Acquisition 11
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In some cases, File Explorer will not allow you to navigate inte directories due to permission issues. We
will get around this issue by using PowerShell to navigate around the VSC and extract files.

For example, try double-clicking the Users folder and then NRomanoff. You should get a permissions
error.

20. In PowerShell, type the following commands, pressing Enter after each.

cd C:\Temp\vsc\Users
1s

nromanoff
Publi

r

This results in a listing of all the files and directories that exist in the current working directory.

21. Type the following commands and press Enter after each to see what is in the nromanoff directory.
Recall that you can use TAB completion to save some typing, so entering cd nr<TAB> would complete
the path for you. Once you are in the directory, issue another dir or 1s command.

cd nromanoff
1ls

Mode i eng Name
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22. If you recall from the Preparing the Analyst Machine lab, we tock steps to show system and hidden files,
but in the last step, we only see directories listed. This is because, by default, PowerShell does not show
files with the system or hidden attribute. To see hidden files, we need to use a switch that tells
PowerShell to show hidden files, —h, which can be used with either the 1s or dir command.

ls -h

Ps C:% L > 1s

igth Mame

AppData

H;a tHoO
PrintHood

]

6 NTUSER.DAT

]

ntuser.pol

Notice that we now see several additional files, and the Mode column reflects the fact that these files are
hidden (h) and system (s) files.

23. The copy command can be used to recover a file from the current location. Making a copy of nromanoff’s
ntuser.dat Registry hive can be accomplished with the command:

copy ntuser.dat C:\Temp\nromanoff ntuser.dat

In this example, we are saving ntuser.dat to a different directory and filename so that we know who the
ntuser.dat file belongs to.
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Since we are copying a Registry hive, let's grab the LOG files too:

copy NTUSER.DAT.LOGl C:\Temp\nromanoff ntuser.dat.LOGl
copy NTUSER.DAT.LOG2 C:\Temp\nromanoff ntuser.dat.LOG2

This same pattern can be repeated for any additional files you need to export from the VSC.

24. In File Explorer, navigate to C:\Temp and verify the new files are visible.

Local Disk (C:) & Temp »

Mame Date modified Type Size
rnanual 1/30/2019 2:17 AM File folder

a1 vsC 1/30/2019 2:53 PM File folder

" nromanoff_ntuser.dat 31572012 333 PM DAT File 1,024 KB
nrormanoff_ntuser.dat.LOGT 371572012 5:33 PM LG File 256 KB
nromancff_ntuser.dat.LOG2 11072010 2222 AM LOGZ File 0 KB

These files are now available and will continue to be available even after the VSC is unmounted.

25. To unmount the VSC, use File Explorer to select the C:\Temp\vsc directory and press the Delete key.

Mame Date modified
manual 1/30/2019 817

A WSC 1/30/2019 2:53
nromanoff_ntuser.da 2152012 5:3

nromanoff_ntuser.dat.L0G1

Click once to
select, then press

nromanoff_ntuser.dat.L0G2

DELETE

26. Inthe previous stage, we manually located and created a symbolic link to a single VSC, but in many cases,
it is necessary to access more than one VSC for a drive. While the same manual method could be used to
create symbolic links for each VSC, this becomes tedious when there are more than a few.

FORA498 - Eric Zimmerman & Kevin Ripa ©2020 Exercise 4.1 — Volume Shadow Copy Triage Acquisition 14

https://t.me/learningnets


https://technet24.ir
https://technet24.ir

27. Start a new instance of PowerShell via the shortcut on the Desktop. Then run the VSCMount . exe
command (note that we are in the C:\Tools directory).

.\VSCMount . exe

PS C:\tools> .\VSCMount.exe

VSCMount version

Author: Eric Zimmerman (saericzimmerman@gmail.com)
https://github.com/EricZimmerman/VSCMount

dl Source drive to look for Volume Shadow Copies (C, D:, or F:\ for example)

mp The base directory where you want VSCs mapped to

ud Use VSC creation timestamps (yyyyMMddTHHmmss) in symbolic link names. Default is FALSE
debug Show debug information during processing

28. To make all the VSCs on the E: volume available, execute the following command:

.\VSCMount.exe --dl E: --mp C:\Temp\vss

PS C:\Tools> .\VSCMount.exe : C:\Temp\vss
VSCMount version

Author: Eric Zimmerman (saericzimmerman@gmail.com)
https://github.com/EricZimmerman/VSCMount

Command line: --dl E: --mp C:\Temp\vss

Creating directory 'C:\Temp\vss E’

S_
Mounting VSCs to "C:\Temp\vss E’

(Id {2
2 (Id {aaB9e73
E (Id {56b2ab 9f-Acf6-bf25-422ab6at5c2ed}, Created on: 2012/ 10 ) mounted OK!
4 7

aededbf-f100-45d7-bb85-3889035fblab}, Created on: 2012/03/15 23:12:03 UTC) mounted OK!
9a-4ble-badb-94c52fab2cdd}, Created on: i ) mounted OK!
(Id {748b9466-321c-4df9-8b9b-a70f2221334a}, Created on: 2012/04/04 20:05:02 mounted OK!

Mounting complete. Mavigate VSCs via symbolic links in *C:\Temp\vss E’

This command has done several things for us, including identifying all available VSCs on the E: drive,
creating (if need be) the directory to mount all the VSCs to, and finally, mounting each VSC onto its own
directory.
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29. Open File Explorer and navigate to C:\Temp

Local Disk (C:) » Temp

Mame

manual

wes |

nromanoff_ntuser.dat
nromanaoff_ntuser.dat.LOG1

nromanoff_ntuser.dat.LOG2

VSCMount appends the source drive letter to the mount point provided to give context as to which drive
letter the VSCs originated from.

30. InFile Explorer, double click on the vss_E directory and you will see a symbolic link for each available
VSC, along with the VSC that the link points to.

NOTE: The VSS numbers will most likely be different on your machine compared to what is shown below!

£EPC » Local Disk(C:) » Temp » wss E »

Mame

A wss00
a | wes002
A | wss003
a | wes00d
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31. Each of these VSC mount points can be interacted with exactly as we did in the previous stage of the
exercise.

Following the example from the previous stage, copy nromanoff’s ntuser.dat registry hives and logs from
vss003 and vss004 and save the files to C:\Temp. it is often a good idea to indicate which VSC a file came
from, so adding this information to the destination file is helpful.

NOTE: Adjust these paths accordingly to match up with the VSC numbers that are shown on your
computer. If you do not have vss003 and vss004, use the last two that are shown and adjust the paths
accordingly.

cd C:\Temp\vss_E\vss003\Users\nromanoff\

copy ntuser.dat C:\Temp\nromanoff ntuser003.dat

copy NTUSER.DAT.LOGl C:\Temp\nromanoff ntuser003.dat.LOGl
copy NTUSER.DAT.LOG2 C:\Temp\nromanoff ntuser003.dat.LOG2

cd C:\Temp\vss_E\vss004\Users\nromanoff\

copy ntuser.dat C:\Temp\nromanoff ntuser004.dat

copy NTUSER.DAT.LOGl C:\Temp\nromanoff ntuser004.dat.LOGl
copy NTUSER.DAT.LOG2 C:\Temp\nromanoff ntuser004.dat.LOG2

32. Open File Explorer and navigate to C:\Temp. Verify the copies were successful.

£PC » Local Disk (C:) » Temp @

Mame a Date modified
wss_E 2/472019 1:18 PM
nrormanoff_ntuser.dat 3M5/2012 10:33 PM
nromaneoff_ntuser.dat.LOG1 352012 10:33 PM
nromanoff_ntuser.dat.LOG2 11102010 8:22 AM
nromanoff_ntuser(03.dat 3312012 3:48 AM
nrormanoff_ntuser(03.dat.L3G1 3312012 3:.48 AM
nrormanoff_ntuser(03.dat.LOG2 11/10/,2010 822 AM
nromanoff_ntuser((4.dat 47472012 8:04 PM
nromanoff_ntuserdd.dat.LOG1T 44,2012 8:04 PM
nromanoff_ntuserd(d.dat.LOG2 111072010 8:22 AM

=| test file 1.t 2/4720191:05 PM
=| Testfile 2.t 2/472019 1:05 PM

PRO TIP: Remember, a VSC points to a specific point in time for a given volume. Notice how this is
reflected in the Date modified column in that each of the copies of nromanoff’s ntuser.dat has a different
last modified date.
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33. Return to File Explorer, and make sure you are in the C:\Temp directory. Select both text files we created
earlier (test file 1.txt and Test file 2.txt) and delete them via the context menu, or by pressing the Delete
key.

=| test file 1.bd

: )
=] Test file 2.6 .

Print

Edit

Open with EditPad

Shred with BleachBit

T-Zip >
CRC 5HA e
Scan with Windows Defender...

Share

5 bytes
34.7 GB)

& &5

Send to >
Cut
Copy

Create shortcut

Delete

Rename

Properties

34. Empty your Recycle Bin.

Recycl Open
& Empty Recycle Bin

Fin to start

Create shortcut
7
Goo

Chr

Rename

Properties
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35. Start Shadow Explorer via the shortcut in the Utilities fence on the Desktop, click the drop-down in the
upper left, and select C: from the list.

* ShadowExplorer

File  Help

Mame

SGetCument
SRecycle. Bin
Axiom Temp
Boot

Cases
Config. Msi
Credentials

36. Once the C: drive is selected, the rightmost drop-down will contain a list of all available VSCs for the C:
drive (your time stamp will be different than what is shown below). Select the newest VSC available from
the list.

NOTE: The timestamp should match very closely to the system time you recorded in the Exercise

preparation step.
* ShadowExplorer

File Help

C: ~ 1 1/30/°2019 3:16:13 FM

eme § /3072015 3:16:13 PM
s q MName
SiGetCu
5Recyq
Boot
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37. Expand the C: drive in the tree on the left, then select the Temp folder. Notice that the two text files we
created, then deleted, are shown.

* ShadowExplorer

File  Help
C:  ~||1/30720193:16:13PM

E"';E:- C MName Date Modified Typ
:: i’g:ﬁ'ﬁgn manual 1/30/20198:17:03 .. File
& | Boot vas_E 1/30/2019 3:04:12 .. File
Cases j nromanaff_rtuser.dat IN52012533:20 ... DAT

_____ Documents and Settings j nromanoff_ntuser.dat LOG1 INE20N2 53320 ... LOG
..... Installers j nromanoff _ntuser.dat. LOG2 11A0:2010 2:2213.. LOG
E MININT j nromanaoff_ntuser(23.dat 33072012 10:48:07...  DAT
... Metwork j nromanoff_ntuserl23.dat LOGT  3/30/2012 10:48.07... LOG
PerflLogs j nromanoff_ntuserl23.dat. LOGZ2 111072010 2:22:13...  LOG
Program Files j nromanoff _ntuser(24 dat £4/4/2012 3:04:56 PM - DAT]
Pragram Files (x36) j nromanoff_ntuserl24 dat LOGT 47472012 3:04:56 FM  LOG
ProgramData | nromanoff_ntuser024dat LOG2  11/10/20102:22:13..  LOG
Recovery j test file 1txt 173072019 31240 ... Ted
" j Test file 2 tat 17302019 31254 .. Ted

Windows

Recall from an earlier step that we deleted these two text files from C:\temp.

38. To recover the text files from a VSC, select both files, then right click to bring up a context menu. Select
Export... from the context menu.

Mame

manual
vss_E
j nromanaff_ntuser.dat
j nromanoff_ntuser dat.LOG1
] nromancff_ntuser.dat. LOG2
j nromanoff_ntuserl?3 dat
] nromancff_ntuserl23.dat. LOG1
j nromanoff_ntuserl?3 dat L OG2
j nromancff_ntuserl24 dat
| nromanoff_ntuser24.dat. LOG1
S nromanoff_ntuser(24.dat LOG2

P N SN S N P, T . TP A . TR . TR et S e |

Export...
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39. Inthe Browse For Folder dialog, select the C: drive, then click Make New Folder. Name the new folder
RecoveredFromVSC, then click OK.

Browse For Folder

m YVideos Ly

w = Local Disk (T o
SGetCurrent

SRecycle.Bin
Boot
Cases
7 Docurnents and Settings
Installers
MININT
Metwork
PerfLogs
Program Files

Program Files (x26)

ProgramData
RecoveredFromV5sC Ie
¥ Recovery

Systern Volurne Information

Temp
Tools
Ueers e

40. Using File Explorer, navigate to C:\RecoveredFromVSC and open each text file to confirm their contents.
You can also right-click each file and choose Properties to verify the metadata associated with the files
remains intact (created, modified, last access timestamps).

41. Using this same technique, select several other VSCs from your system and recover things such as
Registry hives to the C:\RecoveredFromVSC folder.

42. Using Shadow Explorer, click on File > Configure System Protection.

FORA498 - Eric Zimmerman & Kevin Ripa ©2020 Exercise 4.1 — Volume Shadow Copy Triage Acquisition 21

https://t.me/learningnets


https://technet24.ir
https://technet24.ir

43. Select the C: drive from the list of drives, then click Configure.

Systemn Properties

Computer Mame Hardware Advanced System Protection  Remote

=0 Lse system protection to undo unwarted system changes.
o

System Restore

You can undo system changes by reverting

your computerto a previous restore point. System Restore...
Protection Settings
Available Drives Protection

™ Local Disk (C:) (System)

== Local Disk (E2)
Configure restore settings, manage disk space, Corf
and delete restore points. OrTigure...
Create a restore point right now for the drives that Create.

have system protection tumed on.

44. Select Disable system protection, slide Max usage all the way to the left, then click Delete to delete all
restore points. Accept any confirmation dialogs, then click OK to close.

#= System Protection for Local Disk (C:)

Restore Settings

Disk Space Usage

ones,

Current Usage:

By enabling system protection, you can undo undesired changes by
reverting your computer to a previous point in time.

O Turn an system protection

(®) Disable system protection o

You can adjust the maximum disk space used for system protection. As
space fills up, older restore points will be deleted to make room for new

17.76 MB

Max Uxe '

Delete all restore points for this drive.

1% (1,015.72 MB)

e Delete

0 Garcs | [ ronly
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45. Click Continue, and then click Yes when asked to confirm turning off Sys

e
e
=]
v
-
=]
e
(]
(]
=8
Q
S

System Protection

| Youwill not be able to undo unwanted system changes on this
* drive. Are you sure you want to continue?

This will delete all restore points on this drive. This might include older system image

backups.
I Continue Il Cancel |

System Protection

|\ Areyou sure you want to turn off system
~ protection on this drive?

Existing restore points on the disk will be deleted and
new restore points will not be created. You will not be
able to use System Restore to undo unwanted system
changes on all drive,

ves

46. Close any remaining dialog boxes in System Protection.

47. Volume Shadow Copies are now disabled on the VM.

Exercise — Questions

1. Using File Explorer, navigate to C:\RecoveredFromVSC, then open each of the text files you restored
using Shadow Explorer.

a. Isthe content changed in either of the two files? (Hint: Open both files and compare the contents
to what was in each earlier when you created them)

b. Do either of these two files exist in C:\Temp?

2. If Shadow Explorer is running, close it.

3. Start Shadow Explorer via the shortcut in the Utilities fence on the Desktop.
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4. Make sure the C: drive is selected in Shadow Explerer, then click the drep down to view all available VSCs

on the C: drive.
* ShadowExplorer

File Hg

4]

C: i R

Mame

a. How many VSCs are available on the C: drive?

b. Why are there no shadow copies available?

5. Start Hasher via the shortcut in the Utilities fence on the Desktop.

»

6. Using File Explorer, select the Registry hives and LOG files you recovered from VSCs and drag them into
the Hasher window. You can also use File = Select File menu in Hasher to open these files.

7. Look at the hashes generated by Hasher and compare both the Registry hives (files ending in .dat) as well
as the LOG files (files ending in .LOG1 or .LOG2) and answer the following questions.

a. Do any of the hives have the same hash? If so, which ones?

b. Do any of the LOG files have the same hash? If so, what are the filenames of the LOG files with
matching hashes?

FORA498 - Eric Zimmerman & Kevin Ripa ©2020 Exercise 4.1 — Volume Shadow Copy Triage Acquisition 24

https://t.me/learningnets


https://technet24.ir
https://technet24.ir

c. Forthe previous question, why do the hashes match? What does this mean

8. Using File Explorer, delete the C:\Temp\vss_E directory (adjust to match the drive letter where the VSCs
were mounted if necessary), then delete the C:\RecoveredFromVSC directory.
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Exercise — Questions Step-by-Step

1. Using File Explorer, navigate to C:\RecovererdFromVSC, then open each of the text files you restored
using Shadow Explorer.

a. lIsthe content changed in either of the two files? (Hint: Open both files and compare the contents
to what was in each earlier when you created them)

No.

b. Do either of these two files exist in C:\Temp?

No, they do not. They were deleted and the Recycle Bin was emptied.

2. If Shadow Explorer is running, close it.
3. Start Shadow Explorer via the shortcut in the Utilities fence on the Desktop.

4. Make sure the C: drive is selected in Shadow Explorer, then click the drop down to view all available VSCs

on the C: drive.
* ShadowExplorer

File  Helg

C: o st

MName

a. How many VSCs are available on the C: drive?
None.
b. Why are there no shadow copies available?

We disabled System protection on the C drive earlier and deleted any existing VSCs for the
volume.
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5. Start Hasher via the shortcut in the Utilities fence on the Desktop.

6. Using File Explorer, select the Registry hives and LOG files you recovered from VSCs and drag them into
the Hasher window. You can also use File = Select File menu in Hasher to open these files.

7. Look at the hashes generated by Hasher and compare both the Registry hives (files ending in .dat) as well
as the LOG files (files ending in .LOG1 or .LOG2) and answer the following questions.

a. Do any of the hives have the same hash? If so, which ones?

No, all, of the files ending in .dat have unique hashes.

b. Do any of the LOG files have the same hash? If so, what are the filenames of the LOG files with
matching hashes?

Yes, three LOG files have the same hash:

C:\Temp\nromanoff ntuser.dat.LOG2
C:\Temp\nromanoff ntuser003.dat.LOG2
C:\Temp\nromanoff ntuser004.dat.LOG2

c. Forthe previous question, why do the hashes match? What does this mean?

The fact that they are all the same means the contents of the files have not changed as copies of
the LOG2 file were preserved in various VSCs (as well as the active file on disk).

Windows can use either LOG1 or LOG2 (or a combination of both) in regard to Registry
transaction logs, and it seems, in this case, Windows was using LOG1 as its primary log. This is
further confirmed by the fact that each hash for the LOG1 files that were recovered all have
different hashes.

8. Using File Explorer, delete the C:\Temp\vss_E directory (adjust to match the drive letter where the VSCs
were mounted if necessary), then delete the C:\RecoveredFromVSC directory.
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Exercise—Key Takeaways

e Volume Shadow Copies are a fantastic resource of historical forensic data.

e There are many ways to access VSCs, ranging from command line to graphical user interfaces.

e Due to how much data is available in VSCs, the best approach is a targeted triage collection against
VSCs instead of imaging a VSC in its entirety.
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Exerczseg4ﬂw’2—’”Usmg KAPE for\Battleﬁeld Forenszcs

Background

Storage devices continue to grow and get cheaper. This presents problems for forensicators because as the
amount of storage increases, so does the amount of time it takes to create a full disk image. It typically takes
hours to image an average size device, and these hours are lost when it comes to generating leads and

findings answers.

By changing our approach and performing battlefield forensics prior to, or even in place of, a full disk image,
we can find answers, generate leads, and solve cases much faster.

KAPE is a tool capable of rapid collection and processing of key artifacts. It can target a live system or mounted
drive letter to rapidly extract key files in a forensically sound manner. It can also process the collected files
using various parsers to extract out the key data from the collected data. This data can then be analyzed, and
the information used for a wide range of purposes. This process typically takes minutes to complete and can
target a drive and any Volume Shadow Copies, all in a single operation.

Objectives

e Understand target files and how to make new ones

e Use KAPE’s target capability to collect key artifacts

e Understand module files and how to make new ones

e Use KAPE’s module capability to process collected artifacts

e Putit all together by using KAPE to collect from a drive letter and Volume Shadow Copies in a single
operation, then process the results

e Analyze the data produced by KAPE using Timeline Explorer

Exercise Preparation: Creating KAPE Targets and Modules

1. Boot your FOR498 Windows VM

2. Login to the FOR498 Windows VM using the following credentials:
a. Username: SANSDFIR
b. Password: forensics

3. Verify Windowslmage.E01 is mounted (refer to the Mounting Evidence exercise (exercise 3.2) for
mounting instructions).
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NOTE: KAPE comes with dozens of targets that cover the most common files that are of interest to
investigators. It is also very easy to create new target files. In this exercise, we will create a new target file
that looks for and collects files matching the pattern *.zip.

4. Ensure the script to update KAPE to the latest version has been run. To do this, open a new PowerShell
window using the shortcut on the Desktop and execute the following commands (press Enter after each
one to execute the command):

cd c:\Tools\KAPE
Get-KAPEUpdate.psl

NOTE: This step requires Internet access, so skip it if you cannot connect to the Internet for some reason.

5. When the update is finished, run the following command to make sure the most current targets and
modules are available:

.\kape.exe --sync

6. Open File Explorer and navigate to C:\Tools\KAPE\Targets\Windows

7. Locate the existing target file named SRUM.tkape. We will use this as our template for our new
configuration.

8. Make a copy of SRUM.tkape by selecting the file, pressing CTRL-C, then CTRL-V. This will create a new file
named SRUM - Copy.tkape.

9. Rename SRUM - Copy.tkape to ZipFiles. tkape.

10. Open ZipFiles.tkape by right clicking on it and choosing Open with EditPad

| ™ T w

| ZipFiles.tkape Open With...

Open with EditPad
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11. Edit the file to refiect the following:

Note: When updating the GUID below, changing a few characters around is sufficient, but other ways are
shown below.

a. UPDATE Description: Find zip archives
UPDATE Author: <Your name here>
UPDATE Id: A random GUID. KAPE can generate a random GUID for you via the
KAPE.exe --guids switch. You can also generate one at https://www.guidgenerator.com/
d. Under the Targets section:
i. UPDATE Name: Zips
ii. UPDATE Category: Archives
iii. UPDATE Path: C:\
iv. ADD FileMask: “*.zip’
v. UPDATE Comment: This target file finds zip archives

NOTE: YAML (YAML Ain’t Markup Language) does not allow TAB characters to be used, so be sure to use
spaces when adding FileMask.

12. When you are done, your file should look like this (except for the GUID, as yours will be different).

ZipFiles.tkape

Description: Find zip archives
Author: Kevin Ripa
Version: 1
Id: 117c23ca-3a6c-4947-9f76-7aa0c9310800
RecreateDirectories: true
Targets:
Name: Zips
Category: Archives
Path: C:\
FileMask: '*.zip'
IsDirectory: true
Recursive: true
Comment: This target file finds zip archives

13. Be sure to save the file you just created, and then close it.
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14. Since target files are defined using YAML, it is gcod practice to validate your file. KAPE will do this for you
when the target is used, but the --tlist and --tdetail switches will validate things for you as well.

Open a new PowerShell window using the shortcut on your Desktop and run the following command to
validate your newly saved target file. Be sure to include the <SPACE>period at the end of the command
as this tells KAPE to look in the current directory for targets.

cd c:\Tools\KAPE
.\kape.exe --tlist

PS C:\Tools\KAPE> .\kape.exe

!BasicCollection
Description: Basic Collection

ISANS Triage
Description: SANS Triage Collection.

!Disabled
ILocal
Antivirus
Apps
Erowsers
Logs

Misc

P2P
Windows
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15.

16.

17.

18.

19.

20.

KAPE will also perform validaticn when it runs. If a target is not well defined, KAPE will inform you and
exit, like this:

PS5 C:\Tools\KAPE> .\kape.exe

Bad line contains one or more tab characters. Replace them with spaces

Description: Find zip archives

Author: Kevin Ripa

Version: 1

Id: 4eaaSdc8-77el-47d7-9829-ab6d2cde7a752
RecreateDirectories: true

Targets:

Mame: Zips

Category: Archives

Fath:

leMask:

IsDirectory: true

Recursive: true

Comment: This target file finds zip archives

Here KAPE is telling us about the error we mentioned related to tab characters but notice that it tells you
where the issue is and shows the <TAB> in the config file.

If you get any errors, correct them, resave the file, and repeat the above command.
The target configuration is now ready to be used in KAPE.

Next, let’s create a module to extract some details about the contents of the files contained in the zip
files our target finds. Open File Explorer and navigate to C:\Tools\KAPE\Modules\ProgramExecution

Locate the existing module named AmcacheParser.mkape. We will use this as our template for our new
module.

Make a copy of AmcacheParser.mkape by selecting the file, pressing CTRL-C, then CTRL-V. This will
create a new file named AmcacheParser - Copy.mkape.

Rename AmcacheParser - Copy.mkape to ZipFileContents.mkape.

Open ZipFileContents.mkape by right clicking on it and choosing Open with EditPad.
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21. Edit the file to refiect the following:

NOTE: When updating the GUID below, changing a few characters around is sufficient, but other
ways are shown below.

NOTE: In the update below, the CommandLine is a lower-case L (ell), not a one or a pipe.
Additionally, notice a few lines are enclosed by single quotes. This is to “turn off” special meaning in
YAML for values starting with a *, or values that contain other special characters, like a colon. When
in doubt, you can always enclose strings in single quotes.

UPDATE Description: ‘7z.exe: List contents of zip archives’
UPDATE Category: Archives
UPDATE Author: <Your name here>
UPDATE Id: A random GUID. KAPE can generate a random GUID for you via the -=—guids
switch. You can also generate one at https://www.guidgenerator.com/
UPDATE BinaryUrl: https://www.7-zip.org/download.html
UPDATE ExportFormat: txt
UPDATE FileMask: “*.zip’
Under the Processors section:
i. UPDATE Executable: 7z.exe

ii. UPDATE CommandlLine: | %SourceFile%

iii. UPDATE ExportFormat: txt

iv. ADD ExportFile: 7zFileContents.txt

o0 oo

S@ o

While the FileMask can be anything that 7z.exe supports, we are only interested in zip files (*.zip) and
have set the FileMask to look for these types of files.

Again, be sure to not use TAB characters.

22. When you are done, your file should look like this (except for the GUID as yours will be different).

| ZipFileContents.mkape

Description: '7z.exe: List contents of zip archives’
Category: Archives
Author: Kevin Ripa
Version: 1
Id: b@5fhf5h-Badf-465c-89d@-Babdbs3148ch
BinaryUrl: https://www.7-zip.org/download.html
ExportFormat: twt
FileMask: '*.zip'
Processors:
Executable: 7z.exe
CommandLine: 1 ¥SourceFileX
ExportFormat: txt
ExportFile: 7zFileContents.txt

23. Be sure to save the file you just created, and then close it.
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Like we saw with targets, KAPE can check for syntax errors in modules too. Run the following command
to verify your newly saved module file. Be sure to include the <SPACE>period at the end of the
command, as this tells KAPE to look in the current directory for modules.

cd C:\Tools\KAPE
.\kape.exe --mlist

If you get any errors, correct them, resave the file, and repeat the above command.

24. Since this is a new module, 7z.exe does not currently exist where it needs to for KAPE to use it. We need
to make a copy of 7z.exe and place it in the C:\Tools\KAPE\Modules\bin directory. In PowerShell, type
the following and press Enter.

cp C:\Tools\7z.exe C:\Tools\KAPE\Modules\bin\

NOTE: There is also a C:\Tools\7z directory, but we do not want the executable in that folder. Be sure
to copy the 7z.exe file from C:\Tools.

Local Disk (C:) » Tools * KAPE » Modules * hin »

Mame Date m

EvitxECrmnd 12/8/2
RECrd 12/8/2

AmcacheParser.exe 9/4/20
! AppCompatCacheParser.exe
& JLECmd.exe 9/26/2
3 LECmd.exe 572002
= MFTECrd.exe 10/19/
[ PECmd.exe 974,20
= RBCrmd.exe 3172

i~ RecentFileCacheParser.exe f20
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25. KAPE will look for executables in modutes in the bin directory. If we did not copy the executable so KAPE
could find it and we tried to run our module, we would end up with something like this:

PS C:\Tools\KAPE> .\kape.exe C:\Temp\out C:\Temp\mout ZipFileContents
KAPE version Author: Eric Zimmerman (kape@kroll.com)

KAPE directory: C:\Tools\KAPE
Command line: --msource C:\Temp\out --mdest C:\Temp\mout --module ZipFileContents --mflush

Using Module operations

Found processor 'Executable: 7z.exe, Cmd line: 1 %SourceFile%, Export: txt, Append: False'!

processor 1n

26. The module configuration is now ready to be used in KAPE.

Exercise Questions: Collection and Analysis with KAPE

1. Let’s take advantage of the target file we just made to find and extract zip archives from a drive. Verify the
Windowslmage.EO01 file is mounted in Arsenal Image Mounter (AIM) and verify the drive letter in the AIM
interface. In the image below, the EO1 has been mounted to E:\.

o= Arsenal Image Mounter

File Adwvanced Help

C:\Cases\Windowslmage.
9

000000 PhysicalDrivel 9AD4SEFT (faked) \wirite temporary
Online MER 24753 GB Fixed disk
I smndadume{9ad496f7-0000-0000-0000-010000000000% (4 Volume Shadow Copies)
E:\
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2. To use our new target, open a PewerShell window with Administrator privilege and navigate to
C:\Tools\KAPE. Once there, run \kape . exe without any arguments. It will look something like this
(partial output shown):

PS C:\Tools\KAPE> .\kape.exe

KAPE version Author: Eric Zimmerman (kape@kroll.com)

tsource Target source drive to copy files from (C, D:, or F:\ f

target Target configuration to use

tdest Destination directory to copy files to. If --vhdx, --vh
s set, files will end up in VHD(X) container or zip file

tlist List available targets. Use . for Targets directory or
irectory under Targets.

tdetail Dump target file details

tflush Delete all files in "tdest’ prior to collection

3. Since we just made a target file, we will use the target related options. In PowerShell, enter the following
command, then press Enter.

NOTE: Be sure to update the drive letter used with --tsource to what AIM shows!

.\kape.exe --tdest C:\Temp\out --tsource E: --target ZipFiles --
tflush

4. KAPE will now run the ZipFiles target against the mounted drive, and copy any files found, to the
C:\Temp\out directory.

PS C:\Tools\KAPE> .\kape.exe C:\Temp\out E: ZipFiles
KAPE version Author: Eric Zimmerman (kape@kroll.com)

KAPE directory: C:\Tools\KAPE
Command line: --tdest C:\Temp\out --tsource E: --target ZipFiles --tflush

Using Target operations

Found 1 targets. Expanding targets to file list...
Found 4 files in 13.390 seconds. Beginning copy...

Copied 4 out of 4 files in 14.5556 seconds. See '* Copylog.csv' in "C:\Temp\out' for copy
details

a. How many total files did KAPE find?
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5. Open File Explorer and navigate to C:\Temp\out.

PC » Local Disk (C:) » Temp * out »

Mame
E
=| 20 T223021_Consolelog.bd
1 T225021_Copylog.csv

Notice there is a directory and several files. The directory contains all the files (and their full directory
paths) that were located under the E:\ drive. The CopyLog.csv file contains details of files copied including
timestamps, SHA-1, source and destination path, and so on which makes it easier to filter, search, etc.
Finally, the ConsoleLog.txt file contains a copy of everything that was displayed on the screen while KAPE
ran. This is useful for reviewing any messages related to errors, etc., should any occur.

6. Open the <date/time>_CopyLog.csv and answer the following questions:

a. What are the first 5 characters of the SHA-1 value for Undercover Agent-List-Classified\Agents-
List-CLASSIFIED-TOP-SECRET.zip?

b. What is the CreatedOn date for file SISEBKEC.zip?

7. Open the <date/time>_ConsoleLog.txt file and review its contents, then close both files that are open.

8. Rerun the previous command by pressing the Up arrow. Add the —-debug switch to the end of the
command, then press Enter.

.\kape.exe --tdest C:\Temp\out --tsource E: --target ZipFiles --
tflush --debug
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9. When KAPE is finished running, cpen the <date/time>_ConsoleLog.ixt file and review its contents.

a. What kinds of information is available in the <date/time>_ConsoleLog.txt file now that was not in
the previous one?

b. Why would you want to use the --debug option?

10. Repeat the last command, but this time, add the --trace option, then press Enter.

.\kape.exe --tdest C:\Temp\out --tsource E: --target ZipFiles --
tflush --debug --trace

11. Review the <date/time>_ConsolelLog.txt file again (or simply scroll up in the PowerShell window). Trace
adds a significant amount of information to the output when compared to the --debug option.

12. Finally, spend a few moments exploring the contents of C:\Temp\out\E and its various subdirectories to
see how KAPE found and saved the target files. Notice that all the timestamps have been preserved for

each directory and file that was recovered.

The debug and trace options are useful for troubleshooting or viewing file progress for slower connections.
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13. Next, let's process the files we just collected with the module file we created earlier. Run kape . exe
without any options and look for the switches related to modules.

.\kape.exe

PS C:\Tools\KAPE> .\kape.exe

KAPE version Author: Eric Zimmerman (kape@kroll.com)

msource Directory containing files to process. If using targe
set to --tdest automatically

module Module configuration to use

mdest Destination directory to save output to

mlist List available modules. Use . for Modules directory o

mdetail Dump module processors details

mflush Delete all files in 'mdest’' prior to running modules

mvars Provide a list of key:value pairs to be used for vari

14. In PowerShell, enter the following command, then press Enter.

.\kape.exe --msource C:\Temp\out --mdest C:\Temp\mout --module
ZipFileContents --mflush

15. KAPE will now run the ZipFileContents module against the files in C:\Temp\out (which is where we told

KAPE to save files collected via the target from earlier in the exercise) and save the results to
C:\Temp\mout.

PS C:\Tools\KAPE> .\kape.exe C:\Temp\out C:\Temp\mout ZipFileContents
KAPE version Author: Eric Zimmerman (kape@kroll.com)

KAPE directory: C:\Tools\KAPE
Command line: --msource C:\Temp\out --mdest C:\Temp\mout --module ZipFileContents --mflush

Using Module operations

Found processor 'Executable: 7z.exe, Cmd line: 1 %SourceFile¥%, Export: txt, Append: False'!
Discovered 1 processor to run.

Running '7z.exe’: 1 "C:\Temp\out\E\$Recycle.Bin\5-1-5-21-2036804247-3058324640-2116585241-1109\$ISEBKEC.zip"

ERROR: C:\Temp\out\E\$Recycle_Bin\S-1-5-21-2036804247-3058324640-2116585241-1109\$ISEBKEC.zip : C
mp\out\E\$Recycle.Bin\S-1-5-21-2036804247-3058324640-2116585241-1109\$ISEBKEC. zip

Open ERROR: Can not open the file as [zip] archive

ERRORS:

Is not archive

\Te

Running "7z.exe': 1 "C:\Temp\out\E\$Recycle.Bin\S-1-5-21-2036804247-3058324640-2116585241-1109\$RSEBKEC.zip"

Running '7z.exe’: 1 "C:\Temp\out\E\Users\nromanoff\Documents\Undercover Agent-List-Classified\Agents-List-CLA

SSIFIED-TOP-SECRET.zip"

Running '7z.exe’: : \Temp\out\E\Users\nromanoff\AppData\Local Low\Adobe\Acrobat\10.0\rdrmessage.zip"

Executed 1 processor in ©.2502 seconds
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a. How many total files did KAPE process?

16. Open File Explorer and navigate to C:\Temp\mout.

b Local Disk (C:) » Temp * mout »

Marme

Archives

= _Consclelog.bet

Again, we see a directory and a <date/time>_ConsolelLog.txt file. The ConsoleLog file serves the same
purpose as we saw earlier. Recall from the module configuration that we specified a Category of
“Archives” and here we see a directory with the same name. This allows you to tie specific processors to
a common group so related files end up in the same directory.

17. Open the Archives directory in File Explorer.

18. Open the text files in EditPad Lite.

a. What do the files contain?

b. Locate the 7zFileContents text file that relates to the Agents list. What is the name of the
archive file?

c. How many files does this zip archive contain?

d. What is the total size for the files (uncompressed)?
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19. Recall from eariier that KAPE found four zip files. Here we see the same number of text files. KAPE is smart
enough to not overwrite files as each target is found, and when this happens, KAPE appends a unique
counter to the end of the file name, resulting in the file names shown below.

1(C) » Temp » mout * Archives
Mame Date modified Type Size
=| TzFileContents.td Text Docurnent | KB
=| TzFileContents_1.txt Text Document 2 KB
=| TzFileContents_2.txt Text Documnent 2 KE
=| TzFileContents_3.tdt Text Docurnent | KB

20. Spend a few minutes exploring the remaining ZipFileContents text files.

a. Did any of them run into errors? If so, what was the name of the zip file?

b. Locate the zip file from above and open it by double clicking it. Does it open? (Hint: You will
have to go to the target's output folder, which is shown in the text file where you got the
information from the previous question)

BONUS: Why does the zip file not open? Can you find the contents of the zip file?

21. In the previous sections, we saw how KAPE can be used to both collect files via targets, and process files
via modules. In this section, we will combine the two operations into a single step.

22. For both targets and modules, KAPE has command line switches that list all available targets and modules,
--tlistand --mlist.

23. Open a PowerShell window with administrator rights and navigate to C: \Tools\KAPE

24. While we could run any of the targets or modules independently and execute KAPE multiple times (one
per target or module), KAPE can define targets and modules that refer to other targets and modules.
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25. To create a compound target file, open File Explorer and navigate to C:\Tocls\KAPE\Targets\Browsers to
see a list of available targets.

Local Disk (C:) » Tools » KAPE » Targets » Browsers

Mame Date modif

| | Chrometkape

| | ChromeExtensions.tkape
| | Edge.tkape

| | Firefoxtkape

| | InternetExplorer.tkape

| | WebBrowsers.tkape

26. Right click on WebBrowsers.tkape and open it with EditPad.

Notice how the Path property references another target configuration. Because there are many
different browsers, target files were created that specifically look for a single browser, but in most
cases, we are interested in knowing about all web browsers, so a compound target was made that pulls
in four web browsers (although the image below is only showing the first three).

| | WebBrowsers.tkape
--------- i - R - EEE RN,
1 Description: Web browser history, bookmarks, ete.
2 Author: Eric Zimmerman
3 Version: 1
4 Id: e4ffb938-dccB-4d91-9c77-3aa383d38512
5 RecreateDirectories: true
& Targets:
r -
8 Mame: Internet Explorer
9 : ynications
18 I Path: InternetExplorer.tkape I
11 sUirectory: fTalse
12 Recursive: false
13 Comment: ™"
14 -
15 Mame: Chrome
15 Cateoorys Communications
17 Path: Chrome.tkape
18 “I=Directory: talse
19 Recursive: false
2e Comment: ™"
21 -
22 Mame: Firefox
23 Category: Communications
24 l__E;EF% Firefux.tkapel
25 IsDirectory: tTalse
26 Recursive: false
27 Comment: ™"
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27. For our purposes, we want to build a compound target that will collect evidence of execution artifacts as
well as Ink files and jumplists. Since targets already exist for those things, we will create a new compound
target and reference the existing target configurations.

28. Close any currently opened files in EditPad. In File Explorer, select WebBrowsers.tkape by clicking it once,
then press CTRL-C, CTRL-V to make a copy of the file.

29. Select WebBrowsers - Copy.tkape by clicking it once, then press F2 to rename the file. Rename the file
ExecutionAndLnkJump. tkape

[ EVENTITACELOYS.IRApE
| EvidenceOfExecution.tkape
B[ExecutionAndLnklump SRR
_| FileSystem tkape

| Firefoxtkape

30. Right click on ExecutionAndLnkJump.tkape and open it with EditPad. Edit the file to reflect the following:

UPDATE Description: Collect evidence of execution, Ink files, and jumplists
UPDATE Author: <Your name here>
UPDATE Id: A random GUID. Use KAPE to generate a GUID.
Under the FIRST Targets section:
i. UPDATE Name: Evidence Of Execution
ii. UPDATE Category: Execution
iii. UPDATE Path: EvidenceOfExecution.tkape
e. Under the SECOND Targets section:
i. UPDATE Name: Lnk and JumplLists
ii. UPDATE Category: FileFolderOpening
iii. UPDATE Path: LnkFilesAndJumplLists.tkape
f. DELETE the remaining targets (Firefox, Edge, etc.).

o0 oo

31. When you are done, your file should look like this (except for the GUID as yours will be different).

| ExecutionAndLnklump.tkape |

Description: Collect evidence of execution, lnk files, and jumplists
Author: Kewin Ripa
Version: 1
Id: 9cf813a@-281c-4288-89c6-c93d3695e4df
RecreateDirectories: true
Targets:
Name: Evidence of Execution
Category: Execution
Path: EvidenceOfExecution.tkape
IsDirectory: false
Recursive: false
Comment: ""

Mame: Lnk and Jumplists
Category: FileFolderOpening
Path: LnkfFilesAndJumplLists.tkape
IsDirectory: false

Recursive: false

Comment: "
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32. Save the file and validate it.

.\kape.exe --tlist

Correct any errors, resave, and revalidate with the above command.
33. The compound target is now finished and can be used to collect all the file types as defined in the two
target files referenced. Before we collect files using this target, let’s follow the same process, but this time

with a module file.

34. Using File Explorer, navigate to C:\Tools\KAPE\Modules\FileSystem

Local Disk () » Tools > KAPE » Modules » Filebystemn

[

Mame Date modifiec

| MFTECmd.mkape

| MFTECmd_5Boot.mkape
| MFTECrd_5)mkape

| MFTECrmd_SMFT.mkape
| MFTECmd_550%mkape
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35. Right click on MFTECmd.mkape, then cpen the file with EditPad.

Notice how the Executable property references another module file. Just as we saw with browsers,
there are many evidence of execution related artifacts, so we will create a module that targets these,

as well as Ink files and jumplists.

| | MFTECmd.mkape

Description: 'MFTECmd: process all files handled by MFTECmd®
Category: FileSystem

Author: Eric Zimmerman

Version: 1

Id: 7efB4agb-5215-47bb-af2a-2139a3277e25

ExportFormat: cswv
FileMask: SMFT
Processors:

IExecutahle: MFTECmd_%Boot.mkape I
CommandLine: = =

ExportFormat:

|Executable: MFTECmd_$MFT.mkape |
Commandlines ™" B
ExportFormat: ™"

| Executable: MFTECmd $J.mkape |
CommandLine: ™"
ExportFormat:

IExecutahIE: MFTECmd_$SDS.mkapE|
ommandLine:

ExportFormat: ™"

BinaryUrl: https://feel.backblazeb2.com/file/EricZimmermanTools /MFTECMd. zip

36. Close any currently opened files in EditPad. In File Explorer, select MFTECmd.mkape by clicking it once,

then press CTRL-C, CTRL-V to make a copy of the file.

37. Select MFTECmd - Copy.mkape by clicking it once, then press F2 to rename the file. Rename the file

ExecutionAndLnkJump .mkape
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38. Right click on ExecutionAndLnkJump.mkape and open it with EditPad. Edit the file to reflect the following:
a. UPDATE Description: Collect evidence of execution, Ink files, and jump lists
UPDATE Category: EvidenceOfExecution
UPDATE Author: <Your nhame here>
UPDATE Id: A random GUID. Use KAPE to generate one.
UPDATE BinaryUrl: https://ericzimmerman.github.io/#!index.md
UPDATE FileMask: “”
Under the FIRST Processors section:
i. UPDATE Executable: AmcacheParser.mkape

h. Under the SECOND Processors section:

i. UPDATE Executable: AppCompatCacheParser.mkape
i. Under the THIRD Processors section:

i. UPDATE Executable: PECmd.mkape
j- Under the FOURTH Processors section:

i. UPDATE Executable: LECmd.mkape
k. ADD a FIFTH Processors section:

i. MAKE Executable: JLECmd.mkape

L

39. When you are done, your file should look like this (except for the GUID as yours will be different).

| ExecutionAndLnklump.mkape

Description: 'Collect evidence of execution, lnk files, and jumplists'
Category: EvidenceOfExecution
Author: Kevin Ripa
Version: 1
Id: 151eSa%b-a684-4369-ada7-2659c5367db8
BinaryUrl: https://ericzimmerman.github.io/#!index.md
ExportFormat: cswv
FileMask: ™"
Processors:

Executable: AmcacheParser.mkape

CommandLine: "

ExportFormat: ™"
Executable: AppCompatCacheParser.mkape
CommandLine: ™"
ExportFormat: ™"
Executable: PECmd.mkape
CommandLine: "
ExportFormat: ™"
Executable: LECmd.mkape
CommandLine: ™"
ExportFormat: ™"
Executable: JLECmd.mkape
CommandLine: "
ExportFormat:
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40. Save the file and validate it.

.\kape.exe --mlist

Correct any errors, resave, and revalidate with the above command.

41. The compound module is now finished and can be used to process all the file types as defined in the
processors referenced.

42. We are now ready to collect and process in one step. Open a PowerShell prompt with administrator
privileges and navigate to C:\Tools\KAPE, then run the following command:

.\kape.exe --tdest C:\Temp\out --tsource E: --target
ExecutionAndLnkJump --tflush --msource C:\Temp\out --mdest
C:\Temp\mout --module ExecutionAndLnkJump --mflush
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43. KAPE will now collect files to C:\Temp\out, prccess the files found in C:\Temp\out, and place the parsing
results into C:\Temp\mout.

KAPE version Author: Eric Zimmerman (kape@kroll.com)
Command line: --tdest C:\Temp\out --tsource E: --target ExecutionAndLnkJump --tflush --msource C:\Temp\out --mdest C:\T

Using Target operations

Found 2 targets. Expanding targets to file list...
Found 252 files. Beginning copy...

Copied 237 (Deduplicated: 15) out of 252 files in 2.3686 seconds. See '* copylog.txt' in 'C:\Temp\out' for copy details
Using Module operations

'AmcacheParser': Found 1 processor

Found processor 'Executable: AmcacheParser.exe, Cmd line: -f %sourceFile% --csv %destinationDirectory% -i, Expo

' AppCompatCacheParser': Found 1 processor

Found processor 'Executable: AppCompatCacheParser.exe, Cmd line: -f %sourceFile% --csv %destinationDirectory%,

'PECmd’: Found 3 processors

Found processor 'Executable: PECmd.exe, Cmd line: -d %sourceDirectory% --csv %destinationDirectory% -q, Export:
Module ‘LECmd': Found 3 processors

Found processor 'Executable: LECmd.exe, Cmd line: -d %sourceDirectory% --csv %destinationDirectory% -q, Export:
Module 'JLECmd': Found 3 processors

Found processor 'Executable: JLECmd.exe, Cmd line: -d %sourceDirectory% --csv %destinationDirectory®% -q, Export
Discovered 5 processors to run.

Skipping 'AmcacheParser.exe': No matching files found for 'Amcache.hve'!
Skipping 'AppCompatCacheParser.exe': No matching files found for 'SYSTEM'!

Running "PECmd.exe': -d C:\Temp\out --csv C:\Temp\mout\ProgramExecution -q

Running "LECmd.exe': -d C:\Temp\out --csv C:\Temp\mout\FileFolderAccess -q

Running "JLECmd.exe': -d C:\Temp\out --csv C:\Temp\mout\FileFolderAccess -q
Executed 5 processors in 1.9213 seconds

Notice that processing for AmcacheParser.exe and AppCompatCacheParser.exe were skipped because KAPE

didn’t find any files that were collected that matched the specifications for those modules. Both modules look
for Registry hives, and since we did not collect registry hives with the target options, those two processors did
not have anything to do.

ExecutionAndLnkJump.tkape could be modified however, to pull Registry hives (by adding a Target
referencing RegistryHives.tkape), and this would then give us different results in the modules phase.

44. With collection and processing complete, we can now analyze our results.

45. Because modules typically generate CSV data, we will use Timeline Explorer to analyze the output from
the previous commands. Open File Explorer and navigate to C:\Temp\mout.
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46. This folder contains everything generated by KAPE when it ran our module configuration.

Local Disk (C:) * Temp * mout »

Mame

FileFolderAccess
ProgramExecution

=| I_Consolelog.tet

The <date/time>_ConsolelLog.txt file contains all the text that KAPE generated as it ran. The two
directories will contain the details from each of the processors that KAPE ran, organized by category.
This is useful because it allows for multiple artifacts to be related to each other, thereby making it
easier to review artifacts that can be used for correlation and corroboration.

Under each directory is one or more files related to the directory name that contains them. For
example, in the FileFolderAccess directory, we see results from Ink and jumplist parsing.

47. Start Timeline Explorer using the shortcut in the Utilities fence on the Desktop.
48. Once Timeline Explorer starts, load the LECmd_Output.csv file from the FileFolderAccess directory by
either dragging and dropping, or using File | Open menu option. Once the file is loaded, answer the

following questions:

a. How many files with a Relative Path that contains a .jpg extension were opened according to
Ink file analysis?

b. What user profile are the .jpg files found under? (Hint: Check the Working Directory column)

c. What is the name of the .jpg that was CREATED in 2011?

d. How many Word documents were opened according to Ink file analysis? (Hint: Use the Local
Path column)

e. What do all the Word files seem to have in common?
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f. What is the volume serial number that each of the Word documents are found on?

49. Load the AutomaticDestinations.csv file located in the FileFolderAccess directory into Timeline Explorer
and answer the following questions:

a. How many unique App IDs are represented?

b. List the directories accessed from the controller host (Hint: Use the Hostname column or the
Power filter)

c. How many entries exist related to the Control Panel? (Hint: Use the App ID Description
column)

50. Load the PECmd_Output.csv file located in the ProgramExecution directory into Timeline Explorer and
answer the following questions:

a. How many times was A.EXE executed in total?

b. For A.EXE that was executed out of the Windows\temp directory, what was the last date and
time it was executed? (Hint: use the Power filter criteria windows\temp)

c. When was the last date and time EXCEL.EXE was run? BONUS: When was the first date and
time EXCEL.EXE was executed?

d. Whatis the name of the executable that was run the most?
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Exercise Questions with Step-by-Step

1. Let’s take advantage of the target module we just made to find and extract zip archives from a drive. Verify
the Windowslmage.EO0L1 file is mounted in Arsenal Image Mounter (AIM) and verify the drive letter in the

AIM interface. In the image below, the E01 has been mounted to E:\.

2= Arsenal Image Mounter

File Adwvanced Help
- C:ACases\Windowslmage.EQ
000000 PhysicalDrivel SADASEFT (faked) \write temporary
Onling M 24753 GB Fixed disk
I saiglume{9ad496f7-0000-0000-0000-010000000000} (4 Volume Shadow Copies)
EA

2. To use our new target, open a PowerShell window with Administrator privilege and navigate to
C:\Tools\KAPE. Once there, run \kape . exe without any arguments. It will look something like this

(partial output shown):

PS C:\Tools\KAPE> .\kape.exe

KAPE version Author: Eric Zimmerman (kape@kroll.com)
Target source drive to copy files from (C, D:, or
target Target configuration to use
tdest Destination directory to copy files to. If --vhdx, --vh
s set, files will end up in VHD(X) container or zip file
tlist List available targets. Use . for Targets directory or
irectory under Targets.
tdetail
tflush

tsource

Dump target file details
Delete all files in ‘tdest’ prior to collection

3. Since we just made a target file, we will use the target related options. In PowerShell, enter the following
command, then press Enter.

NOTE: Be sure to update the drive letter used with --tsource to what AIM shows!

.\kape.exe --tdest C:\Temp\out --tsource E: --target ZipFiles --
tflush
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4. KAPE will now run the ZipFiles target against the mounted drive, and copy any files found, to the
C:\Temp\out directory.

PS C:\Tools\KAPE> .\kape.exe C:\Temp\out E: ZipFiles
KAPE version Author: Eric Zimmerman (kape@kroll.com)

KAPE directory: C:\Tools\KAPE
Command line: --tdest C:\Temp\out --tsource E: --target ZipFiles --tflush

Using Target operations

Found 1 targets. Expanding targets to file list...
Found 4 files in 13.390@ seconds. Beginning copy...

Copied 4 out of 4 files in 14.5556 seconds. See '* Copylog.csv' in "C:\Temp\out' for copy
details

a. How many total files did KAPE find?
4 files

5. Open File Explorer and navigate to C:\Temp\out.

PC » Local Disk (C:) » Temp * out »

Mame
E
=| 2 T225021_Consclelog.bet
]2 T2253021_CopylLog.csv

Notice there is a directory and several files. The directory contains all the files (and their full directory
paths) that were located under the E:\ drive. The CopyLog.csv file contains details of files copied including
timestamps, SHA-1, source and destination path, and so on which makes it easier to filter, search, etc.
Finally, the ConsoleLog.txt file contains a copy of everything that was displayed on the screen while KAPE
ran. This is useful for reviewing any messages related to errors, etc., should any occur.

6. Open the <date/time>_CopyLog.csv and answer the following questions:

a. What are the first 5 characters of the SHA-1 value for Undercover Agent-List-Classified\Agents-
List-CLASSIFIED-TOP-SECRET.zip?

F65FE
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b. What is the CreatedOn date for file SISEBKEC.zip?
2012-03-16 20:27:20.5009230
7. Open the <date/time>_ConsoleLog.txt file and review its contents, then close both files that are open.

8. Rerun the previous command by pressing the Up arrow. Add the —-debug switch to the end of the
command, then press Enter.

.\kape.exe --tdest C:\Temp\out --tsource E: --target ZipFiles --
tflush --debug

9. When KAPE is finished running, open the <date/time>_ConsoleLog.txt file and review its contents.

a. What kinds of information is available in the <date/time>_ConsoleLog.txt file now that was not in
the previous one?

Several additional things are shown, including every match KAPE found, directory creation, and
copy confirmation

b. Why would you want to use the —-debug option?

The --debug option is useful for testing new targets as well as when collecting over a slow link
using something like F-Response. In this situation, the fact that you can see the file copy
operations lets you know what KAPE is doing as it works.

10. Repeat the last command, but this time, add the --trace option, then press Enter.

.\kape.exe --tdest C:\Temp\out --tsource E: --target ZipFiles --
tflush --debug --trace

11. Review the <date/time>_ConsolelLog.txt file again (or simply scroll up in the PowerShell window). Trace
adds a significant amount of information to the output when compared to the --debug option.

12. Finally, spend a few moments exploring the contents of C:\Temp\out\E and its various subdirectories to
see how KAPE found and saved the target files. Notice that all the timestamps have been preserved for
each directory and file that was recovered.

The debug and trace options are useful for troubleshooting or viewing file progress for slower connections.
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13. Next, let's process the files we just collected with the module file we created earlier. Run kape . exe
without any options and look for the switches related to modules.

.\kape.exe

IPS C:\Tools\KAPE> .\kape.exe

KAPE version Author: Eric Zimmerman (kape@kroll.com)

i msource Directory containing files to process. If using targe
| 5
|5et to --tdest automatically

module Module configuration to use

mdest Destination directory to save output to

mlist List available modules. Use . for Modules directory o
mdetail Dump module processors details

mflush Delete all files in 'mdest’' prior to running modules
mvars Provide a list of key:value pairs to be used for varii

14. In PowerShell, enter the following command, then press Enter.

.\kape.exe --msource C:\Temp\out --mdest C:\Temp\mout --module
ZipFileContents --mflush

15. KAPE will now run the ZipFileContents module against the files in C:\Temp\out (which is where we told
KAPE to save files collected via the target from earlier in the exercise) and save the results to
C:\Temp\mout.

PS C:\Tools\KAPE> .\kape.exe C:\Temp\out C:\Temp\mout ZipFileContents
KAPE version Author: Eric Zimmerman (kape@kroll.com)

KAPE directory: C:\Tools\KAPE
Command line: --msource C:\Temp\out --mdest C:\Temp\mout --module ZipFileContents --mflush

Using Module operations
Found processor ‘Executable: 7z.exe, Cmd line: 1 %¥SourceFile¥%, Export: txt, Append: False'!
Discovered 1 processor to run.

Running "7z.exe': 1 "C:\Temp\out\E\$Recycle.Bin\S-1-5-21-2036804247-3058324640-2116585241-1109\$ISEBKEC.zip"
ERROR: C:\Temp\out\E\$Recycle.Bin\S-1-5-21-2036804247-3058324640-2116585241-1109\$ISEBKEC.zip : C:\Te

mp\out\E\$Recycle._ Bin\S-1-5-21-2036804247-3058324640-2116585241-: $ISEBKEC. zip
Open ERROR: Can not open the file as [zip] archive
ERRORS :
Is not archive
Running '7z.exe’: 1 "C:\Temp\out\E\$Recycle . Bin\5-1-5-21-2036804247-3058324640-2116585241-1109\$RSEBKEC.zip"

Running '7z -z \Temp\out\E\Users\nromanoff\Documents\Undercover Agent-List-Classified\Agents-List-CLA
SSIFIED-TOP-SECRET.

Running "7z.e» . 2 \Temp\out\E\Users\nromanoff\AppData\LocallLow\Adobe\Acrobat\10.0\rdrmessage.zip"

Executed 1 processor in @.2502 seconds
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a. How many total files did KAPE process?
4 files

16. Open File Explorer and navigate to C:\Temp\mout.

b Local Disk (C:) » Temp * mout »

Mame

Archives

=| _Consclelog.bet

Again, we see a directory and a <date/time>_ConsoleLog.txt file. The ConsoleLog file serves the same
purpose as we saw earlier. Recall from the module configuration that we specified a Category of
“Archives” and here we see a directory with the same name. This allows you to tie specific processors to
a common group so related files end up in the same directory.

17. Open the Archives directory in File Explorer.

18. Open the text files in EditPad Lite.

a. What do the files contain?

The console output showing information about the zip file, including information about all the
files contained in the zip file. The full path to the zip archive is also shown.

b. Locate the 7zFileContents file that relates to the Agents list. What is the name of the archive file?

Opening and viewing each text file in the Archives directory shows that one of them contains a
list of Excel spreadsheets related to undercover agents.

These Excel files are in a file named Agents-List-CLASSIFIED-TOP-SECRET.zip

c. How many files does this zip archive contain?
4 files
d. What is the total size for the files (uncompressed)?

1690486 bytes, which can be seen under the Size column in the text file where we found the
filename above.
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19. Recall from eariier that KAPE found four zip files. Here we see the same number of text files. KAPE is smart
enough to not overwrite files as each target is found and when this happens, KAPE appends a unique
counter to the end of the file name, resulting in the file names shown below.

10C) » Termnp » mout * Archives

Fat

Mame Date medified Type Size
=| 7zFileContents .t 8/25/2018 3:51 PM Text Docurnent 1 KB
=| TzFileContents_1.txt 0/25/2018 3:51 PM Text Document 2 KB
=| TzFileContents_2.tut 9/25/2018 3:51 PM Text Document 2 KB
0/25/2018 3:51 PM Text Document 1 KB

=| 7TzFileContents_3.t«t

20. Spend a few minutes exploring the remaining ZipFileContents text files.
a. Did any of them run into errors? If so, what was the name of the zip file?

Yes, one error. The name of the zip file that errored is SISEBKEC.zip and this can be found in
7zFileContents.txt

= 7zFileContents.bd

F-Zip 18.85 (x64) : Copyright (c) 1999-2818 Igor Pavlov : 2818-84-38

kcanning the drive for archives:

L file, 544 bytes (1 KiB)

Listing archive: C:\Temp\out\E\$Recycle.Bin\5-1-5-21-208368684247-3058324640-2116585241-1189\FISEBKEC. zip
Errars: 1

b. Locate the zip file from above and open it by double clicking it. Does it open? (Hint: You will have to
go to the target's output folder, which is shown in the text file where you got the information from
the previous question)

The zip file above will not open.

BONUS: Why does the zip file not open? Can you find the contents of the zip file?

The zip file above will not open because it is not really a zip file, even though it ends in .zip. This is
how Windows keeps track of files and directories that are deleted and end up in the Recycle Bin. If
you right click on the zip file you found above and open it with EditPad Lite, you will see it contains
the path to the original file that was deleted. Each file has a Sl (contains information about the
original file) and a corresponding $R file (contains the original file data; i.e. it’s the original file).

21. In the previous sections, we saw how KAPE can be used to both collect files via targets, and process files
via modules. In this section, we will combine the two operations into a single step.

22. For both targets and modules, KAPE has command line switches that list all available targets and modules,
--tlistand --mlist.
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23. Open a PowerSheli window with administrator rights and navigate to C: \Tools\KAPE

24. While we could run any of the targets or modules independently and execute KAPE multiple times (one
per target or module), KAPE can define targets and modules that refer to other targets and modules.

25. To create a compound target file, open File Explorer and navigate to C:\Tools\KAPE\Targets\Browsers.

Local Disk (C:) » Tools » KAPE » Targets » Browsers

Mame Date modi

| Chrometkape

| ChromeEstensions.tkape
| Edge.tkape

| Firefoxtkape

| InternetExplorertkape
| WebBrowsers.tkape
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26. Right click on WebBrowsers.tkape and cpen it with EditPad.

Notice how the Path property references another target configuration. Because there are many
different browsers, target files were created that specifically look for a single browser, but in most
cases, we are interested in knowing about all web browsers, so a compound target was made that pulls
in four web browsers (although the image below is only showing the first three).

| | WebBrowsers.tkape

Description: Web browser history, bookmarks, etc.
Author: Eric Zimmerman

Version: 1

Id: edffb938-dcc@-4d91l-9c77-3aa3@3d38512
RecreateDirectories: true

Targets:

Mame: Internet Explorer

1@ I Path: InternetExplorer.tkape I
11 shirectory: tTalse

WD sl WA s Ll R

12 Recursive: false

13 Comment: ™"

14 -

15 MName: Chrome

16 ateon . nmmunications
17

18 shirectory: talse

19 Recursive: false

28 Comment: ™"

21 -

22 Mame: Firefox

23 Category: Communications
24 |_Path: Firefox. tkape |

25 IsDirectory: talse

26 Recursive: false

27 Comment: ™"

27. For our purposes, we want to build a compound target that will collect evidence of execution artifacts as
well as Ink files and jumplists. Since targets already exist for those things, we will create a new compound
target and reference the existing target configurations.

28. Close any currently opened files in EditPad. In File Explorer, select WebBrowsers.tkape by clicking it once,
then press CTRL-C, CTRL-V to make a copy of the file.

29. Select WebBrowsers - Copy.tkape by clicking it once, then press F2 to rename the file. Rename the file
ExecutionAndLnkJump. tkape

T T EVENTITICECOYS TRAPE
| | EvidenceOfExecution.tkape
B ccvicnin i TSN
|| FileSystem.tkape
| | Firefox.tkape
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30. Right click on ExecutionAndLnkJump.tkape and open it with EditPad. Edit the file to reflect the following:

UPDATE Author: <Your name here>

oo oo

Under the FIRST Targets section:
i. UPDATE Name: Evidence Of Execution
ii. UPDATE Category: Execution
iii. UPDATE Path: EvidenceOfExecution.tkape
e. Under the SECOND Targets section:
i. UPDATE Name: Lnk and JumplLists
ii. UPDATE Category: FileFolderOpening
iii. UPDATE Path: LnkFilesAndJumplLists.tkape
f. DELETE the remaining targets (Firefox, Edge, etc.).

31. When you are done, your file should look like this (except for the GUID as yours will be different).

UPDATE Description: Collect evidence of execution, Ink files, and jumplists

UPDATE Id: A random GUID. Use KAPE to generate a GUID.

| ExecutionAndLnklump.tkape |

Author: Kewin Ripa
Version: 1
Id: 9cT8l3a@-281lc-42088-89c6-c93d3695eddt
RecreateDirectories: true
Targets:
Mame: Evidence of Execution
Category: Execution
Path: EvidenceOfExecution.tkape
IsDirectory: false
Recursive: Talse
Comment: ™"

Name: Lnk and Jumplists
Category: FileFolderOpening
Path: LnkFilesAndJumplists.tkape
IsDirectory: false

Recursive: false

Comment: "™

Description: Collect evidence of execution, 1lnk files, and jumplists

32. Save the file and validate it.

.\kape.exe --tlist

Correct any errors, resave, and revalidate with the above command.

33. The compound target is now finished and can be used to collect all the file types as defined in the two
target files referenced. Before we collect files using this target, let’s follow the same process, but this time

with a module file.
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34. Using File Explorer, navigate to C:\Tools\KAPE\Modules\FileSystem

Local Disk (C:) # Tools » KAPE ¢ Modules » FileSystemn

[

Mame Date modifiec

|| MFTECmd.mkape

| | MFTECmd_SBoot.mkape
| | MFTECmd_S).mkape

|| MFTECmd_SMFT.mkape
| | MFTECmd_SSDS.mkape

Here we see a list of all the available modules.
35. Right click on MFTECmd.mkape, then open the file with EditPad.
Notice how the Executable property references another module file. Just as we saw with browsers,

there are many evidence of execution related artifacts, so we will create a module that targets these,
as well as Ink files and jumplists.

| | MFTECmd.mkape

Description: 'MFTECmd: process all files handled by MFTECmd®

Category: FileSystem

Author: Eric Zimmerman

Version: 1

Id: 7efB4agb-5215-47bb-af2a-2139a3277e25

BinaryUrl: https://feel.backblazeb2.com/file/EricZimmermanTools /MFTECMd. zip
ExportFormat: cswv

FileMask: SMFT

Processors:

IExecutahIE: MFTECmd_%Boot.mkape I
Commandlines ™" -
ExportFormat: ™"

|Executable: MFTECmd_$MFT.mkape |
Commandlines ™" B
ExportFormat: ™"

| Executable: MEIECmd £7.mkape |
CommandLine: ™"
ExportFormat:

IExecutahle: MFTECmd_$SDS.mkapE|
ommandLine :

ExportFormat: ™"

36. Close any currently opened files in EditPad. In File Explorer, select MFTECmd.mkape by clicking it once,
then press CTRL-C, CTRL-V to make a copy of the file.
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37. Select MFTECmd - Copy.mkape by clicking it once, then press F2 to rename the file. Rename the file
ExecutionAndLnkJump .mkape

38. Right click on ExecutionAndLnkJump.mkape and open it with EditPad. Edit the file to reflect the following:
I.  UPDATE Description: Collect evidence of execution, Ink files, and jump lists
m. UPDATE Category: EvidenceOfExecution
UPDATE Author: <Your name here>
UPDATE Id: A random GUID. Use KAPE to generate one.
UPDATE BinaryUrl: https://ericzimmerman.github.io/#!index.md
UPDATE FileMask: “”
Under the FIRST Processors section:
i. UPDATE Executable: AmcacheParser.mkape
s. Under the SECOND Processors section:
i. UPDATE Executable: AppCompatCacheParser.mkape
t. Under the THIRD Processors section:
i. UPDATE Executable: PECmd.mkape
u. Under the FOURTH Processors section:
i. UPDATE Executable: LECmd.mkape
v. ADD a FIFTH Processors section:
i. MAKE Executable: JLECmd.mkape

~oT o>

39. When you are done, your file should look like this (except for the GUID as yours will be different).

| ExecutienAndLnklump.mkape

Description: 'Collect evidence of execution, lnk files, and jumplists'
Category: EvidenceOfExecution
Author: Kewvin Ripa
Version: 1
Id: 151eS5a%b-a684-4369-ada7-2659c5367dbE
BinaryUrl: https://ericzimmerman.github.io/#!index.md
ExportFormat: cswv
FileMask: ™"
Processors:
Executable: AmcacheParser.mkape
CommandLine: ™"
ExportFormat: ™"

Executable: AppCompatCacheParser.mkape
CommandLine: ™"
ExportFormat: ™"

Executable: PECmd.mkape
CommandLine: ™"
ExportFormat: ™"

Executable: LECmd.mkape
CommandLine: ™"
ExportFormat: ™"

Executable: JLECmd.mkape
CommandLine: ™"
ExportFormat: ™"
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40. Save the file and validate it.

.\kape.exe --mlist .

Correct any errors, resave, and revalidate with the above command.

41. The compound module is now finished and can be used to process all the file types as defined in the
processors referenced.

42. We are now ready to collect and process in one step. Open a PowerShell prompt with administrator
privileges and navigate to C:\Tools\KAPE, then run the following command:

.\kape.exe --tdest C:\Temp\out --tsource E: --target
ExecutionAndLnkJump --tflush --msource C:\Temp\out --mdest
C:\Temp\mout --module ExecutionAndLnkJump --mflush

43. KAPE will now collect files to C:\Temp\out, process the files found in C:\Temp\out, and place the parsing
results into C:\Temp\mout.

KAPE version Author: Eric Zimmerman (kape@kroll.com)
Command line: --tdest C:\Temp\out --tsource E: --target ExecutionAndLnkJump --tflush --msource C:\Temp\out --mdest C:\T¢

Using Target operations

Found 2 targets. Expanding targets to file list...
Found 252 files. Beginning copy...

Copied 237 (Deduplicated: 15) out of 252 files in 2.3686 seconds. See '* copylog.txt' in 'C:\Temp\out' for copy details
Using Module operations

Module ‘AmcacheParser': Found 1 processor

Found processor 'Executable: AmcacheParser.exe, Cmd line: -f %sourceFile% --csv %destinationDirectory% -i, Expo
Module 'AppCompatCacheParser': Found 1 processor

Found processor 'Executable: AppCompatCacheParser.exe, Cmd line: -f %sourcefFile% --csv %destinationDirectory%,
Module 'PECmd': Found 3 processors

Found processor 'Executable: PECmd.exe, Cmd line: -d %sourceDirectory% --csv %destinationDirectory% -q, Export:
Module 'LECmd': Found 3 processors

Found processor 'Executable: LECmd.exe, Cmd line: -d %sourceDirectory% --csv %destinationDirectory% -q, Export:
Module ‘JLECmd': Found 3 processors

Found processor 'Executable: JLECmd.exe, Cmd line: -d %sourceDirectory% --csv %destinationDirectory% -q, Export
Discovered 5 processors to run.

Skipping 'AmcacheParser.exe': No matching files found for 'Amcache.hve'!
Skipping 'AppCompatCacheParser.exe’': No matching files found for ‘'SYSTEM'!

Running "PECmd.exe': -d C:\Temp\out --csv C:\Temp\mout\ProgramExecution -q

Running "LECmd.exe': -d C:\Temp\out --csv C:\Temp\mout\FileFolderAccess -q

Running "JLECmd.exe': -d C:\Temp\out --csv C:\Temp\mout\FileFolderAccess -q
Executed 5 processors in 1.9213 seconds
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Notice that processing for AmcacheParser.exe and AppCompatCacheParser.exe were skipped because KAPE

didn’t find any files that were collected that matched the specifications for those modules. Both modules look
for Registry hives, and since we did not collect registry hives with the target options, those two processors did
not have anything to do.

ExecutionAndLnkJump.tkape could be modified however, to pull Registry hives (by adding a Target
referencing RegistryHives.tkape), and this would then give us different results in the modules phase.

44. With collection and processing complete, we can now analyze our results.

45. Because modules typically generate CSV data, we will use Timeline Explorer to analyze the output from
the previous commands. Open File Explorer and navigate to C:\Temp\mout.

46. This folder contains everything generated by KAPE when it ran our module configuration.

Local Disk (C:) » Temp * mout »

Mame

FileFolderficcess
ProgramExecution

=| I_Consolelog.td

The <date/time>_ConsoleLog.txt file contains all the text that KAPE generated as it ran. The two
directories will contain the details from each of the processors that KAPE ran, organized by category.
This is useful because it allows for multiple artifacts to be related to each other, thereby making it
easier to review artifacts that can be used for correlation and corroboration.

Under each directory is one or more files related to the directory name that contains them. For
example, in the FileFolderAccess directory, we see results from Ink and jumplist parsing.

47. Start Timeline Explorer using the shortcut in the Utilities fence on the Desktop.
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48. Once Timeline Explorer starts, load the LECmd_Output.csv file from the FileFolderAccess directory by
either dragging and dropping, or using File | Open menu option. Once the file is loaded, answer the
following questions:

a. How many files with a Relative Path that contains a .jpg extension were opened according to Ink
file analysis?

Filtering on the Relative Path column for .jpg shows 6 files.

Relative Path T (Wor
e . jpg e
AN L AL L U \Pictures\black-widow. jpg C:\l
LGN - AL AL L A\DocumentsiNew-5Site-HQ-And-Landing-Pad\Carrier Landing Pad\clp-1... C:\l
AN OGN \DocumentsiNew-5ite-HQ-And-Landing-Pad\HQ\hg-1.JPFG C:\|
A Gh LG G AL Anromanof P\ Pictures\New-5ite-HQ-And-Landing-Pad\Carrier Landin.. C:\l
GGG AL SAnromanoff\Pictures\New-Site-HQ-And-Landing-Pad\Carrier Landin.. C:\If
A GAL AL OA LA JAnromanotP\Pictures\New-Site-HQ-And-Landing-Pad\HQ\hg-1.JPG C:\|
ath], '.jpg') - Edit Filter
30224637 _LECmd_Output.csv Total lines 63 | Visible lines &
b. What user profile are the. jpg files found under? (Hint: Check the Working Directory column)
nromanoff
c. What is the name of the .jpg that was CREATED in 20117
Looking at the Target Created column shows one file created in 2011, black-widow.jpg
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d. How many Word deccuments were opened according to Ink file analysis? (Hint: Use the Local Path
column)

Filtering for .doc (which also gets us .docx files) shows there are six Word documents opened.

Local Path

T | Comm

0 . doc

Aoo o oo

wdsers \nromanoff\Documents\Armor
:\Users\nromanof\Documents\Armor
:\Users\nromanof\Documents\Armor
:\Users\nromanoff\Documents\Armor
:\Users\nromanoff\Documents\Armor

-\Users\nromanoff\Documents\Armor

Files\Adamantium.docx

FilesWIron Man's armor.docx
Files‘\Adamantium.doc
Files\Adamantium.docx

Files\Captain America's shield.docx

Files\Iron Man's armor.docx

Total lines 20 Visible lines 6

F

e. What do all the Word files seem to have in common?

They are all related to armor.

f. What is the volume serial number that each of the Word documents are found on?

b\ Docume
o Y\ Docume
o Y\ Docume
o Y\ Docume
o Y\ Docume
ot 3\ Docume

tsh\Armor
ts\Armor
ts\Armor
ts\Armor
ts\Armor
ts\Armor

Files\d
Files']
Files'\.
Files'.
Files\(
Files']

damantium.docx

ron Man's armor.docx
damantium.doc

damantium.docx

aptain America's shield.docx

ron Man's armor.docx

AC036525
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49. Load the AutomaticDestinations.csv file located in the FileFolderAccess directory
and answer the following questions:
a. How many unique App IDs are represented?

Grouping by App Id column shows there are seven unique App IDs.

App Id -
Source File

T W
> App Id: 1b4dde7f29cb1962 (Count=37)
> App Id: 28c8b86deab549al (Count=4)
> App Id: 7e4dca88246863e3 (Count=14)
> App Id: 9839aec31243a928 (Count=7)
> App Id: 9c7cclileffsedlibd (Count=1)
> App Id: a7bd71699cd38d1c (Count=7)

v i > App Id: eed462c3b8labbefe (Count=6)

in
i

to Timeline Explorer

b. List the directories accessed from the controller host (Hint: Use the Hosthame column or the

Power filter)

There is one row that contains controller, and the directory accessed is Security Tools\BC Wipe

Power filter controller ® o2
Drag a colylin header here to group by that column
Hostrale Mac Address Path
T A Aflc
t 3 controller 66:56:56:35:6?:4£ P:\Security Tools\BC Wipe
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c. How many entries exist related to the Control Panel? (Hint: Use the App ID Description column)

14 entries.

App Id Description T |Dest List Version Last Used Entry
il control panel ol "le -
Control Panel (?)
Control Panel (?)
Control Panel (?)
Control Panel (?)
Control Panel (7?)
Control Panel (7?)
Control Panel (?)
Control Panel (?)
Control Panel (?)

Control Panel (?)

RlprlprrrRRRR R
W W 0o 00O DO o0 0o 00 oo

F
trol panel') Edit Filter

Etinations.csy Total lines 76 Visible lines 14

The Power filter could have also been used here with a value of control +panel

50. Load the PECmd_Output.csv file located in the ProgramExecution directory into Timeline Explorer and
answer the following questions:

a. How many times was A.EXE executed in total?

Filtering for a.exe shows that it ran 26 + 1541 times, or 1567 times total

Executable Name T |Run Count
il a.exe =

A EXE 26
A_EXE 1541

b. For A.EXE that was executed out of the Windows\temp directory, what was the last date and time
it was executed? (Hint: use the Power filter criteria windows\temp)

Adding a Power filter criteria of windows\temp removes one of the two entries from above,
which leaves us with one row. The Run Count of this row is 26 and the last run time is 2012-04-04
00:43:07.
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c. When was the last date and time EXCEL.EXE was run? BONUS: When was the first date and time
EXCEL.EXE was executed?

Filtering for EXCEL.EXE shows that the Last Run time is 2012-04-04 15:43:15

to group by that column

Executable Name T |Last Run Ru
Al excel .. exe = -
EXCEL . EXE 12012-04-84 15:43:15 |

The first time Excel was executed would be 2012-04-04 15:42:03 — 10 seconds based on
SourceCreated timestamp.

d. Whatis the name of the executable that was run the most?

Sorting on the Run Count column and looking for the largest number shows us that the
corresponding executable is TASKHOST.EXE

Executable Name Last Run Run Co.. '.455“

Al = = A
| TASKHOST.EXE 2812-84-87 15:85:36 7527 A37CB5A8
| SEARCHFILTERHOST.EXE 2012-84-87 12:18:85 3964 AATALIFDD
| SEARCHPROTOCOLHOST . EXE 2812-84-87 12:18:85 3898 AFAD3EF9
L A_EXE 2012-84-87 16:22:10 1541 F91CBABE

Exercise—Key Takeaways

e Storage devices are growing faster than our ability to image them efficiently.

e Battlefield forensics is the answer to this problem, as it allows for quickly collecting key data to move
your case forward.

e KAPE is a powerful and flexible tool that allows for rapid collection and processing of key artifacts.

e By leveraging KAPE in your process you can focus on the important details vs. waiting hours for a full
disk image to complete.

e Evenin avery limited triage collection, a wide range of questions can be answered which can help
drive your case forward efficiently.
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Background

Network collection is a methodology that is becoming more and more necessary as our world becomes more
interconnected, with data residing in far more places than on a hard drive in a desktop computer. From hosted
email to web sites to cloud storage, the range of situations that involve network acquisition is a mile wide and

deep.

For this reason, it is important to be proficient with both command line and GUI tools, as well as open source
and commercial tools. In this lab, we will explore several options that allow for collecting against a wide range
of network-based storage, from computers on the same network to remote machines in the far reaches of the
Internet. We want to understand how the process works as well as how to do the process. We will see
examples of how to effectively use CLI and GUI based tools, as well as get a feel for why we might prefer one

over the other.

Due to the nature of this type of collection, it may not be possible in every situation, to successfully complete
these exercises in the classroom. This is primarily true on air-gapped networks without Internet access, or on
networks with very strict controls on ingress and egress as it relates to TCP/IP traffic. If this exercise is not
possible to complete for one of the reasons above, we highly encourage you to complete the exercise in an
environment where you do have Internet access, such as your home or using a Wi-Fi hotspot. This way you get
a feel for not only how the collection tools work, but also understand the prerequisites you may have to
ensure are in place before a successful collection can occur.

Objectives

e Use Cyberduck and AWS CLI to acquire an Amazon S3 bucket

e Understand how to use Google Takeout to acquire data from one or more Google services

Exercise Preparation

1. Boot your FOR498 Windows VM
2. Login to the FOR498 Windows VM using the following credentials:
a. Username: SANSDFIR

b. Password: forensics

3. Open File Explorer and navigate to C:\Installers\
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4. Start the Cyberduck application by double clicking the icon in the Network Tools fence on your Desktop.

The main interface is then displayed.

+ Cyberduck
File Edit View Go Bookmark Window Help

: -

Action

|Quick Connect

Open Connection

= M@ @
a= ot =]

- >

L 1
Get Info  Refresh

-

Edit

Upload  Transfers

NOTE: If you are prompted to install an update, it is recommended to skip the update.

5. Click the Open Connection button in the upper left. In the Open Connection dialog, use the drop down to

select Amazon S3 from the list.

»
B

File Edit View Go Bookmark Window Help

65

o

= 4
=

g Connect
Open Connection
&) t? ’ Bl | 2

Get Info Refresh

Action Edit Upload Transfers
Open Connection n
KX FTP (File Transfer Protocol) lv

B} WebDAV (HTTP)

B3 WebDAV (HTTPS)

B Frp (File Transfer Protocol)

K3 FTP-SSL (Explicit AUTH TLS)

3 SFTP (SSH File Transfer Protocol)
K3 Windows Azure Storage

K Backblaze B2 Cloud Storage

K3 DRACOON (Email Address)

[ Google Cloud Storage
=} Rackspace Cloud Files (US) g l
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6. Configure the connection using the information below.

NOTE: AWS is very sensitive to time discrepancies. If you get a message related to there being too much
time between your machine and S3, reboot your VM to update your VM clock.

Open Cennection x

| Amazon 53 w ‘

Server: |53.amazunaws.cnr‘n | Port: 443 1=

URL: https://=3.amazonaws.com

Access Key [D: | ‘

Secret Access Key: || ‘

55H Private Key: |MNone

Save Paszword

IZ:\E:' Maore Options

NOTE: These credentials are stored on your VM under the C:\Credentials directory in a file named
AmazonS3Credentials.txt. Open this file and copy/paste the values unless you really like typing long

strings.
Access Key ID AKIAX7IUSXTUVGC2KFUQ
Secret Access Key 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

7. Click the Connect button to connect to S3.

Open Connection x

Amazon 53 w

Server: | s3.amazonaws.com | Port: 443 1=

URL:  https/ ARIAXTIUSKTINVGC2KFUC @ 3. amazona...

Access Key ID: | AKIAXTIUSXTUVGC2KFUQ |

SECrEt ACCESS KE}I‘: |......-.l-.I..I.I.......i..i.l..l....... |

S5H Private Key: | Mone

Save Password

ﬁ Cancel

IZ:V::I More Options
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8. Ifthe Key ID and Access Key are correct, you will see a list of buckets that Key has access to. Click the
arrow next to the for498-demo-data bucket to expand it.

Filename

E cf-templates-36hie7stov -us-east-1

-lemo-data
rd93-

9. The bucket's files and folders are then shown.

Filename Size  Modified
(3] cf-templates- liudu3sglzdia-us-east-1 -- Unknown
ford98-demo-data -- |Unknown

| | 20181212085500_MFTECmd_55D5_Output.csv 302.0 KiB

[ | 20181212100609_RECmd_Output.csv 1.8 KiB

|| Syscache.hve 2.3 MiB

=] test1.b 28B
> ford98-dermo-logs -- Unknown

10. To download a file, select it by clicking it with the left mouse button, then right-click to bring up a context
menu. Select the file named 20181212100609_RBCmd_Output.csv and right-click on the file to display a
context menu.

TT=TETPaTEs T TS U a - I Ea s =T == TITTRTTOVITT
v B ford98-demo-data -- Unknown
g 20181212095500_MFTECmd_%5D5_Cutput.csv 302.0 KiB
[ | 201812127100609_RECmd_Output.csv Eii—"
|| Syscache.hve #) Refresh Ctrl+R
=l test bt . NewFolder.. Ctrl+ Shift+N
2] fordd3-demo-logs & New Encrypted Vault... known
Mew File.., Ctrl+Shift+F
Mew Symbolic Link...
Rename...
Duplicate... Ctrl+D
Copy URL ¥
Open URL >
Edit With Ctrl+K »
& Info Alt+Enter
. Download Alt+Down
Download As... Alt+5Shift+Down
I Download To... I
3 Upload... Alt+Up

L& Synchronize.
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If you wanted to save the file under a different name than what it is stored as on $3, use the Download As
button instead. The Download button will download the file using its existing name to your Downloads

folder under your profile.

11. Click the Download To option, select the Desktop top level folder, then click Make New Folder. Name the

new folder S3Downloads, then click OK to start the transfer.

Browse For Folder X

Download To...

- Desktop

2 SANSN

v [ This PC

- 3D Objects
I Desktop
=] Documents
¥ Downloads
D Music
& Pictures
B Videos
‘aa Local Disk (C:)
= DVD Drive (D:)
r Libraries
¥ Network
53] Control Panel
&/ Recycle Bin

S3Downloads

o e ) e

12. Cyberduck then begins to transfer the file locally to the specified folder.

& Transfers

Resume Reload Stop Remove

3 20181212100609_RBCrmd_Output.csv

Download complete

/) 1.8KiBof 1.2KBE
Thursday, January 10, 2019 2:03:23 PM

X
Open  Show

L
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13. Select testl.txt and 20181212095500_MFTECmd_$SDS_Cutput.csv from the list of files. To select more
than one file, hold CTRL while clicking. Once the files are selected, right-click and choose Download To...
(notice the Download As... option is disabled since you have more than one file selected).

hd E‘ ford98-demo-data --
[ | 20181212095500_MFTECmd_S505_Output.csy IN20KB

[ ] 20181212100609_RECmd_Output.csv 1.8 KiB
g Syscachehve 2.3 MiB
e Er;;;i;:fm #) Refresh Cirl+R zgf
o Mew Folder... Ctrl+5Shift+M
e Mew Encrypted Vault..,
Mew File... Ctrl+Shift+F
Mew Symbolic Link...
Rename...
Duplicate... Ctrl+D
Copy URL ¥
Open URL ¥
Edit With Cirl+K >
@ Info Alt+Enter
4 Download Alt+Down
Download As... Alt+5Shift+Down
4 Upload... Alt+Up

14. Select the same folder as before, the S3Downloads folder on your Desktop, then click OK to start
downloading these files.

Browse For Folder

Download To...

- Desktop
2 SANSDIFR
v [ This PC
) 3D Objects

w [l Desktop
53Downloads

= Documents
* Downloads
J‘l Music
| Pictures
B videos
. Local Disk ()
s DVD Drive (D)
‘ra Libraries
¥ Metwork
[EH Control Panel

s Recycle Bin

53Downloads e

Make New Folder Cancel
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15. Using File Explorer, open the S3Downloads folder on your Desktop. You should see three files.

| E] = | 53Downloads

Home Share View

1+ » S3Downloads

I This PC ~ Mame Date modified Type Size
_J 3D Objects |j 20181212095500_MFTECmd_3S5D5 Outpu...| 12/12/2018 11:17 ...  CSVFile 302 KB
I Desktop |j 20181212100609_RBCmd_Output.csv 12/12/2018 11:17 ... CSV File 2 KB
EI Docurments |j testl.bet 12/12/201811:17 ... Text Document 1KB

16. Cyberduck allows you to download files individually or in groups, but it also allows you to download the
entire bucket at once. To download the entire bucket at once, select the bucket name (for498-demo-
data in the example below), right click, and choose Download To... as we did previously.

o A £0r498-demo-data |
FT20181212005500. M| 2 Refresh Sa
] 2018121100609 RE s  New Folder... Ctrl+ShiftsN  §
j Syscache.hve v New Encrypted Vault...
%ir:;ziz:;o-logs New File... Ctrl+Shift+F
New Symbolic Link...
Rename...
Duplicate... Ctrl+D
Copy URL >
Open URL >
Edit With Ctrl+K
O Info Alt+Enter
.4 Download Alt+Down
, Download As... Alt+Shift+Down
L Download To...
% Upload... Alt+Up
i@ Synchronize...
FOR498 - Eric Zimmerman & Kevin Ripa ©2020 Exercise 4.3A — Network Acquisition - Cyberduck 7
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17. Select the same folder as before, the S3Downloads folder on your Desktep, then click OK to start

downloading these files.

18. Cyberduck will then download the entire bucket. When it finishes, open the S3Downloads folder using

File Explorer.

Browse For Folder

Download To...

- Desktop
& SANSDIFR
~ [ This PC
- 30 Objects

~ [ Desktop
S30Downloads

|=| Documents
* Downloads
J‘l Music
&= Pictures
B Videos
i Local Disk (C:)
- DVD Drive (D¢)
'+ Libraries
cF MNetwork
Contral Panel

la] Recycle Bin

S3Downloads e

Make Mew Folder

Cancel

Mame

Date madified

fordd3-demo-data

/5/2019 4:30 PM

D

= testlxt

e EE R EB55BE=FFE Cnd_S505_Outpu...

|j 20181212100609_RBCmd_Output.csv

Lr

#2019 4:16 PM
/372019 4:16 PM
/372019 416 PM

el
J

I

I

M

Type

File folder

SV File

5V File

Text Document

Notice that when downloading an entire bucket, a new directory is created in the download directory

named after the bucket being downloaded.

19. Inthe previous screenshot, notice that we have three files and one directory. Exploring the directory
shows we have four files. Cyberduck can also synchronize an S3 bucket with a local directory. This is
useful if you already have a set of files (like our three files shown above) and want to get only new files

vs. downloading the entire bucket again.
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Right-click on the bucket, but this time choose Synchronize...

hd E fordd8-demo-data _
| ] 20181212095500_MFTE ¥J Refresh Ctrl+R
| ] 20181212100609_RBCrr

|j .. Mew Folder... Ctrl+5Shift+M
5 he.h
E t::;a;te vE 4w Mew Encrypted Vault...

Mew File... Ctrl+5hift+F

fur-‘lgﬂ-demn-lcugs
Mew Symbolic Link...

Rename...

Duplicate... Ctrl+D

Copy URL ¥

Open URL »

Edit With Ctrl+K
g Info Alt+Enter
4 Download Alt+Down

Download As.. Alt+5Shift+ Down

Download To...

Upload... Alt+Up

& |s!

Synchronize...

20. Select the same folder as before, the S3Downloads folder on your desktop, then click OK.

Browse For Folder

Download To...

- Desktop
2 SANSDIFR
v O This PC
) 3D Objects

v [ Desktop
53Downloads

=| Documents

& Downloads

J’& Music

&=/ Pictures

B videos

‘i Local Dusk (2]
- DVD Drive (D2)

'+ Libraries

[:_} Metwork

Control Panel

lal Recycle Bin

S30ownloads 9

Make New Folder Cancel
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21. Inthe Synchronize dialog, select Download from the list.

#° Synchronize O x

Download

Upload
Mirror

Continue Cancel

22. Expand each branch of the tree with the arrows.

o

& Synchronize

Download “

hd | ford88-demo-data 0B
| D 20131212095500_MFTECmd_55D5_Output.csv 3020 KiB

v [] ford98-demo-data 0B #

| D Syscache.hve 23 MiB #

| D 20181212100609_RBCmd_Output.csv 1.8 KiB #

| D 20181212095500_MFTECmd_5505_Output.csv 3020 KB #

] = testibe 8B 4
[l D 20181212100609_RBCmd_Output.csv 1.8 KiB
[ =l testlat 288

D Syscache.hve 23 MiB 4

Cancel

23. Notice what Cyberduck is showing here. The blue arrow on the far right shows which files need to be
downloaded to get the bucket in sync with what we already have. If we chose Upload, or Mirror,
Cyberduck would have checked the boxes next to the files it needs to complete that kind of operation.

Try changing the operation at the top from Download to Mirror and notice how the selected files are
adjusted.

When you are done, make sure the operation is set to Download, then click Continue.
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24. When Cyberduck finishes downloading, use File Explorer and open $3Downlcads. Notice how we now
have a new file which Cyberduck just synchronized.

Fa

Mame Date modified
fordS98-demo-data 275/2019 4:30 PM

| 20181212085500_MFTECmd_8505_Cutpu...  2/5/2019 416 PM

|| 2018121210060%_RBCmd_Output.csy 2/5/2019 416 PM

'j Syscachehve 2/5/2019 4:16 PM
= test] et 2/3/2019 416 PM

Cyberduck is a useful tool to visually explore an S3 bucket to see what is available. It does a great job of hiding
the complexities of the S3 API, but if you need more fine-grained control, the AWS CLI is also very useful. Also,
depending on how many files you need to transfer, you may find Cyberduck is slower than the AWS CLI.

With that said, let's look at how we can interact with S3 using a command line interface next.
25. Open File Explorer and navigate to C:\Installers\

26. Install the AWS CLI by double clicking AWSCLIx64.msi. When prompted, agree to the terms and use the
defaults for everything else. Click Finish when the installer completes.

27. Using File Explorer, create a new folder named C:\Temp\S3CLI

28. Open a PowerShell prompt using the Desktop shortcut and type the following and press Enter to begin
the configuration process. Use the information in the table below when prompted.

aws configure

2 Administrator: Powershell

> aws configure

y ID [Mone]:

NOTE: These credentials are stored on your VM under the C:\Credentials directory in a file named
AmazonS3Credentials.txt. Open this file and copy/paste the values unless you really like typing long

strings.
Access Key ID AKIAX7IUSXTUVGC2KFUQ
Secret Access Key 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
FOR498 - Eric Zimmerman & Kevin Ripa ©2020 Exercise 4.3A — Network Acquisition - Cyberduck 11
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When prompted for Default region name and Default output format, press Enter to skip.

2 Administrator: Powershell

ey [HDHE::

one]:
Default ol it format [Mone]:

PS C:\Tools> _

Exercise Questions

1. With the credentials supplied, we can now interact with any S3 buckets we have access to. To get a listing
of available S3 buckets, we need to use the Is command. Type the following and press Enter in the

PowerShell window.

aws s3 1s

PS C:\Tools> aws s3 1s
2019-05-07 23:37:05 cf-templates-liudu5sg@z4ia-us-east-1
2019-05-08 01:10:42 |for498-demo-data

2019-05-08 01:10:15 for498-demo-logs
PS C:\Tools>

This displays a listing of all the $3 buckets that can be accessed.

a. When was the for498-demo-data bucket created?

NOTE: The timestamp returned is in local time based on your machine's current settings!
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2. Tosee whatis inside a bucket, we need to change the format of our command slightly by adding the
name of the bucket to the command. The general format for the command is:

aws s3 Is s3://<bucketname>

where <bucketname> is one of the buckets we have access to. In the example below, we are listing the
contents of the for498-demo-data bucket.

PS C:\Tools> aws 1s

2019-05-07 23:37: cf-templates-1liuduSsg@z4ia-us-east-1
2019-05-08 01:10: for498-demo-data

2019-05-08 01:10: for498-demo-1logs

PS C:\Tools> aws ls s3://for498-demo-data

2019-05-08 01:14: 309217 2018121209550@ MFTECmd_$SDS_Output.csv
2019-05-08 01:14: 1845 20181212100609_RBCmd_Output.csv
2019-05-08 01:14: 2359296 Syscache.hve

2019-05-08 ©01:14: 28 testl.txt

PS C:\Tools>

To see this for yourself, enter the following command:

aws s3 l1ls s3://for498-demo-data

As can be seen above, the command lists all the files in the bucket, very similar to how Cyberduck
showed us.

a. What is the size of the largest file in the bucket?

b. What is the total size of all files in the bucket in bytes?

HINT: While you can certainly just add the sizes up manually, we can automate this with the
following command:

aws s3 ls s3://ford498-demo-data --summarize

To make it even easier, try this command:

aws s3 l1ls s3://for498-demo-data --summarize --human-readable
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c. How many megabytes (Listed in Mebibits in the output) in size de all the files consume?

3. To download a file, we need to use a different command than we used to list the bucket. The cp
command is used for copying files, so enter the following command to download testl.txt from S3 to the
directory we created earlier.

aws s3 cp s3://for498-demo-data/testl.txt C:\Temp\S3CLI

} cp s3://ford98-demo-data/testl.txt C:\Temp\S3CLI
~198-demo-data/testl.txt to ..\Temp\S3 \testl.txt

4. In many cases you may only be interested in downloading certain files from an S3 bucket. Because of the
way the AWS CLI works, we must add a few additional options as the example below shows. Run the
following command:

aws s3 cp s3://for498-demo-data/ C:\Temp\S3CLI --recursive
--exclude "*" --include "*.csv"

This command is still downloading files from the same bucket and placing them in the same
destination folder, but in order to filter by a wild card, we must use the following additional switches:

Switch Purpose

--recursive Search for files recursively in the bucket
--exclude "*" Removes all files from being included
--include "*.csv" Include only the supplied mask for downloading

Note that the order matters too, so when using this technique, supply the --recursive, —-
exclude, and --include options in that order.

The image below shows you an example of what this will look like.

9 RBCmd Output.csv to ..\Temp\S3CLI\2018

- A\Temp\S53C
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5. Open File Explorer and navigate to C:\Temp\$3CLI.

a. How many CSV files exist?

b. What happens if you repeat the above command (press the up-arrow key to bring up the last
executed command)?

6. To download an entire bucket, we can simply drop the —-exclude and --include switches. First,
delete all the files in C:\Temp\S3CLI using File Explorer.

7.  Runthe following command to download the entire bucket:

aws s3 cp s3://for498-demo-data/ C:\Temp\S3CLI --recursive

[ /ford98-demo-data/ C:\Temp)
ata/testl.txt A\ Temp® LINtestl.txt
98-demo-data/201812121006089 RBCmd_Output.csv to ..\Temp\S3CLI\2018:

Output.csv
r498-demo-data/20181212095500 MFTECmd_$5SDS_Output.csv to ..\Temp\S3C
)5 _Output.csv
download: s3://ford98-demo-data/Syscache.hve to .. \Temp\S3CLI\Syscache.hve

a. How many files were successfully transferred?

b. Did you find this easier, or more difficult, than Cyberduck? Why or why not?

While there are a large number of additional capabilities available in the AWS CLI, we are primarily interested
in downloading files from $3. Should you need any additional functionality, such as uploading, review the AWS
manual for the S3 service via the “aws s3 help” command.

BONUS: Using “aws s3 help”, craft the command necessary to sync the S3 bucket to a local folder. Before
executing the command, delete all files in C:\Temp\S3CLI so you can be sure the sync command worked.
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OPTIONAL Out of Ciass— Using Google Takeout

This option, being Google specific, also requires a Google account. If you have a gmail.com account, this
will work fine.

NOTE: The screen shots and interface to use Google Takeout may not match 100% against what is shown
below as this feature is updated by Google from time to time.

1. Open a browser and visit https://takeout.google.com/settings/takeout
2. Sign in using your account credentials.

3. By default, everything is included, but to give you a feel for what is there, click the SELECT NONE button.

Google Account

< Download your data

Your account, your data.
Export a copy of content in your Google Account if you want to
back it up or use it with a service outside of Google.

CREATE A NEW ARCHIVE

1 Select data to include

Choose the Google products to include in your archive and configure the settings for each
product. This archive will only be accessible to you. Learn more

Products

ﬂ Deselect all
Arts & Culture

Favorites and galleries you've created on Google Arts & Culture.

B Multiple formats
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4. Scroll down and review the various Google services. Select a few, like Mail. Notice there is a drop down
that lets you choose from all mail, or only selected labels.

M1 Mail All mail ~ L)

Gmail labels
(@) Include all of your mail

(O select labels

6 labels selected

Mail is provided in the MBOX format.

The contents will be provided in MBOX format.

5. When done selecting services, click the Next step button.

u YouTube

Watch and search history, videos, comments and other content you've created
on YouTube More info

B Multiple formats i= All YouTube data included

‘ YouTube Gaming
Sponsorship badges and emoji you've uploaded to YouTube Gaming. More D

info
—
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6. You can optionally adjust things like file type, archive size, etc. but the defaults are generally OK. Click
Create archive to begin the process.

< Download your data

2 Customize archive format

After we finish creating your archive, we'll email a link so you can download it to your
personal device. You will have one week to retrieve your archive.

Export type

@ One-time archive

O Scheduled exports every 2 months for a year

6 archives

File type & size

Zip

Zip files can be opened on almost any computer.

2GB

Archives larger than this size will be split into multiple files.

—

7. Wait for the confirmation email saying the data is available.

8. This may take a while...

9. Once you are emailed that the data is ready, visit
https://takeout.google.com/settings/takeout/downloads
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10. Click the Download link next to the archive you want to download

& Manage archives X

&« & @ takeout.google.com/settings/takeout/downloads w o

Google Account : o

< Manage archives

If you have decided to take your data elsewhere, please research the data export policies of
your destination. Otherwise, if you ever want to leave the service, you may have to leave
important stuff like your photos behind.

Do not download your archives on public computers or upload them where others can see
them.

Once you download your data, if you'd like to explore other options 1o manage your account,
including account deletion, please visit Google Account.

Archive Created on Available until Details

4

products * Download v
14.8 MB

Privacy Policy - Terms of Service - Help

11. If prompted, re-authenticate with your password.
12. Once the archive is downloaded, open it with 7-Zip, then drill down into the Takeout\Mail directory.

| takeout-20190114T181027Z-001.zip » Takeout » Mail

s

Name Type

D All mail Including Spam and Trash.mbox MBOX File

13. To view the contents of the email, for example, extract the mbox files and view in your email viewer of
choice.
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Exercise Questions — Step-by-Step

1. With the credentials supplied, we can now interact with any S3 buckets we have access to. To get a listing
of available S3 buckets, we need to use the Is command. Type the following and press Enter in the
PowerShell window.

aws s3 1ls

PS C:\Tools> aws s3 1s
2019-05-07 23:37:05 cf-templates-liudu5sg@z4ia-us-east-1
2019-05-08 01:10:42 |[for498-demo-data

2019-05-08 01:10:15 for498-demo-logs
PS C:\Tools>

This displays a listing of all the S3 buckets that can be accessed.
a. When was the for498-demo-data bucket created?

2019-05-08 01:10:42

NOTE: The timestamp returned is in local time based on your machine's current settings!

2. Tosee whatis inside a bucket, we need to change the format of our command slightly by adding the
name of the bucket to the command. The general format for the command is:

aws s3 Is s3://<bucketname>

where <bucketname> is one of the buckets we have access to. In the example below, we are listing the
contents of the for498-demo-data bucket.

PS C:\Tools> aws 1s

2019-05-07 23:37: cf-templates-1liuduSsg@z4ia-us-east-1
2019-05-08 ©1:10: for498-demo-data

2019-05-08 01:10: for498-demo-logs

PS C:\Tools> aws 1s s3://for498-demo-data

2019-05-08 01:14: 309217 20181212095500 MFTECmd_ $SDS Output.csv
2019-05-08 ©1:14: 1845 20181212100609_RBCmd_Output.csv
2019-05-08 ©1:14: 2359296 Syscache.hve

2019-05-08 ©1:14: 28 testl.txt

PS C:\Tools>
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To see this for yourself, enter the following command:

aws s3 l1ls s3://for498-demo-data

As can be seen above, the command lists all the files in the bucket, very similar to how Cyberduck
showed us.

a. What is the size of the largest file in the bucket?

2359296 bytes

b. What is the total size of all files in the bucket in bytes?

2670386 bytes

HINT: While you can certainly just add the sizes up manually, we can automate this with the
following command:

aws s3 ls s3://for498-demo-data --summarize

To make it even easier, try this command:

aws s3 ls s3://for498-demo-data --summarize --human-readable

c. How many megabytes (Listed in Mebibits in the output) in size do all the files consume?

2.5 MiB

3. Todownload a file, we need to use a different command than we used to list the bucket. The cp
command is used for copying files, so enter the following command to download testl.txt from S3 to the
directory we created earlier.

aws s3 cp s3://for498-demo-data/testl.txt C:\Temp\S3CLI

PS C:\Tools> aws [ [ford98-demo-data/testl.txt C:\Temp\S3CLI

b cp s .
download: s3://ford98-demo-data/testl.txt to ..\Temp\S3CLI\testl.txt
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4. In many cases you may only be interested in downloading certain files from an $3 bucket. Because of the
way the AWS CLI works, we must add a few additional options as the example below shows. Run the
following command:

aws s3 cp s3://ford498-demo-data/ C:\Temp\S3CLI --recursive
--exclude "*" --include "*.csv"

This command is still downloading files from the same bucket and placing them in the same
destination folder, but in order to filter by a wild card, we must use the following additional switches:

Switch Purpose

--recursive Search for files recursively in the bucket
--exclude "*" Removes all files from being included
--include "*.csv" Include only the supplied mask for downloading

Note that the order matters too, so when using this technique, supply the --recursive, —-
exclude, and --include options in that order.

The image below shows you an example of what this will look like.

[ford98-demo-data/ C:\Temp\S3CLI

ford98-demo-data/20181212180609_RBCmd_Output.csv to . _\Temp\53CLT\2018]

Output.csv

2095500_MFTECmd_$SDS_Output.csv to ..\Temp\S3C

5. Open File Explorer and navigate to C:\Temp\S3CLI.
a. How many CSV files exist?

Two CSV files exist.

b. What happens if you repeat the above command (press the up-arrow key to bring up the last
executed command)?

Files with identical names are overwritten.

6. To download an entire bucket, we can simply drop the —-exclude and --include switches. First,
delete all the files in C:\Temp\S3CLI using File Explorer.
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7. Runthe following command tc download the entire bucket:

aws s3 cp s3://ford498-demo-data/ C:\Temp\S3CLI --recursive

A\ Temp\S3CLI\2@18:

A\Temp\S3C

a. How many files were successfully transferred?

Four files were transferred.

b. Did you find this easier, or more difficult, than Cyberduck? Why or why not?

While this comes down to personal preference, in our experience, using the AWS CLlI is easier
once you know the commands you need to use. It is also scriptable and much faster to download
files, especially when you have a large amount of data to pull from S3.

While there are a large number of additional capabilities available in the AWS CLI, we are primarily interested
in downloading files from S3. Should you need any additional functionality, such as uploading, review the AWS
manual for the S3 service via the “aws s3 help” command.

BONUS: Using “aws s3 help”, craft the command necessary to sync the S3 bucket to a local folder. Before
executing the command, delete all files in C:\Temp\S3CLI so you can be sure the sync command worked.

The aws s3 sync help command shows the syntax for the sync command. Reviewing the options
available shows that the following command will sync the remote bucket to the local directory:

aws s3 sync s3://for498-demo-data/ C:\Temp\S3CLI

Any files in the bucket will be downloaded if the size of the remote file is different from the local one, the
file does not exist at all, or the last modified time of the file on the bucket is newer than the local copy.
Because of this, simply repeating this command as often as needed will keep things synchronized.

FOR498 - Eric Zimmerman & Kevin Ripa ©2020 Exercise 4.3A — Network Acquisition - Cyberduck 23

https://t.me/learningnets


https://technet24.ir
https://technet24.ir

Exercise—Key Takeaways

e Network acquisition allows for using a wide range of tools to collect data.

e Beflexible! If one tool does not work for you, pivot to another.

e Be sure to take into consideration the bandwidth available to you when performing acquisition over
the network. If you are on a slow link, consider collecting only the most critical data you need first.

e For collections that you may do more than once, consider using a command line interface program
which lets you automate via a script. This can save considerable time (as well as prevent mistakes!)
over other access methods.
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J/ N\ N I — (L \
Optional - Out of Class

Exercise 4.3B—Network Acquisition
Thunderbird & F-Response

Background

Network collection is a methodology that is becoming more and more necessary as our world becomes more
interconnected, with data residing in far more places than on a hard drive in a desktop computer. From hosted
email, to web sites, to cloud storage, the range of situations that involve network acquisition is a mile wide
and deep.

This lab looks at how to collect IMAP email using Thunderbird portable and F-Response. The F-Response
section also covers collecting from other devices such as computers as well as cloud storage.

Objectives

e Use Thunderbird portable to collect IMAP data

e Use F-Response to target and collect network-based assets

Exercise Preparation

1. Boot your FOR498 Windows VM

2. Login to the FOR498 Windows VM using the following credentials:
a. Username: SANSDFIR
b. Password: forensics

Exercise— Collecting email via IMAP using Thunderbird Portable

NOTE: This stage requires you to have access to an IMAP based email account, such as Gmail. If you
already have a Gmail.com account, you can use this account for this part of the lab. If you do not have a
Gmail account, create one at gmail.com for use in this lab. Any email account on an IMAP server will work
fine for this lab.

1. Open File Explorer and navigate to C:\Installers
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2. Double click on ThunderbirdPortable.exe to start the wizard.

ﬁ'- Mozilla Thunderbird, Portable Edition | PortablefApps.com Ins... — x

PortableApps.com Mozilla Thunderbird, Portable
Edition

This wizard will guide you through the installation of Mozilla
Thunderbird, Partable Edition.

If you are upgrading an existing installation of Mozilla
Thunderbird, Portable Edition, please dose it before

proceeding.

Click Mext to continue.

3. Click Next, then click the Browse button to choose a folder to extract Thunderbird to.

1&- Wozilla Thunderbird, Portable Edition | PortablefApps.com Ins — *
Choose Install Location :
Choose the folder in which to install Mozilla Thunderbird, Portable ===
Edition.

Setup will install Mozilla Thunderbird, Portable Edition in the following folder. To install in a
different folder, dick Browse and select another folder. Click Install to start the installation.

Destination Folder

| “0OR498\FOR495-USB \FOR498-19-1Toals \ThunderbirdPortable Browse...

Space required: 125.8 MB
Space available: 392.0 GB

Fartahblespps, comi@
< Back Install Cancel
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4. Inthe folder browser dialog, click on the Desktop folder, then click the Make New Folder button in the
lower left. Name the folder ThunderbirdPortable, then click OK.

& p

rowse For Folder

Select the folder to install Mozilla Thunderbird, Portable Edition in:

- Desktop o

& SANSDFIR

3 This PC

' Libraries

|_j Metwork
Exported Ink files

[ThunderbirdPortabl | e

S30ownloads

2 @

| Make Mew Folder I oK Cancel

5. Click the Install button and wait for the files to be extracted.

& Mozilla Thunderbird, Portable Edition | Portablefpps.com Ins...

Choose Install Location :
Choose the folder in which to install Mozilla Thunderbird, Portable
Editian.

Setup will install Mozilla Thunderbird, Portable Edition in the following folder. To install in a
different folder, dick Browse and select another folder. Clidk Install to start the installation.

Destination Folder

|C:‘n,leers‘nS.ﬁ.NSDFIF'.\,Deskb::p‘n,ThunderbirdPDrEbIe\, | | Browse. ..

Space reguired: 126.2 MB
Space available: 91.9 GB

Portablefpps, comi@

< Back Install Cancel
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6. When the extraction is finished, click the Finish button.

4 Moazilla Thunderbird, Portable Edition | PortablefApps.com Ins... — it

PortableAppscom  Completing Mozilla Thunderbird,
Portable Edition Setup

Mazilla Thunderbird, Portable Edition has been installed on
your device,

Click Finish to dose this wizard.

[[Jrun Mozilla Thunderbird, Portable Edition

< Back Cancel

7. Open File Explorer and navigate to the ThunderbirdPortable folder on your Desktop.

Mame

App
Data

Other
€ help.html
n ThunderbirdPortable. exe

This folder is a self-contained instance of Thunderbird. All data used by Thunderbird will be created and
maintained under this folder, which means you can simply move it to a different computer, and it will work
just like it does on the current machine.

This makes a very convenient way to collect email data and have it in a self-contained program that lets
you search, interact with attachments, organize data, and so on.

8. Double-click on ThunderbirdPortable.exe to begin configuration.
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9. A wizard will be shown for initial configuration.

Enter the name of the target account in the Your name field. This can be anything you want, but generally,
if you know the user's name, enter it here.

The other two fields are obvious. You will need the subject email address and account password.

Set Up an Existing Email Account X
Your name: [Bad Guy{ ] one as shown to others
Q Email address: [ford%Demo@gmail.cor] Your existing email address
Password: | eeeesscscsccee J e
[M Remember password
Get a new email address... Continue Cancel

10. Click the Continue button and Thunderbird will attempt to auto-configure based on the information

provided.
Set Up an Existing Email Account
Your name: | Bad Guy | Your name, as shown to others
Email address: |fu:ur4§'BDemD@gmail.cm| Your existing email address
Password: | sessssssssssss |
Remember password
Looking up configuration: Mozilla ISP database C
Get a new email address... Manual config Continue
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11. Once it finds the proper settings, they are displayed for review. If Thunderbird was not able to

automatically configure itself, you can use the Manual config button to enter server settings manually.

Review the configuration, then click Done.

Set Up an Existing Email Account

Your name;

Bad Guy

Your name, as shown to others

Ernail address:

huaddressesavailable@g Your existing ernail address

Password:

Manual config

Remember password

Configuration found in Mozilla I15P database

(®) IMAP (remote folders) | () POP3 (keep mail on your computer)

Incoming:  IMAP, imap.gmail.com, 55L

Outgeoing:  SMTP, smtp.gmail.com, S5L

Username: noaddressesavailable@gmail.com

“ CQHCE|

12. Depending on the email provider, Thunderbird may prompt for additional details, including two-factor

authentication. In the case of gmail.com, Google requests more information. In the first dialog, click Next.

One account. All of Google.

Sign in with your Google Account

Google

noaddressesavailable@gmail.com

/ Find my account

Create account
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13. In the next dialog, enter the password for the account and click Sign In.

Google

One account. All of Google.

Sign in with your Google Account

John Johnson
noaddressesavailable@gmail.com

Stay signed in Forgot password?

14. If two factor authentication (2FA) is set up (AND IT SHOULD BE!!!), you will have to enter the verification
code, then click Done.

Google

2-Step Verification

This extra step shows it's really you trying to sign in

Enter a verification code

Get a verffication code from the Google
Authenticator app

144882

Don't ask again on this computer
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15. In the final dialog, you need to allow Thunderbird access te the email account. Click Alfow and
Thunderbird will then connect to the email box and start pulling email.

Mozilla Thunderbird Email wants to access
your Google Account

o noaddressesavailable@gmail.com

This will allow Mozilla Thunderbird Email to:

™M Read, compose, send, and permanently delete all your email
from Gmail

By clicking Allow, vou allow this app and Google to use vour information in accordance with their
rezpective privacy policies. You can change this and other Account Permizzions at any time.

- "

16. Thunderbird will automatically look for common folders on the email account and display information
about it. In the example below, notice there are four emails in the Inbox.

Home

L Get Messages ~  # Write ~ ) Chat & Address Book | © Tagv W Quick Filter | Q) Search <Ctrl+K>

vgﬁ; noaddressesavailable@gmail.com

(# Inbox (134) Thunderbird
| |\ [Gmail]

| | Drafts

Sent Mail Accounts

L&) Al Mail

© Spam =4 Setup an account:

&/ Trash = Email % Chat ) Newsgroups Feeds
Important
Starred [=] Create a new calendar
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17. While you can now start clicking on folders te interact with the content, it is more useful to download a
copy of the entire mailbox before doing so. In order to do this, click the button in the lower left corner (it
looks like two monitors).

éHu:ume I

Get Messages | v te v O
vgr noaddressesavailable@gmail.com

#| Inbox (134)

v/ | [Gmail
|| Drafts
[, Sent Mail
B Al Mail
) Spam
= Trash

Important
Starred

) Junk
Personal
Receipts
Stampede

Travel
Work

v B | ocal Folders

= Trash
Lﬂ-—“"

18. Thunderbird will ask if you want to download messages for offline use.

i

To download all of the email, click Download Now.

Download Messages X

e Do you want te download messages for offline use before going offline?

[] Always ask me when | go offline

a Download Now Later

Once Download Now is clicked, Thunderbird will iterate the entire mailbox and download email for every
folder and subfolder. Depending on how much email is in the account, this can take a while, so be patient.
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19. When finished, the icon in lower left changes to show you are now offline.

Echme .
Get Messages | v write v~ 5

vl noaddressesavailable@gmail.com

(% Inbox (135)

[E, Sent Mail
(& All Mail (453)
) Spam
= Trash
Important (204)
Starred
(248)
) Junk
Personal
Receipts
Stampede (66)
Travel
(5]
Work
v M | ocal Folders
= Trash
L Outbox

LY —

20. From here it is a good idea to tell Thunderbird to NOT connect to the account to update email contents. To
show the menu, press <ALT>, then Tools, then choose Account Settings.

FOR498 - Eric Zimmerman & Kevin Ripa ©2020
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Tools Help
Address Book Ctrl+ Shift+B [

Saved Files Ctrl+)

Add-ons

Add-on Options b
Activity Manager

Chat status ¥
Join Chat...

Message Filters
Run Filters on Folder

Run Filters on Message

Run Junk Mail Controls on Folder

Delete Mail Marked as Junk in Folder
Import...
Developer Tools »

Clear Recent History... Ctrl+Shift+Del

Account Settings [

Qp'frons
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21. Click on the Server Settings tab on the left. To prevent connection to the account, we recommend you
change the User Name (so the login will not work anymore at all), as well as unchecking the Check for new

messages options. Finally, select something other than OAuth2 for Authentication method, such as
Normal password.

Account Settings X
Server Settings

Server Type:  IMAP Mail Server

T TT—— Server Name: | imap.gmail.com | Port: 9935 Default: 993
unk Settings User Name: J§ | DISABLEnoadfires savailable@gmail.corrl
ynchronization & Storage Security Settings

| Change @
eturn Receipts Connection security: SSL/TLS V] v
ecurity |

F e T Authentication method] | OAuth2 i

nk Settings Server Settings

isk Space

[[] Check for new messages at startup

Qutgoing Server (SMTP) 3 . e
T [] Check for new messages every 10 . minutes h Uncheck

Allow immediate server notifications when new messages arrive

When | delete a message:

(® Move it to this folder: | Choose Folder...
Select o
(O Just mark it as deleted

(O Remove it immediately
Advanced...
Message Storage

[[JcClean up ("Expunge") Inbox on Exit
[[] Empty Trash on Exit

Message Store Type: | File per folder (mbox)

Local directory:

| C:\Users\SANSDFIR\Desktop\ThunderbirdPortable\Data\profiIe\ImapMa‘ Browse...

Account Actions - /
G Note e Click cumlpy Cancel

Also notice in the above screenshot where the profile lives for this particular account. As we mentioned
earlier, this is a fully portable installation of Thunderbird, so all profiles exist in a subfolder of where the
main executable was found. For this example, the full path is:

C:\Users\SANSDFIR\Desktop\ThunderbirdPortable\Data\profile\ImapMail\imap.gmail.com
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22. Click OK to close the dialog, then click OK to close the dialog informing you that the user name was
changed.

Server Settings >

Your User Mame has been updated. You may also need to update your Email Address and/or User
L. Mame associated with this account.

0K

23. If prompted about Junk settings, this can be ignored. Click the No button to return to the main interface.

Confirm >

0 The Junk settings on account "ford930emo@gmail.com” have a possible problem. Would you like
to review them before saving Account Settings?

Ves No '_

24. With collection complete, exit Thunderbird by using the menu in the upper right (the three stacked
horizontal lines).

Mew Message »
Attachments

) Edit b

b Find »

h Print... »

t Save As b
Folders »
Empty Trash

o

" Eit

25. Once Thunderbird has exited, find the ThunderbirdPortable directory on your Desktop.
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26. Right-click on the ThunderkirdPcrtable directory, choose 7-Zip, then click Add to
"ThunderbirdPortable.zip"

T-Zip > Add to archive...
? Compress and email...
Add to "ThunderBirdPortable.7z"
Comnressto " ThunderBirdPadahkle 77" and email

Add to "ThunderBirdPortable.zip”

Compress to "ThunderBirdPortable.zip" and email

27. Once 7-Zip finishes, rename ThunderbirdPortable.zip to something that is more meaningful to your
investigation, then preserve this file as your original evidence per your policies.

28. Finally, let's look at what we have available in the email account we just preserved. Right-click on the name
of the archive from the previous step, choose 7-Zip, then choose Extract to <zip name>.

ZIp 7-Zip > Open archive

Open archive

Extract files...

Extract Here

Extract to "SuperlmportantCaseEmail\"

29. When the extraction is complete, double click the directory that 7-Zip created and start
ThunderbirdPortable.exe by double clicking the executable.
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30. Once Thunderbird starts, lcok in the lower left to confirm you are still offline. Click on the Inbox and read

some mail!
_{". Inbox
'-I-' Get Messages | w Z Write ~ Q Chat &Address Book ‘ D Tag v Y Cuick Filter O\ Search < Ctrl+ K> =
v noaddressesavailable@gmail.com & | [ Unread ¥y Starred & Contact O Tags [} Attachment Q Filter these messages < Ctrl+ Shift+ K>
/% Inbox (129)
Junk vt Subject @0 Correspondents @ Date - B
o = [Grmaill Cointelegraph Tweeted: The Federal Reserve will print $425 ... @ Twitter IAM &
I I'm Not Kidding - Zacks.com AM
IDI Sent Mail Stocks Up On Strong Economic Qutlook L] Zacks.com Profit from the Pros 3PM
;E All Mail (454) Your reservation confirmation for The Keg Steakhouse + Bar... = OpenTable | The Keg Steakhouse + Bar - Mac... 4PM
Spam Jake Williams Tweeted: Mystery solved. . Twitter M
5 Trash Security alert @ Google 53PM «
Important (204) From Zacks.com <services@email zacks.com> ¥¢ © Reply - Forward @ Archive ) Junk  [i Delete  More v
Starred Subject 1I'm Not Kidding 11:01 AM
(248) Reply to Zacks.com <reply-fefc1072726402-76_HTML-4593387-7300429-217@email zacks.com> ¥
Personal To Mety
Receipts 2
Stampede (66) Zacks | Our Research. Your Success.
Travel
(5) . _
Work Just Released: Zacks® Top Aggressive Growth Stocks
orl
B Local Folders
%) Trash Notta,
®, Outbox
Today, I invite you to download our time-sensitive Special Report,
5 Stocks Set to Double. y
T Unread: 129 Total: 135 (i) Today Pane A~

You now have a full archive of everything that was on the IMAP server and you can interact with itin a
completely disconnected way. The original data, if you followed along with these steps, will never be changed,
because the User Name was changed. This prevents Thunderbird from connecting back to the mailbox and
changing things like read status, moving emails, etc.

At this point you can do many different things. In a lot of cases it helps to create new folders related to
searches, emails of interest, and so on. You can then leverage the search feature in Thunderbird to find
relevant emails and move those emails into these new folders, etc.

Of course, you would be doing this against a COPY of the email archive as outlined above to ensure that your
initial collection is preserved exactly as it was when it was collected.
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Exercise— Using F-Response for Network Acquisition

NOTE: This exercise will require at least two systems (laptop, VMs, etc.)

NOTE 2: These directions outline how to use F-Response. You will need to tailor things like the machine

names, usernames and passwords, and so on to match *your* setup.

1. Open File Explorer and navigate to C:\Installers\

2. Runthe F-Response installer, F-Response-Installer.exe, and use default options for everything. This will
install all the software and create shortcuts under the Start menu.

3.  Plug your F-Response Dongle into a USB port on your computer.

4. Using the Start menu, open the F-Response License Manager Monitor under F-Response. There are

several steps to do here.

FOR498 - Eric Zimmerman & Kevin Ripa ©2020
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f& License Manager Maonitor
File

License Manager Settings

TCP Paort | 5682

Username | |

Paszwaord | |

License Manager Control

[]Enable Autostart
% Start
Stop
Stopped Reset Key

Exercise 4.3B — Network Acquisition - Thunderbird

15



https://technet24.ir
https://technet24.ir

5. Enter a Username and a Password. These are the credentials that agents will use to connect. F-Response

will enforce a strong password, so pick a decent one. Check the Enable Autostart checkbox.

f& License Manager Monitor >

File

License Manager Settings

TCP Port
Username

Password

License Manager Control

So82

sansforensics |

I Enable Autostart

Stop

Reset Key

Ok

6. Click Start to save the setting and bring the service up.

f& License Manager Monitor *

File

License Manager Settings

TCP Port
Username

Passward

License Manager Control

5682
sansforensics

Ei Start

Running

Enable Autostart

Stop

Reset Key

Ok
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Note that the TCP port used for the license monitor must be reachable by whatever computers you wish
to interact with. If this is a LAN, ensure local firewalls are configured to allow this port to be passed
through the firewall.

7. Using the Start menu, open the F-Response Management Console under F-Response, then click
Deployment -> Deployment Settings...

/& F-Response Management Console

File Cloud @ Deployment Subject Containers  Messages Help
Data Sources Deploy covert Subject via the Metwork...
= rj' F-R Export covert Microsoft Software Installer (MSI]..
EI _____ ‘ Export GUI Subject executable...
: : Deployment Settings...

8. Inthe License Manager URI drop down, select the hostname and port (or IP address and port) you want
the client to use, then click OK to save the settings.

To find your current IP Address, open a PowerShell prompt and type:

Ipconfig.exe

Deployment Settings x

Service Name

| F-Response Subject Service |

Service Description

| F-Response Subject Service |

Service Executable

| subject_srv.exe |

Service Port
3262

Set Windows Service Startup Type to Automatic (Default is Manual)

License Manager URI

| 192,168, 1. 212: 5682 v|

Cancel
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9. Inthe main Console view, click Deployment -> Deploy covert Subject via the Network...

)]

f& F-Response Management Console

File Cloud | Deployment Subject Containers Messages  Help

Data Sources Deploy covert Subject via the Metwork... ltems
(= fj E-R Export covert Microsoft Software Installer (M5I])..
EI- Export GUI Subject executable..,
P Deployment Settings...
8 Linux(0)
I et

10. Click the Configure Credentials button

Deploy covert Subject via the Network
Deployment Credentials
In order to deplu_::y F-Response to remote machines you must have valid credentials, use this button to add or Configure Credentials
remove credentials,
Deploy or Undeploy F-Response Subject Software. .
Input a comma separated list of IP addresses and or machine names to add or remove F-Response from. {ex. MACHINE1, MACHIMEZ,
192.168.1.1)
Install/Start F-Response

StopUninstall F-Response

Messages
oK
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11. Depending on your environment, enter the credentials to use when connecting te and installing the F-
Response agent. In the example below, a Windows domain admin level account is being used. Once the
information is entered, click the Add button, then click OK to save.

Deploy covert Subject via the Metwork Credentials Configure

Windows Domain/Metwork Credentials
Username Domain{Optional) Password
administrator | | ZIM.LOCAL | | cessssees | Add

Usey Domain| I
9 Remave

Unix Credentials

User Account Assume oot Password
D User User Password

Root Password

(Root SSH Key
Erowse
Username UserType AuthType  AssumeRoot
Add
Remave
Cancel

12. Inthe Deploy or Undeploy F-Response Subject Software section, enter one or more computers to install

the F-Response agent to, then click Install/Start F-Response.

Deploy covert Subject via the Network

Deployment Credentials

In order to deplpy F-Response to remote machines you must have valid credentials, use this button to add or Configure Credentials
remove credentials,

Deploy or Undeploy F-Response Subject Software..

Input a comma separated list of IP addresses and or machine names to add or remove F-Response from. (ex. MACHINE1, MACHINEZ,
192.168.1.1)

server o Install/Start F-Response

Stop/Uninstall F-Response

Messages

FOR498 - Eric Zimmerman & Kevin Ripa ©2020
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13. The agent is then pushed to each machine. Check the Messages box for status. When all installations
have finished, click OK.

Deploy covert Subject via the Metwork

Deployment Credentials

In order to deploy F-Response to remote machines you must have valid credentials, use this button to add or

remove credentials. Configure Credentials

Deploy or Undeploy F-Response Subject Software..
Input a comma separated list of IP addresses and or machine names to add or remove F-Response from, (ex. MACHINE1, MACHINEZ,

192.168.1.1)
SErvVer Install/Start F-Response
StopfUninstall F-Response
Messages

Attempting to deploy to server...
Operation successful, server is now running.

ﬁ

14. Back at the main Console, check for entries under the operating system you just deployed against. In the

example above, we pushed to a Windows machine, which would look like this:

/& F-Response Management Console
File Cloud Deployment 5Subject Containers Messages Help

Data Sources ltems
= rj F-Response Data Sources(1) - SErver

ol Subjects(1)

....... - Apple(0)

....... Solaris(0)
....... Aix(0)
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15. Under the Items group, click an entry to select it, then right-click to bring up a context menu.

/& F-Response Management Console

File Cloud Deployment Subject Containers Messages  Help

Data Sources [terns
= rj‘ F-Response Data Sources(1) - SEMVEr
EI ----- - Subjects(1)
I [ o)

....... E= Linux()

....... - Apple(D)

....... Solaris(0)
....... Al

The Subject menu at the top can also be used to access these options.

16. From the context menu, click Attach Subject target...

Subiect  Containers  Messanes Help

Attach Subject target...
g Image Subject target...
Open Subject Flexdisk
[ Stop and remnove Subject software

) Add Subject item...

Remove Subject itemn...

k)

17. Inthe Attach Drive dialog, select a target to connect to, then click Attach Drive.

18. F-Response will then connect the selected target to the local machine and display this information in the
Activity list on the right side.

fd@ F-Response Management Console

File Cloud Deployment Subject Containers Messages Help

Data Sources ltems Activity

Brj F-Response Data Sources(1) -sewer ) ser\.rer
; Hisk-0
. ﬂ Subjects(1) B calives

- Windows(1)

. Linus(D)

. Apple(0)

! Solaris(0)
Ai(0)
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19. Select an item under Activity and right-click te interact with the target.

f& F-Response Management Console

File Cloud Deployment Subject Containers Messages Help

Data Sources [tems Activity

[S38 f;_' F-Response Data Sources(1) -sen.rer !
; disk-0
2Bl Subjects(1)

- Windows(1) Drive Details...
indows
Create Image...

- Linux(0
inux(0) Open in Windows Explorer

_-_ Apple(0) Open in Command Prompt
Solaris(0) Detach Drive
b Aix(0)

20. The remote target is now available on the local machine for browsing (via Open in Windows Explorer for
example) if you mounted a physical disk. If you mounted a logical volume or memory, you can image this
device (\\.\PhysicalDisk5 in the example above) using whatever means you like.

21. F-Response can be used to image disks directly from the Console. Right-click on an Activity and choose
Create Image... from the menu to display the Create Image dialog

Image Source W\ PhysicalDrives

Image Name | |

Image Path | |

Hash md5 w

Examiner Name | |

Case Number | |

Evidence Number | |

Unique Description |

Notes

Start Image Cancel
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22. Fill in the details and click Start Image.

Create Image... x
Image Source W \PhysicalDrive5
Image Name | Demo |

Image Path | C:{Temp |
Hash md5 ~ Total Available Space = 321119MB

Examiner Mame | Eric Zimmerman |

Case Number | 2112 |

Ewidence Mumber | 123456 |
Unique Description | & unique description

MNotes some really useful notes|

ﬁ StartImage | | Cancel

23. F-Response starts imaging and displays progress next to the Activity being imaged.

f& F-Response Management Console

File Cloud Deployment Subject Containers

Messages Help

Data Sources

Itemns Activity

-server | server
disk-0

" \\\PhysicalDrive5

24. Double click on the status for more details.

Mame | Dema

woig
a1Ina1
110018
LALTA

(LT

Target | W\ \PhysicalDrives

State | started

Destination | C:\Temp

|
|
|
Source | Physical Disk |
|
|

Performance | 62 ME/s - 0%

Last Message

OK
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25. To stop the imaging process, right-click on the status display and select Stop/Remove Image.

f&@ F-Response Management Conscle

File Cloud Deployment Subject Containers Messages Help

Data Sources

Brj F-Response Data Sources(1)
=] ‘ Subjects(1)
o mll Windows(1)

B Linux(D)

B Apple()

ltems

- SErVEr

Activity

SEMEr

disk-0

" WAPhysicalDrives

Image Details

I Stop/Remove Image I ‘

26. When finished with the target, right-click and select Detach Drive.

f& F-Response Management Console

File Cloud Deployment Subject Containers Messages  Help

ltems

- SErVEr

Data Scurces
Brj F-Respense Data Sources(1)
el Subjects(1)

- Windows(1)

= Linux(0)

Bl Apple(0)
Open in Command Prompt

Solaris(0)
o Aix(0)

DOUBLE BONUS: Use F-Response to access and collect the $3 bucket from above, as well as the Gmail account
from the Thunderbird section of this exercise. Double click on an entry under Cloud to begin the process.

Drive Details...

Create Image...

Open in Windows Explorer

f@ F-Response Management Console

File Cloud Deployment Subject Containers Messages Help

Data Sources ltems

ij‘ F-Response Data Sources(1)

eIl Subjects()

- Windows(1)

o Linuz(0)

. Apple(0)

Solaris(0)
Apxi0)

Activity

EI; Cloud(0) Add Amazon 53 Credential...
' AmazonS3(0)
-\ Box for Consumers({) Amazon Simple Storage Service (53) Credentials
-\ Box for Business(0) Name | | |
- kgl Dropbox for Consumers(0) '
Access Key | |
- kgl Dropbox for Business(0)
Google Drive(l) SRR | |
Google Mail(0)
GSuite(0) Add
- e Office365(0)
E
(i} Onedrive(0)
FOR498 - Eric Zimmerman & Kevin Ripa ©2020 Exercise 4.3B — Network Acquisition - Thunderbird 24

https://t.me/learningnets
Technet24


https://technet24.ir
https://technet24.ir
https://technet24.ir

Exercise—Key Takeaways

e Network acquisition allows for using a wide range of tools to collect data.

e Be sure to take into consideration the bandwidth available to you when performing acquisition over
the network. If you are on a slow link, consider collecting only the most critical data you need first.

e F-Response makes it easy to target many different operating systems and cloud providers in the same
interface.
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Exerci se 51A—— Onll ne Attributio nS—Sjm Spade

Background

Most everything today has an online component. Hardly a digital forensics investigation goes by that doesn’t
have evidence pointing off the storage device and into cyberspace. Emails, web history, addresses, URLs and
IPs. What can we do to further our investigation?

As a last resort, we always have the option of subpoena or warrant, but given the inherent difficulties (not to
mention cost) in pursuing either, this might not be the avenue we wish to pursue initially, if at all. Surely there
must be a mechanism we can use in at least some cases to get us closer to our goal.

From online posts on social media, to comments on blogs or websites, people are “saying” more and more than
ever before. In some cases, these comments cause real damage, and the perpetrators need to be tracked down.

Objectives

e  Use Sam Spade to gather online identification information
e  Use DomainTools to identify useful information about a domain or IP address

Exercise Preparation — Part 1

Sam Spade is a program that has been around for a great many years. It was very underused and completely
unsupported, but it is still quite effective. Sam Spade accesses Whois servers in different ways to assist in
extracting information. When Sam Spade was first released in 1997, it had a total of about 5 Whois servers in
its database. Upon its final update in 1999, it had 30. Thanks to Brian Ingram at Consulting Investigation
Services, who has kept the program database updated, it currently has 87, and Brian keeps updating the
database as more servers become available.

1. Boot your FOR498 Windows VM
2. Login to the FOR498 Windows VM using the following credentials:

a. Username: SANSDFIR
b. Password: forensics
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1. Invyour VM, use File Explorer toc navigate to C:\Tools\ and note the file SpadeServe

Tve

MG

rs.reg. As previously
stated, Sam Spade itself came with a limited amount of Whois servers. You are going to add over 50

more. First let’s look at how this gets created. Right click on the SpadeServers.reg file and select Edit.

Manage
File Home Share View Application Tools 9
T / = a
= 4_] g Cut < B x Eﬁ T_ﬁ' \ﬂ gg’ Open ~ [ selectall
— W] Copy path F - | A Edit select none
Pinto Quick Copy Paste Maove Copy Delete Rename Mew Properties
access d Paste shortcut tow to~ - folder - £ History DDImrert selection
Clipboard Jrganize Mew Open Select
« « 4 | ThisPC | Local Disk (C:) » Taols o v & | SsearchTools o
S BOXVvE@
] A = . 4
-~
A e - A
I This PC N;me Date modified Type Size
7 osxpmem.zip Lompressed (ZIpp... 1,343 K
- 3D Objects [ PECmd.exe Application 4033 KE
[ Desktop 2 RBCmd.exe Application 3,776 KE
|i§-'| Documents a i ArsEr.exe Application 3,174 KE
J, Downloads e # | SpadeServers.reg Merge tries 27 KE
; 290 K
b e e @]
_ [ vSCMount.exe . 2173KE
=/ Pictures Print R
] =5 WaiTCrmnd.exe - T 5,856 KE o
B videos vl pen with EditPa N
d5items 1 item selected 26.2 KB Open with EZViewer S
. . . . Shred with BleachBit
Type: Registration Entries, Size: 26.2 KB, ] Computer

A Notepad window will open, and you will see the contents of the .reg file. Each line is a server. If you

find a new Whois server that is not in the list, you can simply add it using the syntax in the screenshot,
saving the file, and then committing the file to the Registry, which will be our next step. Take a moment

to scroll through the list, and when done, close the file.

| Spade.reg - Notepad — O .

File Edit Format View Help

"ye"="Yemen|967||" -

"yt"="Mayotte|||"

"wu"="Yugoslavia|381|whois.ripe.net|http://ubbg.etf.bg.ac.yu/yu-tld/"

"co.za"="South Africa|27||http://co.za/whois.html"

"org.za"="South Africa|27||http://org.za/"

“zm"="Zambia|260| | "

"zr"="7Zaire|243| |http://www.nic.cd/database/cd/"

"zw"="Zimbabwe|263||"

".1."="Exodus suballocation||rwhois.exodus.net|"

".2."="Digex supallocation||rwhois.digex.net|"

".3."="Geektools smart proxy||whois.geektools.com|"”

"za"="Sorry Don't Know||whois.frd.ac.za|"

".4"="NetworkSolutions| |whois.networksolutions.com|"

".5"="Cira.(Ca||whois.cira.cal|"”

" .6"="GodDaddy| |whois.godaddy.com|"”

".7"="EasySpace| |whois.easyspace.com|"”

".8"="ENInet||rwhois.eni.net|"

".9"="DiscountDOM| |whois.discount-domain.com|"

W
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3.

1
ail

ailable in the program. Double

Let’s commit this list of servers to the Registry, which will make them av
click on the Spade.reg file and accept the warning box (You read it first, right?) by clicking Yes.

al

Registry Editor

Adding information can unintentionally change or delete values and cause components to
stop working correctly. If you do not trust the source of this infermation in
ChTools\Spadereg, do not add it to the registry.

Are you sure you want to continue?

4. Click OK.

i Registry Editor

o The keys and values contained in Ch\Tools\Spadereg have been successfully added to the
registry.

5. Close any open windows and double click the Sam Spade shortcut in the Utilities fence on your Desktop.

Utilitie

Arsenal Image : DiskInternals ZIP S A ;
Mounter Eir; Repair F EZViewer '?l Hasher

@ Photorec GUI . Se:;i:ng ﬁ Shadow Explorer
Very

I ELE

Write Blocking s Encrypted Disk Angry IP
Explorer CRW \jication utii. EDD ‘;—

Detector -

-
,“} EditPad Lite . Gsmart Control ’ R-Studio : %‘ Sam Spade

Scanner
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When the program starts, a “Tip of the Day” is displayed. You can stop this from happening by

unchecking the appropriate box, but since this program is over 20 years old, it is kind of fun to read some

of the tips. Just click on Next Tip a few times and read some of them. When you have read a few, click
Close.

_t Spade - Script Console

File Edit View Window Basics Tools Help

<= || @0 =] @Magic || &

Loa Tip of the Day
Copu
Paste \
. Meswer ty to outstubborn a cat
Fing
net
21
oS
Wiz
IFElock
Dig
Trace -
¥ Show Tips onStatlp  Hest Tip
Finger

SMTF
s

For Help, press F1 [ [

Y

Sam Spade is not the best Whois program on the market. There is no single program that is good enough to be
the “only” one. However, Sam Spade is a great one-stop shop, at least for a preliminary look, and can poll for

information in ways that no other free resources can.

In our scenario, we have found out that the website of www.rush.com has a disparaging comment on its

comments page about the Rush R40 World Tour. We want to find out who posted this comment, but we will

need to contact the web site’s owner to ask them for their connection logs.

But who is that? How do we find out? What if they don’t want to co-operate and we need to find out where

(physically) the website files are located?
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Exercise — Part 1 Questions |

1. Inthe upper left-hand search field, type in rush.com. For now, we will leave the Whois server field on
Magic. Magic is not the last word in searching, but it does try to bring back quick wins. When not
successful, it still gives us data that might further our investigation. The action buttons are probably on
the left edge of your program window. You can drag and drop them to the top of the screen, if that is
your preference. Click on the Whois icon. You will see some information appear.

5‘ Spade - [whois rush.com, finished]

i File Edit  View Window Basics Tools Help

|| @10 8

log |-Com is a domaln of USA & Inte -
Searches for .com can be run at http /e,

%

Whois server box

Log

whois —-h whois.crsnic.net rush.com Input field
Copy Domain Name: RUSH.COM
B W Action button bar
Faste Registrar WHOIS Server: whoils.godaddy.com
& Registrar URL: http://www.godaddy.com
Fing Updated Date: 2014-11-06€T21:42:38Z
T Creation Date: 199%3-03-31T05:00:00Z
= Registry Expiry Date: 2024-04-01T04:00:002
JEL Registrar: GoDaddy.com, LLC
Registrar IANA ID: 146
T Registrar Abuse Contact Email: abusefgodaddy.com
a, Eegistrar Abuse Contact Phone: 480-624-2505
Dig Domain Status: clientDeleteProhibited https://icann.org/eppsclientDeleteProhibi
o Domain Status: clientRenewProhibited https://icann.org/epp#clientRenewProhibite
Trace Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferPro

Domain Status: clientUpdateProhibited https://icann.org/eppfclientUpdateProhibi

Finger Name Server: NS-1080.AWSDNS-07.O0RG

ﬁﬁp Name Server: NS-1867.AWSDNS-41.C0.UK

Name Server: NS-399.AWSDNS-49.COM

Time Name Server: NS-¢54 . AWSDNS-17.NET

DNSSEC: unsigned

e URL of the ICANN Whois Inaccuracv Comolaint Form: httos://www.icann.oro/wict/
T. I*
[ @ rush com (whois) |
For Help, press F1 |CI |

This is certainly not all that is available, nor is this indicative of the information you will always get. But we can
extract clues to further our investigation. We already know when the domain name was created, which may
be an important part of your investigation.

a. What is the Registrar WHOIS Server?
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2.

5

Noting that whois.godaddy.cem is listed as the Registrar WHOIS Server, and using the Whois server
drop-down menu, find whois.godaddy.com and click on it.

i—_ Spade - [whois rush.com, finished]
@Eile Edit View Window Basics Tecls Help

|rush.cnm j s .@ L AlMagic j 21"29.”
& whols rush.ciwhois.frd.ac.za ~
oy |-com is a domain of USA & Intejwhois.networksolutions.con

& Searches for .com can be run a(Whois.cira.ca net/

Log whois.godaddy.com

. . . whois.easyspace.com
whols —h whois.crsnic.net rush rwhais.eni.net

Capy Domr:}in Name: E_{USH - COM whois.discount-domain.com
Fegistry Domain ID: 3237418 |whois.connect.com.au
Registrar WHOIS Server: wholwhois.registro.br
Registrar URL: http://www.g{whois.educause.net w
Updated Date: 2014-11-06TZ21:42:38Z2

Creation Date: 199%3-03-31T05:00:00z2

BEegistrv Expirvy Date: 2024-04-01T04:00:005

It is extremely important to note that in Sam Spade, typing a search entry and pressing Enter is not the

same as typing a search term and clicking an action button. Both return information, but it may be

different. For example, clicking the Whois button at this point will return the information below, while
merely pressing Enter would not get you the same data. It is always smart to do both in any situation.

pade - [whois rush.com@whois.godaddy.com, finished]

& File Edit View Window Basics Tools Help

X
Log
Log

Copy

Fing

net
121
OrsS

‘wWhois
IFElock.
Dig
Trace
Finger
e
Web

FAuwake

=

==

|rush.com j = . @|whois.godaddy.com j Z?2E§| j -3

whois -h whois.godaddy.com rush.com ...

Domain Name: RUSH.COM

Registry Domain ID: 3237418 DOMAIN COM-VRSN

Registrar WHOIS Server: whois.godaddy.com

Registrar URL: http://www.godaddy.com

Updated Date: 2014-11-06T21:42:38Z

Creation Date: 19%93-03-31T05:00:002

Eegistrar Registration Expiration Date: 2024-04-01T04:00:002

Registrar: GoDaddy.com, LLC

Registrar IANA ID: 146

Registrar Abuse Contact Email: abusefgodaddy.com

Eegistrar Abuse Contact Phone: +1.4806242505

Domain Status: clientTransferProhibited http://www.icann.org/epp#clientTransferProhibited
Domain Status: clientUpdateProhibited http://www.icann.org/epp#clientUpdatePrchibited
Domain Status: clientRenewProhibited http://www.icann.org/epp#clientRenewProhibited
Domain Status: clientDeleteProhibited http://www.lcann.org/epp#clientDeletePrchibited
Eegistrant Organization: SRO Management Inc

Registrant State/Province: Ontario

Registrant Country: CA

Admin Email: Select Contact Domain Holder link at https://www.godaddy.com/whois/results.aspx?domain=RUSH.COM
Tech Email: Select Contact Domain Holder link at https://www.godaddy.com/whois/results.aspx?domain=RUSH.COM
Mame Server: NS-1867.AWSDNS-41.CO.UK

Name Server: NS-1080.AWSDNS-07.0RG

Name Server: NS—-654.AWSDNS-17.NET

Name Server: NS-399.AWSDNS-49.COM

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting System: http://wdprs.internic.net/

<

& rush.com (whois) & rush_com (whois)

For Help, press F1 0

Registrant Email: Select Contact Domain Holder link at https://www.godaddy.com/whois/results.aspx?domain=RUSH.COM

a. What is the Registrant Organization name?
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b. What is the Registrant Email listed?

4. We don't actually see the Registrant Email, but we do see a URL that may help us gather further
information. Highlight the URL from the Registrant Email field and press Ctrl+C to copy it, then paste it
into your browser and review the results. (You may be asked to complete a reCaptcha verification)

File Edit View History Bookmarks Tools Help

' WHOIS search results

&« ¢ @ @ © & https://ca.godaddy B e w Search N @ s =z =

WHOIS search results

Domain Name: RUSH.COM

Registry Domain ID: 3237418_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.godaddy.com

Registrar URL: http://www.godaddy.com

Updated Date: 2014-11-06T21:42:38Z

Creation Date: 1993-03-31T05:00:00Z

Registrar Registration Expiration Date: 2024-04-01T04:00:00Z
Registrar: GoDaddy.com, LLC

Registrar IANA 1D: 146

Registrar Abuse Contact Email: abuse@godaddy.com
Registrar Abuse Contact Phone: +1.4806242505

Domain Status: clientTransferProhibited http://www.icann.org
/epp#clientTransferProhibited

Domain Status: clientUpdateProhibited http://www.icann.org
/epp#clientUpdateProhibited

Domain Status: clientRenewProhibited http://www.icann.org
/epp#clientRenewProhibited

Domain Status: clientDeleteProhibited http://www.icann.org
Jepp#clientDeleteProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: Pegi Cecconi

Registrant Organization: SRO Management Inc

Registrant Street: 189 Carlton Street

Registrant City: Toronto

Registrant State/Province: Ontario

Registrant Postal Code: MSA2K7

Registrant Country: CA

Registrant Phone: +1.4169235855

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: gofe2l12@gmail.com

Registry Admin ID: Not Available From Registry

a. What is the name, address, telephone, and email address of the Registrant?
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Bonus Question

What is the meaning of the email address username? (This will take some research!)

We have now determined who to contact in order to get the information we seek. Or do we? It is possible that
"Pegi Cecconi" hasn’t got a clue how to get the data that we need. She was merely the person that bought the
domain name of rush.com from GoDaddy back in 1993. An analysis of the website might determine who built
the site, and that may be another approach. Here though, we want to determine where the website is hosted,
as our plan is to approach them to take down the site or produce a copy of it.

5. Inorder to take the next step of finding where the site “lives”, we need the IP address of the domain
name. We can do this with Sam Spade. Back in the program, we will click on the IPBlock action button.

t Spade - [IP block rush.com@wheis.godaddy.com, finished]
%File Edit View Window Basics Tools Help

|rush.t:um j = | €0 3 Qr:'|whuis.gudaddy.cum j Z?ze.ﬂ
& & & B & B Y = b 9k T
Liog Liog Copy  Paste Fing OmMS  whois IPElock  Dig Trace  Finger Time web Pwake

IP block rush.com@whois.godaddy.com
Trying 52.21.212.130 at ARIN
Trying 52.21.212 at ARIN
Trying 52.21 at ARIN
Can't find owner of IP block 52.21

[A%]
[

6. Although clicking the IPBlock action button was unsuccessful at finding an owner of the block, it did
produce an IP address for the block. Another way to do this is to click on the DNS button, which will
perform a reverse DNS on whatever is in the search field.

i—_ Spade - [dns rush.com, finished)

1 File Edit View Window Basics Tools Help

|ru5h.[:um j w | || &10 E| @|whuis.gudaddy.cum j K
& & B B & B @ B 4 T €
Log Liog Copy  Paste Fing OnS  Whois IPElock  Dig Trace  Finger Time ‘web

dns rush.com

Canonical name: rush.com

2ddresses:
52.21.212.130
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a. What is the iP address that corresponds with rush.com?

7. InSam Spade, if any data returned regarding your query is in blue text, it is clickable. In other words,
clicking on it will place it in the search field. Click on the blue text that is the IP address, then click the
Whois button.

t Spade - [whois 52.21.212.130@whois.godaddy.com, finished]
@Eile Edit View Window Basics Tools Help

[52.21.212.130 ~|| = |@10 | whois.godaddy.com || |
2 & _ B O@ By Y b # T o
Log Log Copy  Paste Fing OrMS  Whois  IPElock Dig Trace  Finger Time web Puwake  H

whois 52.21.212.1308@whois.godaddy.com

whois —-h whois.godaddy.com 52.21.212.130
No match for "52.21.212.130"™ in the registrar database.

a. Was the search successful?

8. We don't really know which server to go to at this point, so let’s set the Whois server search box back to
Magic and click on Whois again.

i—_ Spade - [IP block 52.21.212.130, finished)]
E’h File Edit View Window Basics Tools Help
[52.21.212.130 | = ||| @00 = &[Magic -
& @ @ @ B & B Y 5 b D
Log Liog Copy  Paste Fing OnS  Whois IPElock  Dig Trace  Finger Time wf
IP block 52.21.212.130
Trying 52.21.212.130 at ARIN
Trying 52.21.212 at ARIN
Trying 52.21 at ARIN
Can't find owner of IP block 52.21.212.0
a. Was the search successful this time?
b. What server is the program trying to get information from?
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9.

FOR498 - Eric Zimmerman & Kevin Ripa ©2020

Change the Whagis server to whois.arin.net and click the Whois button.

OrgRAbuseName :

OrghbuseRef:

OrgTechName :
OrgTechPhone:
OrgTechEmail:
OrgTechRef:

OrgNOCHandle:
OrgNOCName :
OrgNOCPhone:
OrgNOCEmail:
OrgNOCRef:

OrghbusePhone:
OrghbuseEmail:

OrgTechHandle:

i_ Spade - [whois 52.21.212.130@whais.arin.net, finished] — O X

@Eile Edit View Window Basics Tools Help - 8 %

52.21.212.130 || = || @10 =] &|whois.arin.net ]| E
@ & BB e ¥ ® &Y v b D =@ P FF
Log Log Copy  Paste Fing DOMS  whois IPBlock  Dig Trace  Finger Time web  Awake FRBL abuse@ Bigger Smaller

N

NetRange: 52.0.0.0 - 52.31.255.255

CIDR: 52.0.0.0/11

NetName : AT-88-2

NetHandle: NET-52-0-0-0-1

Parent: NETSZ (NET-5Z2-0-0-0-0)

NetType: Direct Allocation

OriginAS:

Organization: Amazon Technologies Inc. (AT-38-2)

RegDate: 1991-12-19

Updated: 2015-03-20

Ref: https://rdap.arin.net/registry/ip/52.0.0.0

OrgName: Amazon Technologies Inc.

OrgId: AT-88-2

rddress: 410 Terry Ave N.

City: Seattle

StateProv: WA

PostalCode: 58109

Country: us

RegDate: 2011-12-08

Updated: 2017-01-28

Comment : All abuse reports MUST include:

Comment : * src IP

Comment : * dest IP (your IP)

Comment : * dest port

Comment : * Accurate date/timestamp and timezone of activity

Comment : * Intensity/frequency (short log extracts)

Comment : * Your contact details (phone and email) Without these we

Ref: https://rdap.arin.net/registry/entity/AT-88-2

OrgibuseHandle: AEAS-ARIN

Bmazon ECZ Rbuse

+1-20e-266-4064

abuse@amazonaws. com
https://rdap.arin.net/registry/entity/AEAS-ARIN

ANOZ24-ARIN

Amazon ECZ Network Operations

+1-206-266-40c4

amzn-noc-contact@amazon.com
https://rdap.arin.net/registry/entity/ANOZ4-ARIN

ARNOL1-ARIN

Amazon AWS Network Operations

+1-206-266-40c4

amzn-noc-contact@amazon.com
https://rdap.arin.net/registry/entity/AANOI-ARIN

What is the IP range that the IP address comes from?

b. Who holds the lease on that IP range?
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10. Now that we know the company, how about also identifying the actual computer? Click on the DNS
button.

_ﬁ_ Spade - [dns 52.21.212.130, finished]
] File Edit View Window Basics Tools Help

[52.21.212.130 ~| = ||| ®@10_=]| @fwnois.arinner |5
& & B & B & B o v b %]
Log Log Copy  Paste Fing DMS  Whois IPBlock  Dig Trace  Finger Time Web  Awake

dns 52.21.212.130
mslookup 52.21.212.130
Canconical name: ec2-52-21-212-130.compute-1.amazonaws.com
|pddresses:
52.21.212.130

a. What is the name of the computer that the website sits on?

Exercise Preparation — Part 2

1. Although Sam Spade is a very capable tool, it always pays to double check your work with another
source, both if you did not get the information you were hoping to find, or to verify the information you
received.

2. Open a browser and go to https://secure.domaintools.com/join/sans/ Fill in the information to set up
an account. You will receive a Registration Code from your instructor, or in the case of OnDemand, your
SME. Once done, click on GET IRIS ACCESS.

c 8 secure.domaintools.com/join/sans/ or 3 e

{9y DOMAINTOOLS

SANS DomainTools Iris Signup

Create Your Account

Email Address my @gmail.com
Password sesssssssansssenne
Your password must be at least 8 characters long
Confirm Password sssssssssssnssense
Course Start Date (YYYY-MM-DD) 201%9-12-18

Registration Code

Email Preferences

Keep me informed with newsletters, product updates and offers from the DomainTools family of products.

By completing this form, you agree to our Terms of Service and Privacy Policy.

GET IRIS ACCESS

[Cancel)
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3. You will be taken to the confirmation page, however we will NOT click cn LOG IN AND CONTINUE TO
IRIS.

{yDOMAINTOOLS

Thank you.

We've received your request and you should be receiving a confirmation email shortly. If the email does not appear
in your inbox, please check your Spam folder.

LOG IN AN S2MTINUE TO IRIS

4. Instead, we will navigate to whois.domaintools.com. Once there, click on LOGIN.

« > C & whois.domaintools.com g e

RESEARCH

Q PROFILE~ CONNECT~ MONITOR~ SUPPORT WHOIS ~ / LOGIN Sign Up

Whois Lookup
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5. The Login page will open. Enter the email address and password you used to set up the account, and then
click Log in.

&« & 8 account.domaintools.com/log-in/?r=https%3A%2F%2Fresearch.dom... ¥ e :

{9} DOMAINTOOLS

Log in to DomainTools Not a member yet?
Your browser must accept cookies to log in. DomainTools is the leader in Whois, domain
How do | change this setting? and DMS data research tools. Sign up to:

Email Address

* Access Whois records for over

I 'y s@gmail.com 300 million domains

* Monitor domains, IP Addresses,
Password name servers, registrants or your

brands
SNSRI RSRREREN
* Get access to the best database
T L TN EER of ccTLDs and historical data
sensitive spanning 15 years

Remember me for 30 = & s

days on this computer

sword? BUY A PERSONAL MEMBERSHIP

Features and Pricing

6. The Investigate with Iris page will appear. We will not be “investigating with Iris” in this exercise, but it is
strongly recommended that you come back to this later and do so, as the features within Iris are
incredible. Instead, enter computerpi.com in the search bar, and click on continue with classic whois.

Q Whois Lookup, Domain Availabil X

& C @ whois.domaintools.com

RESEARCH

Q PROFILE ~ CONNECT ~ MONITOR ~ SUPPORT WHOIS ~ ACCOUNT ~

&3 : ; .
\\, |nvestigate with Iris 2

or continue with classic whois
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7. The Whois Reccrd appears for computerpi.com.

{8 ComputerPi.com WHOIS, DNS, & X

“— (& & whois.domaintools.com/computerpi.com b e :
A
PROFILE» CONNECT~ MONITOR~ SUPPORT WHOIS ~ ACCOUNT ~

How does this work?

Whois Record for ComputerPi.com

= Domain Profile

Risk Score 36 (ad
R Find More Connections With Iris
Email abuse@namesilo.com is associated with ~3,508,532
domains

pw-820cedbbc442d...@privacyguardian.org

Registrar NameSilo, LLC & Preview the Full Domain Report
IANA ID: 1479
URL: https#www.namesilo.com/ http/www.namesilo.com

Whois Server: whois.namesilo.com Whois History Hosting History
ki
(p) 14805240066
Reverse Whois Lookup v
Registrar Status clientTransferProhibited
Reverse IP Address Lookup v

Tools

Dates 5,865 days old ~
Created on 2003-11-27
Expires on 2022-11-27 Buy This Domain v Visit Website

Updated on 2019-12-11

Name Servers NS1.JSKRAMERPI.COM (has 16 domains) r
NS2.JSKRAMERPI.COM (has 16 domains)
IP Address 108.160.156.126 - 14 other sites hosted on this ~
server
IP Location - Missouri - Saint Louis - Privatesystems Networks TR S
ASN Bl AS63410 PRIVATESYSTEMS - PrivateSystems Networks, US il

(registered Feb 26, 2015)

Domain Status Registered And Active Website
Whois History 92 records have been archived since 2005-01-26 ~
pe here to search i 15 changes on 15 unique IP addresses over 15 years (ad =

8. If you see a “Validation Required” box towards the bottom of the page, fill out the reCAPTCHA
verification, and you will then see the full information.

Whois Record

A\ Validation Required

DomainTools is committed to preventing
the abuse of Whois data so we now
require a CAPTCHA to view the full raw
domain name record

Existing user? Please log in.

™
I'm not a robot
P T
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Exercise — Part 2 Questions

1. Spend a bit of time looking around the DomainTools web page and answering the following questions.

a. What country is the registrant from?

b. When was the domain name created?

c. Who is the contact for the website?

d. Where does it appear the website is hosted (physically)?

e. Whatis the IP address of the website?

2. You will see that there is even a screenshot of the home page. DomainTools provides a great deal of
other information besides the regular Whois data. Scrolling down the page, you also see further
information, such as Hosting History and other history. For a fee, DomainTools can tell you everybody
that was ever listed in the Whois information, even if they have since been removed.

a. How many websites are registered on this IP address?

b. What is the server type?

While we are using this information to further our investigation, know that much of this same information is
very important to an adversary, who uses services like this to gather intelligence on their targets. Let’'s move
on to the actual Whois data that DomainTools is reporting.
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Scrolling to the end of the page, we see the Whois record. Reading through, it is clear the site registrant has
used a Privacy Register to hide their contact details.

3.  Many people give up here. Don’t take for granted that you are as far as you can go. Understand what you
are looking at. Remember that we were looking at domain name information. But what other information
can we gather? You could do things like take the IP address you discovered, and place that in the
DomainTools Whois Lookup field at the top of the web page and see what information will be found
there.

a. What is the Organization Name that handles privacy for this host?

Bonus Questions

1. Can we narrow down the physical location of the server to a name/address/telephone? If yes, what is
it?

2. What is name/address/telephone for the Admin Name at cispi.net?

3. What is the IP address of cispi.net?
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Exercise - Part 1 Questions with Step-by-Step

1. Inthe upper left-hand search field, type in rush.com. For now, we will leave the Whois server field on
Magic. Magic is not the last word in searching, but it does try to bring back quick wins. When not
successful, it still gives us data that might further our investigation. The action buttons are probably on
the left edge of your program window. You can drag and drop it to the top of the screen, if that is your
preference. Click on the Whois icon. You will see some information appear.

_t Spade - [whois rush.com, finished] - O X
s Fi dit  View Window Basics Tools Help - 8 X
<> @ = Sk &
& L il T 7 77 whois rus ~
g |-com is a domain of USA & International Commercial
Searches for .com can be run at http://www.crsnic.net/
Log
whois -h whois.crsnic.net rush.com
Domain Name: RUSH.COM
Registrar WHOIS Server: whozs.godaady.com
Fing ate == W= -. _- _ 5 i . .
et Creation Date: 19%9%3-03-31T05:00:00Z
bhs . - - —— X .
. Y - Y Lo . U . U Uz : 002
o Registrar: GoDaddy.com, LLC
° egistrar IANA ID: 146
IPBIk. o Abuse Contact Email: abuse@godaddy.com
Regl r Abuse Contact Phone: 480-624-2505
Dig Domain s: clientDeleteProhibited https://icann.org/epp#clientDeleteProhibited
= Domain Status: clientRenewProhibited https://icann.org/epp#clientRenewProhibited
Trace Domain Status: clientTransferPrcohibited https://icann.org/epp#clientTransferProhibited
; Domain Status: clientUpdateProhibited https://icann.org/epp#clientUpdateProhibited
O Name Server: NS-1080.AWSDNS-07.0RG
Name Server: NS-1867.AWSDNS-41.CC.UE
Name Server: NS-395.AWSDNS-45.COM
Thon Name Server: NS-654.AWSDNS-17.NET
o DNSSEC: unsigned
eb URL of the ICANN Whois Inaccuracy Complaint Form: https://www.licann.org/wict/
T- |»>> Last update of whois database: <<
Puake
P [For more information on Whois status codes, please wvisit https://icann.org/epp
+ma [NOTICE: The expiration date displayed in this record is the date the
F registrar's sponsorship of the domain name registration in the registry is
migger [Currently set to expire. This date does not necessarily reflect the expiration
F |date of the domain name registrant's agreement with the sponsoring
smiler lregistrar. Users may consult the sponsoring registrar's Whois database to v
< >
& rush.com (whois) & rush com {whois) | & rush.com (whois)
0

This is certainly not all that is available, nor is this indicative of the information you will always get. But we can
extract clues to further our investigation. We already know when the domain name was created, which may
be an important part of your investigation.

a. What is the Registrar WHOIS Server?
Taken from the first boxed line above, we see whois.godaddy.com
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2. Noting that whois.godaddy.com is listed as the Registrar WHOIS Server, and using the Whois server
drop-down menu, find whois.godaddy.com and click on it.

_t_ Spade - [whois rush.com, finished]
@Eile Edit View Window Basics Tools Help

|rush.cum j =) .IEE' - AMagic j 1?29.5|
& whois rush.ciwhois.frd.ac.za ~
7a |-com is a domain of USA & Intejwhois.netwerkselutions.com

& Searches for .com can be run
Log

iwhuis.udadd.cum
whois —}_‘1 whois.crsnic.net rush musi.t o
Domain Name: RUSH.COM whois.discount-domain.com
Registry Domain ID: 3237418 |whois.connect.com.au
Registrar WHOIS Server: wholwhois.registro.br
Registrar URL: http://www.giwhois.educause.net ¥
Updated Date: Z2014-11-0€T21:42:38Z
Creation Date: 1993-03-31T05:00:00Z
Begistry Expirv Date: 2024-04-01T04:00:002

3. Itis extremely important to note that in Sam Spade, typing a search entry and pressing Enter is not the
same as typing a search term and clicking an action button. Both return information, but it may be
different. For example, clicking the Whois button at this point will return the information below, while
merely pressing Enter would not get you the same data. It is always smart to do both in any situation.

_t Spade - [whois rush.com@whois.godaddy.com, finished] - O X
@Ella Edit View Window Basics Tools Help - B X
|lush.cnm j = .IEE @‘whnis.gudaddy.cnm j i j &

& 01/17/1% 07:49:46 whols rush.com@wholis.godaddy.com ~

Lo
: wholis —h whois.godaddy.com rush.com ...
log |Domain Name: RUSH.COM
Registry Domain ID: 3237418_DOMAIN_COM-VRSN
copy [Registrar WHOIS Server: whois.godaddy.com
@ [Registrar URL: http://www.godaddy.com
Faste \Updated Date: 2014-11-06T21:42:38%
Creation Date: 1993-03-31T05:00:002
Fing [Reglstrar Reglstration Expiration Date: 2024-04-01T04:00:002
%} |Registrar: GoDaddy.com, LLC
DS lRegistrar IANA ID: 146
Registrar Abuse Contact Email: abuse@godaddy.com
Registrar Abuse Contact Phone: +1.4806242505
IF,EEE,!ck]Z}orna:l'.n Status: clientTransferProhibited http://www.icann.org/epp#clientTransferProhibited
Domain Status: clientUpdatePrchibited http://www.lcann.org/eppiclientUpdateProhibited
Dig [Domain Status: clientRenewProhibited http://www.icann.org/epp#clientRenewProhibited
res - 72 PR PL PP L T T BT o _ g e i PR g
Registrant Organization: SRO Management Inc
Registrant State/Province: Ontario
Fegistrant Country: CA
Registrant Email: Select Contact Domain Holder link at https://www.godaddy.com/whols/results.aspx?domain=RUSH.COM
Time [Tech Email: Select Contact Domain Holder link at https://www.godaddy.com/whois/results.aspx?domain=RUSH.COM
Name Server: NS-1867.AWSDNS-41.CO.UR
web |Name Server: NS-1080.AWSDNS-07.O0ORG
Name Server: NS-654.AWSDNS-17.NET
Auske Iname Server: NS-399.AWSDNS-49.COM
DNSSEC: unsigned
[URL of the ICANN WHOIS Data Problem Reporting System: http://wdprs.internic.net/
aé§@>>> Last update of WHOIS database: 2019-01-17T14:00:00z2 <<<
B;; For more information on Whois status codes, please visit https://www.icann.org/resources/pages/epp-status-codes-2014-06-1¢
F

whoizs

FBL

smaller [Notes: -
< >
& rush.com (whois) & rush.com (whois) & rush.com {whois) & rush_com (whois)

a. What is the Registrant Organization name?

Taken from the top line in the boxed area above, we see SRO Management Inc
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b. What is the Registrant Email listed?

There wasn’t one where it was expected. Rather, there was a link that appears as though it may
provide that info.

4. We didn’t see the Registrant Email in the last step, but we did see a URL that could help us gather further
information. Highlight the URL from the Registrant Email field and press Ctrl+C to copy it, then paste it
into your browser and review the results. (You may be asked to complete a reCaptcha verification)

Eile Edit View History Bookmarks Tools Help

B WHOIS search results

&« a o @ ©U & nttps://ca.godaddy B - j#d Search N @O s & =

WHOIS search results

Domain Name: RUSH.COM
Registry Domain ID: 3237418 _DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.godaddy.com
Registrar URL: http://www.godaddy.com
Updated Date: 2014-11-06T21:42:38Z
Creation Date: 1993-03-31T05:00:00Z
Registrar Registration Expiration Date: 2024-04-01T04:00:00Z
Registrar: GoDaddy.com, LLC
Registrar IANA ID: 146
Registrar Abuse Contact Email: abuse@godaddy.com
Registrar Abuse Contact Phone: +1.4806242505
Domain Status: clientTransferProhibited http://www.icann.org
/epp#clientTransferProhibited
Domain Status: clientUpdateProhibited http://www.icann.org
/epp#clientUpdateProhibited
Domain Status: clientRenewProhibited http://www.icann.org
/epp#clientRenewProhibited
Domain Status: clientDeleteProhibited http://www.icann.org
/epp#clientDeleteProhibited
Registry Registrant 1D: Not Available From Registry
Registrant Name: Pegi Cecconi
Registrant Organization: SRO Management Inc
Registrant Street: 189 Carlton Street
Registrant City: Toronto
Registrant State/Province: Ontario
Registrant Postal Code: MSA2K7
Registrant Country: CA
Registrant Phone: +1.4169235855
Registrant Phone Ext:
Registrant Fax:
Registrant Fax Ext:
Registrant Email: qofe2112@gmail.com

Ty R T NoT AVETEETE TS REgTY

a. What is the name, address, telephone, and email address of the Registrant?

Pegi Cecconi
SRO Management Inc

189 Carlton Street
Toronto, Ontario M5A 2K7
416 923 5855
gofe2112@gmail.com
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Bonus Question

What is the meaning of the email address username? (This will take some research!)

Queen Of F{}"S$#@ Everything for the rock group Rush

Googling the email address username of gofe2112 merely brought us back to Pegi Cecconi from a

number of sites. If you break it up into gofe and 2112, this might be helpful. Google qofe and you
quickly learn from Urban Dictionary that qofe stands for Queen Of F{}"$#@ Everything.

Fle

Edit View History Bookmarks Tools Help ;lglil

= gofe - Google Search x Gs
&« - GI‘ ‘ () @ https://wwv.google.com/search?c vooees [ {} ‘ ‘ Q, search | I @ (Bl =
|Bookmark this page (Ctrl+D) | —
Google  qofe Q

All Videos Images News Shopping More Settings Tools

About 39,500 results (0.21 seconds)

What is Quality of Earnings? - High Rock Partners
hitps: /A highrockpartners.com/what-is-quality-of-earnings/ »

- As part of this analysis, buyers will typically undertake a quality of eamnings (QofE)
analysis or assessment, usually conducted by an outside __.

Urban Dictionary: QOFE
https:/iwww.urbandictionary. com/define_php?term=QOFE ~

Queen of fu everything. She is QOFE. by Lara Get the mug. Get a QOFE
mug for your cat James.

You should also have established by now that Pegi has an association with the rock group Rush.
Googling Pegi Cecconi and 2112 would show the Rush association.

File Edit Wew History Bookmarks Tools Help

5 pegi cecconi 2112 - Google Search X e

<_ -» C ﬂ‘ |® @ https://vww.google.com/searchc e @ ﬁ‘ ‘Q\ Search ‘ i @ ) =
G‘O gle pegi cecconi 2112 Q
Al Images  News  Maps  Shopping  More Settings  Tools

About 1,430 results (0.27 seconds)

FYI Industry Profile: Pegi Cecconi | FYIMusicNews
hitps:/www fyimusicnews_calarticles!, fyi-industry-profile-pegi-cecconi =

- That is one Pegi Cecconi has practiced over her many decades in the Canadian music
business, and few do it better. ... As the long-time right hand for [SRO/Anthem President) Ray
I i | ole in the rise of Rush to the title of ‘world's biggest cult band __.
Missing: 242 | Must include: 2112
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You can see the Rush reference, but that still doesn’t explain 2112. At the bettom of the Google
search hit, you see the text in the red box stating that the search hit doesn’t have 2112 in it. You also
have an option to say that the search hit Must include 2112. Click on the 2112 link. Click on the
Images heading. You will see a record album from Rush named 2112. One of their most famous
albums.

Images for pegi cecconi "2112"

=> More images for pegi cecconi "2112" Report images

We have now determined who to contact in order to get the information we seek. Or do we? It is possible that
"Pegi Cecconi" hasn’t got a clue how to get the data that we need? She was merely the person that bought the
domain name of rush.com from GoDaddy back in 1993. An analysis of the website might determine who built

the site, and that may be another approach. Here though, we want to determine where the website is hosted,
as our plan is to approach them to take down the site or produce a copy of it.

5. Inorder to take the next step of finding where the site “lives”, we need the IP address of the domain
name. We can do this with Sam Spade. Back in the program, we will click on the IPBlock action button.

t Spade - [IP block rush.com@whois.godaddy.com, finished]
%File Edit View Window Basics Tools Help

|rush.cnm j = glia @|whnis.gudaddy.com j 1?§5|

& ®| B 9:?55@%45 S & T
Faste Fing DS wWhois@IPElock. M Dig Trace  Finger Time web  Awake

Log Log Copy
IP block rush.com@whois.godaddy.com
Trying 52.21.212.130 at ARIN
Trying 52.21.212 at ARIN
Trying 52.21 at ARIN
Can't find owner of IP block 52.21.21

6. Although clicking the IPBlock action button was unsuccessful at finding an owner of the block, it did
produce an IP address for the domain. Another way to do this is to click on the DNS button, which will
perform a reverse DNS on whatever is in the search field.

i—_ Spade - [dns rush.com, finished]
¥i File Edit View Window Basics Tools Help

|rush.cum j L @lLEl @|whuis.gudaddy.cum j K
& & B B G@IENI® & 4 5 & T

Log Liog Copy  Paste Fing OrE hois  IFElock Diig Trace  Finger Tirme whab

dns rush.com
Canonical name: rush.com
Lddresses:
52.21.212.130
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a. What is the iP address that corresponds with rush.com?
52.21.212.130

7. InSam Spade, if any data returned regarding your query is in blue text, it is clickable. In other words,

clicking on it will place it in the search field. Click on the blue text that is the IP address, then click the
Whois button.

_t Spade - [whois 52.21.212.130@whois.godaddy.com, finished]

@Eile Edit View Window Basics Tools Help

52.21.212.130 ~|/ = | @10 - &)whois.godaddy.com ||
o@fpgﬁk%w@ QD m T ¢

Log Log Copy F'ste Fing Oig Trace  Finger Time web  Awake R

whois 52.21.212.130@whois.godaddy.com

whois —-h whoi
Mo match for

- o2 .21.212.130

1 '.'.'.
52.21.212.130f in the registrar database.

@ W[ Click here

a. Was the search successful in finding out where the computer hosting the website is?

No

8. We don't really know which server to go to at this point, so let’s set the Whois server back to Magic and
click on Whois again.

i—_ Spade - [IP block 32.21.212.130, finished]
Eh File Edit View Window Basics Tools H
& @ - D &
Log Liog Copy Paste Dig Trace  Finger Time o
IP block 52.21.212.130
Trying 52.21.212.130 at ARIN
Trying 52.21.212 at ARIN
Trying 52.21 at ARIN
Can't find owner of IP block 52.21.212.0
a. Was the search successful this time?
No
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b. What server is the program trying to get information from? (Where is Sam Spade “Trying” to find the
IP address at?)

ARIN (American Registry of Internet Numbers)

9. Change the Whois server to whois.arin.net and click the Whois button.

£ Spade - [whois 52.21.212.13D@whois.arin.net,fo| - O X

@Eile Edit View Window Basics Tools - 8 X
1@ \whois.arin.net
Ex
]

-

= G

52.21.212.130 ~
e ;
abuge@ Eigger Smaller

&2 &
PElock D Trace  Finger

Log Log Copy  Paste Fin 5|

Ll

CIDR:

NetName : AT-8E8-2

NetHandle: NET-52-0-0-0-1

Parent: NETS5Z2 (NET-52-0-0-0-0)

NetType: Direct Allocation

OriginAs:

Organization: AEmazon Technologies Inc. (AT-3B8-2)
RegDate: 1991-12-15%

deated: 2015-03-20

Ref: https://rdap.arin.net/registry/ip/52.0.0.0

OrgName : AEmazon Technologies Inc.
OrgId: AT-88-2
Address: 410 Terry Ave N.
City: Seattle
StateProwv: WA
PostalCode: 98108
Country: us
EegDate: = -
pdated: 2017-01-28
Comment : 211 abuse reports MUST include:
Comment : * src IP
Comment : * dest IP (your IF)
Comment : * dest port
Comment : * Accurate date/timestamp and timezone of activity
Comment : * Intensity/frequency (short log extracts)
Comment : * Your contact details (phone and email) Without these we
Ref: https://rdap.arin.net/registry/entity/AT-88-2

OrghAbuseHandle: AFAS-ARIN

OrgAbuseName : Amazon ECZ Abuse

OrghbusePhone: +1-206-266-4064

OrgRbuseFmail: abusef@amazonaws.com

OrghbuseRef: https://rdap.arin.net/registry/entity/AEAS-ARIN

OrgTechHandle: ANQOZ4-ARIN

OrgTechName: AZmazon ECZ2 Network Operations

OrgTechPhone: +1-206-266-40c4

OrgTechEmail: amzn-noc—contact@amazon.com

OrgTechRef: https://rdap.arin.net/registry/entity/ANC24-ARIN

OrgNOCHandle: ARANOI-ARIN

OrgNOCName : Emazon AWS Network Operations
OrgNOCPhone: +1-206-2Ze66-40c4
OrgNOCEmail: amzn-noc-contact@amazon.com
OrgNOCRef: https://rdap.arin.net/registry/entity/AANO1-ARIN
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a. Whatis the iP range that the IP address comes from?

52.0.0.0 — 52.31.255.255 (As seen in top box of screenshot)

b. Who holds the lease on that IP range?

Amazon Technologies Inc. (As seen in second box of screenshot)

10. Now that we know the company, how about also identifying the actual computer? Click on the DNS
button.

i_ Spade - [dns 32.21.212.130, finished]

¥1 File Edit View Window Basics Tools Help

[52.21.212.130 10 =] @|whois.arin.net ||

Log Liog Copy  Paste hoiz  IPBlock Diig Trace  Finger Time web  Bwake

nslookup 52.21
Canonical name
Addresses:

52.21.212.130

a. What is the name of the computer that the website sits on?

Ec2-52-21-212-130.compute-1l.amazonaws.com (Known as the Canonical name)
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Exercise — Part 2 Questions Step-by-Step

1. Spend a bit of time looking around the DomainTools page and answering the following questions.
a. What country is the registrant from?

Appears to be US, but you cannot say for sure with the data available

b. When was the domain name created? Look further down the page for this data.

November 28, 2003

c. Who is the contact for the website?
NameSilo, LLC

d. Where does it appear the website is hosted (physically)? Look at IP Location

St. Louis, Missouri

e. Whatis the IP address of the website? See the IP Address field

108.160.156.126 Given that this is live data from a live site, it can change without notice!

2. You will see that there is even a screenshot of the home page. DomainTools provides a great deal of
other information besides the regular Whois data. Scrolling down the page, you also see further
information, such as Hosting History and other history. For a fee, DomainTools can tell you everybody
that was ever listed in the Whois information, even if they have since been removed.

a. How many websites are registered on this IP address? Data is immediately after the IP address

14 currently (This could change, as this is live data)

b. What is the server type?

Apache/2

While we are using this information to further our investigation, know that much of this same information is
very important to an adversary, who uses services like this to gather intelligence on their targets. Let’'s move
on to the actual Whois data that DomainTools is reporting.
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Scrolling to the end of the page, we see the Whois record. Reading through, it is clear the site registrant has

used a Privacy Register to hide their contact details.

Whois Record ( last updated on )

Domain Name: computerpi.com

Registry Domain ID: 107398746 DOMAIN COM-VRSN

Registrar WHOIS Server: whois.namesilo.com

Registrar URL: https://www.namesilo.com/

Updated Date:

Creation Dace: 2003-11-28T07:00:002Z

Begistrar Registration Expiration Date: 2022-11-2BT07:00:002Z
REegistrar: NameSila, LLC

Begistrar IANA ID: 147859

Registrar Rbuse Contact Email: abuse@namesilo.com

Registrar Abuse Contact Phone: +1.4805240066

Beseller: Privatesystems Networks

Domain Status: clientTransferProhibited https://www.icann.org
/epp#clientTransferProhibited

Registry Registrant ID:

Begistrant Name: Domain Administrator

Eegistrant Organization: See PrivacyGuardian.org

Registrant Street: 1928 E. Highland Ave. Ste Fl04 PMB# 255
Eegistrant City: Phoenix

Registrant State/Province: AZ

Registrant Postal Code: 85016

Registrant Country: US

Registrant Phone: +1.3478717726

Registrant Phone E=xt:

Registrant Fax:

Begistrant Fax Ext:

Registrant Email: Pw-c3acdacifdf262169271d0a3d971eadd@privacyguardian.org
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Many people give up here. Don’t take for granted that you are as far as you can go. Understand what you
are looking at. Remember that we were looking at domain name information. But what other information

can we gather? You could do things like take the IP address you discovered, and place that in the
DomainTools Whois Lookup field at the top of the web page and see what information will be found

there.

< &

PROFILE * CONMECT~ MOMNITOR = SUPPORT WHOIS - e Click

IP Information for 108.160.156.126 S

= Quick Stats

IP Location

ASN

Resolve Host

8 whois.domaintools.com/108.160.156.126

B United States Saint Louis Privatesystems Metworks

BE A563410 PRIVATESYSTEMS - PrivateSystems Metworks, US
(registered Feb 26, 2015)

host.jskramerpi.com

To
Whois Server whois_arin.net
IP Address 108.160.156.126
Reverse IP 15 websites use this address.
NetRange: 1g8.168.144.8 - 188.168.159.255
CIDR: 188.168.144.a/28
NetMame: PRIVATE-IPV4-6
MetHandle: NET-188-168-144-8-1
Parent: NET188 (NET-108-2-0-8-@)
MetType: Direct Allocation
OriginAS: ASG341@
Organization: PrivateSystems Networks (KNOWN-1)
Reghate: 2@11-18-11
Updated: 2017-04-258
Ref: https://rdap.arin.net/registry/ip/108.1608.144.08
OrgHame: PrivateSystems Networks
Orgld: KNOWN -1
Address: 1379 Dilworthtown Crossing
Address: Suite 214
City: West Chester
StateProv: PA
PostalCode: 13382
Country: us
RegDate: 2005-81-04
Updated: 2017-01-28
Ref: https://rdap.arin.net/registry/entity/KNOWN-1
a. What is the Organization Name that handles privacy for this host? OrgName
PrivateSystems Networks
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Bonus Questions

1. Can we narrow down the physical location of the server to a name/address/telephone? If yes, what is it?

Yes

Scroll to the bottom of the Whois info, to OrgName. Someone gave out a little too much data! Google the

name Tierpoint Seattle, or the address for more information

TierPoint Colocation Data Center
140 4" Ave N., Suite 360
Seattle, Washington 98109

OO O

[
[}
=]
m

(L

m o H =

[+ 8

= I e

2. What is name/address/telephone for the Admin Name at cispi.net?

Using the whois.domaintools.com web site, do a Whois search on the domain name, then scroll through the

returned information.

Brian Ingram
Consulting Investigation Services

PO Box 2097
Waxahachie, Texas 75168
972 937 3938
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3.  Whatis the IP address of cispi.net?

Back up the same page as the above information we see the following IP:

24.240.247.66
IP Address 24.240.247 66 * (ad
IP Location B - Texas - North Richland Hills - Charter Communications Inc
ASN AS520115 CHARTER-20115 - Charter Communications, US (registered Mar 26, 2001)
Domain Status Registered And Active Website
IP History 5 changes on 5 unique IP addresses over 14 years r*

Exercise—Key Takeaways

e Asimple Whois search almost always contains less information than you can find by performing a more
in-depth analysis.

e Oldtools like Sam Spade can do things that no other tool can do.

e Whois information is public information (for the time being).

e Whois Registrars are mandated to provide a certain amount of information for free.

e DomainTools is one of the most robust tools for IP and domain information. The subscription version
allows for a great deal of aggregation and historical information.
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ution - Archive.org

=~ /N
Exercise 5.1B—O0Online Attri

Background

Most everything today has an online component. Hardly a digital forensics investigation goes by that doesn’t
have evidence pointing off the storage device and into cyberspace. Emails, web history, addresses, URLs and
IPs. What can we do to further our investigation?

As a last resort, we always have the option of subpoena or warrant, but given the inherent difficulties (not to
mention cost) in pursuing either, this might not be the avenue we wish to pursue initially, if at all. Surely there
must be a mechanism we can use in at least some cases to get us closer to our goal.

From online posts on social media, to comments on blogs or websites, people are “saying” more and more than
ever before. In some cases, these comments cause real damage, and the perpetrators need to be tracked down.

Objectives

e Analyze historical website data using archive.org
e  Use Search.org to identify the Custodian of Record for an ISP

Exercise Preparation

1. Boot your FOR498 Windows VM

2. Login to the FOR498 Windows VM using the following credentials:
a. Username: SANSDFIR
b. Password: forensics

You are involved in an investigation where a client who used to have a blog, lost access to the blog due to a
change of email address and deletion of the address that was used to set up and access the account. The
blogging address provided to you is “gillianb-journeying.blogspot.com”. The client has tasked you with
recovering the blog posts that were written.
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4,

5.

6.

Armed with the address of the blog, go to a browser and see what comes up, and if there are any clues to
follow.

Eile Edit View History Bookmarks Tools Help
Blog not found

<) > C Gr (@ gillianb-journeying.blogspot.com b ﬁ

|

5] o

Co

0O

og

ol aTaTs
pa'Lay [Tl

(48]

S aTRLTIa

Sorry, the blog at gillianb-journeying.blogspot.com has been removed. This address is not available for new blogs.

Did you expedt to see your blog here? See: | can't find my blog on the web, where is it?

We note that indeed the blog is not present any longer, and the suggestions when you follow the
included link are unproductive. Time to visit the Wayback Machine.

In your browser, go to archive.org. In the search field on that page, enter the blog address.

File Edit View History Bookmarks Tools Help

Internet Archive: Digital Librar

<= C ® @ @ https://archive.org e ww |Q'SE&’C’\ I @ &

web pages

(aubackmachng -

VOLUNTEER PEOPLE

Internet Archive is a non-profit library of Announcements
millions of free books, movies, software, Helping us udge & book b
music, websites, and more.

=R:E=R=g Y -

)

Q, gillianb-journeying.blogspot.com @

Advanced Search

Terms of Servi

You can place the address in either search field. We have used the lower one. Click GO.
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7. You will see a calendar. The bar at the top of the page will delimit the calendar by years. Selecting a year
will show that year’s calendar, and you can then select any date with a blue highlight. Hovering your
mouse over the blue date will show the snapshots of the website at that date and time. Click on the
snapshot for JUNE 30, 2015.

File Edit View History Bookmarks Tools

@ Wayback Machine

+

Help

&« > ¢ o (D web.archive.org/web/20151101 gillianb-journeying.blog ses w b 4 N @O » = =
Saved 10 times between September 8, 2011 and May 24, 2017. ~
Summary of gillianb-journeying.blogspot.com - Site Map of gillianb-journeying.blogspot.com
1996 1997 1998 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 QDJ 2J12 2013 2014 ‘201‘5‘ JUW 2018
< >
Tue, 30 Jun 2015 00:46:52 GMT (why: webwidecrawl, widecrawl, wideQ0012)
JAN FEB MAR APR
1z 3 12z 3 4 5 6 7 12 3 4 5 & T 12 3 4
4 5 8 7T 8 9 10 & 9 10 11 12 13 14 g 9 10 M 12 13 14 s 8 T & 8 10 N
M 12 13 14 15 18 17 15 16 17 18 18 20 21 15 16 17 18 18 20 21 1213 14 15 18 17 18
18 18 20 21 22 23 24 22 23 24 25 26 27 28 22 23 24 25 26 27 28 19 20 21 22 23 24 2%
25 26 27 2 29 30 3 2 3 3 26 27 2% 28 30
MAY Jun JuL AUG
12 1.2 3 4 5 6 1.2 3 4 1
3 4 5 6 7 8 9 78 9 10 M 12 13 s & 7 8 9 1w n 2 3 4 5 8 7T 8
0 1 12 13 14 15 16 15 16 17 18 19 20 12 13 14 15 16 1T 18 g 10 M 1z 13 14 15
17 18 19 20 21 2 23 2 23 JUNE 30, 2015 19 20 21 22 23 24 35 B 17 18 18 20 21 2
24 25 26 27 28 28 30 25 30 1snapshot 2 27 28 29 30 M 23 24 25 26 27 28 29
3 30 M
SEP ocT HOV DEC
1.2 3 4 5 1z 3 12 3 4 5 & T 12 3 4 5
6 7 8 § 10 N 12 4 5 & 7 8 9 10 8 8 10 M 12 13 14 € 7 & § 10 11 12
13 14 15 16 17 18 19 M 12 13 14 15 18 17 15 186 17 18 19 20 21 13 14 15 16 17 18 19
20 20 22 23 24 25 26 1 19 20 21 2 23 24 22 23 24 25 26 27 28 20 21 2 23 24 25 26
27 28 28 30 25 2 27 28 29 30 2 30 27 2@ 28 30 M
web.archive.org/web/20150630004652/gillianb-journeying.blogspot.com ]
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8. You will be presented with the webpage as it existed on that day.

bile Edit
8] Joumeying
< ¢ @

View History Bookmarks Tools

Help

® web.archive.org/web/20150630004652/http:;//gillianb-jou B

NTEENET ARCHIVE

[hﬂn:!/gilhanlﬂoum eying.blogspot com/

Uegiaeinine

10 captures

8 Sep 2011 - 24 May 2017 | |

SUNDAY, JULY 13, 2014
The Choice

| am shocked to see that | haven't updated since January...and for those who have
been asking for an update, | sincerely apologize at the delay.

After months of backwards-and-forwards, ups-and-downs, Bryn's bone is solid!
She is off of all crutches/wheelchairs, etc and is able to walk and run as much as
she can tolerate. That was wonderful news and came rather unexpectedly
Healing had been lagging for so long that | think we just sort of --forgot-- that it
was supposed to happen. But it did!

She has been left with some serious soft-tissue issues and is still working at
physiotherapy three times a week, bul everyone is hopeful that she will be able to
begin some dance classes in the fall, which is all she thinks about

The sad news is that it appears that her growth plate was much more damaged
than they had thought which means that her leg is not growing...which wouldn't be
a problem except that her good leg is. This is one reason | haven't written..|

b . ol s shiz Sha o 3+ (s 2 b

¥ About this capture

FOLLOWERS

The donation button below
has been added by friends,
and Is by no means meant to
solicit donations. We have
added it for those of you who
have requested It as a way to
donate to the trust fund set up
for the Berg family.

Donate
| — [ == R

BLOG ARCHIVE
Y 2014 (2)
v July (1)
The Choice

Exercise - Questions

a.

This is not everything that is available of course. It is only whatever was captured on that date and time
when the web spiders crawled the site. You can continue to go back and forth checking other dates for
older or newer content. Understand that websites can place directives in their robots.txt file at the root
of the website that will tell spiders to specifically NOT archive the site to locations such as archive.org.

What date is the oldest blog post available for this site?

b. Isit the first blog? If not, how do you know?

As we attempted to recover the blog material for our client, we discovered that for about a year, the blog site
had not been crawled, so there is a year worth of posts that are missing. Our client has directed us to exhaust
all available avenues on their behalf. Our next step then is to determine who owns the site where the blog was
created. We can do that by using a Whois server.
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2. We will start at whois.domaintools.com and enter the name of blogspot.com.

a. Who appears to be the owner of blogspot.com?

The client has directed their counsel to serve process on the entity you identified in the previous step, in order
to compel them to provide the contents of the site. Counsel has requested we find out who exactly to serve
process on.

3. Open a browser, go to search.org, and select Resources -> ISP List.

File Edit View History Bookmarks Tools Help

SEARCH | The National Consortiur X

< c @

> 3

-9 % Q Search i 0

ww.search.org

2 Search amazon

;I" SEAR‘ :H Home About Us Membership 3:9 I Resources Blogs Get Help

hitps://www.search.crg/resources/isp-hist/ v
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4. Click on the arrow in the ISP Quick Search field, scroll through the impossibly long list until you find the
entity you identified in a previous step, and click on it.

&‘\ SEARCH Home  AboutUs  Membership

submitting a legal Tequest and we'can help you decipher the results.

Select an ISP from the drop-down menu to access contact information:

ADODB.Field error '80

current record.

Either BOF or EOF is 1 GMX Internet Services, Inc. lation requires a

fisplisplist asp, line 113 Go.com

ISP Quick Search v

Global Tel Link -
Globalive Wireless Management Corp.
GlobalPOPs

Gmail (Google)

GMAX Net
Go Financial

GoDaddy.com
GoFundMe, Inc
GOGlII, Inc.

= iniapalibslulmian (GVVCU)
Google LLC
=

GoPro, Inc.

Govdelivery.com

Grand Central Station Internet Services Inc.

Grande Communications

Grasshopper Group, LLC

Great Works Internet (GWI] Net) -

5. The legal contact for the entity will be shown.

% SEARCH

you need assistance in this area, let

Google LLC
Contact Name:
Online Service:

Online Service Address:

Phone Number:
Mote(s):

Home About Us Membership Solutions

We know that getting the information you need from Internet service and other online content providers can be challenging. If

us know through our Assistance & Training Center. We can answer your questions about

submitting a legal request and we can help you decipher the resulis.

Select an ISP from the drop-down menu to access contact information:

ISP Quick Search v

Google Legal Investigations Support

Google LLC

1600 Amphitheatre Parkway

Mountain View, CA 94043

(844)383-8524

Submit your legal requests through the Law Enforcement Request System
(LERS). The system requires each user to register for a unigue account to
submit legal requests. Register for an account at

https://support. google.com/legal-investigations/contact/LERS
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a. Who is the Contact Name of the entity you identified?

Do NOT assume that this is the end of your trail! This list was designed primarily for law enforcement. If you
send documents unannounced, do not be surprised if they are rejected. Most every entry at search.org will
have a telephone number. If your matter is civil in nature, call them first and determine if there are any special
considerations for you to follow.

Bonus Questions

6. Using what you have learned regarding archive.org, try to answer some questions regarding an earlier
section of this module.

a. When is the first noted material for the website rush.com?

b. Who was the owner at that time?

c. When is the first noted date that the band Rush had ownership/control of rush.com?

d. How can you tell it belonged to the band Rush at that time?
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Exercise — Questions with Step-by-Step

1. Thisis not everything that is available of course. It is only whatever was captured on that date and time
when the web spiders crawled the site. You can continue to go back and forth checking other dates for
older or newer content. Understand that websites can place directives in their robots.txt file at the root
of the website that will tell spiders to specifically NOT archive the site to locations such as archive.org.

a. What date is the oldest available blog post for this site?
July 21, 2011
In order to get our answer, we must first go back to the calendar, and back to the earliest date of any
archive material. In this case, it was September 8, 2011.
C (D Mot secure | web.archive.org/web/20110301000000% http://gillianb-journeying.blogspot.com/ h* ¢
Saved 11 times between September 8, 2011 and July 17, 2019.
1996 1987 1998 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 m 2012 2013 2014 2015 2016 2017 2018 2019

4

Thu, 08 Sep 2011 20:55:11 GMT (why: webwidecraw!, wide00002, widecrawl)
JAN FEB MAR APR
1 1 2 3 4 5 1 2 3 4 5 1 2
2 3 4 5 6 T & 6 T 8 9 M N 12 6 T & 9 10 1 12 3 4 5 6 T & 9
a 1 1" 1213 14 13 13 14 15 18 17 18 19 13 14 15 16 17 1B 19 1 1 1213 14 15 16
18 17 18 19 20 21 22 2 21 2 23 24 X % 20 M 2 23 24 X X 17 18 19 20 29 22 23
23 24 23 % I W/ 29 27 28 2T B 23 30 AN 24 25 % 7 x®m 21¥9 I
3 3
MAY JUN JuL AUG
1 2 3 4 5 [ 7 1 2 3 4 1 2 1 2 3 4 5 [
& 9 10 1 12 13 14 3 6 7 8 9 10 1 3 4 3 6 T & 9 T 8 ] M N 1213
15 16 17 18 19 2 21 12 13 14 13 16 17 18 1 11 12 13 14 15 16 14 15 16 17 18 19 2
2 23 24 25 2% 271 28 19 20 21 22 23 24 25 17 18 19 20 21 2 23 21 2 23 24 2% X% 7
23 30 2% 27T 2/ 29 30 24 23 ¥ T W ¥ N 2B 29 30 A
3
SEP ocT NOV DEC
1 2 3 1 1 2 3 4 5 1 2 3
4 5 [ 7 4 5 6 7 8 B 7 & 9 10 1 12 4 5 6 7 ] 9 10
1 12 13 14 SEPTEMBER 8, 2011 [ 12 13 14 15 13 14 13 16 17 1B 19 1 12 13 14 15 16 17
% 19 20 21 1 snapshot 7 1% 19 20 21 22 20 21 2 23 24 2% X% 2% 19 20 21 22 23 24
B % 2T 2B * 205511 25 2% 27 28 29 27 23 23/ 3D 25 2% 27 28 29 30 3
for 0110908205511/http://gillianb-journeying.blogspot.con
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Click on the only snapshot from that date, and go to the resulting web page. Scroli to the bottom,
and hover the mouse over the time link. The date will be displayed.

& (¢ ® Not secure web.archive.org/web/20110908205511/http://gillianb-journeying.blogspot.com/

[nitp:/igillianb-journeying.blogspot.com/

INTERNET ARCHIVE

UauBachaenng

W
| ‘ p @

11 captures
8 Sep 2011 - 17 Jul 2019

And so if you have a moment, please pray for my little Taeryn that all would go
smoothly, that she would be kept comfortable and at peace. | thank you in
advance for them, and will write an update tomorrow when | can. And tonight |
will wish for the ability to sleep as soundly as Lauren and Bryn did that night
years ago...but just until the alarm goes off. If we're late | doubt that the surgeon
will be quite as impressed with it as Myron and | were that one night when even
Taeryn failed to wake them up

|

Hover mouse herQ
...t see this.

Subscribe to: Posts (Atom)

6 comments

MOt B®
2011-07-21700:11:00-07:00

Home Older Posts

Picture Window template. Powered by Blogger.

veb.archive.org/web/20110908205511/http://gillianb

journeying.blogspot.cor

b. Isit the first blog post? If not, how do you know?

No. We can see by the BLOG ARCHIVE listing on the right of the blog post how may posts have been
created by month. In this case, January of 2011 had 22 messages. The first of those would be the first
ost.

blo

afternoons. He loved having us all doing something active, something outdoors,
something together. it was good to be there. It suddenly struck me that we were
all walking Some were limping, some were slower than others, some limbs were
still swollen, but all were walking. No wheel-chairs, no crutches. Just ten feet
meeting the earth. Something | have for years taken completely for granted,
suddenly felt magical. We were all walking

BLOG ARCHIVE
v 2011 (84)
¥ Seplember (2)
September 4th

Defining Moments

Every couple of hours throughout the day | checked my watch and told the kids ¥ August (3)
what we had been doing, eighteen years ago. Drving to the church, taking

pictures, arriving at the reception. And then at supper | lifted my glass and toasted
the day we began our marriage, began the journey thal produced the four beautiful

A Step Backwards

Someone Else's Dad

children that sat next to me at the table. To Myron. To Gillian. To our life together New Fears

and all that it produced > July (5)

Afterwards, Karson asked, "Mommy, what if | get marned and she doesn't cheer > June (8)

for the Canucks?" He looked very concerned. "What if you get marmied and she > May (6)

doesn't even like hockey?" | asked him back "Do you like hockey?" he asked » April (12)

suspiciously. *“Sometimes,” | replied. Karson gasped. "SOME... TIMES??!" His » March (13)

ook of horror made us all burst out laughing. As we continued on eating | studied

nis face, looking for Myron And | couldn't find him » February (13)
¥ January (22)

loday would have been our anniversary. loading

As we attempted to recover the blog material for our client, we discovered that for about a year, the blog site
had not been crawled, so there is a year worth of posts that are missing. Our client has directed us to exhaust
all available avenues on their behalf. Our next step then is to determine who owns the site where the blog was
created. We can do that by using a Whois server.
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2. We will start at whois.domaintools.com and enter the name of blogspot.com.
a. Who appears to be the owner of blogspot.com?

The Registrant Organization information shows:

Google LLC

“— & @ whois.domaintools.com/blogspot.com

PROFILE - COMNMNECT -~ MOMNITOR = SUPPORT WHOIS -

Whois Record ( last updated on )

Domain Mame: blogspot.com

Registry Domain ID: 32168248 DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.markmonitor.com

Registrar URL: http://www.markmonitor.com

Updated Date: 2819-86-29T82:36:23-0700

Creation Date: 2008-87-31Te0:00:08-8700

Registrar Registration Expiration Date: 2828-87-31T00:080:80-2708
Registrar: MarkMonitor, Inc.

Registrar IANA ID: 292

Registrar Abuse Contact Email: abusecomplaints@markmonitor. com

Registrar Abuse Contact Phone: +1.288389%574@
teProhibited)

ansferProhibited)

teProhibited)

teProhibited)

ansferProhibited)

teProhibited)

Registrant Organization: Google LLC
Registrant State/Province: CA
Registrant Country: US

Admin Organization: Google LLC
Admin State/Province: CA

Admin Country: US

Tech Organization: Google LLC
Tech State/Province: CA

Tech Country: US

Mame Server: ns3.google.com
Mame Server: ns4.google.com
Mame Server: ns2.google.com
Mame Server: nsl.google.com
DNSSEC: unsigned

Domain Status: clientUpdateProhibited (https://www.icann.org/epp#clientUpda
Domain Status: clientTransferProhibited (https://www.icann.org/epp#clientTr
Domain Status: clientDeleteProhibited (https://www.icann.org/epp#clientDele
Domain Status: serverUpdateProhibited (https://www.icann.org/fepp#serverUpda
Domain Status: serverTransferProhibited (https://www.icann.org/epp#serverTr

Domain Status: serverDeleteProhibited (https://www.icann.orgfepp#serverDele
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The client has directed their counsel to serve process on the entity you identified in the previous step, in order
to compel them to provide the contents of the site. Counsel has requested we find out who exactly to serve
process on.

3. Open a browser, go to search.org, and select Resources -> ISP List.

File Edit View History Bookmarks Tools Help

SEARCH | The National Consortiur X
« c o D & hitps//wvwsearch.org @ & | Q Search N @ & % =
- "
} Search amazon
,'I(' SEARCH Home  AboutUs  Membership 5:9 Resources fl Blogs  GetHelp
hitps://wvaw.search.crg/resources/isp-list/ v

4. Click on the arrow in the ISP Quick Search field, scroll through the impossibly long list until you find the
entity you identified in a previous step, and click on it.

)_/I"; SEARCH Home About Us Membership

submitting a legal request and we can help you decipher the resulis.

Select an ISP from the drop-down menu to access contact information:

ISP Quick Search v

Global Tel Link -

Globalive Wireless Management Corp.
ADODE Field error '80 GlobalPOPs

Gmail (Google)

Either BOF or EQF is 1 GMX Internat Services Inc. jation requires a
current record. GNAX Net
Go Financial

lisplisplist.asp, line 113 Go.com
GoDaddy.com

GoFundMe, Inc
GOGII, Inc.

Snpgisieian (GVWCU)

GoPro, Inc.

Govdelivery.com

Grand Central Station Internet Services Inc.

Grande Communications

Grasshopper Group, LLC

Great Works Internet (GWI] Net) i
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5. The legal contact for the entity will be shown.

z_‘Ir; SEARCH Home About Us Membership Solutions

We know that getting the information you need from Internet service and other online content providers can be challenging. If

you need assistance in this area, let us know through our Assistance & Training Center. We can answer your questions about
submitting a legal request and we can help you decipher the resulis.

Select an ISP from the drop-down menu to access contact information

ISP Quick Search v
Google LLC
Contact Name: Google Legal Investigations Support
Online Service: Google LLC
Online Service Address: 1600 Amphitheatre Parkway

Mountain View, CA 94043

Phone Number: (844)383-8524
Mote(s): Submit your legal requests through the Law Enforcement Reguest System

(LERS). The system requires each user to register for a unique account to
submit legal requests. Register for an account at

=

https:fisupport. google.com/flegakinvestigations/contact/LERS

a. Who is the Contact Name of the entity you identified?

Google Legal Investigations Support

Do NOT assume that this is the end of your trail! This list was designed primarily for law enforcement. If you
send documents unannounced, do not be surprised if they are rejected. Most every entry at search.org will
have a telephone number. If your matter is civil in nature, call them first and determine if there are any special
considerations for you to follow.

Bonus Questions

6. Using what you have just learned, try to answer some questions regarding an earlier section of this
module.

a. When is the first noted material for the website rush.com?

January 17, 1999
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Using the archive.org website, research the URL of rush.com. Note the calendar bar that is displayed
by years. Select the year of first activity, and then the first date in the calendar that has a blue dot on

@ Wayback Machine

«) > ¢ Q |@ﬂ https://web.archive.org/web/19990801000000%/http:/fwwaw.rush.com/ e ﬁ|| Search | {11} r,g} (En] =

OLUNTEER

INTERNET ARCHIVE Explore more than 347 billion web pages saved over time

o mﬂ“ﬂnﬂ“mﬂﬂl‘l“u http://www.rush.com/

Find the Wayback Machine useful? Jsle]iyy=s

Feedback

Saved 1,279 times between January 17, 1999 and January 26, 2019.
Summary of rush.com - Site Map of rush.com

- |l wum.liﬂhﬂ bl ﬂdlﬂll"ﬂ“ﬂ"

1998 1997 1808 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018

< |
Sun, 17 Jan 1999 00:27:05 GMT (why: alexacrawls, alexa_to)

9 JAN FEB MAR APR -

1 2 1 2 3 4 5 & 1 2 3 4 5 6 1 z
8 9 7 8 9 0 M 12 13 7 8 9 10 1n 12 13 4 5 [ 7 8 9 10
10 1 1 1 1 18 1 20 1 1 1 w18 1 20 11 12 1 1 1 1 1
JANUARY 17, 1999
17 1 snapshet 23 21 2 23 24 B 2w X7 21 22 23 24 25 Zm 27 1% 19 20 21 22 23 24
«00:27:06
24 28 2 0 1 i 2% Z 28 2 0
31
MAY JuL AUG
1 2 1 2
2 10 "1z 3 10 8 o0 11 12 1 1
1w n 12 1 1 1 1 1 1 1 1 18 1 n 12 1 1 1 1 1 1 1 1 18 1 a2
1 1 18 1 20 21 22 20 2 2z 2 2! 26 18 1 20 2z 2 2 2z 2 2 X 2 28
23 24 25 28 27 23 29 27 28 28 30 25 26 27 28 29 30 31 28 30 31 LI

b. Who was the owner at that time? Once you have clicked on the time above, you see the website as is
was at that moment.

Bob Ames
c. When is the first noted date that the band Rush had ownership/control of rush.com?
June 1, 2002

Keep checking subsequent years/dates until you find a web page that appears to belong to the band,
rather than Bob Ames.
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d. How can you tell it belonged to the band Rush at that time?

The browser tab contains the name RUSH Vapor Trails. A quick Google search will show this is the
name of one of the band’s albums.

Fie Edt View Histry Bookmaks Took Help

RUSH Vagor Trals x B

D& archive.org - U % I

) AN [ v

hilp Afarsrarrush.comd

(T N — <[l>
l 1'2' — an 2019 1 ddmu Wﬂllulnulu b b Lhd.lm.ﬁﬂllﬁdﬂl 2001 pilE 2003
»

Exercise—Key Takeaways

e Half the battle in gathering information is knowing where to look and how to ask.
e Archive.org will maintain information, including websites, long after information has been changed or

removed.
e Websites like search.org assist in finding the entities responsible for Internet infrastructure.
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Collection

RIS ) L G
Exercise 5.2A—PCAP

Background

Network traffic is a rich source of forensic information that allows for discovering things such as computers
that are engaged in conversations, files being transferred, hostname lookups, and more. It is important for
forensic practitioners to know how to interpret network traffic in order to be able to extract this kind of detail.

Before you can analyze network traffic, however, you must know how to capture it. In this exercise, we will
see how to capture network traffic to pcap files which can be analyzed in an offline fashion.

Once we begin analysis, we will use precooked pcap files to ensure all students are able to achieve the same
findings. We will use a collection of tools such as Wireshark, tshark, passivedns, and NetworkMiner to find and
extract rich amounts of information from pcap.

Objectives

e Understand how to use dumpcap to collect network traffic to pcap files

e Use filters to limit the traffic collected by dumpcap

Exercise Preparation

1. Boot your FOR498 Windows VM

2. Login to the FOR498 Windows VM using the following credentials:
a. Username: SANSDFIR
b. Password: forensics

NOTE: If you are in an air gapped environment, or find yourself in another situation without Internet access,
you can still perform the steps in this exercise to practice collecting network traffic. You may not actually
record as much as you would if you did have Internet access, but the takeaway is collection. We will switch to
a precooked pcap file for our analysis work in later exercises.
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3. Open PowerSheli using the shortcut on the Desktop and navigate to C: \Program
Files\Wireshark

2 Administrator: Powershell

4. Get alist of available interfaces with the -D switch:

.\dumpcap.exe -D

2 Administrator; Powershell

Since we are on a virtual machine that is connected to the host via an ethernet adapter, look for an entry
like what is shown above. The number at the left is the interface number.

Record your interface number:

5. Now that we know which interface to use, we can start collecting traffic and saving the packets to a file.
We will also limit the collection to 20 minutes, but you can always stop the collection via CTRL-C.

.\dumpcap.exe -i 1 -P -w C:\Temp\alltraffic.pcap -a duration:1200

The i option specifies which interface number to use (most likely to be interface number 1).

The P option specifies to use pcap format vs pcapng, for greater compatibility.

The w option specifies the file to save packets to. We recommend always using an absolute path.
The a option lets us specify a stop condition. In this case, we want to stop after 1200 seconds, or 20
minutes.

While you do not need to specify a stop condition, it can be useful to prevent massive pcap files from

being created. There are also other options that let you create new files (-b) should you want to create
several pcap files during collection.

2 Adrministrator: Powershell

. \dumpcap.exe ; c:\temph\alltraffic.pcap
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NOTE: Be sure to complete the next few steps below within 20 minutes se all yeur traffic is recorded. This
should be plenty of time, and you will be instructed when to stop the capture below.

6. With collection underway, open another PowerShell window and ping the following:

ping foobar.com
ping dslreports.com
ping rushisaband.com

2 Administrator: Powershell

PS C:\Tools> ping foobar.com

41.

y from :
y from :
; from

nt = 4,
ind trip
3sms, Maximum = 36ms,

7. Open a web browser (it does not matter which one) and visit the following URLs. NOTE: Be sure they all
start with ‘http://’ and not ‘https://’ (If it redirects to https://, do not worry about it)

http://www.dslreports.com
http://www.msn.com
http://www.espn.com
http://www.bbc.com
http://go.com

The order does not matter, nor do you have to browse around on the site after the initial page loads
for more than a few clicks.

8. Find the PowerShell window where dumpcap is running and stop the packet capture by pressing CTRL-C.

2 Administrator: Powershell

» .‘\dumpcap.exe 3 C:\Tempialltraffic.pcap duration:1288

ed on interface 'Ethernet®': 5445/8 (pcap:8/dumpcap:8/flushed:8/ps_ifdrop:8)
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9. Next, we are going to create another network capture, but this time, we will limit the traffic that is
collected with a filter rule.

.\dumpcap.exe -i 1 -P -w C:\Temp\trafficWithFilter.pcap -a
duration:1200 -f "port 53"

This is the same command as before but notice we have changed the filename to
C:\Temp\trafficWithFilter.pcap and added the -£ switch. This switch allows for specifying a
filter (in double quotes) for traffic collection. Here, we are only interested in collecting traffic that
involves port 53, or DNS.

dumpcap.exe i C:\Temp\trafficWithFilter.pcap duration: 1266

10. W.ith collection underway, open or reuse an existing PowerShell window and ping the following:

ping foobar.com
ping for498.com
ping rushisaband.com

11. Open or reuse an existing web browser window and visit a few of the same URLs from above. Visiting two
or three is enough.

http://www.dslreports.com
http://www.msn.com
http://www.espn.com
http://www.bbc.com
http://go.com

12. Find the PowerShell window where dumpcap is running and stop the packet capture by pressing CTRL-C.

BONUS: Run capinfos.exe against your collected captures:

.\capinfos.exe C:\Temp\alltraffic.pcap
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Exercise — Questions

1. Inthe PowerShell window where dumpcap was running, review the output and answer the following
questions:

a. For the alltraffic.pcap collection, how many packets were captured by dumpcap?

b. For the alltraffic.pcap collection, how many packets were dropped by dumpcap?

c. For the trafficWithFilter.pcap collection, how many packets were captured by dumpcap?

d. For the trafficWithFilter.pcap collection, how many packets were dropped by dumpcap?

Look for the string:
Packets received/dropped on interface 'Ethernet0': xxxx/yyyy
The first number after the colon (xxxx in the example above) is the packets that were captured and the

second (after the forward slash, yyyy in the example above) is the number of packets dropped.

2. Open File Explorer and navigate to C:\Temp. There should be two files that end in .pcap which are the
two network captures from above.

Local Disk (C:) & Temp

Mame Size
o alltraffic.pcap 26,868 KB
o trafficWithFilter.pcap 160 KB

NOTE: Your file sizes will be different from what is shown above. When answering the following
guestions, use the values from YOUR captures.

a. What is the size of alltraffic.pcap?
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b. What is the size of trafficWithFilter.pcap?

c. Why is one so much bigger than the other?

Exercise —Questions with Step-by-Step

Your answer to the questions about the number of packets captures will most likely never match anyone
else’s, or even your own, should you repeat the steps above. This is due to a wide range of factors, such as
other software running on your machine at the time of collection, web page contents changing, and so on.

Because of the dynamic nature of packet capture, step-by-step answers are not possible.

Exercise—Key Takeaways

e Tools like dumpcap and tcpdump allow for the collection of network traffic for later analysis.
e The collection of traffic can be filtered based on a wide range of criteria which makes it very flexible.
e Encryption of data on the wire may prevent you from getting all the answers you would like to get.
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Exerczse‘ 5ZBU PCAP;AnaIySIS - ereshark

Background

Network traffic is a rich source of forensic information that allows for the discovering of things such as
computers that are engaged in conversations, files being transferred, host name lookups, and more. It is
important for forensic practitioners to know how to interpret network traffic in order to be able to extract this
kind of detail.

Objectives

e Use Wireshark to inspect pcap data

Exercise Preparation

1. Boot your FOR498 Windows VM
2. Login to the FOR498 Windows VM using the following credentials:
a. Username: SANSDFIR

b. Password: forensics

3. Verify you have the three pcap files as shown below in the C:\Network folder.

Local Disk () » Metwork

Mame

o

4 alltraffic.pcap
- othertraffic.pcap
4 traffic\WithFilter.pcap

o

4. Start Wireshark using the shortcut in the Network Tools fence on the Desktop.
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5. Use the View = Name Resolution menu to enable the Resolve Network Addr

resolve IP addresses to hostnames based on data in the pcap file.

sses option. This will

p=1= 1=

View Go  Capture
~  Main Toolbar
"  Filter Toolbar
= Status Bar
Full 5creen
" Packet List
«  Packet Details
+ Packet Bytes

Tirne Display Format
Mame Resolution

foom

Expand Subtrees

Collapse Subtrees

Analyze

Statistics  Telephony  Wireless  Tools  Help
QA H
Protocol  Length Info
F11 112 ICMP 74 Echo
112 ICMP 74 Echo
112 ICMP 74 Echo
112 ICMP 74 Echo
112 ICMP 74 Echo
112 ICMP 74 Echo
112 ICMP 74 Echo
Y 12 ICMP 74 Echo
¢ Edit Resolved Mame
¥ [+ | Resolve Physical Addresses
Shift+Right ’ Resolve Metwork Addresses
Shift+ Left Resolve Transport Addresses

6. Use the View = Time Display Format menu and select Date and Time of Day at the top. This makes the
time easier to read.

View Go Capture Analyze Statistics  Telephony Wireless Tools  Help
“ Main Toolbar B au
~  Filter Toolbar
¥ Status Bar Destination Protocol  Length Info
192.168.1.212 ICMP 74 Echo (ping) reply 1d=0x26|
Full Screen Fii 192.168.1.212 ICHP 74 Echo (ping) reply  id=8x09
v Packet List 192.168.1.212 ICMP 74 Echo (ping) reply 1d=Axaa|
o ] 192.168.1.212 ICMP 74 Echo (ping) reply 1d=Axaa|
R 192.168.1.212 ICHP 74 Echo (ping) reply  id=8x24
~ Packet Bytes 192.168.1.212 ICMP 74 Echo (ping) reply 1d=0xa8|
- TOT T T s TT s TA Frhn fra Y ranlu A — i)
Tirme Display Format ¥ | ® Dateand Time of Day (1970-01-01 01:02:03.123456) Chrl+Alt+1
Mame Resolution
Zoom » Time of Day (01:02:03.123456) Ctrl+Alt+2
Seconds Since 1970-01-01 Ctrl+Alt+3
Expand Subtrees Shift-+Right Seconds Since Beainning of Canture Ctrl+ Alt+4
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7. Finally, click on Edit > Preferences, click on Name Resclution, and uncheck Use an external network
name resolver.

Wireshark . Preferences

¥ Appearance Name Resolution
Columns : i
Font and Colars Resolve MAC addresses
Layout |:| Resolve transport names
Capture Resolve network (IP) addresses
Expert
Filter Buttons Use captured DNS packet data for address resolution
Mame Resclution [ use an external network name resolver
> Protocol
re .or?o : Maximum concurrent requests [500
> Statistics
Advanced [] only use the profile "hosts™ file
[] Resolve VLAN IDs
[] resolve 557 PCs
[] Enable 01D resalution
|:| Suppress SMI errors
SMI {MIB and PIB) paths Edit...
SMI (MIB and PIB) modules Edit...
MaxMind database directories Edit...
< >
o] coel || b

8. Load C:\Network \alltraffic.pcap via File = Open.

alltraffic.pcap

File Edit View Go (Capture Analyze Statistics Telephony Wireless Tools Help

An 20 IDRB Reces=FT a5 Eaaam

[. IApolv a display filter ... <Ctrl-/>

No. Time Source Destination Protocol Length Info
1 ©.000000 AsustekC _9b:d3:94 Vmware_85:c0:89 ARP 60 Who h
2 ©.000007 Vmware_85:c@:89 AsustekC_9b:d3:94 ARP 42 192.1
3 3.824146 192.168.1.212 192.168.1.51 DNS 70 Stand
4 3.843133 192.168.1.212 192.168.1.50 DNS 70 Stand
5 3.871565 192.168.1.50 192.168.1.212 DNS 86 Stand
6 3.872034 192.168.1.51 192.168.1.212 DNS 86 Stand
7 3.880328 192.168.1.212 162.241.216.134 ICMP 74 Echo
8 3.917034 162.241.216.134 192.168.1.212 ICMP 74 Echo
9 4.921321 192.168.1.212 162.241.216.134 ICMP 74 Echo

Frame 1: 6@ bytes on wire (480 bits), 6@ bytes captured (480 bits)
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9. Take a few minutes (5 minutes max) to browse the data in the capture. Pay attention to the Source and
Destination columns as well as the Protocol and Info columns.

Also note that as you select different packets, the bottom view changes to represent the data that is
contained in one of the packets.

Mo Time Source Destination Protocol  Length  Info
2 2819-81-85 14:52:32.978478 \Vmware 85:c@:89 AsustekC 9b:d3:94 m 42 192.168 ]

Frame 2: 42 bytes on wire (336 bits), 42 bytes captured (336
Ethernet II, Src: Vmware 85:c8:39 (@@:8c:29:852 st: AsustekC 9b:d3:94 (@@:1f:c6:9b:d3:94)
¥ Address Resolution Protocol (reply)
Hardware type: Ethernet (1)
Protocol type: IPwv4 (BxB3E88)
Hardware size: 6
Protocol size: 4
Opcode: reply (2)
Sender MAC address: Vmware_85:c@8:89 (88:8c:29:85:c8:89)
Sender IP address: 192.163.1.212 (192.168.1.212)
Target MAC address: AsustekC_9b:d3:94 (88:1f:c6:9b:d3:94)
Target IP address: 192.168.1.51 (192.168.1.51)

In the example above, notice that there are three “sections” of data. The first two (Frame and
Ethernet) are collapsed, and the third, Address Resolution Protocol, has been expanded.

Each of the bytes in the packet is broken down into its corresponding properties which makes
reviewing things much easier.

PROTIP: If you find something interesting and you want to create a filter for it, select a property, left
click and hold the mouse button, then drag the value to the display filter bar.

An . ® RE Qe:s=E=f 5 =EaQaQaQH
bpply & display filter .. s’
- address T

No. Time arp.src.hw | == @@:8Cc:29:85:cB:59 Destination Protocol
1 2619-6l1-a5 14:52:32.9/7847 sustekC_9b:d3:94 Vmware_85:cé:89 ARP
2 2819-81-85 14:52:32.978478 :c@:89 AsustekC_9b:d3:94 ARP
3 2819-81-85 14:52:36.882617 .3g8.1.212 192.168.1.51 DNS
4 2819-81-85 14:52:36.321684 192, 1.212 192.168.1.58 DNS
5 2819-81-85 14:52:36.358836  192. 192.168.1.212 DNS
& 2819-81-85 14:52:36.85@8585 192, 152.168.1.212 DNS
7 2819-81-85 14:52:36.858799 192 2 foobar. com ICMP
8 2819-81-85 14:52:36.895555 foobar.com 192.168.1.212 ICMP

Frame 2: 42 bytes on wire (336 bits), 42 bytes faptured (336 bits)
Ethernet II, Src: Vmware_85:c8:39 (88:8c:29:85:§0:89), Dst: Asustek( 9b:d3:94 (86:1f|
¥ Address Resolution Protocol (reply)
Hardware type: Ethernet (1)
Protocol type: IPv4 (@x@808)
Hardware size: 6

Click, hold,
drag, and drop

Protocol size: 4
Opcode: reply (2)
Sender MAC address: =ESiC@:B0 (BB:@c:29:85:cB:89)
sender IP address: 192.168.1.212 (192,168.1.212)

Target MAC address: AsustekC_9b:d3:94 (@@:1T:c6:9b:d3:94)
Target IP address: 192.168.1.51 (192.168.1.51)
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This builds the filter and value automatically:

| |arp.src.hw_mac == 00:0c:29:85:0:89

This capability makes learning filter criteria significantly easier!

Exercise — Questions

NOTE: A great reference for all the possible fields is available at http://for498.com/ovepr

1. Recallin the previous exercise we pinged several domains. The ping command uses the Internet Control
Message Protocol (ICMP) to do its work. We can find these ping requests by using a display filter in
Wireshark, specifically, the icmp expression. In the display filter box, enter the filter below and then

press Enter.

icmp

£ alltraffic.pcap

File Edit VWiew Go Capture

Adm 1 ® X

|H|ic|T||:|

Mo, Sourcy
7 3.888328 192.1

I 8 3.917Vas4 162.3

Notice what happened here. All the packets were filtered for only those that match the filter.
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2. With the packets now only showing icmp, select the first packet in the list and, if necessary, expand the
Internet Control Message Protocol section.

[ 1] [icmp
Ma. Time Source Destination Protocol  Length Iofo
-+ 7 2819-81-85 ©85:52:36.858799 192.168.1.212 foobar.com ICHP 74{Echo (ping) request
+— 3 2019-81-85 ©8:52:36.895555 foobar.com 192.168.1.212 ICMP Echo (ping) reply
9 2019-81-85 ©88:52:37.899792 192.168.1.212 foobar.com ICMP Echo (ping) request
18 2619-81-85 @8:52:37.936174 foobar.com 192.168.1.212 74 Echo (ping) reply
11 2619-61-85 88:52:38.916248 192.168.1.212 foobar.com 74 Echo (ping) request
12 2819-81-85 88:52:38.952768 foobar.com 192.168.1.2 ICMP 74 Echo (ping) reply
13 2819-81-85 @83:52:39.938385 192.168.1.212 ICMP 74 Echo (ping) request
L 14 2019-81-85 @3:52:39,967239 foobar.com .212 ICMP 74 Echo (ping) reply

Frame 7: 74 bytes on wire (592 bits), 74 byte

Ethernet II, Src: Vmware 85:cB:89 (B@:8c:

Internet Protocol Version 4, Src: 1

~ Internet Control Message Protocol

Type: 8 (Eche (ping) request)
Code: @
Checksum: @x4d32 [correct]
[Checksum Status: Good]
Identifier (BE): 1 (@x@881)
Identifier (LE): 256 (@x8188)

ured (592 bits)
:cB:89), Dst: Ubiquiti 43:b3:d6 (78:8a:20:43:b3:d6)
.1.212 (192.168.1.212), Dst: foobar.com (162.241.216.134)

In the packet list, we can see the Source of the ping (where the request came from), and the
Destination (the value that was pinged). The Info column shows that the first packet is a request,
which can also be seen in the details at the bottom.

a. What is the ICMP type for a ping request?
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3. Next, select the Echo {ping) reply (it should be the next packet in the list} for the request we just looked
at. When looking for the reply (assuming there is one that is), you can find it easily by looking for the
packet where the Source and Destination are reversed, as seen below.

| hunp

Mo, Time Source Destination Protocol  Length Info

- 7 2819-81-85 @85:52:36.853799 192.168.1.212 foobar.com ICMP 74 Echo (ping) request

- 8 2819-81-85 B8:52:36.895555 foobar.com 192.168.1.212 ICMP 74 Echo (ping) reply
9 2819-81-85 @85:52:37.899792 192.168.1.212 foobar.com ICMP 74 Echo (ping) request
1@ 2019-81-85 @8:52:37.936174 foobar.com 192.168.1.212 ICMP 74 Echo (ping) reply
11 2819-@81-95 @3:52:38.916248 192.168.1.212 foobar.com ICMP 74 Echo (ping) request
12 2819-@81-85 @3:52:38.95276@ foobar.com 192.168.1.212 ICMP 74 Echo (ping) reply
13 2019-81-95 @3:52:39.9383585 192.168.1.212 foobar.com ICMP 74 Echo (ping) request

= 14 2019-81-95 @8:52:39.967239 foobar.com 192.168.1.212 ICMP 74 Echo (ping) reply
15 2019-81-95 @28:52:41.345465 192.168.1.212 www.dslreports.com  ICMP 74 Echo (ping) request
16 26019-81-95 @8:52:41.358225 www.dslreports.com 192.168.1.212 ICMP 74 Echo (ping) reply
25 2019-981-95 @28:52:42.334116 192.168.1.212 www.dslreports.com  ICMP 74 Echo (ping) request
26 2019-81-95 @8:52:42.396737 www.dslreports.com 192.168.1.212 ICMP 74 Echo (ping) reply
27 2019-81-95 @28:52:43.399672 192.168.1.212 www.dslreports.com  ICMP 74 Echo (ping) request
28 2019-81-95 @8:52:43.412790 www.dslreports.com 192.168.1.212 ICMP 74 Echo (ping) reply
29 2019-81-95 62:52:44.446664 192.168.1.212 www.dslreports.com  ICMP 74 Echo (ping) request

Frame 8: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
Ethernet II, Src: Firewall.zim.local (73:8a:208:43:b8:d6), Dst: Vmware_85:c@:89 (@@:8c:29:585:c8:89)
Internet Protocol Version 4, Src: foobar.com (162.241.216.134), Dst: 192.168.1.212 (192.168.1.212)
v Internet Control Message Protocol

Type: @ (Echoe (ping) reply)

Code: @

Checksum: @8x5532 [correct]

[Checksum Status: Good]

Identifier (BE): 1 (@x@eal)

Identifier (LE): 256 (@x@lea)

Sequence number (BE): 41 (@x@829)

Sequence number (LE): 18496 (@x298@)

[Request frame: 7]

[Response time: 36.756 ms)

Data (32 bytes)

a. What is the ICMP type for a ping reply?

b. Inframe 8, how long did it take for the host that was pinged to respond? (Hint: Look for the
Response time property)

Also note that, once you are looking at a reply, you can see the Request frame number of the
request. This works the other way too, in that the request packet would reference the reply frame.
This lets you verify you are working on the same “pair” of request and reply.
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4. Replace the display filter with the following and press Enter.

icmp. type == 0

a. What did this filter do?

b. How many packets match the above filter? (Hint: Look in the lower right for the Displayed counter)

c. Canyou find another host that was pinged in addition to the ones specifically mentioned in the
exercise 5.2A? If so, what is the hostname?

NOTE: We initially pinged the following hosts: foobar.com, dslreports.com, and rushisaband.com

d. If the host responded to the ping, how long did it take?

Remember, you can drag and drop a value from the information displayed at the bottom to quickly
filter on anything you like.
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PROTIP: If you want tc add additional filter criteria, select the property to add, then right click and
choose Apply as Filter | ...and Selected

Here is an example of this:

|
30861 )
(Ex@l@i Expand Subtrees Shift+Right
1 (ex Collapse Subtrees Shift+Left
256 (! Expand All Ctrl+Right
5]
32 ms] Collapse All Ctrl+Left
Apply as Column Ctrl+5Shift+1
bE7EEE9E PRy
Apply as Filter 4 Selected
Prepare a Filter L Mot Selected
Conwversation Filter L4 ...and Selected
Colorize with Filter L4 ...or Selected
Follow 4 «and not Selected
Copy b ..or not Selected
Show Packet Bytes... Ctrl+5Shift+ 0
Export Packet Bytes... Ctrl+Shift+X
Wiki Protocol Page
Filter Field Reference
S Protocol Preferences L4
P 8a 24
h@1 9 Decode As...
5 .
= = Go to Linked Packet
67 Gi Show Linked Packet in New Window

5. Clear any display filters in Wireshark by clicking the X as shown below.

alltraffic.pcap

File Edit View Go Capture Analyze Statistics Telephony Help
A nm 1@ RE Qe=s=EF &5 =
[. |iﬂﬂﬂ E
Mo, Time Source Destination Protocol  Length Info
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In the display filter dialog, enter the following filter and press Enter. Notice what the Protocol column
now shows.

http

/| alktraffic.pcap

File Edit View Go Capture Analyze Statistics  Teleph

A m:c@® RE Re=2=2F & =
Mo, Destinatio
| 1461 37.768379 E.1.212 64.91.2
! 1554 37.854358 192.168.1.212 58.63.2
1
1
1

1559 37.886979 58.63.243.238 152.168

a. How many packets were found? (Look in the status bar on the bottom)

Spend a few minutes reviewing the kinds of information available in various HTTP requests.
For most of the HTTP packets, the Info pane starts with something like “GET” or “POST”. These are HTTP
“verbs” that describe interaction with a web server. A “GET” would be a request to get data from a web

site, whereas a “POST” would be sending data to a web site.

To find all the GET requests, change the display filter to the following and press Enter.

http.request.method == "GET"

a. How many GET requests were found? (See the Displayed counter in lower right again)

Change the display filter to find all the “POST” methods using the following filter:

http.request.method == "POST"

a. How many POST requests were found? (See the Displayed value in lower right again)
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b. Why would it be useful in an investigation to see where data is being POSTed to?

10. HTTP conversations can be very useful in a wide range of investigations. They can also be voluminous,
and reviewing potentially thousands of requests can become overwhelming. Wireshark can help in this
regard by providing a nice summary of all HTTP requests. Under the Statistics menu, click HTTP |
Requests.

M Wireshark - Requests - alltraffic.pcap

Topic / Itern
* HTTP Requests by HTTP Host

¥ WWWL.MSN.Com

M OWWWLESPN.COM
feoreflfa=truelit=false

¥ www.dslreports.com

¥ www.bbo.com
ffavicon.ico

* wil.espn.com
Sid¥d_visid_ver=3.1.284d_fieldgroup=A&mcorgid=EE0201ACS12D2E
/bfssfwdgespcom,wdgespge/1/15-2.8.2/546481 23174041 FACE=18&

* unid.go.com
A3/ hitTtime=1546610539990

* tredir.go.com
fcapmon/GetDE/Tset=j&param=geo&raw=true
fcapmon/GetDE/Tset=)8param=country

¥ tredir.espn.com
Scapmon/GetDETset=|&param=country&param=countryisccodedd

¥ status.thawte.com
SMFEwTzEMMEswSTAIBgUrDgMCGgUABBSFyn0940) 262 B WG TwW)

¥ gagdus

frerl

At the bottom of the report is a Display filter that allows for entering filters just like you did in the
main Wireshark dialog. For example, entering http.host == "www.dslreports.com" limits
the results to only requests where the provided host was found.

There is also a handy button for saving out the report to a text file.

FOR498 - Eric Zimmerman & Kevin Ripa ©2020 Exercise 5.2B — PCAP Analysis — Wireshark 11

https://t.me/learningnets


https://technet24.ir
https://technet24.ir

11. Inthe Requests dialog, use the Display filter below and answer the following question:

http.host == www.dslreports.com

a. Whatis the URL related to a comment that was requested from www.dslreports.com?

12. Close the Requests dialog to get back to the main Wireshark interface.

13. You have information that someone accessed a password protected resource and you need to find more
information. You suspect that someone accessed a web page that indicates the password, but you do not
know the host of the web page that was accessed. Wireshark allows you to look for strings inside
packets, so let’s see if we can find the host.

Change the Display filter to the following:

http

14. In Wireshark, press CTRL-F to bring up the search dialog. Change the rightmost drop down to String, then
change the leftmost drop down to Packet details, in that order. In the textbox, enter password and
press the Find button to start the search.

. alltraffic.pcap

F”vit View Go Capture Analyze Statistics Telephony Wireless Tools Help

4 ® RE Res=FTsEEaqan
© o O

http
Packet details + Narrow & Wide v | [] Case sensitive

No. Time Source Destination

Length Info

47996 2019-01-85 14:54:28.149047 e3891.f.akamaiedge... 192.168 HTTP 468 HTTP/1.@ 408 Request Time-out (text/ht
-"l* 48193 2019-01-05 14:54:36.610745 192.168.1.212 .com HTTP 216 GET /lab_5.2/ HTTP/1.1
o 14:54:36.697955 for498.com 192.168.1.212 HTTP 750 HTTP/1.1 280 OK (text/html)
l 48204 2019-01-05 14:54:41.991309  192.168.1.212 for498.com HTTP 208 GET /lab_5.2/instructions.mp4 HTTP/1.1
* 62970 2019-01-85 14:55:32.874123 for498.com 192.168.1.212 MP4 137e

£2Q7¢€ 2010 01 Q€ 1A.C£.99 CIACEQD 1992 162 1 9219 Iacom om HTTD 21A GET /LM en2 HTTD/Y 1

a. What is the frame number where the string was found? (Hint: Look at the value in the No. column
on the far left. The same number is also shown in the details view below the packet list)

b. What is the Source where the data came from (record both the hostname and the IP address)?
(Hint: you can get the IP address in the Internet Protocol Version 4 section of the packet details)
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BONUS: What web server software is running on this host?

15. In the packet details for frame number 48195, expand the Line-based text data section.

a. What is shown under this section?

b. Are there any file names that may be of interest? What is the file name?

16. Now that you know the host and IP address, let’s find all the packets that involve that host. In the Display
filter dialog, enter the following filter and press Enter.

ip.src == 70.32.97.206 and http

a. How many packets were found? Write their frame numbers below.

17. The first frame, 48195, is the same as we identified above, but the second frame, 62970 looks interesting
too. Select frame 62970 in the packet list.

a. Inthe packet list, what is the Protocol of this frame?

18. With frame 62970 selected, look in the packet details. Notice there is a section that matches the protocol

used, MP4. Notice also that there is a Hypertext Transfer Protocol section. Expand the Hypertext
Transfer Protocol section and answer the following:

a. How bigis the MP4 file? (Hint: Look for the Content-Length property)

b. When was the MP4 last modified? (Hint: Check the Hypertext Transfer Protocol section)
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MP4

Expand Subtrees Shift+Right
Collapse Subtrees Shift+Left
Expand All Ctri+Right
Collapse All Ctri+Left
Apply as Column Ctrl+Shift+|
Apply as Filter r
Prepare a Filter k
Conversation Filter »
Colorize with Filter »
Follow »
Copy L
Show Packet Bytes... Ctrl+Shift+0

I Export Packet Bytes...

Ctrl+Shift+X |

19. Wireshark allows for saving out streams of data to a file. To save the MP4 that was downloaded, right
click on the MP4 section, then choose Export Packet Bytes...

This brings up a dialog allowing you to specify the directory and file name to save the data to. Select
the C:\Temp folder and name the file after the interesting file name you found earlier

(instructions.mp4). Be sure to change the drop down for Save as type to All Files.

M Wireshark . Export Selected Packet Bytes et
4 <« Local Disk (C:) » Temp » v 0 Search Temp
Organize * Mew folder S 0
~ -
‘@ OneDrive Name Date Typl
1/4/2019 636 PM Fil
[ This PC ) ’ "
) 1/5/2019 %:52 AM Wir
- 3D Objects 1/5/2019 9:52 AM Wi
B Desktop 1/4/2019.9:12 AM Wir
| Documents 1/5/2019 %54 AM HT
* Downloads 0/24/2009 3:.06 AM MP)
B Music 1/5/2018 9:56 AM Jl:Te
| Pictures 1/5/2019 9:56 AM Off
1/5/2019 9:56 AM MP
B videos .
i Local Disk ()
=¥ Network
v £ >
File name: | instructions.mp4 ? —
I Save as type: | All Files (*.%) I ~
A Hide Folders Cancel
Click Save to write the bytes to the specified file.
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20. Use File Explorer to navigate to C:\Temp and play instructions.mp4 using your media player of choice.
We like VLC, but anything should work. After watching the video, answer the following questions.

a. What just happened?

BONUS: Recall from earlier where we initially found out about the mp4 filename that there was also a
reference to a password of some sort. Can you figure out what the plaintext password is?

Next, let’s explore the filtered pcap file.
21. Start another copy of Wireshark, then load C:\Network\trafficWithFilter.pcap via File = Open.

22. Inthe display filter, enter the following filter and press Enter.

icmp

a. How many packets were found? Why?

23. In DNS speak, an A record is used to point a domain name to an IP address. In many investigations, we
want to know not only where data is going to (the domain) but what the IP address is as this provides an
investigative lead since whoever controls that IP address may be able to provide additional information
about it. In Wireshark, A records have a type of “1” (one).

In the Display filter dialog, enter the following filter and press Enter.

dns.qgry.type ==
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You should see something that icoks like this:

Info

Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard

query
query
query
query
query
query
L=
query
query
query
query
query
query

response
response
response
response
response
respanse
response
response
response
response
response
response
response

ex8dbf
@x94ad
Bxeeb3
ex8f73
exated
@xo4dc
Bxeddd
@x78e8
8x9dde
@xclid
Bxt39e
exeled
@xas15

Lo i e T S S O O R S

Wi .msn.com CNAME www-msn-com.a-8883.a-msedge.net CNAME a-
sb.scorecardresearch.com A @.8.8.8

c.msn.com A @.8.8.8

otf.msn.com A 8.8.8.8

img.s-msn.com CNAME wildcard.s-msn.com.edgekey.net CNAME e
img-s-msn-com.akamaized.net CMAME 31834.dspg2.akamai.net A
static-spartan-eus-s-msn-com.akamaized.net CNAME al9@3.g2.
images.taboola.com A @.8.8.8

assets.msn.com CNAME assets.msn.com.edgekey.net CMNAME e235
sam.msn.com CNAME www.msn.com CNAME www-msn-com.a-8883.a-m
api-s2s.taboola.com A 8.8.8.8

login.live.com CNAME login.msa.akadns6.net CNAME ws.login.
tpx.everquote.com A 54.85.17.129 A 54.218.28.164 A 34.286.

This is just scratching the surface of what is possible when it comes to network traffic analysis, but it

provides a framework for how to explore packet captures to find relevant data for your investigation as
it relates to data being exchanged between computers, including desktops, laptops, mobile, and even
loT devices.
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Exercise - Questions with Step-by-Step

1. Recallin the previous exercise we pinged several domains. The ping command uses the Internet Control
Message Protocol (ICMP) to do its work. We can find these ping requests by using a display filter in
Wireshark, specifically, the icmp expression. In the display filter box, enter the filter below and then
press Enter.

icmp

. alltraffic.pcap

File Edit View Go Capture

Adm @

|H|icrr||:|

Mo, Sourcy
7 3.888328 192.1

I 8 3.917884 162.3

Notice what happened here. All the packets were filtered for only those that match the filter.

2. With the packets now only showing icmp, select the first packet in the list and, if necessary, expand the
Internet Control Message Protocol section.

|ﬂ hﬂﬂp

Mo, Time Source Destination Protocol  Length Info
7 2819-91-85 ©5:52:36.858799 192.168.1.212 foobar.com ICMP 74{Echo (ping) request
8 2819-81-85 B5:52:36.895555 foobar.com 192.168.1.212 ICMP cho (ping) reply
9 2019-91-65 B8:52:37.899792 192.168.1.212 foobar.com ICMP Echo (ping)} request
18 2819-81-85 @3:52:37.936174 foobar.com 192.168.1.212 74 Echo (ping) reply
11 2819-81-85 @3:52:38.916248 192.165.1.212 foobar.com 74 Echo (ping) request
12 2919-81-85 88:52:38.952768 foobar.com 192.168.1.2 74 Echo (ping) reply
13 2819-81-85 @3:52:39.93@855 192.1658.1.212 foobar. ICMP 74 Echo (ping) request
14 2819-81-85 @8:52:39.967239 foobar.com .212 ICMP 74 Echo (ping) reply

Frame 7: 74 bytes on wire (592 bits), 74 byte

Ethernet II, Src: Vmware_85:c8:89 (@8:8c:

Internet Protocol Version 4, Src: 1

* Internet Controel Message Protocol

Type: 8 (Echo (ping) request)
Code: @
Checksum: @x4d32 [correct]
[Checksum Status: Good]
Identifier (BE): 1 (@x@88l)
Identifier (LE): 256 (@x@lea)

ured (592 bits)
tc@:89), Dst: Ubiquiti 43:b8:d6 (78:8a:28:43:bB:d6)
.1.212 (192.168.1.212), Dst: foobar.com (162.241.216.134)

In the packet list, we can see the Source of the ping (where the request came from), and the
Destination (the value that was pinged). The Info column shows that the first packet is a request,
which can also be seen in the details at the bottom.

a. What is the ICMP type for a ping request?

Type 8. This is shown where the arrow is pointing to in the above image.
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3. Next, select the Echo (ping) reply (it should be the next packet in the list) for the request we just looked

at. When looking for the reply (assuming there is one that is), you can find it easily by looking for the

packet where the Source and Destination are reversed, as seen below.

| hanp

Mo, Time Source Destination Protocol  Length Info

- 7 2819-81-85 ©8:52:36.358799 192.168.1.212 foobar.com ICMP 74 Eche (ping) request

- 8 2819-81-85 B©8:52:36.395555 foobar.com 192.168.1.212 ICMP 74 Echo (ping) reply
9 2019-81-685 B8:52:37.899792 192.168.1.212 foobar. com ICMP 74 Echo (ping) request
18 2019-81-85 83:52:37.936174 foobar.com 192.168.1.212 ICMP 74 Echo (ping) reply
11 2019-81-05 83:52:38.916248 192.168.1.212 foobar.com ICMP 74 Echo (ping) request
12 2919-81-85 88:52:38.952760 foobar.com 192.168.1.212 ICMP 74 Echo (ping) reply
13 2919-81-05 88:52:39.930885 192.168.1.212 foobar.com ICMP 74 Echo (ping) request

= 14 2019-81-85 88:52:39.967239 foobar.com 192.168.1.212 ICMP 74 Echo (ping) reply
15 2819-81-85 88:52:41.345465 192.168.1.212 www.dslreports.com  ICMP 74 Echo (ping) request
16 2619-81-85 @8:52:41.358225 www.dslreports.com  192.168.1.2132 ICMP 74 Echo (ping) reply
25 2819-81-85 @8:52:42.384116 192.168.1.212 www.dslreports.com  ICMP 74 Echo (ping) request
26 2019-81-85 83:52:42.396737 www.dslreports.com  192.168.1.212 ICMP 74 Echo (ping) reply
27 2019-81-05 88:52:43.399672 192.168.1.212 www.dslreports.com  ICMP 74 Echo (ping) request
28 2019-81-05 88:52:43.412790 www.dslreports.com  192.168.1.212 ICMP 74 Echo (ping) reply
29 2919-81-05 88:52:44.446664 192.168.1.212 www.dslreports.com  ICMP 74 Echo (ping) request

Frame 8: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
Ethernet ITI, Src: Firewall.zim.local (78:8a3:28:43:b8:d6), Dst: Vmware 85:c@:89 (@0:8c:29:85:c@8:89)
Internet Protococl Version 4, Src: foobar.com (162.241.216.134), Dst: 192.168.1.212 (192.168.1.212)
% Internet Control Message Protocol

Type: @ (Echo (ping) reply)

Code: @

Checksum: 8x5532 [correct]

[Checksum Status: Good]

Identifier (BE): 1 (8xBEAL)

Identifier (LE): 256 (@x8188)

Sequence number (BE): 41 (8x2829)

Sequence number (LE): 18496 (8x2988)

[Request frame: 7]

[Response time: 36.756 ms]

Data (32 bytes)

a. What is the ICMP type for a ping reply?

Type 0 as shown in the above image

b. Inframe 8, how long did it take for the host that was pinged to respond? (Hint: Look for the
Response time property)

36.756 milliseconds (this is right below the Request frame value in the above image)

Also note that, once you are looking at a reply, you can see the Request frame number of the

request. This works the other way too, in that the request packet would reference the reply frame.

This lets you verify you are working on the same “pair” of request and reply.
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4. Replace the display filter with the following and press Enter.

icmp. type ==

a. What did this filter do?

Filters out everything except ping replies.

b. How many packets match the above filter? (Hint: Look in the lower right for the Displayed counter)

16

c. Canyou find another host that was pinged in addition to the ones specifically mentioned in the
exercise 5.2A? If so, what is the hostname?

Looking at the list of packets, there is a domain we did not specifically ping; ciiagm.com.

|| |icmp. type ==
Ma, Time Source
8 3.917e84 foobar.com
18 4.9577683 foobar. com
12 5.974289 foobar.com
14 6.988768 foobar.com
16 8.379754 www.dslreports.com
26 9.418266 wwiw.dslreports.com
28 18.434319 wwiw.dslreports.com
38 11.488599 www.dslreports.com
36 13.885433 rushisaband.com
38 14.824865 rushisaband.com
42 15.854272 rushisaband.com
44 16.878138 rushisaband.com
48 22.374314 ciiagm.com
58 23.396923 ciiagm.com
52 24,412445 ciiagm.com
54 25.423878 ciiagm.com

NOTE: We initially pinged the following hosts: foobar.com, dslreports.com, and rushisaband.com
d. If the host responded to the ping, how long did it take?

Approximately 53 milliseconds. This is visible in the details pane in the middle after selecting one
of the rows containing ciiagm.com

Remember, you can drag and drop a value from the information displayed at the bottom to quickly
filter on anything you like.
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PROTIP: If you want toc add additional filter criteria, select the property

choose Apply as Filter | ...and Selected

Here is an example of this:

te add, then right click and

ol |
Bx@601)
{Bx@l@d Expand Subtrees Shift+Right
1 (@ex Collapse Subtrees Shift+Left
256 (! Expand All Ctrl+Right
E]
52 ms] Collapse All Ctrl+Left
Apply as Column Ctrl+5Shift+1
pE7EE69E —
Apply as Filter r
Prepare a Filter r
Conversation Filter L4
Colorize with Filter L4
Follow L4
Copy 3
Show Packet Bytes... Ctrl+5hift+ 0
Export Packet Bytes... Ctrl+5Shift+X
Wiki Protocol Page
Filter Field Reference
— Protocol Preferences L4
b 8a 2¢
LN T Decode As...
a .
e G Goto Linked Packet
67 B Show Linked Packet in Mew Window

Selected
Mot Selected

wand Selected

..or Selected
..and not Selected

..or not Selected

5.

alltraffic.pcap

Clear any display filters in Wireshark by clicking the X as shown below.

File Edit View Go Capture Analyze Statistics Telephony Tools  Help
Anm® RE Q3e=2=ZF & 5EQQE
[. |i::rr||:| E
Mo. Time Source Destination Protocol  Length Info
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In the display filter dialog, enter the following filter and press Enter. Notice what the Protocol column

now shows.

http

/| alktraffic.pcap

File Edit View Go Capture Analyze Statistics Teleph
4m i@ RERe=2ZF &5
| |http

Mo. Time OLIrCe Destinatio
| 1461 37.768379 e.1.212 64.91.2
g 1554 37.854358 192.168.1.212 58.63.2
i 58.63.243.238 192.168

1559 37.886979

a. How many packets were found? (Look in the status bar on the bottom)
201 packets
Spend a few minutes reviewing the kinds of information available in various HTTP requests.

For most of the HTTP packets, the Info pane starts with something like “GET” or “POST”. These are HTTP
“verbs” that describe interaction with a web server. A “GET” would be a request to get data from a web

site, whereas a “POST” would be sending data to a web site.

To find all the GET requests, change the display filter to the following and press Enter.

http.request.method == "GET"

a. How many GET requests were found? (See the Displayed counter in lower right again)

93

9. Change the display filter to find all the “POST” methods using the following filter:

http.request.method == "POST"

a. How many POST requests were found? (See the Displayed value in lower right again)

2

FOR498 - Eric Zimmerman & Kevin Ripa ©2020 Exercise 5.2B — PCAP Analysis — Wireshark 21

https://t.me/learningnets


https://technet24.ir
https://technet24.ir

b. Why would it be useful in an investigation to see where data is being POSTed to?

This serves as a good indicator of where data is being sent to, either intentionally, or due to

malicious software running on a host.

10. HTTP conversations can be very useful in a wide range of investigations. They can also be voluminous,

and reviewing potentially thousands of requests can become overwhelming. Wireshark can help in this

regard by providing a nice summary of all HTTP requests. Under the Statistics menu, click HTTP |

Requests.

M Wireshark . Requests . alltraffic.pcap

Topic/ Itermn
* HTTP Requests by HTTP Host
¥ OWWwW.msn.com

]
!

WWWLESPIN.COM
feore/lTa=truedit=false
www.dslreports.com
www.bbc.com
ffavicon.ico
wil.espn.com
SidTd_visid_ver=3.1.284d_fieldgroup=A&mcorgid=EE0201AC512D2B
Jbfssfwdgespcom,wdgespge/1/15-2.8.2/ 5464812341 74041 TACE =18
unid.go.com
Se3/hitHime=1546610539990
tredir.go.com
Jcapmon/GetDE/set=|j&param=geo&raw=true
Jcapmon,/GetDE/?set= & param=country
tredir.espn.com
Jcapmon/GetDE?set=|&param=country&param=countryisocodely
status.thawte.com
/MFEwWTzBMNMEswSTAIBgUrDgMCGgUABBSFvn(94 0 %62 B WG Tw W
5.552.U5

Jrerl

At the bottom of the report is a Display filter that allows for entering filters just like you did in the

main Wireshark dialog. For example, entering http.host == "www.dslreports.com" limits
the results to only requests where the provided host was found.

There is also a handy button for saving out the report to a text file.
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11. Inthe Requests dialog, use the Display filter below and answer the following question:

http.host == www.dslreports.com

a. Whatis the URL related to a comment that was requested from www.dslreports.com?

/comment/1519/95873

This is shown in the HTTP requests report under the www.dslreports.com group.

12. Close the Requests dialog to get back to the main Wireshark interface.

13. You have information that someone accessed a password protected resource and you need to find more
information. You suspect that someone accessed a web page that indicates the password, but you do not
know the host of the web page that was accessed. Wireshark allows you to look for strings inside
packets, so let’s see if we can find the host.

Change the Display filter to the following:

http

14. In Wireshark, press CTRL-F to bring up the search dialog. Change the rightmost drop down to String, then
change the leftmost drop down to Packet details, in that order. In the textbox, enter password and
press the Find button to start the search.

. alltraffic.pcap

Filvn View Go Capture Analyze Statistics Telephony Wireless Tools Help

AR © RE Re==ToEEaaan
13 B o

http
Packet details Narrow & Wide v | [] case sensitive

No. Time Source Destination

Length Info

47996 2019-81-05 14:54:28.149847  e3891.f.akamaiedge... 192.163 HTTP 468 HTTP/1.8 408 Request Time-out (text/ht
2019-01-05 14:54:36.610745 192.168.1.212 .com HTTP 216 GET /lab_5.2/ HTTP/1.1
1 2019-01-05 14:54:36.697955  for498.com 192.168.1.212 HTTP 750 HTTP/1.1 200 OK (text/html)
2019-01-85 14:54:41.991309 192.168.1.212 for498.com HTTP 208 GET /lab_5.2/instructions.mp4 HTTP/1.1
62970 2019-01-85 14:55:32.874123  for498.com 192.168.1.212 MP4 1370
£2Q76 201001 08 1A.C£.99 CSICEQD 192 162 1 219 ciiaom oum HTTD 214 GET /LM on= HTTD/1 1
FOR498 - Eric Zimmerman & Kevin Ripa ©2020 Exercise 5.2B — PCAP Analysis — Wireshark 23

https://t.me/learningnets


https://technet24.ir
https://technet24.ir

a. What is the frame number where the string was found? (Hint: Lock at the value in the No. column

on the far left. The same number is also shown in the details view below the packet list)

48195

[http
Packet details = Marrow & Wide «  [] Case sen|

Ma. Time Source
24166 2819-81-85 88:54:14.648931 tokenredirect.sen
24441 20619-81-85 @8:54:15.827838 192.168.1.212
24543 2819-81-85 B88:54:15.0844773 215563. . akamaied
24759 2019-81-65 88:54:16. 823 192.168.1.212
24766 2019-981-85 6562 tokenredirect.sen
47973 20619-81-85 435896 192.168.1.212
47983 .583389 ciiagm.com
47996 .149847 =3891.T.akamaiedg
43193 .618745 192.168.1.212
48195 2819-91-85 88:54:36.697955 Tord98. com
48284 20619-81-85 #8:54:41.991389 192.1658.1.212

b. What is the Source where the data came from (record both the hostname and the IP address)?

(Hint: you can get the IP address in the Internet Protocol Version 4 section under packet details).

The hosthame is for498.com and the IP address is 70.32.97.206

v Internet Protocol Version 4, Src: for498.com (7@.32.97.286), Dst:
@lee .... = Version: 4
. 8181 = Header Length: 28 bytes (5)

Differentiated Services Field: @x@@ (DSCP: CS8@, ECHN: Not-ECT)
Total Length: 736
Identification: @xfScc (62924)
Flags: @x4@888, Don't fragment
Time to live: 53
Protocol: TCP (6)
Header checksum: 8xe2e@® [validation disabled]
[Header checksum status: Unwverified]

| Source: for498.com (70.32.97.206) |
Destination: 192.168.1.212 (192.168.1.212)

BONUS: What web server software is running on this host?

Under the Hypertext Transfer Protocol section, the server is shown as Apache.

* Hypertext Transfer Protocol
* HTTP/1.1 288 OK\r\n
[Expert Info (Chat/Sequence): HTTP/1.1 288 OK\r\n]
Response Version: HTTP/L.1
Status Code: 288
[Status Code Description: OK]
Response Phrase: 0K
Date: Sat, @5 Jan 20810 14:54:33 GMThwrin
Server: Apache\rin
[ast-Moditied: Thu, @35 Jan 2819 21:32:47 GMT\r\n
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15. In the packet details for frame number 48195, expand the Line-based text data section.
a. What is shown under this section?

The HTML code that was sent to the browser when this request was made

b. Are there any file names that may be of interest? What is the file name?

There is a file named instructions.mp4 mentioned in the HTML code

16. Now that you know the host and IP address, let’s find all the packets that involve that host. In the Display
filter dialog, enter the following filter and press Enter.

ip.src == 70.32.97.206 and http

a. How many packets were found? Write their frame numbers below

2 packets, frame numbers are 48195 and 62970

17. The first frame, 48195, is the same as we identified above, but the second frame, 62970 looks interesting
too. Select frame 62970 in the packet list.

a. Inthe packet list, what is the Protocol of this frame?

MP4

18. With frame 62970 selected, look in the packet details. Notice there is a section that matches the protocol
used, MP4. Notice also that there is a Hypertext Transfer Protocol section. Expand the Hypertext
Transfer Protocol section and answer the following:

a. How bigis the MP4 file? (Hint: Look for the Content-Length property)

17950263 bytes

b. When was the MP4 last modified? (Hint: Check the Hypertext Transfer Protocol section)

Wed, 19 Dec 2018 19:16:27 GMT
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19. Wireshark allows for saving out streams of data to a file. To save the MP4 that was downloaded, right
click on the MP4 section, then choose Export Packet Bytes...

MP4
Expand Subtrees

Collapse Subtrees
Expand All
Collapse All

Apply as Column

Apply as Filter
Prepare a Filter
Conversation Filter
Colorize with Filter

Follow

Copy

Show Packet Bytes...

Shift+Right
Shift+Left
Ctrl+Right
Crl+ Left

Ctrl+5Shift+I

3

Ctrl+5Shift+O

I Export Packet Bytes...

Ctrl+Shift+X |

This brings up a dialog allowing you to specify the directory and file name to save the data to. Select
the C:\Temp folder and name the file after the interesting file name you found earlier

(instructions.mp4). Be sure to change the drop down for Save as type to All Files.

M \Wireshark . Export Selected Packet Bytes *
Uk « Local Disk (C) » Temp » v O Search Temp
Organize - MNew folder ESpiw 0
- -
¢ OneDrive Name Date Typl
1/4/201% 6:36 PM File]
& This PC
. 1/5/2019 %:52 AM Wir
# 3D Objects 1/5/2019 9:52 AM Wi
B Desktop 1/4/2018 9:12 AM Wir
|ZZ] Documents 1/5/2019 9:54 AM HT
‘ Downloads 0/24,/2009 3:06 AM MP
D Music 1/5/2018 :56 AM Pg
| Pictures 1/5/2019 %:56 AM Off
1/5/20159 %:56 AM MP
m Videos
‘i Local Disk (C:)
oF Metwork
v £ >
File name: | instructions.mp4 ? -
I Save as type: | All Files (%.7) I w
# Hide Folders Cancel
Click Save to write the bytes to the specified file.
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20. Use File Explorer to navigate to C:\Temp and play instructions.mp4 using your media player of choice.
We like VLC, but anything should work. After watching the video, answer the following questions.

a. What just happened?

| was Rickrolled

BONUS: Recall from earlier where we initially found out about the mp4 filename that there was also a
reference to a password of some sort. Can you figure out what the plaintext password is?

There is an indication of the password in the HTML. The value shown is:

110 101 118 101 114 103 111 110 110 97 103 105 118 101 121 111 117 117 112

Treating each number as an ASCII value, we can convert each to its character equivalent, which
shows the password is:

nevergonnagiveyouup

You can use a website like https://www.branah.com/ascii-converter to do this conversion online.

Next, let’s explore the filtered pcap file.
21. Start another copy of Wireshark, then load C:\Network\trafficWithFilter.pcap via File > Open.

22. Inthe display filter, enter the following filter and press Enter.

icmp

a. How many packets were found? Why?

Out of 184 total packets that were recorded, zero are displayed. This is due to the filter condition
we set that only captured traffic on port 53.

23. In DNS speak, an A record is used to point a domain name to an IP address. In many investigations, we
want to know not only where data is going to (the domain) but what the IP address is as this provides an
investigative lead since whoever controls that IP address may be able to provide additional information
about it. In Wireshark, A records have a type of “1” (one).

In the Display filter dialog, enter the following filter and press Enter.

dns.flags.response == 1 and dns.qgry. type ==
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You should see something that icoks like this:

Info

Standard query response
Standard query response
Standard query response
Standard query response
Standard query response
Standard query response
Standard query response
Standard query response
Standard query response
Standard query response
Standard query response
Standard query response
Standard query response

ex8dbf
@x94ad
Bxeeb3
ex8f73
exated
@xo4dc
Bxeddd
@x78e8
8x9dde
@xclid
Bxt39e
exeled
@xas15

Lo i e T S S O O R S

Wi .msn.com CNAME www-msn-com.a-8883.a-msedge.net CNAME a-
sb.scorecardresearch.com A @.8.8.8

c.msn.com A @.8.8.8

otf.msn.com A 8.8.8.8

img.s-msn.com CNAME wildcard.s-msn.com.edgekey.net CNAME e
img-s-msn-com.akamaized.net CMAME 31834.dspg2.akamai.net A
static-spartan-eus-s-msn-com.akamaized.net CNAME al9@3.g2.
images.taboola.com A @.8.8.8

assets.msn.com CNAME assets.msn.com.edgekey.net CMNAME e235
sam.msn.com CNAME www.msn.com CNAME www-msn-com.a-8883.a-m
api-s2s.taboola.com A 8.8.8.8

login.live.com CNAME login.msa.akadns6.net CNAME ws.login.
tpx.everquote.com A 54.85.17.129 A 54.218.28.164 A 34.286.

This is just scratching the surface of what is possible when it comes to network traffic analysis, but it

provides a framework for how to explore packet captures to find relevant data for your investigation as
it relates to data being exchanged between computers, including desktops, laptops, mobile, and even

loT devices.

Exercise—Key Takeaways

e Wireshark provides detailed and full insight into network packets and allows for robust filtering to find

items of interest.

e Leveraging one or more tools to automate network analysis can significantly speed up getting to

answers.
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sis — Network Miner

= N ) ) (L1
Exercise 5.2C—PCAP Analy

Background

Network traffic is a rich source of forensic information that allows for discovering things such as computers
that are engaged in conversations, files being transferred, host name lookups, and more. It is important for
forensic practitioners to know how to interpret network traffic in order to be able to extract this kind of detail.

Objectives

Use NetworkMiner to get an overview of conversations, files transferred, and more.

Exercise Preparation

1. Boot your FOR498 Windows VM

2. Login to the FOR498 Windows VM using the following credentials:
a. Username: SANSDFIR
b. Password: forensics

In the previous lab, we saw that Wireshark is a powerful tool with many options to drill into network
traffic. In many cases, however, it will not be the first tool you might use in an investigation, due to the
amount of work it takes to get to the answers you are looking for.

If this is the case, why did we start with Wireshark vs. some other tool? Remember that it is important
to understand where the data lives and how the data is organized vs. only how to get answers by
running software. This is a key difference between being able to only use tools vs. understanding the
data itself, regardless of the tool that interprets it. By learning how things work and parsing things in a
more manual fashion with Wireshark, you will have a better understanding of what is going on in more
automated tools. You will also be in a much better position to know what to do (and have the skills to
be able to do so) should automated tools fail.

With this in mind, let’s look at how NetworkMiner works and see how it can be used to answer
important questions in an investigation.
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3. Start NetworkMiner from the shortcut in the Network Tools fence on the Desktep and load the
C:\Network\alltraffic.pcap file from the File = Open menu.

Nmap - Zenmap

GUI

Wireshark

4. NetworkMiner will then parse the pcap file and start to populate the various sections in the interface
with data. While it is running, the interface will appear to be stuck, so be patient, especially for larger
pcap files.

Exercise — Questions

1. When processing is complete, click on the Hosts tab. Now select Hostname from the dropdown menu in
the Sort Hosts On: field.

ﬁNetwu:urkMiner
File Tools Help
— Select a network adapter in the list —

Hosts (124) Files (485) Images (28) Messages

Sort Hosts Onc| | Hostname

[ @.. 1372169711

2. Expand the entry for IP address 192.168.1.51.

a. Who manufactured the network interface card (NIC) in this computer?

3. Expand the entry for IP address 192.168.1.212, then expand the Host Details section.

a. What is the value for Web Browser User-Agent 3?

b. List some of the DNS names this computer performed a lookup on (3-4 or so is fine):
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c. What NetBiOS name was queried for IP address 192.168.1.212°

4. Expand the Outgoing sessions section for IP address 192.168.1.212.

Locate the entry for the host cilagm.com (its IP address starts with 67) and expand the details for this
host by double-clicking the host or using the + sign to the left.

a. What operating system is running on ciiagm.com?

b. How many TCP sessions were opened to ciiagm.com?

c. What is the IP address of cilagm.com?

d. When did the session with the largest amount of data sent start and end to ciiagm.com?

5. Collapse the details for IP address 192.168.1.212 by clicking the minus sign to the left of it.

=] Host Details
- Queried IP Addresses : 152.168.1.212
o8
A IP: 192.168.1.212
----- ! MAC: DDOCZ585C085
----- ! MIC Vendor: VMware, Inc.
----- Hostname:
---:ﬂ'-‘ 05: Windows
TTL: 128 (distance: 0)

----- O Sent: packets (982,108 Bytes), 0.00% cleartest (0 of 0 Bytes)

----- €3 Received: 52101 packets (73,498,804 Bytes), 0.00% cleartext (0 of 0 Bytes)
----- Incoming sessions:

- 4% Outgoing sessions: 283

-2 Host Details

6. Locate the IP address for cilagm.com in the list (67.222.18.45) and expand its details.

a. What web server is running on the host?
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7. Click on the Files tab and take a minute to scroll through the list of transferred files that were found.

a. How many total files did NetworkMiner find?

8. The data on the Files tab can be voluminous, but luckily, every column in the list is sortable. Click on the
Size column header to sort the data by size, from smallest to largest.

Hosts (124) Fles (489} Images (28) Messages Credentials (28) Sessions (284) DNS (725
Filter keywaord: |
Frame nr.  Filename Extension Size
15087 | php S07FCCFE[1] html 0B
12851 | C7RBCET0[1] txt 11B
21553 new 1B
24759 w html 23724C85[1] s ja 1B
12318 s29932810679452 9591062A[1] off aif 43B
17045 27310074631 TATIEMT i aif 410

9. Since the largest files are at the bottom, scroll to the bottom.

a. What is the name of the largest file?

b. How big was it?

10. Using the horizontal scroll bar at the bottom, scroll to the right to see additional details, like the Details
column, which contains the full URI used to retrieve the file.

a. What is the Timestamp for when instructions.mp4 was transferred?

11. Right-click on instructions.mp4 to display a context menu.

a. What are the first 5 characters of the SHA-1 hash of instructions.mp4?

b. Right-click instructions.mp4 and choose Open file. What just happened?
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12. With the Files data still sorted by Size, answer the following questions.

a. What is the name of the second largest file?

b. What host was it downloaded from?

13. Right-click on WM.mp3 and select Open file.

a. What time does work start?

b. Why doesn’t the singer have time for living?

14. Right-click on WM.mp3 and select Open folder from the context menu. This folder contains all the files
downloaded from the host.

a. How many files in total were downloaded?

b. What other files besides WM.mp3 were downloaded?

In the File Explorer instance that starts when you selected Open folder, navigate up two directory
levels. Notice how there is a directory for each IP address where files were transferred. This can be a
useful way to find quick wins.

NOTE: If the PCAP file contained anything malicious, any security software running on the computer
would possibly find it as NetworkMiner extracts and saves the malware to disk. Pay attention to your
security software for any alerts.
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15. Open image.jpg by double-clicking on the file in File Explorer.

a. Who is driving the golf cart?

b. Do you recognize anyone else from the photo?

c. Locate this same photo on the Images tab. How many bytes is the file?

16. Right-click Gazette.docx and open the file by clicking Open with EZViewer. After reading Gazette.docx,
you want to know when this file was downloaded. Look for this document in the list of files.

a. What is the Timestamp for when Gazette.docx was transferred?

BONUS: Who was the last person to save Gazette.docx?

17. Click on the DNS tab.

a. What were the first three unique hosts that were resolved?

18. Spend a few minutes browsing around the other tabs in the NetworkMiner interface. The Credentials tab
can be very useful depending on the traffic in the PCAP.

NetworkMiner does a lot of heavy lifting for us to get answers quickly, including files transferred and DNS
lookups. It also extracts out files and organizes them by IP address that they originated from. This is very
useful, because often when you find one file of interest, other files from the same location will also be of
interest.
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Exercise — Questions with Step-by-Step

1. When processing is complete, click on the Hosts tab. Now select Hostname from the dropdown menu in
the Sort Hosts On: field.

ﬂ MetwarkMiner
File Tools Help
— Select a network adapter in the list —

Hosts (124) Files (489) Images (28) Messages

Sort Hosts On:| | Hostname

[ E..

2. Expand the entry for IP address 192.168.1.51.
a. Who manufactured the network interface card (NIC) in this computer?

ASUSTek COMPUTER INC.

3. Expand the entry for IP address 192.168.1.212, then expand the Host Details section.
a. What is the value for Web Browser User-Agent 3?

Mozilla/5.0 (Windows NT; Windows NT 10.0; en-US) WindowsPowerShell/5.1.17134.407

b. List some of the DNS names this computer performed a lookup on (3-4 or so is fine):

Foobar.com, rushisaband.com, ciiagm.com, www.msn.com, and so on.

c. What NetBIOS name was queried for IP address 192.168.1.2127

DESKTOP-CFPG3U4<1C>

4. Expand the Outgoing sessions section for IP address 192.168.1.212.

Locate the entry for the host cilagm.com (its IP address starts with 67) and expand the details for this
host by double-clicking the host or using the + sign to the left.

a. What operating system is running on ciiagm.com?
Linux
b. How many TCP sessions were opened to ciiagm.com?

5 sessions
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c. What is the IP address of ciiagm.com?

67.222.18.45

d. When did the session with the largest amount of data sent start and end to ciiagm.com?

The third session sent 928350 bytes. It started at 2019-01-05 14:56:22 and ended at 14:56:31 UTC

5. Collapse the details for IP address 192.168.1.212 by clicking the minus sign to the left of it.

=2 Host Details

- CGueried IP Addresses : 152.168.1.212

192.168.1.212 (Windows)

----- IP:1592.168.1.212

----- ? MALC: DDDC2585C085

----- ? MIC Vendor: YMware, Inc.
----- Hostname:

- 05: Windows

TTL: 128 (distance: 0)

mr Sent: packets (982,108 Bytes), 0.00% cleartext (0 of 0 Bytes)

----- €3 Received: 52101 packets (73,498,804 Bytes), 0.00% cleartext (0 of 0 Bytes)
----- Incoming sessions: 0
- % Outgoing sessions: 283

e

-] Host Details

6. Locate the IP address for cilagm.com in the list (67.222.18.45) and expand its details.

a. What web serveris

running on the host?

Under the Host Details, it shows Apache is running

7. Click on the Files tab and take a minute to scroll through the list of transferred files that were found.

a. How manyt

489 files

otal files did NetworkMiner find?

8. The data on the Files tab can be voluminous, but luckily, every column in the list is sortable. Click on the
Size column header to sort the data by size, from smallest to largest.

Huosts (1

Filter keyword: |

24) Files (483) |mages (28) Messages Credentials (28) Sessions (284) DNS (729

Frame nr.  Filename Extension Size
15087 | php. S07FCCFE[1] Html 0B
12851 |.C75BCB10[1] 1=t 1B
215953 11E
24755 x html 23724C85[1]js [ JE
12818 s29932810579492 9551062A[1] gif aif 431 B
1704E 2 F1G0TAETI TATIEI ~if aif A1 D0
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9. Since the largest files are at the bottom, scroll tc the bottom.
a. What is the name of the largest file?

Instructions.mp4

b. How big was it?

17950263 bytes

10. Using the horizontal scroll bar at the bottom, scroll to the right to see additional details, like the Details
column, which contains the full URI used to retrieve the file.

a. What is the Timestamp for when instructions.mp4 was transferred?

2019-01-05 14:54:41 UTC

11. Right-click on instructions.mp4 to display a context menu.
a. What are the first 5 characters of the SHA-1 hash of instructions.mp4?

Using the context menu option to generate the hash, the SHA-1 starts with 2c08a

b. Right-click instructions.mp4 and choose Open file. What just happened?

Rickrolled...again.

12. With the Files data still sorted by Size, answer the following questions.
a. What is the name of the second largest file?

WM.mp3.mpeg

b. What host was it downloaded from?
ciiagm.com
13. Right-click on WM.mp3 and select Open.
a. What time does work start?

Work starts at 9

b. Why doesn’t the singer have time for living?

He's got no time for livin' because he's workin' all the time
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14. Right-click on WM.mp3 and select Open folder from the context menu. This folder contains all the files
downloaded from the host.

a. How many files in total were downloaded?

4 files
b. What other files besides WM.mp3 were downloaded?

Gazette.docx

Image.jpg

Index.html
In the File Explorer instance that starts when you selected Open folder, navigate up two directory
levels. Notice how there is a directory for each IP address where files were transferred. This can be a
useful way to find quick wins.
NOTE: If the PCAP file contained anything malicious, any security software running on the computer
would possibly find it as NetworkMiner extracts and saves the malware to disk. Pay attention to your
security software for any alerts.

15. Openimage.jpg by double-clicking on the file in File Explorer.

a. Who is driving the golf cart?

Geddy Lee

b. Do you recognize anyone else from the photo?

None other than course co-author, Kevin Ripa!

c. Locate this same photo on the Images tab. How many bytes is the file?

254,997 Bytes

16. Right-click Gazette.docx and open the file by clicking Open with EZViewer. After reading Gazette.docx,
you want to know when this file was downloaded. Look for this document in the list of files.

a. What is the Timestamp for when Gazette.docx was transferred?

2019-01-05 14:56:37 UTC
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BONUS: Who was the last person to save Gazette.docx?

Looking at the metadata for the document in Word, we can see it is Kevin Ripa

Related People
Manager Specify the manager

Authar Add an author

Last Modified By @K in Ri
EVIn hipa

Related Documents

D Open File Location

Show Fewer Properties

ExifTool could also be used to find this. To see this, open a new PowerShell window and type the
following command:

exiftool.exe -f
"C:\Tools\NetworkMiner\AssembledFiles\67.222.18.45\TCP-
80\Gazette.docx”

17. Click on the DNS tab.
a. What were the first three unique hosts that were resolved?

Foobar.com
Rushisaband.com

Ciiagm.com

18. Spend a few minutes browsing around the other tabs in the NetworkMiner interface. The Credentials tab
can be very useful depending on the traffic in the PCAP.

NetworkMiner does a lot of heavy lifting for us to get answers quickly, including files transferred and DNS
lookups. It also extracts out files and organizes them by IP address where they originated from. This is very
useful, because often when you find one file of interest, other files from the same location will also be of
interest.

|Exercise—Key Takeaways

e NetworkMiner provides an easy way to inspect the contents of a PCAP file.

e Being able to see and interact with files transferred over the network can provide additional context
and leads in an investigation.
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Optional - Out of Class

Exercise 5.2D—PCAP Analysis — CLI Tools

Background

Network traffic is a rich source of forensic information that allows for the discovering of things such as
computers that are engaged in conversations, files being transferred, host name lookups, and more. It is
important for forensic practitioners to know how to interpret network traffic in order to be able to extract this
kind of detail.

Objectives

e Use tshark to inspect pcap data

e Use passivedns to extract out all DNS related information

Exercise Preparation

1. Boot your FOR498 Windows VM
2. Login to the FOR498 Windows VM using the following credentials
a. Username: SANSDFIR

b. Password: forensics

3. Open a PowerShell window and navigate to C:\Program Files\Wireshark

Exercise — Questions

NOTE: A great reference for all the possible fields is available at http://for498.com/ovepr

Wireshark is an excellent way to explore pcap data and get familiar with how filtering works, but in some
cases, you may want to slice and dice packets in a more efficient manner. Enter tshark!

The good news is that once you develop some useful display filters using Wireshark, you can transfer that
directly to tshark. Additionally, tshark allows us to extract out only certain bits of information from
packets. Let’s see how we can do this.
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1. Go to the PowerShell window ycu previously opened during the preparation of this exercise.

cd 'C:\Program Files\Wireshark'

2. In PowerShell, enter the following command, then press Enter.

.\tshark.exe -r C:\Network\trafficWithFilter.pcap -Y
"dns.flags.response == 1" -T fields -e frame.time -e dns.gry.name

-e dns.a

So, what is going on here?

Value Meaning

-Y “dns.flags.response == 1" Only include DNS responses (vs requests)

-T fields Output format. £ields allows us to only
include certain properties, designated by —e

-e frame.time The time of the request

-e dns.qgry.name The domain that was looked up

-e dns.a The answer(s)

3. Repeat the above command, but redirect the output to a text file.

.\tshark.exe -r C:\Network\trafficWithFilter.pcap -Y
"dns.flags.response == 1" -T fields -e frame.time -e dns.gry.name
-e dns.a > C:\Temp\dnsLookups. txt

4. Open C:\Temp\dnsLookups.txt in a text editor and review the data.

5. In PowerShell, enter the following command and press Enter.

.\tshark.exe -r C:\Network\trafficWithFilter.pcap -Y "http"

a. How many lines of data were displayed? Why?
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6. Because we limited the packets that were recorded in trafficWithFilter.pcap to only traffic related to port
53, we do not see any HTTP related traffic as nothing from that display filter was found in the capture.

Let’s see what we can find in our other packet capture, by repeating the command against alltraffic.pcap.

In PowerShell, enter the following command and press Enter.

.\tshark.exe -r C:\Network\alltraffic.pcap -Y "http"

a. Did tshark display HTTP related data this time?

7. Let’s get a bit more specific and look for something from a particular HTTP server. Run the following
command:

.\tshark.exe -r C:\Network\alltraffic.pcap -Y "http.host ==
for498.com"

a. How many packets were found?

b. What files were requested from for498.com?

c. Was this easier or harder to find as compared to using Wireshark?

8. In PowerShell, enter the following command and press Enter.

.\tshark.exe -r C:\Network\alltraffic.pcap -Y "http.host ==
for498.com" -T fields -e frame.time -e ip.src -e
http.request.full uri

a. Summarize what this command returned and how it could be useful in an investigation.
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9. In PowerShell, enter the following command and press Enter.

.\tshark.exe -r C:\Network\alltraffic.pcap -Y "arp"

a. What did this command find and how it could be useful in an investigation?

For this filter, notice how we did not specify —T fields (and the —e parameters that follow). Without
those options, tshark can still display information about the packets in a meaningful way, but if you
really need to dissect those packets, leverage -T and -e!

OPTIONAL, OUT OF CLASS HOMEWORK: Repeat some of the filters we used in Wireshark but use tshark with
and without =T and -e options.

NOTE: The next tool we will look at runs in Linux, so we will be starting a bash shell using the Windows
Subsystem for Linux.

We saw how useful DNS history can be for several investigative purposes, but opening Wireshark, loading a
pcap, opening a report and saving it takes time. Let’s look at a command line tool that specializes in finding

and extracting out DNS related information from pcap files. This tool is called passivedns.

10. Open a bash shell using the Desktop shortcut.

0

bash shell

>

Powershell
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11. Run the following command to process alitraffic.pcap, generate report files, and display a summary of
what was done.

NOTE: switch related to dnslog.txt is a lower case ‘ell’

passivedns -r /mnt/c/Network/alltraffic.pcap -1
/mnt/c/Temp/dnslog.txt -L /mnt/c/Temp/nxdomain.txt

Also note that the path is case-sensitive, so you may need to adjust ‘Temp’ to ‘temp’ depending on
what exists on your computer or when saving the output to a different file. To make this easier, we
recommend using tab completion to verify/build paths vs. typing the entire command.

a. How many DNS packets were received via IPv4/UDP?

b. How many DNS records were allocated?

12. To make sure the DNS entries are in order, sort the file with the following command:

cat /mnt/c/Temp/dnslog.txt | sort > /mnt/c/Temp/dnslogSorted. txt

13. Open C:\temp\dnslogSorted.txt in a text editor of your choice. In your bash shell, type the following
command:

date -u -d @<timestamp>

where <timestamp> is the first field in dnslog.txt. For example, if the left-most value for a record is
“1216691862.993958”, the command would be:

date -u -d @1216691862.993958

which results in a date/time of Tue Jul 22 01:57:42 UTC 2008

a. Looking at dnslogSorted.txt, when was the first DNS query made?
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b. Looking at dnslogScrted.txt, when was the last DNS query made?

14. Search dnslogSorted.txt for rushisaband.com.

a. How many times was this host found in the log file?

b. When was it first resolved?

c. When was it last resolved?

d. There are two entries for rushisaband.com. What is different (besides the timestamp) for each
entry? Recall that the columns are:

Timestamp| | ClientIP| |ServerlP| |Class| |Query| | Type| | Answer| |TTL| | Count

15. Search dnslogSorted.txt for ciiagm.com.

a. How many times was this host found in the log file?

b. When was it first resolved?
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16. How many unique Client iP addresses are there in dnslogSorted.txt?

a. List the unique Client IPs found:

Hint: While dnslog.txt is somewhat manageable to figure this out by hand, using a command like the
following can make this very easy to accomplish:

cut -d '|' -f 3 /mnt/c/Temp/dnslogSorted.txt | sort | unigq

-d ‘|’ defines the delimiter to use (cut only accepts single character separators).
-f£ 3 determines which column, based on the delimiter, to extract. In our case, the Client IP

We then pipe the output of cut to the sort command which alphabetizes the Client IPs found. Finally,
the uniq command gets rid of duplicates.
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Exercise — Questions with Step-by-Step

NOTE: A great reference for all the possible fields is available at http://for498.com/ovepr

Wireshark is an excellent way to explore pcap data and get familiar with how filtering works, but in some
cases, you may want to slice and dice packets in a more efficient manner. Enter tshark!

The good news is that once you develop some useful display filters using Wireshark, you can transfer that
directly to tshark. Additionally, tshark allows us to extract out only certain bits of information from

packets. Let’s see how we can do this.

1. Go to the PowerShell window you previously opened during the preparation of this exercise.

cd C:\Program Files\Wireshark

2. In PowerShell, enter the following command, then press Enter.

.\tshark.exe -r C:\Network\trafficWithFilter.pcap -Y
"dns.flags.response == 1" -T fields -e frame.time -e dns.qgry.name
-e dns.a

So, what is going on here?

Value Meaning

-Y “dns.flags.response == 1” Only include DNS responses (vs requests)

-T fields Output format. £ields allows us to only
include certain properties, designated by —e

-e frame.time The time of the request

-e dns.qgry.name The domain that was looked up

-e dns.a The answer(s)

3. Repeat the above command, but redirect the output to a text file.

.\tshark.exe -r C:\Network\trafficWithFilter.pcap -Y
"dns.flags.response == 1" -T fields -e frame.time -e dns.qgry.name
-e dns.a > C:\Temp\dnsLookups. txt

4. Open C:\Temp\dnsLookups.txt in a text editor and review the data.
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5. In PowerShell, enter the following command, then press Enter.

.\tshark.exe -r C:\Network\trafficWithFilter.pcap -Y "http"

a. How many lines of data were displayed? Why?

Nothing was returned because of the filter we used to collect the traffic. Since we only captured
traffic related to port 53, no http traffic was recorded.

6. Because we limited the packets that were recorded in trafficWithFilter.pcap to only traffic related to port
53, we do not see any HTTP related traffic as nothing from that display filter was found in the capture.

Let’s see what we can find in our other packet capture, by repeating the command against alltraffic.pcap.

In PowerShell, enter the following command, then press Enter.

.\tshark.exe -r C:\Network\alltraffic.pcap -Y "http"

a. Did tshark display HTTP related data this time?

Yes, and quite a bit of it. Depending on your case, you can redirect the output to a file or use a
more restrictive filter (which we will do below) to reduce the amount of data returned.

7. Let’s get a bit more specific and look for something from a particular HTTP server. Run the following
command:

.\tshark.exe -r C:\Network\alltraffic.pcap -Y "http.host ==
for498.com"

a. How many packets were found?
2 packets
b. What files were requested from for498.com?

The root folder was requested (index.htm or index.html) along with a file named
instructions.mp4.
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c. Was this easier or harder to find as compared to using Wireshark?

Once you know what filter you want to use, using the command line becomes slightly easier to
find certain data, but if you want to explore the details of things (the contents of packets, HTTP
payloads, etc.) then it is often easier to use Wireshark. Also keep in mind that the size of pcap
files becomes an important factor when choosing your analysis tool. Command line tools such as
tshark are typically much more efficient and effective for analyzing very large pcap files.

8. In PowerShell, enter the following command and press Enter.

.\tshark.exe -r C:\Network\alltraffic.pcap -Y "http.host ==
for498.com" -T fields -e frame.time -e ip.src -e
http.request.full uri

a. Summarize what this command returned and how it could be useful in an investigation.

This command returns the time of the request, the IP address that made the request, and the
URL that was accessed.

This can be very useful because it serves as a summary of the information that can then be used
to pivot into other logs or information sources, such as the hosts that made the request, or
firewall logs showing which other hosts in an environment requested files from the same remote
server.

BONUS: Try the “tshark -G fields” command to see a list of all available fields!

9. In PowerShell, enter the following command and press Enter.

.\tshark.exe -r C:\Network\alltraffic.pcap -Y "arp"

a. What did this command find and how it could be useful in an investigation?

This command found all the ARP requests in the packet capture, along with the vendor of the
network interface. The ARP data includes both the MAC address and the IP address of the
computer. The IP address can be used to locate a host, while the vendor information can provide
a clue as to the type of device to look for. In many cases, it will be difficult to account for all hosts
in an environment, but if you notice requests being made where a vendor is VMWare or
Synology, then it becomes easier to know you have to account for virtualization and a Network
Attached Storage (NAS) server.

For this filter, notice how we did not specify —T fields (and the —e parameters that follow). Without
those options tshark can still display information about the packets in a meaningful way, but if you
really need to dissect those packets, leverage -T and -e!
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NOTE: The next tool we will lock at runs in Linux, so we will be starting a bash shell using the Windows
Subsystem for Linux.

We saw how useful DNS history can be for several investigative purposes, but opening Wireshark, loading a
pcap, opening a report and saving it takes time. Let’s look at a command line tool that specializes in finding

and extracting out DNS related information from pcap files, passivedns.

10. Open a bash shell using the Desktop shortcut.

ke

bash shell

>

Powershell

11. Run the following command to process alltraffic.pcap, generate report files, and display a summary of
what was done.

NOTE: switch related to dnslog.txt is a lower case ‘ell’

passivedns -r /mnt/c/Network/alltraffic.pcap -1
/mnt/c/Temp/dnslog.txt -L /mnt/c/Temp/nxdomain.txt

Also note that the path is case-sensitive, so you may need to adjust ‘Temp’ to ‘temp’ depending on
what exists on your computer or when saving the output to a different file. To make this easier, we
recommend using tab completion to verify/build paths vs. typing the entire command.
a. How many DNS packets were received via IPv4/UDP?

392
b. How many DNS records were allocated?

287

12. To make sure the DNS entries are in order, sort the file with the following command:

cat /mnt/c/Temp/dnslog.txt | sort > /mnt/c/Temp/dnslogSorted. txt
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13. Open C:\temp\dnsiogSorted.txt in a text editor of your choice. In your bash shell, using the following
command:

date -u -d @<timestamp>

where <timestamp> is the first field in dnslogSorted.txt. For example, if the left-most value for a
record is “1216691862.993958"”, the command would be:

date -u -d @1216691862.993958

which results in a date/time of Tue Jul 22 01:57:42 UTC 2008
a. Looking at dnslogSorted.txt, when was the first DNS query made?

2019-01-05 14:52:36 UTC

b. Looking at dnslogSorted.txt, when was the last DNS query made?

2019-01-05 14:54:36 UTC

14. Search dnslogSorted.txt for rushisaband.com.
a. How many times was this host found in the log file?
Two times

Using this command displays the two records, as does a manual search in a text editor.

grep "rushisaband.com" /mnt/c/Temp/dnslogSorted.txt

b. When was it first resolved?

2019-01-05 14:52:45 UTC

c. When was it last resolved?

2019-01-05 14:52:45 UTC

Note that although the timestamp for b and c are the same, the sub-second precision is different for
both queries:

1546699965.938023
1546699965.957136
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d. There are two entries for rushisaband.com. What is different (besides the timestamp) for each entry?
Recall that the columns are:

Timestamp| |ClientIP| |ServerlP| |Class| |Query| | Type| |Answer||TTL| | Count

Two different DNS servers did a lookup, 192.168.1.51 and 192.168.1.50

15. Search dnslogSorted.txt for ciilagm.com.
a. How many times was this host found in the log file?
Just once
b. When was it first resolved?

2019-01-05 14:52:55 UTC

16. How many unique Client IP addresses are there in dnslogSorted.txt?
a. List the unique Client IPs found:

1 unique IP: 192.168.1.212

Hint: While dnslog.txt is somewhat manageable to figure this out by hand, using a command like the
following can make this very easy to accomplish:

cut -d '|' -f 3 /mnt/c/Temp/dnslogSorted.txt | sort | uniq -c

-d ‘|’ defines the delimiter to use (cut only accepts single character separators).
-f 3 determines which column, based on the delimiter, to extract. In our case, the Client IP.

We then pipe the output of cut to the sort command which alphabetizes the Client IPs found. Finally,
the uniq command gets rid of duplicates.

|Exercise—Key Takeaways

e tshark provides all the power of Wireshark, but in a command line, and therefore, scriptable package.
e passivedns makes it easy to quickly find all DNS information from a PCAP file.
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| Stream Carving

Exercise 6.1—D

Background

File carving is considered one of the core digital forensics skills. Being able to perform a targeted file carve
against free/unallocated space in a logical file system image can be more difficult than it sounds. In fact,
carving is only the first step in the process and is followed by analyzing the recovered files. This process can be
quite cumbersome without additional context. Even with “successful” file carving, you may end up with many
legitimate files recovered (1,000s in fact), but depending on the settings you used and what you carved for,
you may end up with just as many (or more) false positives. As a result, many forensicators tend to limit file
carving for key file types that they believe are most beneficial to their case.

The goal of the first part of the exercise is to expose you to file carving using PhotoRec. After we carve for files,
we will analyze some of the data using a metadata extraction utility called ExifTool as well as other dedicated
parsers for .Ink files (LECmd) and prefetch files (PECmd) to extract details contained in these file types.

Once we have carved data from a forensic image, we will use AXIOM to perform stream carving. Because
stream carving essentially looks “inside” other files for chunks of relevant data, it can be performed on active
files already in an image, or against files that have been recovered using file carving. We will use AXIOM in
conjunction with files we recover by using PhotoRec to see how it can complement traditional file carving.

Objectives

e Use PhotoRec to carve files from a Windows forensic image
e Sort the recovered files into directories by extension

e Explore how ExifTool is used to extract metadata from files
e Use ExifTool to parse recovered Ink files

e Use PECmd to parse recovered prefetch files

e Use LECmd to parse recovered Ink files

e Use AXIOM to stream carve data

Exercise Preparation

1. Boot your FOR498 Windows VM

2. Login to the FOR498 Windows VM using the following credentials:
a. Username: SANSDFIR
b. Password: forensics
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3. Verify Windowstmage.E01 is mounted (refer to the Mounting Evidence exercise for mounting

instructions).

NOTE: Be sure you mount WindowsIimage.E01 BEFORE you start PhotoRec or you will not see the mounted

image as an available selection in PhotoRec’s media list!

4. Open File Explorer and navigate to C:\Temp. Right click on an empty part of the folder, then select New

- Folder. Name the folder Recovered as this is where all our recovered files will end up.

Local Disk (C:) » Temp

View -
Sort by >
Group by >
Refresh

Custormize this folder...

Paste
Paste shortcut
Undo Delete Ctrl+Z

Give access to b

New >| Folder
Properties

This folder is ernpty.

5. Using File Explorer, navigate to C:\Tools.

6. Start PhotoRec GUI via the shortcut inside the Utilities fence on your Desktop, or by double clicking on

gphotorec_win.exe in C:\Tools\PhotoRec

Utilities

&

Arsenal Image * Diskinternals ZIP
Mounter | ﬂ; Repair
W PhotoRec GUI
A4

Timeline Write Blocking

Explorer CRU Validation Utili...

“I EditPad Lite . Gsmart Control
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7. The main interface will load.

f:l OPhotoRec

Click here...
PhotoRec Data Recovery Utility,
Copyright (C) Christophe GREMIER. <grenier @cgsecurity.org=
https:/fwww, cgsecurity.org

PhotoRec is free software, and comes with ABSOLUTELY MO WARRAMTY.
Pleasze select a media to recover from

I 2 Disk Y\, PhysicalDrive 1 - 26 GB / 24 GiB (RQ) - Arsenal Virtual, 5/M:{7bb50090-21db-11ea-a5ce-000c29a95f05} |E|
e Digk \\.\PhysicalDrive0 - 214 GB [ 200 Gig (RO) - YMware, VMware Yirtual 5

B Dizk \\.\PhysicalDrivel - 26 GB / 24 GiB (RO) - Arsenal Virtual, 5/M:{7bb50090-2 1db-11ea-a5ce-000c29a95f0 5}
2| Add a raw disk image. ..

1 = HPFS - NTFS NTFS 26GB /24 Gi

Select Arsenal Virtual
from drop down

File System type

(® Free: Scan for file from unallocated space onl
" ext2jext3fext4 flesystem sha Y

% FAT/NTFS/HFS +/ReiserFs)... " Whole: Extract files from whole partition

Please select a destination to save the recovered files to.

7 Browse |

About B¢ File Formats Search | [,i' Quit |

8. Select the drive that was assigned when mounting the Windowslmage.EO01 file from the drop-down. If
you have more than two disks, look for the one that ends with “Arsenal Virtual”.

NOTE: If you already had PhotoRec running when you mounted the EO1 image, you will NOT see the disk
in the drop down. In this case, exit PhotoRec and restart it to refresh available media.

9. Verify that the File System type option has the NTFS radio button selected (the bottom one).
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10. Click the Browse button, navigate to C:\Temp\Recovered, then click the Select Felder button in the
folder selection dialog.

File System type

. (¢ Free: Scan for file from unallocated space onl
(" ext2fext3fexts filesystem F Y

(@ FAT/NTFS/HFS + ReiserFS/... (" Whole: Extract files from whole partition

Fleaze select a destination to save the recovered files to,

|C:,."Temprecnvered e 7 Browse

About | B File Formats | ' Search | _!i' Quit ‘

This folder is where directories containing recovered files will end up.

PhotoRec is free software, and coff ® | QPhoteRec: File Formats ? X
Please select a media to recover frg
- - - [ custom Own custom signatures il
| = Disk \\, \PhysicalDrive1 - 26 G | 1.4 Russian Finance 1C:Enterprise 3 _E|

[ 3dm Rhino / openMURBS
| Flags | Type | [] 7z Tzip archive file
[ De
[Ja UnixArchive/Debian package
[ abr Adobe Brush
[ ack Adobe Color Book
[] accdb Access Data Base
[1 ace ACE archive

[ ab MAC Address Book -
Eim—— JJ
e Reset Restore | Ok |

[ Unknown

[ MNTFS

File System type

. (* Free: Scan for file from unallocated space onl
(" ext2fext3/ext4 flesystem - 4

@ FAT/NTFSMHFS+ReiserFs)... (" Whole: Extract files from whole partition

Flease select a destination to save the recovered files to.

|C:,'Tem|:|,|"Recwered n 7 Browse

About | % File Formats | ' Search | _‘s'i' Quit |
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11. Verify the option for Free: Scan for file from unallocated space only is selected. While PhotoRec can look
for files everywhere, this is not what we want, as we only to want to find deleted files.

12. The last thing to configure is the types of files we want PhotoRec to look for. Click the File Formats
button, then click Reset to uncheck everything.
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13. Recall that you rarely, if ever, want to carve for everything. We are only interested in the following file

types:

Extension File type description \
zip Archive files

Ink Windows shortcut files

pf Windows Prefetch files

Find each of these in the list and check the box next to each entry.

Note: You can type the extension to jump to it in the list. For example, quickly typing p£ will take you
right to the correct option for Prefetch.

14. With all three file types checked, click the OK button.

15. With everything configured, click the Search button.

® CPhotoRec — O x

PhotoRec , Data Recovery Utility,

Copyright (C) Christophe GRENIER. <grenier@cgsecurity .org=
https: /fwww.casecurity. or

PhotoRec is free software, and comes with ABSOLUTELY NO WARRANTY,

Flease select a media to recover from

| L Disk \\, PhysicalDrive 1 - 26 GB / 24 GiB (RO) - Arsenal Virtual -
| Fags | Type | FileSystem Siee Label |
D Unknown 26 GB/ 24 GiB [Whole disk]
P NTFS  NTFS 26 GB/ 24 GiB

File System type

. (% Free: Scan for file from unallocated space onl
(" ext2fext3fexts filesystem i :

® FAT/NTFSHFS+/ReiserFs/... (" Whale: Extract files from whole partition

Flease select a destination to save the recovered files to.

|C:,.'Tem|:|fRecovered =7 Browse

About B File Formats . Search ‘ _'u'l' Quit |
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16. PhotoRec will now begin looking for the selected file types and provide feedback as it works.

@ COPhotoRec

PhotoRec ; Data Recovery Utility,
E Copyright {C) Christophe GRENIER <grenier @cgsecurity.org=
hl;ms: {{www.cgsecuril;}g.org

() Disk \\.\PhysicalDrive1 - 26 GB / 24 GiE (RO) - Arsenal Virtual

Destination: C:/Temp/Recovered

Pass 1-Reading sector 24371896/51910a56 |[INIENE 46% 123 files found

File family | Number of files recovered |

pf m

Ink 20
zip 2

B# Quit

Exercise—Questions

1.  When PhotoRec is finished processing the drive, answer the following questions:

a. How many pf files were recovered?

b. How many Ink files were recovered?

c. How many zip files were recovered?
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2. Using File Explorer, navigate to C:\Temp\Recovered. Notice there is a new directory named recup_dir.1.
Recall from earlier that PhotoRec will create directories like this for every 500 files it recovers. Going into
this directory, we see the files recovered.

C > Local Disk (C2) Temp > Recovered > recup_dir.1

| £0311336_A_EXE.pf 2/4/2019 4:51
| f0317656_SMSS_EXE.pf 2/4/2019 4:51
| f0318704_ENTVUTIL_EXE.pf 2/4/2019 4:51

Name Date modified

| f0169344_VMWARETRAY_EXE.pf 2/4/2019 4:51 PM

| f0265800_ENTVUTIL_EXE.pf 2/4/2019 4:51 PM

| f0288232_RUNDLL32_EXE.pf 2/4/2019 4:51 PM

| £0289176_SC_EXE.pf 2/4/2019 4:51 PM

| £0303056_ENTVUTIL_EXE.pf 2/4/2019 4:51 PM

| f0309072_ATBROKER _EXE.pf 2/4/2019 4:51 P!
Pl
Pl
P!

a. How many total files did PhotoRec recover (i.e. how many files exist in this directory)?

b. How many files have a .docx extension?

c¢. How many files have an .xlsx extension?

3.  With recovery complete, let’s make finding these kinds of answers a bit easier by sorting the recovered
files into their own directories!

4. Open a PowerShell window using the shortcut on the Desktop. You should be at the C:\Tools> prompt.

5.  We will use the Copy-PhotoRecFilesbyExtension.ps1 PowerShell script to do the heavy lifting for us. This
script takes two parameters:

Parameter Meaning \

RootPhotoRec Where to find the files PhotoRec created

RootDestFolder Where we want the sorted results to go
FOR498 - Eric Zimmerman & Kevin Ripa ©2020 Exercise 6.1 — Data & Stream Carving 7
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6. Execute the script by entering the following command (don’t forget <TAB> autocomplete).

NOTE: The command should all be on one line, with a space between Recovered\ and
-RootDestFolder.

.\Copy-PhotoRecFilesbyExtension.psl -RootPhotoRec C:\Temp\Recovered\
-RootDestFolder C:\Temp\Sorted

NOTE: The script will automatically create the directory specified via -RootDestFolder if it does not
exist.

7. The script will then begin its work. Depending on how much data it must go through, it may take a while.

EX Windows PowerShell - O

working on PhotoRec folders...
Please wait.
[0000000000000000000000000000000000000000000000000000000000000000 ]

(100%) [1 of 1] copying from c:\Temg)\Recovered\recup_d'ir'.l

working on * Files (Overwrite =False
Please wait.
[ooo000 ]

(;];]%%)f[% of 424] - copying file f0798600_USERINIT_EXE to C:\Temp\Sort
ed\.p

8. When the script is finished, a summary is shown that lists the unique extensions that were found.

a. List the extensions found by Copy-PhotoRecFilesbyExtension.ps1
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9. Using File Explorer, navigate to C:\Temp\Scrted and review the directories found.

Local Disk (C:) * Temp » Sorted »

Mame B
Jdocx
dnk
pf
pphx
SSHW

Jlsx

a. Do the directories found match the list of extensions as displayed by the PowerShell script from the
previous step?

10. Take a moment to explore some of the directories for each extension to get a feel for how many of each
type of file was recovered.

With our recovered files sorted by extension, you can see how much easier it is to now focus on specific file
types while ignoring others. For example, if you are not interested in .pptx files at all, you can get rid of all
these files by simply deleting the directory containing those files, and so on. We can leverage different tools
against them to extract metadata and other forensic artifacts.

11. Open File Explorer and navigate to C:\Temp\Sorted\.docx

12. Open f43892944.docx by right-clicking on the file and choosing Open with EZViewer from the context
menu. Read through its contents.

Open with EditPad |
Open with EZViewer

a. What kind of information is present in the document?
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13. Use exiftool to examine the .docx file’s metadata, by running the following command in a PowerShell
window:

.\exiftool.exe C:\Temp\Sorted\.docx\£f43892944.docx

a. Who is the Creator of the document?

b. When was the document created?

c. According to the file’s metadata, was the document ever altered after it was initially saved? Be sure
to justify your answer.

14. Use File Explorer and navigate to C:\Temp\Sorted\.xIsx

15. Using Timeline Explorer (or EZViewer via the context menu), open each Excel file and note the name of
the file, along with the gist of what is stored in each file.

a. File 1 name:

b. File 1 content description:

c. File 2 name:

d. File 2 content description:

16. Use File Explorer and navigate to C:\Temp\Sorted\.pf
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17. Locate the Prefetch file for Excel (it starts with f439).

a. What is the filename of the prefetch file related to Excel?

b. Where did PhotoRec get the name of the executable that it used when saving the files (i.e.
f45404072_SVCHOST_EXE.pf)?

18. Open a PowerShell window using the shortcut on the Desktop and navigate to C:\Temp\Sorted\.pf.

Use PECmd . exe to parse the £43979984 EXCEL EXE. pf file by running the following
command:

.\PECmd.exe -f C:\Temp\Sorted\.pf\£f43979984 EXCEL EXE.pf

19. Answer the following questions based on the output from the above command.

a. How many times was Excel.exe executed (run count)?

b. When was the last time Excel.exe was last run?

20. Review the Files referenced section for the following questions.

a. Look for any references to files ending with .XLSX. List the file names below (just the name of the
file itself is fine. You do not need to worry about the full path).
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b. Based on the file names contained inside the prefetch file, what is a good candidate for the original
filename for one of the Excel spreadsheets we recovered and reviewed earlier? (hint: compare the
data in the Excel file with the file names referenced in the prefetch file)

BONUS: Using the same technique, can you find any other file references that might lead you to programs of
interest? List the name of the program and what user profile it is associated with (there are at least two).

21. Finally, let’s look at the Ink files that were recovered. Open a PowerShell window using the shortcut on
the Desktop. Use LECmd.exe to parse all .Ink files by running the following command:

.\LECmd.exe -d C:\Temp\Sorted\.lnk\ --csv C:\Temp\ -gq

This command processes every Ink file found in the directory specified and writes out the results to a
CSV file in the C:\Temp directory. The —q switch prevents the contents of each Ink file from being
displayed to the screen, which speeds up processing.

a. How many total .Ink files were found for processing?

b. How many .Ink files were processed successfully?

Notice that not even half of the carved Ink files were parsed successfully. Recall from our earlier
discussion that file carving often produces a lot of false positives. The Ink files that failed to parse are
examples of this. For one reason or another, the .Ink files that gave errors were corrupted, or
otherwise incomplete.

In some cases, this is a function of the data just not being there. In others, it is a function of the tool
doing the carving. This is another good time to remind you to test your tools (and use different tools!)
to see how they perform in different circumstances. You may just find that one tool carves better
than another for certain kinds of things.

As an example, X-Ways Forensics was used on WindowsImage.EO1 file to carve for .Ink files (in free
space only) and it was able to recover 240 files. When LECmd was used on these 240 files, LECmd
successfully parsed 223 out of the 240 files.

This test is a good example of not only how a different tool can potentially find more data for you, but
also better data.
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22. Start Timeline Explorer from the shortcut in the Utilities fence on the Desktop. Open the CSV file created
by LECmd in the previous step by clicking File = Open and opening the CSV file located in C:\Temp.

@]

File Tools Help

[T Select files to open
- v M > ThisPC > Local Disk (C:) » Temp

Organize » New folder

Name
3 Quick access
Recovered

¢@ OneDrive Sorted

I8 Thic PC | _LECmd_Output.csv

23. Once the file is loaded, clear any active filters, then scroll over to the Local Path column and answer the
following questions:

a. Doyou see any indication that any .xlIsx files were opened according to the recovered .Ink files?

b. Do you see any executable names that tie back to what we discovered when looking at the prefetch
output for Excel? Which one? (hint: is there an executable name here that was also in the prefetch
file list?)

c. List any other file names of interest you may want to investigate (non-executables) based on what
isin the CSV:

While AXIOM can carve for data from various sources, we are going to continue to look at the data we
recovered via PhotoRec inside AXIOM, to see what else we can find out from this data.

NOTE: If you are prompted to update AXIOM, do NOT update as it is a large download.
24. Start AXIOM Process via the shortcut in the Forensic Suites fence on the Desktop. This will let us create a

new case and begin processing our data. We will use a separate program, AXIOM Examine, to review the
data once it is processed.
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25. If AXIOM prompts for licensing information, paste the key provided by the instructor or your OnDemand
SME into the box shown below, then click OKAY.

26.

FOR498 - Eric Zimmerman & Kevin Ripa ©2020

* Licensing

LICENSE INFORMATION

Magnet AXIOM could not detect a valid license, Please provide a license using one of the options below.

SHOW DETAILS

Paste here

LICENSE KEY

o Paste a license key here.

HARDWARE ID
* |f you need to view the USE hardware ID (to send to Magnet or to sign into the Custerner Portal), click VIEW

HARDWARE ID.
VIEW HARDWARE ID

If prompted to disable antivirus software, check the Do not show again box and click the TURN OFF
ANTIVIRUS SOFTWARE button.

* Antivirus software detected

Magnet AXIOM has detected that antivirus software is running en your computer,
Antivirus software is known to interfere with Magnet AXIOM by sometimes deleting

or quarantining harmless files,

To obtain the fastest scan possible, Magnet Forensics recommends that you turn off

2,

the antrvirus software.
Do not show again

IGNORE TURN OFF ANTIVIRUS SO0FTWARE
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27. Click OK in the confirmation dialog.

P2 Antivirus software is turned off

Magnet AXIOM has successfully turned off the antivirus software.

28. Once the interface is loaded, click the CREATE NEW CASE button

u Magnet AXIOM Process

File Tools Help

CREATE NEW CASE /

CREATE NEW CASE

ADD EVIDENCE TO EXISTING CASE
Open existing AXIOM case folder

BROWSE TO A CASE
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29. In the CASE DETAILS dialog, enter the following:

Case number: FOR498 stream carving

Case type: Other
Case files file path: C: \AxiomTemp

Location for acquired evidence file path: C: \AxiomTemp

CASE DETAILS

CASE INFORMATION

Case type  Other 9

LOCATION FOR CASE FILES

o Caze nurmber  FOR498 stream carving

Folder name = AXIOM - | 133720
9 File path | C:\AxiomTemp BROWSE
Available space: 110,48 GB
LOCATION FOR ACQUIRED EVIDENCE
Folder name = AXIOM - 133720
o File path = C\AxiomTemp BROWSE
Available space: 110,48 GE
30. Click GO TO EVIDENCE SOURCES in the lower right.
31. Inthe EVIDENCE SOURCES dialog, click COMPUTER...
EVIDENCE SOURCES
SELECT EVIDENCE SOURCE
r . i N r
L)
- > . ’ .
COMPUTER MOBILE cLoun
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32. ..then click on WINDOWS, and NEXT.

COMPUTER

EVIDENCE SOURCES

SELECT EVIDENCE SOURCE

O
L

WINDOWS

'-‘-.

MAC

33. Inthe LOAD OR ACQUIRE dialog, click LOAD EVIDENCE.

WINDOWS
LOAD OR ACQUIRE

EVIDENCE SOURCES

LOAD EVIDEMNCE

s

©

7

ACQUIRE EVIDENCE

34. In the SELECT EVIDENCE SOURCE dialog, click FILES & FOLDERS.

EVIDENCE SOURCES

WINDOWS
SELECT EVIDENCE SOURCE

.

@)

3

[

DRIVE IMAGE

FILES & FOLDERS

VOLUME SHADCW COPY

MEMORY
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35. Expand the physical drives, locking for C:\. Once this is found, expand this folder and scroll down, looking
for the Temp folder. Once found, expand Temp and you should see the Sorted directory. Check the box
to the left of the Sorted directory.

EVIDENCE SOURCES EVIDENCE SOURCES
ADD FILES AND FOLDERS ADD FILES AND FOLDERS

SELECT ALL SELECT ALL
¥ L LOCUments

v [_]
= Metwork . A

Documents and Settings

~ O (=2 PhysicalDrive0 WMware, VIMware Virtual $ SC51 Disk Device (200 GB)
~ [0 Installers
~ B = Partition 1 (Microsoft NTFS, 200 GB) [C] v [F MININT
w ] 1 $Extend + 2] 1 Network
« [ 1) $GetCurrent « 2] [ New folder
v [0 1L $RecycleBin v [T | NimiPlaces
« [ 11 Axiom Temp + [F § Perflogs
« [ . Boot
oo ~ [ Program Files
v [ | Cases -
I ] Program Files (x36)
« [ |1 Config.Msi
«~ [ | ProgramData
v [ || Credentials
R Recavery
v Documents
~ 2] || System Volume Information

Documents and Settings
~ Bl | Temp

[
]
~ [0 Installers
v [ 1 MININT « 2] 1 manual
v [0 Metwork v '] | Recovered
» [0 Mew folder ~ [ [ s3cu
« [ Mimi Places Sorted

36. Click NEXT.

37. Review the evidence sources to confirm the Temp folder is listed, then click GO TO PROCESSING DETAILS
in the lower right.

EVIDENCE SOURCES ADDED TO CASE

Type Image - location name Evidence number Search type Status

|_| A~ Partition 1 {Microsoft NTFS, 92.1¢  PhysicalDrived VMware, Viware Virtual S SC51 Disk Device {100 Files & folders Ready

Temp!\Sorted \

BACK GO TO PROCESSING DETAILS

38. PROCESSING DETAILS allows you add things like keywords, hash values, etc. but we will skip this
functionality. Click GO TO ARTIFACT DETAILS in the lower right.
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39. Click the CUSTOMIZE COMPUTER ARTIFACTS button.

ARTIFACT DETAILS

COMPUTER ARTIFACTS

183 of 208 apps are included in the case

| CUSTOMIZE COMPUTER ARTIFACTS |

40. Click CLEAR ALL at the top of the list.

COMPUTER ARTIFACTS

CLEAR ALL (

41. Check OPERATING SYSTEM, SOCIAL NETWORKING, and WEB RELATED.

COMPUTER ARTIFACTS

CLEAR ALL

ADDITIONAL SOURCES (0 of 3)
CHAT (0 of31)

CLOUD STORAGE (DefT)
CUSTOM ARTIFACTS (0 of 4)
DOCUMENTS (0 of 14)

EMAIL (0of13)

EMCRYPTION (0 of 3)

OO0OOoOOoCOOoOOE

MEDIA (0 of 10)

OPERATING SYSTEM (63 of 63)
PEER TC PEER (Dof 11)
SOCIAL NETWORKING (9 of 9)

E EOE

WERB RELATED (19 of 19)
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42. Click GO TO ANALYZE EVIDENCE in the lower right.

43. Click ANALYZE EVIDENCE in the lower right to begin analyzing the data. Once processing has started,

progress is displayed.

SEARCH IN PROGRESS
Time Elapsed: (k12

CURRENT SEARCH LOCATION

“  Search Definitions:
User Selected

* Thread Details:

[}] Partition 3 (Microsoft NTFS, 240,68 GB) [C] Searching - f42118688.pptx

*  Partition 3 (Microsoft NTFS, 249.68 GE) [CA] - Temp

Done

Searching nested container 2 of 6: 142118688.pptx - 1007

Once processing has started, AXIOM Examine will be automatically started with case data loaded.

44. Switch to the AXIOM Examine window. If a Quick tips window pops up, close it with the X in the upper

right corner of the Quick tips dialog.

45. The results will be displayed as they are available in the Examine interface. When processing is finished (it
shouldn’t take too long), click the OKAY prompt in the lower left (if necessary) to reload the case, so all

data is available.

46. The main Examine interface is displayed. In the upper left, click the Case dashboard drop down and

select Artifacts from the list (or use the hotkey ALT+2)

a Magnet AXIOM Examine v

File Toocls Process Help

|_|]_|]_|] Case dashboard

- FOR4%3 stream carving

ﬁ llll]ﬂ Case dashboard - f

CAP B~ Artifacts

i Connections
CA %E File system
Rec ﬁ Registry

report when the setting is enabled

ere. These notes will appea
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47. Under the ALL EVIDENCE section on the left, expand the WEB RELATED and OPERATING SYSTEM sections
by clicking the down arrow to the left of the category name.

ALL EVIDENCE 534
REFINED RESULTS 7
= Identifiers 2

. Locally Accessed Files and Folders 5
WEB RELATED 21
Flash Cookies 1
ad Google Anabytics First Visit Cookies Carved 1
ad Google Analytics Referral Cookies Carved 1
ad Google Analytics Session Cookies Carved 1
E Internet Explorer Daily History 10
@ Potential Browser Activity T
OPERATING SYSTEM 506
"= File System Information 1
#| LNK Files 60
sfm Prefetch Files - Windows XP/ista/7 349
¥ Windows Event Logs a6

This view of the data provides a summary of the kinds of data found, as well as the number of items
found for each item.

48. Click on Prefetch Files in the OPERATING SYSTEM group.

OPERATING SYSTEM 506
"= File System Information 1
#| LNK Files 60
¥ Windows Event Logs 06

This loads the details in the grid to the left of the summary.
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49. Click the Application Name column header to scrt by that column, then scroll until you find the

EXCEL.EXE entry.
EVIDENCE (349)
Application Name - Appl...

ENTVUTILEXE 3431
EXCEL.EXE 7
EXPLORER.EXE 16
EXPLORER.EXE 16
EXPLORER.EXE 2
EXPLORER.EXE 16
F-RESPOMNSE-ENT.EXE 1
FIRETRAY.EXE 3

Last Run Date/...

05 Version

|I|:| Column view -

Source

142772012 £16:59 AM - Windows Vista /7 PhysicalDriv

47472012 34315 PM Windows Vista /7 PhysicalDrv

44472012 T:40:19 PM Windows Vista / 7 PhysicalDriv

44472012 T:40:19 PM Windows Vista /7 PhysicalDriv

3/5/2012 2:11:04 PM Windows Vista / 7 PhysicalDrv

44472012 T:40:19 PM Windows Vista /7 PhysicalDriv

3/26/2012 %2405 PM  Windows Vista / 7 PhysicalDriv

44472012 T:40:29 PM Windows Vista / 7 PhysicalDriv

50. Clicking on EXCEL.EXE loads the details for this entry to the right of the grid.

FOR498 - Eric Zimmerman & Kevin Ripa ©2020
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EXCEL.EXE

PhysicalDrive0 VMware, VMware Virtual S
SCSI Disk Device (250 GB)

DETAILS

ARTIFACT INFORMATION

Application Name
Application Run Count
Last Run Date/Time
08 Version

0 o»
2
EXCEL.EXE
7
4/4/2012 3:43:15 PM ®©
Windows Vista / 7

EVIDEMCE INFORMATION

Source

Recovery Method
Deleted source

Location

Evidence number

PhysicalDrive0 - Partition 3
(Microsoft NTFS, 249.68 GB) [C:
\] - [ROOT\Temp\Sorted\.pf
\f43979984_EXCEL_EXE.pf

Carving

File Offset 0

PhysicalDrived VMware, VMware
Virtual 5 5CSI Disk Device (250 GB)
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a. How many times was EXCEL.EXE run?

b. When was the last time EXCEL.EXE was run?

c. Do these values match what you found when using PECmd to look at this prefetch file?

d. What is missing from this view of the prefetch file that PECmd showed?

51. Under the OPERATING SYSTEM artifact list, click LNK Files.

OPERATING 5YSTEM 506
= File System Information 1
:
st Prefetch Files - Windows XP/Vista/7 349
& Windows Event Logs 96

a. How many Ink files did AXIOM parse?

52. Click the Linked Path column header to sort by that column. Review the entries under Linked Path. You
may need to scroll the list so the entries with data are shown.

a. Does AXIOM list any additional files (non-executable) that LECmd did not list? If so, what file
names?

Recall from earlier that LECmd was only able to parse 17 Ink files, but here we see 60 were parsed. If
you look through the list of Ink files, you will see that a lot of files do not have anything listed for
Linked Path (and many other columns as well).
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This is an example of stream carving, in that AXIOM parsed out what it could from the available Ink
files, whereas LECmd, when it encountered bad data, stopped processing the Ink file.

53. Spend a minute or two looking at the Ink files where Linked Path is blank.

a. Do any of these contain useful information in the other columns? If so, what?

This is illustrative of the balancing act that tools take between parsing and displaying what it can with
damaged Ink files (AXIOM) even though the most relevant data may not be found, vs. erroring out
when incomplete or unexpected data is encountered (LECmd).

54. Under the WEB RELATED artifact list, click Internet Explorer Daily History

WEE RELATED 21
Flash Cookies 1
ad Google Analytics First Visit Cookies Carved 1
ad Google Analytics Referral Cookies Carved 1
ad Google Analytics Session Cookies Carved 1
. Internet Explorer Daily History 10
@ Potential Browser Activity T

55. Take a moment to review the URLs under the URL column. Recall that we did not file carve for any
browser history related artifacts in PhotoRec, yet AXIOM has found some!

EVIDENCE (10)

URL Us
filey/f{C:/Users/nromanoff/AppData/Local/Temp/{52.. nro
‘Host: Computer nro
filey/ /T Users/nromanoff/AppData/Local/Temp/{18..  nro

file:///Cy/Users/nromanoff/AppData/Local Temp/{F7...  nro

http://rebeccablaydes.com/ nrof
‘Host: rebeccablaydes.com nro
http://rebeccablaydes.com/Tp=2009 nro
http://rebeccablaydes.com/Tp=2009 nrol
http://rebeccablaydes.com/Tp=2021 nre

http:/frebeccablaydes.com/wp-content/uploads/20...  nro

FOR498 - Eric Zimmerman & Kevin Ripa ©2020 Exercise 6.1 — Data & Stream Carving 24

https://t.me/learningnets
Technet24


https://technet24.ir
https://technet24.ir
https://technet24.ir

56. Locate the Source column and expand it so the entire source is visible. Te do this, hover over the column
separator, then left click and drag to increase the column’s width. You are in the right spot when the
cursor changes to a horizontal, double-sided arrow.

\ '
osoft NTFS, 249.68 GB) [C:\] - [ROOT]\Temp\Sorted\ pf\f45405560_SEARCHINDEXER _EXE.pf &
osoft NTFS, 249.68 GB) [C:\] - [ROOT\Temp\Sorted\.pf\f45405560_SEARCHINDEXER_EXE.pf (&
osoft NTFS, 249.68 GB) [C:\] - [ROOT\Temp\Sorted\.pf\f45405560_SEARCHINDEXER_EXE.pf &
osoft NTFS, 249.68 GB) [C:\] - [ROOT]\Temp\Sorted\.pf\f45405560_SEARCHINDEXER_EXE.pf &
osoft NTFS, 249.68 GB) [C:\] - [ROOT]\Temp\Sorted\.pf\f45405560_SEARCHINDEXER_EXE.pf &
osoft NTFS, 249.68 GB) [C:\] - [ROOT]\Temp\Sorted\.pf\f45405560_SEARCHINDEXER_EXE.pf &
osoft NTFS, 249.68 GB) [C:\] - [ROOT\Temp\Sorted\.pf\f45405560_SEARCHINDEXER_EXE.pf &
osoft NTFS, 249.68 GB) [C:\] - [ROOT]\Temp\Sorted\.pf\f45405560_SEARCHINDEXER_EXE.pf &
osoft NTFS, 249.68 GB) [C:\] - [ROOT]\Temp\Sorted\.pf\f45405560_SEARCHINDEXER_EXE.pf &
osoft NTFS, 249.68 GB) [C:\] - [ROOT]\Temp\Sorted\.pf\f45405560_SEARCHINDEXER_EXE.pf G

a. What is the full path and file name of the file where the URLs were all found?

57. Open a PowerShell window using the shortcut on the Desktop.

58. Use PECmd to parse C:\Temp\Sorted\.pf\f45405560_SEARCHINDEXER_EXE.pf with the following
command:

.\PECmd.exe -f C:\Temp\Sorted\.pf\f45405560 SEARCHINDEXER EXE.pf

a. Did the command complete successfully?

b. Was PECmd able to extract any data from the prefetch file, such as run count and last run
timestamp?
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You would not normally expect to find URLs in a prefetch file, but AXI
this? Recall that AXIOM is looking for “data within data”. If you were to open the .pf file where the
URLs were found in a hex editor, you could visually see the URLs, like this:

OM found some. How did it do

0000521
QOQoea3
4
8

ooy
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00005264
Q000sZ80
0000sZse
0ogos3lz
Qoo0s32s
0o00s344
00005360
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QoQos39z
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00005424
00005440
00005456

2
2
2
2
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p & Yol
Bm=
£0

E&T

T iE@m*

i%-P:2012030
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But how did that data even get in this prefetch file in the first place? Well, as we said before, carving is
a best effort endeavor. When PhotoRec was looking for prefetch files, it found a valid header, then did
its best to recover the prefetch file contents. In this case, however, we have data from a non-prefetch

file as well. Because AXIOM is looking for data within data, it found and displayed the URL.

This is another great example of stream carving (i.e. looking for data within data) vs. file carving. In

many cases, stream carving can recover useful information inside files that may not parse with a native
parser (like PECmd in this case).

59. Under the WEB RELATED artifact list, click Potential Browser Activity

WEB RELATED

Flash Cookies

ad Google Analbytics First Visit Cookies Carved

ad Google Analytics Referral Cookies Carved

ad Google Analytics Session Cookies Carved

.+ Internet Explorer Daily History

% Potential Browser Activity

21

10
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60. Locate the Source column and expand it so the entire scurce is visible. To do this, hover over the column
separator, then left click and drag to increase the column’s width.

a. How many unique files were these URLs found in (hint: sorting on the Source column will make this
easier)

61. In a PowerShell window, confirm you are in C:\Tools. Use PECmd to parse
C:\Temp\Sorted\.pf\f43410352_WMIPRVSE_EXE.pf with the following command:

.\PECmd.exe -f C:\Temp\Sorted\.pf\f43410352 WMIPRVSE EXE.pf

a. Did the command complete successfully?

b. Was PECmd able to extract any data from the prefetch file?

c. How did parsing this file compare with the data exacted from
f45405560_SEARCHINDEXER_EXE.pf?

OPTIONAL HOMEWORK: Run AXIOM again, but against the entire Windowslmage.EO1. It is recommended
you do this outside of class and let it run overnight as it can take a while to run. Compare and contrast the
data we looked at above with all the data that AXIOM finds from the entire image.
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Exercise Questions—Step-by-Step

1.  When PhotoRec is finished processing the drive, answer the following questions:
a. How many pf files were recovered?
349
b. How many Ink files were recovered?
68
c. How many zip files were recovered?
7
2. Using File Explorer, navigate to C:\Temp\Recovered. Notice there is a new directory named recup_dir.1.

Recall from earlier that PhotoRec will create directories like this for every 500 files it recovers. Going into
this directory, we see the files recovered.

C > Local Disk (C:) Temp > Recovered > recup_dir.1
Name B Date modified
|| f0169344_VMWARETRAY_EXE.pf 2/4/2019 4:51 PM
| f0265800_ENTVUTIL_EXE.pf 2/4/2019 4:51 PM
|| f0288232_RUNDLL32_EXE.pf 2/4/2019 4:51 PM
| f0289176_SC_EXE.pf 2/4/2019 4:51 PM
|_| f0303056_ENTVUTIL_EXE.pf 2/4/2019 4:51 PM
| | f0309072_ATBROKER_EXE.pf 2/4/2019 4:51 PM
|_| f0311336_A_EXE.pf 2/4/2019 4:51 PM
|| f0317656_SMSS_EXE.pf 2/4/2019 4:51 PM
| f0318704_ENTVUTIL_EXE.pf 2/4/2019 4:51 PM

a. How many total files did PhotoRec recover (i.e. how many files exist in this directory)?
424

b. How many files have a .docx extension?
One

c¢. How many files have an .xlsx extension?
Two
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3.  With recovery complete, let’s make finding these kinds of answers a bit easier by sorting the recovered
files into their own directories!

4. With our files recovered, let’s sort all the recovered files into directories named after the extension of
each recovered file.

5. Open a PowerShell window using the shortcut on the Desktop.

6. Execute the script by entering the following command (don’t forget <TAB> autocomplete).

NOTE: The command should all be on one line, with a space between Recovered\ and
-RootDestFolder.

.\Copy-PhotoRecFilesbyExtension.psl -RootPhotoRec C:\Temp\Recovered\
-RootDestFolder C:\Temp\Sorted

NOTE: The script will automatically create the directory specified via -RootDestFolder if it does not
exist.

7. The script will then begin its work. Depending on how much data it must go through, it may take a while.

EX Windows PowerShell - [m|

working on PhotoRec folders...
Please wait.
[0000000000000000000000000000000000000000000000000000000000000000]

(100%) [1 of 1] copying from C:\Temg)\Recovered\recup_d'ir.l

working on * Files (Overwrite =False
Please wait.
[oo0000 ]

(gl-{-%)f'[% of 424] - copying file f0798600_USERINIT_EXE to C:\Temp\Sort
ed\.p

8. When the script is finished, a summary is shown that lists the unique extensions that were found.

a. List the extensions found by Copy-PhotoRecFilesbyExtension.ps1

.of
-Ink

XIsx

.pptx
.docx

SXW
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9. Using File Explorer, navigate to C:\Temp\Scrted and review the directories found.

Local Disk (C:) * Temp » Sorted »

Mame B
Jdocx
dnk
pf
pphx
SSHW

Jlsx

a. Do the directories found match the list of extensions as displayed by the PowerShell script from the
previous step?

Yes

10. Take a moment to explore some of the directories for each extension to get a feel for how many of each
type of file was recovered.

With our recovered files sorted by extension, you can see how much easier it is to now focus on specific file
types while ignoring others. For example, if you are not interested in .pptx files at all, you can get rid of all
these files by simply deleting the directory containing those files, and so on. We can leverage different tools
against them to extract metadata and other forensic artifacts.

11. Open File Explorer and navigate to C:\Temp\Sorted\.docx

12. Open f43892944.docx by right-clicking on the file and choosing Open with EZViewer from the context
menu. Read through its contents.

Open with EditPad ]
Open with EZViewer

a. What kind of information is present in the document?

Information about Iron Man's armor
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13. Use exiftool to examine the .docx file’s metadata, by running the following command in a PowerShell
window:

.\exiftool.exe C:\Temp\Sorted\.docx\£f43892944.docx

a. Who is the Creator of the document?

Natasha Romanoff

b. When was the document created?

2011:09:17 16:43:002

c. According to the file’s metadata, was the document ever altered after it was initially saved? Be sure
to justify your answer.

No, it was not. The Modify Date is 2011:09:17 16:43:00Z, which is the same as the Create Date

14. Use File Explorer and navigate to C:\Temp\Sorted\.xIsx

15. Using Timeline Explorer (or EZViewer via the context menu), open each Excel file and note the name of
the file, along with the gist of what is stored in each file.

a. File 1 name:
f5537552.xlsx
b. File 1 content description:

Credit card numbers

c. File 2 name:

f20491760.xIsx

d. File 2 content description:

A list of names, addresses, email addresses, and so on.

16. Use File Explorer and navigate to C:\Temp\Sorted\.pf
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17. Locate the Prefetch file for Excel (it starts with f439).
a. What is the filename of the prefetch file related to Excel?

f43979984 EXCEL EXE.pf

b. Where did PhotoRec get the name of the executable that it used when saving the files (i.e.
f45404072_SVCHOST_EXE.pf)?

The name of the executable is embedded in the .pf file. Once PhotoRec recovered the file, it used
this data from inside the file to give the recovered file a more meaningful name.

18. Open a PowerShell window using the shortcut on the Desktop and navigate to C:\Temp\Sorted\.pf.

Use PECmd . exe to parse the £43979984 EXCEL EXE. pf file by running the following
command:

.\PECmd.exe -f C:\Temp\Sorted\.pf\£f43979984 EXCEL EXE.pf

19. Answer the following questions based on the output from the above command:
a. How many times was Excel.exe executed (run count)?
7
b. When was the last time Excel.exe was last run?

2012-04-04 15:43:15

20. Review the Files referenced section for the following questions.

a. Look for any references to files ending with .XLSX. List the file names below (just the name of the
file itself is fine. You do not need to worry about the full path)

e 62E94EAC.XLSX

e UNDERCOVER-AGENTS-LIST-FOR-UNITED-STATES.XLSX
e ~UNDERCOVER-AGENTS-LIST-FOR-UNITED-STATES.XLSX
e CC-BACKSTOPPEDACCOUNTS.XLSX

e ~S$CC-BACKSTOPPED-ACCOUNTS.XLSX

e ~SCREDIT-CARD-NUMBERS-FOR-RESEARCH.XLSX
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Protip: You can leverage PowerShell to make this a bit easier:

.\PECmd.exe -f C:\Temp\Sorted\.pf\£f43979984 EXCEL EXE.pf |
Select-String -Pattern “xlsx”

b. Based on the file names contained inside the prefetch file, what is a good candidate for the original
filename for one of the Excel spreadsheets we recovered and reviewed earlier? (hint: compare the
data in the Excel file with the file names referenced in the prefetch file)

UNDERCOVER-AGENTS-LIST-FOR-UNITED-STATES.XLSX

BONUS: Using the same technique, can you find any other file references that might lead you to programs of
interest? List the name of the program and what user profile is it associated with (there are at least two)?

There is a reference to NROMANOFF\APPDATA\ROAMING\SKYPE\ROMANOFF.NATASHA that may
yield interesting results.

Another possible interesting file is TWEETDECK-APP.LOG which is also under the nromanoff profile

Both of these can be found under the Files referenced section of the PECmd output.

21. Finally, let’s look at the Ink files that were recovered. Open a PowerShell window using the shortcut on
the Desktop. Use LECmd.exe to parse all .Ink files by running the following command:

.\LECmd.exe -d C:\Temp\Sorted\.lnk\ --csv C:\Temp\ -gq

This command processes every Ink file found in the directory specified and writes out the results to a
CSV file in the C:\Temp directory. The -q switch prevents the contents of each Ink file from being
displayed to the screen, which speeds up processing.

a. How many total .Ink files were found for processing?

68

b. How many .Ink files were processed successfully?

17

Notice that not even half of the carved Ink files were parsed successfully. Recall from our earlier
discussion that file carving often produces a lot of false positives. The Ink files that failed to parse are
examples of this. For one reason or another, the .Ink files that gave errors were corrupted, or
otherwise incomplete.
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In some cases, this is a function of the data just not being there. in cthers, it is a function of the tool
doing the carving. This is another good time to remind you to test your tools (and use different tools!)
to see how they perform in different circumstances. You may just find that one tool carves better

than another for certain kinds of things.

As an example, X-Ways Forensics was used on Windowslmage.E01 file to carve for .Ink files (in free
space only) and it was able to recover 240 files. When LECmd was used on these 240 files, LECmd

successfully parsed 223 out of the 240 files.

This test is a good example of not only how a different tool can potentially find more data for you, but

also better data.

22. Start Timeline Explorer from the shortcut in the Utilities fence on the Desktop. Open the CSV file created
by LECmd in the previous step by clicking File 2 Open and opening the CSV file located in C:\Temp.

o1

File Tools Help

[T Select files to open
- . 4

Organize ~ New folder

3 Quick access
¢@& OneDrive

3 This PC

> ThisPC »

Name

Recovered
Sorted

Local Disk (C:) » Temp

_LECmd_Output.csv

23. Once the file is loaded, clear any active filters, then scroll over to the Local Path column and answer the

following questions:

a. Do you see any indication that any .xlsx files were opened according to the recovered .Ink files?

No

b. Do you see any executable names that tie back to what we discovered when looking at the prefetch
output for Excel? Which one? (hint: is there an executable name here that was also in the prefetch

file list?)

There is a reference to TweetDeck.exe in one of the Ink files.

c. List any other file names of interest you may want to investigate (non-executables) based on what

isin the CSV:

C:\Users\nromanoff\Documents\Armor Files\0071428674 Section13.pdf

C:\Users\nromanoff\Documents\Ninja Files\PPT\StickNinja.ppt
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While AXIOM can carve for data from various sources, we are going to continue to look at the data we
recovered via PhotoRec inside AXIOM, to see what else we can find out from this data.

NOTE: If you are prompted to update AXIOM, do NOT update as it is a large download.
24. Start AXIOM Process via the shortcut in the Forensic Suites fence on the Desktop. This will let us create a
new case and begin processing our data. We will use a separate program, AXIOM Examine, to review the

data once it is processed.

25. If AXIOM prompts for licensing information, paste the key provided by the instructor or your OnDemand
SME into the box shown below, then click OKAY.

P |icensing

LICENSE INFORMATION
Magnet AXIOM could not detect a valid license. Please provide a license using ane of the options below.

SHOW DETAILS

Paste here

LICENSE KEY

e Paste a license key here.

HARDWARE ID

® |f you need to view the USB hardware D (to send to Magnet or to sign into the Customer Portal), click VIEW
HARDWARE ID.

VIEW HARDWARE ID

26. When prompted to disable antivirus software, check the Do not show again box and click the TURN OFF
ANTIVIRUS SOFTWARE button.

P2 Antivirus software detected

Magnet AXIOM has detected that antivirus software is running on your computer.
Antivirus software is known to interfere with Magnet AXIOM by sometimes deleting
or quarantining harmless files,

To obtain the fastest scan possible, Magnet Forensics recommends that you turn off
the antivirus software.
Do not show again e

IGNORE TURN OFF ANTIVIRUS SOFTWARE
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27. Click OK in the confirmation dialog.

F= Antivirus software is turned off

Magnet AXIOM has successfully furned off the antivirus software.

28. Once the interface is loaded, click the CREATE NEW CASE button

w Magnet AXIOM Process

File Tools Help
CREATE NEW CASE /
CREATE MEW CASE

ADD EVIDENCE TO EXISTING CASE
Cpen existing AXIOM case folder

BROWSE TO A CASE
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29. In the CASE DETAILS dialog, enter the following:

Case number: FOR498 stream carving

Case type: Other

Case files file path: C: \AxiomTemp

Location for acquired evidence file path: C: \AxiomTemp

CASE DETAILS

CASE INFORMATION

o Caze nurmber  FOR498 stream carving
Case type  Other 9 -
LOCATION FOR CASE FILES
Folder name = AXIOM - | 133720

9 File path | C:\AxiomTemp BROWSE
Available space: 110,48 GB

LOCATION FOR ACQUIRED EVIDENCE
Folder name = AXIOM - 133720

o File path | C:\AxiomTemp BROWSE
Available space: 110,48 GE

30. Click GO TO EVIDENCE SOURCES in the lower right.

31. Inthe EVIDENCE SOURCES dialog, click COMPUTER...

EVIDENCE SOURCES

SELECT EVIDENCE SOURCE

r . i N r .
o
- > . r Y .
COMPUTER MOBILE cLoup
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32. ..then click on WINDOWS, and NEXT.

COMPUTER

EVIDENCE SOURCES

SELECT EVIDENCE SOURCE

O
L

WINDOWS

'-‘-.

MAC

33. Inthe LOAD OR ACQUIRE dialog, click LOAD EVIDENCE.

WINDOWS
LOAD OR ACQUIRE

EVIDENCE SOURCES

LOAD EVIDEMNCE

s

©

7

ACQUIRE EVIDENCE

34. In the SELECT EVIDENCE SOURCE dialog, click FILES & FOLDERS.

EVIDENCE SOURCES

WINDOWS
SELECT EVIDENCE SOURCE

.

@)

3

[

DRIVE IMAGE

FILES & FOLDERS

VOLUME SHADCW COPY

MEMORY
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35. Expand the physical drives, locking for C:\. Once this is found, expand this folder and scroll down, looking
for the Temp folder. Once found, expand Temp and you should see the Sorted directory. Check the box
to the left of the Sorted directory.

EVIDENCE SOURCES EVIDENCE SOURCES
ADD FILES AND FOLDERS ADD FILES AND FOLDERS

SELECT ALL SELECT ALL
¥ L LOCUments

v [_]
= Metwork . A

Documents and Settings

~ O (=2 PhysicalDrive0 WMware, VIMware Virtual $ SC51 Disk Device (200 GB)
~ [0 Installers
~ B = Partition 1 (Microsoft NTFS, 200 GB) [C] v [F MININT
w ] 1 $Extend + 2] 1 Network
« [ 1) $GetCurrent « 2] [ New folder
v [0 1L $RecycleBin v [T | NimiPlaces
« [ 11 Axiom Temp + [F § Perflogs
« [ . Boot
oo ~ [ Program Files
v [ | Cases -
I ] Program Files (x36)
« [ |1 Config.Msi
«~ [ | ProgramData
v [ || Credentials
R Recavery
v Documents
~ 2] || System Volume Information

Documents and Settings
~ Bl | Temp

[
]
~ [0 Installers
v [ 1 MININT « 2] 1 manual
v [0 Metwork v '] | Recovered
» [0 Mew folder ~ [ [ s3cu
« [ Mimi Places Sorted

36. Click NEXT.

37. Review the evidence sources to confirm the Temp folder is listed, then click GO TO PROCESSING DETAILS
in the lower right.

EVIDENCE SOURCES ADDED TO CASE

Type Image - location name Evidence number Search type Status

|_| A~ Partition 1 {Microsoft NTFS, 92.1¢  PhysicalDrived VMware, Viware Virtual S SC51 Disk Device {100 Files & folders Ready

Temp!\Sorted \

BACK GO TO PROCESSING DETAILS

38. PROCESSING DETAILS allows you add things like keywords, hash values, etc. but we will skip this
functionality. Click GO TO ARTIFACT DETAILS in the lower right.
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39. Click the CUSTOMIZE COMPUTER ARTIFACTS button.

ARTIFACT DETAILS

COMPUTER ARTIFACTS

183 of 208 apps are included in the case

| CUSTOMIZE COMPUTER ARTIFACTS |

40. Click CLEAR ALL at the top of the list.

COMPUTER ARTIFACTS

CLEAR ALL (

41. Check OPERATING SYSTEM, SOCIAL NETWORKING, and WEB RELATED.

COMPUTER ARTIFACTS

CLEAR ALL

ADDITIONAL SOURCES (0 of 3)
CHAT (0 of31)

CLOUD STORAGE (DefT)
CUSTOM ARTIFACTS (0 of 4)
DOCUMENTS (0 of 14)

EMAIL (0of13)

EMCRYPTION (0 of 3)

OO0OOoOOoCOOoOOE

MEDIA (0 of 10)

OPERATING SYSTEM (63 of 63)
PEER TC PEER (Dof 11)
SOCIAL NETWORKING (9 of 9)

E EOE

WERB RELATED (19 of 19)
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42. Click GO TO ANALYZE EVIDENCE in the lower right.

43. Click ANALYZE EVIDENCE in the lower right to begin analyzing the data. Once processing has started,

progress is displayed.

SEARCH IN PROGRESS
Time Elapsed: (k12

CURRENT SEARCH LOCATION

“  Search Definitions:
User Selected

* Thread Details:

[}] Partition 3 (Microsoft NTFS, 240,68 GB) [C] Searching - f42118688.pptx

*  Partition 3 (Microsoft NTFS, 249.68 GE) [CA] - Temp

Done

Searching nested container 2 of 6: 142118688.pptx - 1007

Once processing has started, AXIOM Examine will be automatically started with case data loaded.

44. Switch to the AXIOM Examine window. If a Quick tips window pops up, close it with the X in the upper

right corner of the Quick tips dialog.

45. The results will be displayed as they are available in the Examine interface. When processing is finished (it
shouldn’t take too long), click the OKAY prompt in the lower left (if necessary) to reload the case, so all

data is available.

46. The main Examine interface is displayed. In the upper left, click the Case dashboard drop down and

select Artifacts from the list (or use the hotkey ALT+2)

a Magnet AXIOM Examine v

File Toocls Process Help

|_|]_|]_|] Case dashboard

- FOR4%3 stream carving

ﬁ llll]ﬂ Case dashboard - f

CAP B~ Artifacts

i Connections
CA %E File system
Rec ﬁ Registry

report when the setting is enabled

ere. These notes will appea
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47. Under the ALL EVIDENCE section on the left, expand the WEB RELATED and OPERATING SYSTEM sections
by clicking the down arrow to the left of the category name.

ALL EVIDENCE 534
REFINED RESULTS 7
= Identifiers 2

. Locally Accessed Files and Folders 5
WEB RELATED 21
Flash Cookies 1
ad Google Anabytics First Visit Cookies Carved 1
ad Google Analytics Referral Cookies Carved 1
ad Google Analytics Session Cookies Carved 1
E Internet Explorer Daily History 10
@ Potential Browser Activity T
OPERATING SYSTEM 506
"= File System Information 1
#| LNK Files 60
sfm Prefetch Files - Windows XP/ista/7 349
¥ Windows Event Logs a6

This view of the data provides a summary of the kinds of data found, as well as the number of items
found for each item.

48. Click on Prefetch Files in the OPERATING SYSTEM group.

OPERATING SYSTEM 506
"= File System Information 1
#| LNK Files 60
¥ Windows Event Logs 06

This loads the details in the grid to the left of the summary.
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49. Click the Application Name column header to scrt by that column, then scroll until you find the

EXCEL.EXE entry.
EVIDENCE (349) [} Column view -
Application Name - Appl... Last Run Date/... OS Version Source
ENTVUTILEXE 3431 1/27/2012 416:59 AM  Windows Vista /7 PhysicalDriv
EXCEL.EXE 7 47472012 34315 PM Windows Vista /7 PhysicalDrv
EXPLORER.EXE 16 4442012 7:40:19 PM Windows Vista /7 PhysicalDriv
EXPLORER.EXE 16 4442012 T:40:19 PM Windows Vista /7 PhysicalDriv
EXPLORER.EXE 2 3/5/2012 211:04 PM Windows Vista /7 PhysicalDriv
EXPLORER.EXE 16 4442012 T:40:19 PM Windows Vista /7 PhysicalDriv
F-RESPOMNSE-ENT.EXE 1 3/26/2012 9:24:05 PM  Windows Vista /7 PhysicalDriv
FIRETRAY.EXE 3 4/4/2012 7:40:29 PM Windows Vista /7 PhysicalDriv

50. Clicking on EXCEL.EXE loads the details for this entry to the right of the grid.

EXCEL.EXE x »

PhysicalDrive0 VMware, VMware Virtual S
SCSI Disk Device (250 GB)

DETAILS A

ARTIFACT INFORMATION

Application Name  EXCEL.EXE
Application Run Count 7
Last Run Date/Time  4/4/2012 3:43:15 FM ®©
0% Version  Windows Vista /7

EVIDEMCE INFORMATION

Source  PhysicalDrive0 - Partition 3
(Microsoft NTFS, 249.68 GB) [C:
\] - [ROOT\Temp\Sorted\.pf
\f43979984_EXCEL_EXE.pf

Recovery Method Carving
Deleted source

Location  File Offset 0

Evidence number PhysicalDrived VMware, VMware
Virtual 5 5CSI Disk Device (250 GB)
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a. How many times was EXCEL.EXE run?
7
b. When was the last time EXCEL.EXE was run?

2012-04-04 3:43:15 PM

c. Do these values match what you found when using PECmd to look at this prefetch file?

Yes, PECmd showed the time in 24 hour time, but the time is the same.

d. What is missing from this view of the prefetch file that PECmd showed?

All of the directories and files that were referenced.

51. Under the OPERATING SYSTEM artifact list, click LNK Files.

OPERATING SYSTEM 506
= File System Information 1
m
stm Prefetch Files - Windows XP/Aistad/7T 349
B Windows Event Logs a5

a. How many Ink files did AXIOM parse?

60

52. Click the Linked Path column header to sort by that column. Review the entries under Linked Path. You
may need to scroll the list so the entries with data are shown.

a. Does AXIOM list any additional files (non-executable) that LECmd did not list? If so, what file
names?

No

Recall from earlier that LECmd was only able to parse 17 Ink files, but here we see 60 were parsed. If
you look through the list of Ink files, you will see that a lot of files do not have anything listed for
Linked Path (and many other columns as well).

This is an example of stream carving, in that AXIOM parsed out what it could from the available Ink
files, whereas LECmd, when it encountered bad data, stopped processing the Ink file.
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53. Spend a minute or two locking at the ink files where Linked Path is blank.
a. Do any of these contain useful information in the other columns? If so, what?

Potentially, arguments, computer names (in NETBios Name), volume serial numbers, etc.

This is illustrative of the balancing act that tools take between parsing and displaying what it can with
damaged Ink files (AXIOM) even though the most relevant data may not be found vs. erroring out
when incomplete or unexpected data is encountered (LECmd).

54. Under the WEB RELATED artifact list, click Internet Explorer Daily History

WEB RELATED 21
Flash Cookies 1
adl Google Analytics First Visit Cookies Carved 1
ad Google Analytics Referral Cockies Carved 1
ad Google Analytics Session Cookies Carved 1
. Internet Explorer Daily History 10
@ Potential Browser Activity 7

55. Take a moment to review the URLs under the URL column. Recall that we did not file carve for any
browser history related artifacts in PhotoRec, yet AXIOM has found some!

EVIDENCE (10)

URL Us
file:/f/C:/Users/nromancff/AppData/Local/Temp/{52... nro
Host: Computer nro
filey/ T/ Users/nromancff/AppData/Local/ Temp/{18...  nro
filey/ T/ Users/nromancff/AppData/Local/ Temp/{F7..  nro

http://rebeccablaydes.com/ nro
:Host: rebeccablaydes.com nro
http:/frebeccablaydes.com/7p=2009 nrc
http:/frebeccablaydes.com/7p=2009 nro
http:/frebeccablaydes.com/Tp=2021 nro
http:/frebeccablaydes.com/wp-content/uploads/20...  nro
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56. Locate the Source column and expand it so the entire source is visible. Te do this, hover over the column

separator, then left click and drag to increase the column’s width. You are in the right spot when the
cursor changes to a horizontal, double sided arrow.

\ '
osoft NTFS, 249.68 GB) [C:\] - [ROOT]\Temp\Sorted\.pf\f45405560_SEARCHINDEXER_EXE.pf &
osoft NTFS, 249.68 GB) [C:\] - [ROOT\Temp\Sorted\.pf\f45405560_SEARCHINDEXER_EXE.pf C
osoft NTFS, 249.68 GB) [C:\] - [ROOT]\Temp\Sorted\.pf\f45405560_SEARCHINDEXER_EXE.pf C
osoft NTFS, 249.68 GB) [C:\] - [ROOT]\Temp\Sorted\.pf\f45405560_SEARCHINDEXER_EXE.pf C4
osoft NTFS, 249.68 GB) [C:\] - [ROOT]\Temp\Sorted\.pf\f45405560_SEARCHINDEXER_EXE.pf C
osoft NTFS, 249.68 GB) [C:\] - [ROOT]\Temp\Sorted\.pf\f45405560_SEARCHINDEXER_EXE.pf &
osoft NTFS, 249.68 GB) [C:\] - [ROOT]\Temp\Sorted\.pf\f45405560_SEARCHINDEXER_EXE.pf G
osoft NTFS, 249.68 GB) [C:\] - [ROOT]\Temp\Sorted\.pf\f45405560_SEARCHINDEXER_EXE.pf C
osoft NTFS, 249.68 GB) [C:\] - [ROOT\Temp\Sorted\.pf\f45405560_SEARCHINDEXER_EXE.pf C
osoft NTFS, 249.68 GB) [C:\] - [ROOT]\Temp\Sorted\.pf\f45405560_SEARCHINDEXER_EXE.pf C

a. What is the full path and file name of the file where the URLs were all found?

Temp\Sorted\.pf\f45405560 SEARCHINDEXER EXE.pf

57. Open a PowerShell window using the shortcut on the Desktop.

58. Use PECmd to parse C:\Temp\Sorted\.pf\f45405560_SEARCHINDEXER_EXE.pf with the following
command:

.\PECmd.exe -f C:\Temp\Sorted\.pf\f45405560 SEARCHINDEXER EXE.pf

a. Did the command complete successfully?

No. The program indicated that only partial output was shown.

b. Was PECmd able to extract any data from the prefetch file, such as run count and last run
timestamp?

Yes, a run count of 4, and a Last run timestamp of 2012-01-11 08:17:04.
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You would not normally expect to find URLs in a prefetch file, but AXI

OM fou

nd some. How did it do

this? Recall that AXIOM is looking for “data within data”. If you were to open the .pf file where the
URLs were found in a hex editor, you could visually see the URLs, like this:

0000521
QOQoea3
4
8

ooy

Qoogos
00005264
Q000sZ80
0000sZse
0ogos3lz
Qoo0s32s
0o00s344
00005360
QoQo0s37e
QoQos39z
00005408
00005424
00005440
00005456

2
2
2
2

g
9

EE 52 4C 20 02 00 00 OO 70 5F E8 1A SF FB CC 01
oD OF BF 03 C2 FB CC 01 381 40 &D 25 Q0 Q0O QQ Q0
00 00 00 00 00 00 OO0 00 OO0 00 00 00 80 51 01 Q0
60 00 00 00 &8 00 QO 00 FE 00 10 10 OO 00 00 00
04 00 20 00 OO 00 OO 00 OO0 00 00 Q0 00 00 00 0o
et 40 €D S5 01 OO0 QO OO0 QO OO0 OO0 00 OO0 00 00 00
00 00 00 00 EF BE AD DE 3& 32 30 31 32 30 33 30
36 32 30 31 32 30 33 30 37 3R 20 gE 72 6F 6D &1
6E 6F 66 €66 40 63 74 T4 TO 34 2F 2F 72 &5 682 &5
63 63 6l 62 eC 61 79 €4 &5 73 2ZE €3 &F €D 2F 00
EF BE AD DE EF BE 4D DE EF BE &D DE EF BE AD DE
EF BE AD DE EF BE 4D DE EF BE &D DE EF BE AD DE
EF BE AD DE EF BE 4D DE EF BE &D DE EF BE AD DE
EF BE AD DE EF BE 4D DE EF BE &D DE EF BE AD DE
EF BE AD DE EF BE 4D DE EF BE &D DE EF BE &D DE
EF BE AD DE EF BE &AD DE EF BE aAD DE EF BE AD DE

ORL
| I

p & Yol
Bm=
£0

E&T

T iE@m*

i%-P:2012030
620120307:
noffEhttp://rebe
ccablaydes.com/

nroma

1%—-P1%-P1%-FP1%-PF
i%-Pi%-Pi%-Pi%-P
i%-Pi%-Pi%-Pi%-P
i%-Pi%-Pi%-Pi%-P
i%-Pi%-Pi%-Pi%-P
i%-Pi¥%-Pi¥%-Pi¥%-P

But how did that data even get in this prefetch file in the first place? Well, as we said before, carving is
a best effort endeavor. When PhotoRec was looking for prefetch files, it found a valid header, then did
its best to recover the prefetch file contents. In this case, however, we have data from a non-prefetch
file as well. Because AXIOM is looking for data within data, it found and displayed the URL.

This is another great example of stream carving (i.e. looking for data within data) vs. file carving. In
many cases, stream carving can recover useful information inside files that may not parse with a native
parser (like PECmd in this case).

59. Under the WEB RELATED artifact list, click Potential Browser Activity

WEB RELATED

Flash Cookies

ad Google Analbytics First Visit Cookies Carved

ad Google Analytics Referral Cookies Carved

ad Google Analytics Session Cookies Carved

.+ Internet Explorer Daily History

% Potential Browser Activity

21

10
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60. Locate the Source column and expand it so the entire scurce is visible. To do this, hover over the column
separator, then left click and drag to increase the column’s width.

a. How many unique files were these URLs found in (hint: sorting on the Source column will make this
easier)

Three files

61. In a PowerShell window, confirm you are in C:\Tools. Use PECmd to parse
C:\Temp\Sorted\.pf\f43410352_WMIPRVSE_EXE.pf with the following command:

.\PECmd.exe -f C:\Temp\Sorted\.pf\f43410352 WMIPRVSE EXE.pf

a. Did the command complete successfully?

No, PECmd said only partial output is shown.

b. Was PECmd able to extract any data from the prefetch file?

Yes, a run count of 378, and a Last run timestamp of 2012-02-29 07:05:20. There were also a
count of directories referenced (5) and files referenced (443).

¢. How did parsing this file compare with the data exacted from
f45405560_SEARCHINDEXER_EXE.pf?

Looking through the Files referenced section, there are some readable values but most appear to
have been corrupted. This is additional information that PECmd was able to recover from this
prefetch file when compared to the previous one.

OPTIONAL HOMEWORK: Run AXIOM again, but against the entire Windowslmage.EO1. It is recommended
you do this outside of class and let it run overnight as it can take a while to run. Compare and contrast the
data we looked at above with all the data that AXIOM finds from the entire image.

Exercise—Key Takeaways

e Data and stream carving can bring new leads and insight to your cases.

e There is no guarantee that files recovered via carving will be useful.

e Different tools can produce different results. Test your tools!

e Tools like Axiom can find data embedded inside files, such as URLs, email addresses, and more.
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Recovery

= /N N ) (L[] (KL
Exercise 6.2—Data

Background

Data recovery is a very misunderstood area of practice. A simple Google search will bring up all manner of data
recovery companies that aren't really data recovery companies. In addition, they don't even exist where they
say they exist, when they exist. Beyond this misleading shell game, there is an entire underbelly of the industry
that is rife with people who think that data recovery is easy, and that you just need a freezer to save the day.
YouTube has hundreds, if not thousands of videos on how to perform all manner of data recovery, from dead
heads, to blown motors and burnt chips.

The reality is much different. There are several different facets to data recovery, with diagnosis being the most
important of all of them. Without a proper diagnosis, any attempts are, at best, going to result in absolute
failure, and at worst, are going to damage or destroy a drive that otherwise could have been recovered by
someone with the appropriate skills. Part of the diagnosis is to determine whether the problem is a logical issue
or a physical issue. A logical issue would be anything that has to do with the data and how it exists on the drive.
A corrupt or overwritten MFT or partition table would be a good example. Physical issues are issues that no
software can fix by itself. This would include things such as damaged or failed chips on a circuit board, or non-
functional read/write head stack assemblies.

From a purely logistics perspective, we cannot create a lab environment where every student has a non-
functional hard drive with exactly the same problem as everyone else. Because data recovery is a physical thing
that happens in the physical world, we cannot create problems in a VM. What we can do is create a logical
problem on a drive, then create an image of that drive to work with and try to fix.

In this exercise, a very common issue will be addressed, which is that of a damaged partition and MFT. Here
then, are two real world scenarios that can cause this failure state.

Scenario 1

The user was using their computer when it 'blue-screened'. Upon restarting the computer, it went into recovery
mode. They did not read the instructions carefully and made the wrong selection between repair and restore.
Choosing “restore” caused the computer to format the volume and start re-installing windows.

Scenario 2

The user planned on copying data from one external hard drive to another so that they had a backup. During
the first step of preparing the destination drive, they accidentally started wiping the wrong drive and destroyed
the partition information and the MFT (Master File Table).

Exercise Objectives

e Use R-Studio data recovery software to recover files from a damaged volume and overwritten MFT

FOR498 - Eric Zimmerman & Kevin Ripa ©2020 Exercise 6.2 — Data Recovery 1
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Exercise Preparatioi

1. Boot your FOR498 Windows VM

2. Login to the FOR498 Windows VM using the following credentials:
a. Username: SANSDFIR
b. Password: forensics

3. Using the techniques you learned in the image mounting exercise (Exercise 3.2), mount the CARVEY.EO1
found at C:\Cases\Exercises\6.3 using Arsenal Image Mounter.

4. Locate the R-Studio shortcut in the Utilities fence on the Desktop and start it. The initial splash screen
will indicate that you are working in Demo mode. There is no time constraint in Demo mode, however
you are limited to the size of files you can recover (nothing bigger than 256 KB). Click on the Demo

button.

v= Please Register R-5tudic Demo

Mame || |

Company | |

{optional)

Registration

key
If you would like to evaluate the capabilities of R-5tudio Demo please didk
Demo button

Buy License OnLine Demo
FOR498 - Eric Zimmerman & Kevin Ripa ©2020 Exercise 6.2 — Data Recovery 2
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5. The program will open, and a listing of all detectable drives will be shown, irrespective of file system or
file system integrity. Locate and select Arsenal Virtual 0001. Although we cannot provide a failed hard
drive to every student and replicate the problem exactly across all of them, an image file of a damaged
hard drive has been created, and we will work from this. Click on the Open Image icon.

= R-Studic Demo - Device View
Drive Create Teols View Help
T oz S ) Bl
2 o & & | & a B .>x @

Connect To Remote Refresh ~ Open Drive Files Scan | Open Image §Create Image Create Region Create Virtual RAID Remove | Stop
@g Device view

Device/Disk Label Fs Start Size MName Value &
v B Local Computer Drive Type Physical Drive, Disk

v age Yiware, VMware Virtual 5 1.0 #0 Local... 0 Bytes 200 GB Mame Arsenal Virtual 0001
el - NTFS LB 20000 GB 05 Object "WAPhysicalDrivel
= Arsenal Virtual 0001 {2e9ebb2a-2267-11e... #1Fibre... 0 Bytes 14.65 GB R-Studic Driver WinMNT\Handle\Physical
4 ,49' FIEC VI var VIAware o & CooT .00 Size 14.65 GB (30720000 Sectors)
i D Sector Size 512 Bytes
Partition Size 14,65 GB (30720000 Sectors)
1/Q Tries Default -
* Drive Control
Y]
@,, Properties
Log X
Type Date Time Teut

6. Inthe Open Image File dialog, navigate to C:\Cases\Exercises\6.2\ and select Carvey.rdr from the list,
then click on the Open button.

= Open Image File

u <« Local Disk (C:) » Cases » Exercises » 6.2 v O Search 0.2 e
Organize » Mew folder = ™ @
* Downloads " Mame Date modified Type
d Music I || CARVEY.rdr I RDR. File
&=/ Pictures
m Videos
= Local Disk (C:)
¥ Metwork
LU 4 >
File name: | CARVEY.rdr e Imadge files (*.rdr *.dsk *.dat *.bi ~
|
FOR498 - Eric Zimmerman & Kevin Ripa ©2020 Exercise 6.2 — Data Recovery 3
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7. Therdr file is an R-Studio specific image of the same physical drive used to create the E01 you mounted
with AIM earlier. Once the rdr is opened, it will be mounted and details about the image are shown,
including a more accurate representation of the drive’s space as well as the name and serial number of
the physical drive. Click in the newly mounted image, then click on the Scan button in the top tool bar.

r= R-Studio Demo - Device View
Drive  Create Tools View Help
T = Dy =] | =
g o & & @6 B .¥ ®
Connect To Remote Refresh  Open Drive Filell Scan  §Open Image Create Image Create Region Create Virtual RAID Remove | Stop
(. Device view k
Device/Disk Label FS Start Size Name Value &
v | pcal Computer Drive Type Physical Drive, Disk
v aee VMware, VMware Virtual 5 1.0 #0 Local (0:0) 0 Bytes 200 GB MName SMIUSE DISK 1100
e C: hd NTFS 1 MEB 200.00 GB 05 Object YWAPhysicalDrivel
% Arsenal Virtual 0001 {2e9ebb2a-2267-11e... #1Fibre (4:0) 0 Bytes 1465 GB R-Studio Driver WinNT\Handle\Physical
v Image Size 14.65 GB )
e SMI USB DISK 1100 AADDODODDO0OD043S #1 USB (0:0) 0 Bytes 14.65 GB Sector Size 512 Bytes
v ,‘,l NECUMUTar VMware SATA COBT 1.00 Partition Size 14.65 GB (307
e 1/0 Tries 1 -
v Drive Control y
@4’ Properties
Log x
Type Date Time Teaxt

8. You will see a Scan dialog appear with several options. This window allows for a great deal of granularity.
In the Scan area, you can select what physical part of the drive you want to scan. This is useful if you have
a damaged area, and don't want R-Studio wasting time scanning an area it will never recover. Also, if you
know that there is no data on the last half of your drive, you need not waste time scanning it. In the File
System area, you can select from several file systems, as well as search merely by known file type. You
also have the option of saving out the found files to a directory elsewhere. In the Scan view section, you
can choose to see the scan progress or not, understanding that the more granularity you request, the
slower the scan goes. For the purpose of our scan, we will leave all settings as default. Verify that your
settings are as shown in the screen below, and click the scan button.

Scan area

Disk size: 14.65 GB (30720000 Sectors) The selected disk has not yet been scanned
or it”s scan information has not been loaded.

Start: l:l Bytes You may either scan the entire disk or specify
' ¥ scan parameters manually.

Size: 14,65 GB hi
File System: NTFS; ReF5; FAT jexFAT; Ext2/Ext3/Extd; UFS; HFS; AFFS Change... *
Extra Search for Known File Types Known File Types...
[] save to File:

{Recommended for large objects. It saves anly information on disk data
structure gathered during object scan, not actual object data.)

Scan view: () simple (Scan progress only. Faster.)

(®) Detailed (Scan progress and found objects, Slower)

() None (Don't use scan view progress during scanning at all. Fastest.)

san || _conee
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9. The scan will begin, and you will be able to watch its progress as it scans each block of data. A legend
outlines the data as it is found.

. X @
stop

Remove

ge

Unused ¥ Unrecognized B NTFS MFT Extents 6 B NTFS Directory Entries 0
W NTFS Boot Sectors 0 B NTFS Restore Points 0 I ReFS BootRecord 0 " ReFS MetaBlock 0
M FAT Table Entries 10 FAT Directory Entries 0 B FAT Boot Sectors 0 I Ext2/Ext3/Ext4 SuperBlock 0
M UFS/FFS SuperBlock 0 B UFS/FFS CylinderGroup 0 B HFS/HFS + VolumeHeader 0 B HFS/HFS+ BTree+ Extents 0

APFS SuperBlock 0 APFS VolumeBlock 0 APFS Node 0 M Specific File Documents 12}

G, Properties Scan information

Text

10. Once the scan is complete, you will see a new entry under the mounted rdr file. This is the 'best attempt'
volume entry that the scan has been able to determine. In some cases, there may be multiples of entries.
Typically, you want to select any green ones, but in this case, there is merely a single red one. Although
this does not appear to be optimal, we will work with what we have. Double click on the Recognized0
volume that R-Studio is presenting.

= R-Studio Demo - Device View

Drive Create Tools View Help
B ro e
B 8 &8 & a E .>%X ®
Connect ToRemote Refresh OpenDriveFiles Scan OpenImage CreateImage CreateRegion Create VirtualRAID  Remove  Stop
@ Device view
Device/Disk Label Fs Start Size g SLUSB DISK 1100 - 14.65 GB (15728540000 Bytes , 30720000 Sectors) 75852 Sectors per e
v ! Local Computer 5 M :
Vv % VMware, VMware Virtual $ 1.0 #0 Loca... OBytes 200 GB e o B [ e i
@ C A NTFS 1MB 200.00 GB
“* Arsenal Virtual 0001 {2e9ebb2a-2267-1... #1Fibr.. 0Bytes 14.65 GB
N Image
Vv & SMI USB DISK 1100 AAQ0000000000489 #1 USB ... 0Bytes 14,65 GB
I % Recognized0 NTFS  0Bytes 14.65GB I B NTFS Directory Entries 0 1 M NTFS Restore Points
v q} ar are SATA COUT ... W ReFS BootRecord 0 I ReFS MetaBlock 0 I FAT Table Entries 10
20 FAT Directory Entries 0 [ FAT Boot Sectors 0 W Ext2/Ext3/Ext4 SuperBlock 0
Il Ext2/Ext3/Ext4 Directory 0 M UFS)FFS SuperBlock 0 M UFS/FFS CylinderGroup 0
UFS/FFS Directory 0 M HFSMHFS+ VolumeHeader 0 M HFS/HFS+ BTree+ Extents 0
APFS SuperBlock 0 APFS VolumeBlock 0 APFS Node 0
. - 12 v
@ Properties [ Scan information
Log X
Type Date Time Texdt
@ System 5:41:00 PM Scan has been completed for SMI USB DISK 1100 in 1m 13s
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11. A new tab will open, and any files and/or folders that have been found will be listed. This looks very
promising! You can see several files listed. The MFT and partition were destroyed (you can even check it
out in HxD) and yet, even without a partition or MFT, you are somehow able to see actual file names, as
well as sizes and other metadata. How is that possible? Also, unbeknownst to many, there is a second
copy of the NTFS boot sector at the end of a volume, and if you know how, you can recover it and restore
it to use for helping recover data on the drive. Under the column Recovery chances, you see all green
dots. This would seem to be good news too, but this does not verify that a file is actually at the place on
the drive that the MFT artifacts say so. In order to see the status of your recovery, double click on
IMG_1991.jpg. If it is intact, it should open.

w= R-Studio Demo - File View

Drive  File Tools View Help
[ |
cC O ®E B e s & @ @mes
Reopen Drive Files Stop | Recover Recover Marked | FindMark Find Previous  Find Next  File Mask Up Preview
@g Device view “e Recognized( -> SMI USE DISK 1100 : AAQ0000000000439

v [ = Recognized) Mame Recovery chances Size, Bytes Created Modified Ace ™
~ [ || Root | System Volume Information W
O System Velume Information | |[] @ Application.pdf ® Good (Bxisting file) 83,077 W
[0 X Extra Found Files 1 [& Big Island 031,jpg ® Good (Existing file) 427,836 W
O Metafiles [0 [ ] bRe Third VP Supplemental Report.msg # Good (Bxisting file) 140,300 W
O] & cl.pdf ® Good (Existing file) 223,994 W
1 5B Commercial Invaice.url # Good (Basting file) 182 W
] = fun.eml @ Good (Existing file) 1,115 W
17 @ Good (Existing file)  2.53.435 i/
O & 1m5_1991,jpg I ® Good (Existing file) 826,645 i
L1 [ Tnsurance Application.doc # Good (Existing file) 70,144 W
| |j Micholas P Hughes Security resume2.doc ® Good (Existing file) 35,328 W
[ [] wire Transfer Information - BROKEN.doc @ Good (Existing file) 23,762 WSS . TE v
< >
Sorted by: Real Extensions Creation Time Modification Time Access Time : i 225 Small Icons | | 5o Medium Icons | ||| Large Icons

Type Date Time Text
@ Systermn 5:41:00 PM Scan has been completed for SMIUSE DISK 110010 1m 135
@ File 5:44:03 PM [Fileld: 131074] Closing attribute: parsed allocated size (2916352) differ from stored one (23330816)
G System 5:44:03 PM File enumeration was completed in 0 sec
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12. Double clicking on an intact file will cause it to open and show you the file contents. If it is not intact, the
program will show you the hex representation of what it found at the address marker it was sent to by
the MFT. In this case, the file does not exist at this address marker any more. Bad news for us. Close this
box.

exadecimal Editor - Recognized0\IMG_1991.jpg

File Edit Mavigate View Tools

1 Ll o
=, = = Lo oo oo @ Offsettoao to | |Bytes | |DATA: DATA (NR) -

¥

Back Forward Save Changes | Find Find Previous Find Mext = Stop AMSI Column = OEM Column
Templates * Offset Binary data AMSI UNICODE &
-
e Sector 0 {Parent: Recognized0 Record: 4731)
MName Value
o: |l oo oo oo 0o 0o oo 00 - 0o 00 00 00 00 00 o0 oo M........iiilo.. ...
10: 00 00 00 00 00 00 00 00 — 00 00 00 00 00 00 00 00  veuvrnenrnrennes  tonranes
20: 00 00 00 00 00 00 00 00 — 00 00 00 00 00 00 00 00  veuvvrnenrnrennes  conranes
30: 00 00 00 OO0 OO0 00 00 00 — 00 00 00 00 00 00 00 00  veusvnenennennnn cenennnn
Data Interpreter 40: 00 00 00 00 OO0 00 00 00 — 00 00 00 00 00 00 00 00  veurvnrenennennnn  cenennnn
50: 00 00 00 00 00 00 00 00 — 00 00 00 00 00 00 00 00  veuvvrnenrnrennes  conranes
Name Value ” 60: 00 00 00 OO0 00 OO0 00 00 — 00 00 00 00 00 00 00 00  wverrererrnneren  tenneees
8 bit binary 0000000 70: 00 00 00 OO0 OO0 00 00 00 — 00 00 00 00 00 00 00 00  +eusvnenennennnn  cenennnn
ANSI| character 80: 00 00 00 00 OO0 00 00 00 — 00 00 00 00 00 00 00 00  vevvrnenrnrrnnens  conranes
OEM character 20: 00 00 00 OO0 OO0 00 00 00 — 00 00 00 00 00 00 00 00  veuvvrnenrarennens  coneanes
v Little Endian AO: 00 00 00 00 00 00 00 00 - 00 00 00 00 00 00 00 00  wverrenrneerenrs saenenns
UTF2 character BO: 00 00 00 O0 OO0 00 00 00 — 00 00 00 00 00 00 00 00  veurrnrenennennnn  cenennnn
UTF16 character CO: 00 00 00 OO0 00 00 00 00 — 00 00 00 00 00 00 00 00  veuvvrnenrnrennes  conranes
2 bit hexadeci.. 00 DO: 00 00 00 00 00 00 00 00 - 00 00 00 00 00 00 00 00  veuvvrwenrnrennes  conranes
8 bit octal nur.. 00 EO: 00 00 00 00 00 00 00 00 - 00 00 00 00 00 00 00 00  veureneneneenee oevnenns
8 hit uncioned .0 FO: 00 00 00 00 00 00 00 00 — 00 00 00 00 00 00 00 00  veuvvrnenrarennes  conranes v

5 Properties Data Interpreter (4| Std Unlimited Direct Allocation
Ready Size 826645 Offset 000000 = 0 Sector 0 Read Only Binary data Unaltered
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Exercise Questions

1. Take a moment and double click on all the files that you see in the list.

a. Did any open?

b. If yes, which ones?

c. Ifany opened, why did they open when others didn't?

2.  Youdidn't have much luck, even though it initially looked promising. But as we have been learning, just
because it looks hopeless, does not mean it is! Note in the entries in the left box, a folder with an X across
it named Extra Found Files. Click on the arrow immediately to the left of the Extra Found Files folder to
reveal the file types that were found.

= R-Studio Demo - File View

Drive  File Tools View Help

o 0k B e & & @ @ e

Reopen Drive Files  Stop Recover Recover Marked FindMark Find Previous Find Mext FileMask = Up  Preview

@g Device view “e# RecognizedD - SMI USE DISK 1100 : AADDDO0O00000439

v [] <# Recognized0 Marme Recovery chances Size, Bytes Created Muodified Ace ™
v [J | Root | Systern Velume Information W
[] austemValume Information | |[7] @@ Application.pdf ® Good (Bxisting file) 83,077 W
[0 3 Extra Found Files [ [& BigIsland 081.jpg ® Good (Existing file) 427,836 i
LI Metatiles [0 [ ] bRe Third VP Supplemental Repart.msg # Good (Existing file) 140,200 W
O] & cl.pdf ® Good (Existing file) 223,994 W
1 4B Commercial Invoice.url ® Good (Existing file) 182 W
] = fun.eml # Good (Existing file) 1,115 W
| D IMG_0639.epp ® Good (Existing file) 2,253,435 W
O & m5_1991,jpg # Good (Existing file) 226,645 W
O[] Insurance Application.doc @ Good (Existing file) 70,144 W
| D Micholas P Hughes Security resume2.doc ® Good (Existing file) 35,328 W
[ [ ] Wire Transfer Information - BROKEN.doc ® Good (Existing file) 23,762 WL DWW i v
£ >
Sorted by: Real Extensions Creation Time Modification Time Access Time i 225 Small Icons | | 5o Medium Icons | ||| Large Icons

Type Date Time Text
@ Systermn 5:41:00 PM Scan has been completed for SMIUSE DISK 110010 1m 135
@ File 5:44:03 PM [Fileld: 131074] Closing attribute: parsed allocated size (2916352) differ from stored one (23330816)
() System 5:44:03 PM File enumeration was completed in 0 sec
FOR498 - Eric Zimmerman & Kevin Ripa ©2020 Exercise 6.2 — Data Recovery 8
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3. You will recall that during the scanning phase, you told R-Studio to also

scan for known file types.

Because of this, a file carving function was run. Let's see if it had any success. Look at the different folders
that are shown and then expand the Graphics, Picture folder and click on the JPEG Digital Camera folder

to show its contents.

w= R-Studio Demo

- File View

Drive  File Tools View Help
o @B
Reopen Drive Files  Stop
@aDeviceview

Recover Recover Marked

B e S & @ @ ¢

“e# RecognizedD - SMI USE DISK 1100 : AAD0DO0O00000439

FindMark Find Previous Find Next File Mask

Up Preview

v [] <& Recognized0
v [ Root

« [ x Extra Found Files
> [ ™ Archive
> [] ¥ Document
v [ >< Graphics, Picture

O Systern Velume Information

] 3 Canon PowerShot AZ0_20070117_132010.jpg I

Recovery chances

# Good (Begin signature and content, Unfragmented)

.. # Good (Begin signature and content, Unfragmented)

Size, Bytes

826,645
427,936

[] 3 JPEG Digital Camera ——
> O >< Internet related files
> [0 | Metafiles

< >

Sortedby:  Real Extensions Creation Time Modification Time Access Time | £~ Details | | 22 Small Icons | | 55 Medium Icons | | || Large Icons

Log x

Type Date Time Text

@ Systemn 5:41:00 PM Scan has been completed for SMIUSE DISK 110010 1m 135

iy File 5:44:03 PM [Fileld: 131074] Closing attribute: parsed allocated size (2916352) differ from stored one (23330816)

@ System 5:44:03 PM File enumeration was completed in 0 sec

4. Previously you saw in the list of files from the scan screen, there were two .JPG files, but they wouldn't
open. When we look in the JPEG Digital Camera folder, we see two files listed. But they clearly don't have
the same names as from the scan screen. Double click on Canon PowerShot A80_20070117_132010.jpg.

FORA498 - Eric Zimmerman & Kevin Ripa ©2020

=k R-Viewer - Recognized0\Extra Found Files\Graphics, Picture\JPEG Digital Camera\...

File View

22 E @&

Current size 25%, 2272x1704, depth 32 bits
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5. The photo opened and is clearly recoverable, although due to size limitations in the trial version of R-
Studio, we cannot extract the file.

a. Why were you able to recover the photo when you couldn't before?

b. Where does this new file name come from?

6. Close the photo and return to the File View screen. Expand the Document folder and click on the Adobe
PDF Document folder to show its contents.

= R-Studic Demo - File View

Drive  File Tools View Help
== = b
cC OB § v S o @ @e
Reopen Drive Files Stop  Recover FRecover Marked  FindMark Find Previous  Find Mext FileMask  Up  Prewview
@g Device view “g# Recognized) -= SMI USE DISK 1100 : AA00000000000489

v [[] < Recognized0 Mame Recovery chances Size, Bytes
v [ Root @ 000.0df Below Average (Begin signature, corrupted inside, Unf 223,994
O Systern Velume Information O @ 002.pof Below Awverage (Begin signature, corrupted inside, Unf 83,077
« [ )'( Extra Found Files
O )( Archive
w

| x Adobe PDF Document

I )( OLE Storage
[] 3 Text Document
1 X Graphics, Picture
O }( Internet related files
| Metafiles

< >

Sortedby:  Real  Extensions  CreationTime  Modification Tme  Access Time == Details | | 555 Small Icons | | 5 Medium Icons | | [ Large Icons
Log X

Type Date Time Text =
@ System 5:41:00 PM Scan has been completed for SMIUSE DISK 1100 in 1m 135
@ File 5:44:03 PM [Fileld: 131074] Closing attribute: parsed allocated size (2916352) differ from stored one (23330816)
G System 5:44:03 PM File enurneration was completed in 0 sec

FOR498 - Eric Zimmerman & Kevin Ripa ©2020 Exercise 6.2 — Data Recovery 10
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7. Let's double click on 002.pdf and see if it opens.

':Q_Jq R-Viewer - Recognized(\Extra Found Files\DocumentiAdobe PDF Decument\002. pdf

File View

Ll [ RR - e v A

APPLICATION FOrR ENCASE
CERTIFIED EXAMINER

Applicant Information Will you be taking Phase | at CEIC? O yes [ send more info

Last Name: First Middle:

Name spellingfformat for certificate:

Driver's License Mumber State/Province |ssued:

Mailing Address for Phase Two of the EnCE Examination and for the EnCE Certificate

Street:

City: State/Province:

Country: Zip/Postal Code:

Daytime phone number: Cellularfother:

Fax number E-mail he

8. Success! However, note that the title of the .pdf is not specific and was given a rather generic name of
002.pdf.

a. Why does the .pdf not have a detailed name like the .jpg you previously opened?

9. Now you will try to recover the file. Right-click on the file and select Recover... from the drop-down
menu.

w= R-Studio Demo - File View

Drive  File Tools View Help
Cal - s
> 0B % w » w @ = @
Reopen Drive Files  Stop  Recover Recover Marked | FindMark  Find Previous  Find Mext  File Mask ~ Up  Preview
@d Device view ‘% Recognizedd -> SMI USE DISK 1100 ; AAQQ000000000489

v [[] <* Recognized0 Marme Recovery chan
~¥ O | Root e
[ Systern Volume Information -
~ [ ¥ Extra Found Files Ctrl+F2
» [ 2K Archive \‘ﬁ_-::- Recover Marked...

~ [] ¥ Document
] Dﬁ Adobe PDF Document
] ¥ Microsoft Word Docum...
O x OLE Storage
] ¥ Text Document

> O >< Graphics, Picture

> [ ¥ Internet related files

> O Metafiles

Preview... Ctrl+Q
Hex View/Edit... Ctrl+E

Close All Previews

Mark

Marlk All
Unrnark
Unrnark All

FOR498 - Eric Zimmerman & Kevin Ripa ©2020 Exercise 6.2 — Data Recovery 11
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10. You will be presented with the Recover window. Read over the options to see what they offer, but do not

change anything other than the Output folder. Set this to your VM Desktop, and then click on the Ok

button.

r= Recover

Output folder: | C:\Jsers\SANSDFIR \Desktop)

Main Advanced

Condense successful restoration events

Restore folder structure

Restore real folder structure

] restore from root

[] recover metafiles

Ignore file mask Reset To Defaults

Recover alternative data streams

|:| Recover security

Recover extended attributes

] skip files with bad sectors

Cancel

11. Navigate to your VM Desktop and note that the PDF is now there.

12. Spend some time navigating through the other folders and files to see what is available. When you are

done, you can close the program and any other open windows.

FORA498 - Eric Zimmerman & Kevin Ripa ©2020
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Exercise Questions - Step-by-Step

1. Take a moment and double click on all the files that you see in the list.
a. Did any open?
YES
b. If yes, which ones?

Commercial Invoice.url

(&} R-Viewer - Recognized Commercial Invoice.url

File  View

[DEFALLT]

BASELURL =https://gtm. fedex. com/DOCASSIST 7antry_code=ca_english
[InternetShortout]

LIRL =https: {fgtm. fedex. comDOCASSIST 2ontry_code=ca_english
Modified =80E 1D 2BE05ABGCA0 1BA

c. If any opened, why did they open when others didn't?

Because it was actually resident inside an MFT entry, so did not have to go out to the drive to get
the file.

A typical MFT FILE entry is 1024 bytes in size. In most cases, the data in the entry does not use
the entire 1024 bytes. If the remaining empty space in an MFT entry is larger than the file’s
logical size, then the file’s data will actually reside inside the MFT entry. Since the data for the file
being tracked is stored inside the entry itself, the content of these small files are easily
recoverable. This is very common for shortcut files, url files, and small cookie files.

FOR498 - Eric Zimmerman & Kevin Ripa ©2020 Exercise 6.2 — Data Recovery 13
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2. Youdidn't have much luck, even though it initially looked promising. But as we have been learning, just
because it looks hopeless, does not mean it is! Note in the entries in the left box, a folder with an X across
it named Extra Found Files. Click on the arrow immediately to the left of the Extra Found Files folder to
reveal the file types that were found.

w= R-Studio Demo

- File View

File

(

Drive Tools

Reopen Drive Files

View Help

> @'

Stop

Recover

=

Tl

Recover Marked

[ =)

w @ E= e

Find/Mark Find Pi’e‘-f'ious Find.r-lext File Mask Up Preview

Type
@ Systemn
Ay File
@ System

Date

Time
5:41:00 PM
5:44:03 PM
5:44:03 PM

Text

Scan has been completed for SMIUSE DISK 110010 1m 135
[Fileld: 131074] Closing attribute: parsed allocated size (2916352) differ from stored one (23330816)

File enumeration was completed in 0 sec

@.g Device view ‘% Recognized - SMI USE DISK 1100 : AAQDDO0000000439
v [ = Recognized) Mame Recovery chances Size, Bytes Created Modified Ace ™
v [J | Root | Systern Yolume Information W
Ll swstem Valumelnformation | 7] g Application.pdf # Good (Existing file) 83,077 W
» [0 X Extra Found Files [1 & Biglsland 081,jpg @ Good (Existing file) 427,856 W
TT . Metafles [0 [ ] bRe Third VP Supplemental Report.msg ® Good (Existing file) 140,300 i/
O] @& cl.pdf @ Good (Existing file) 223,934 W
1 5B Commercial Inveice.url # Good (Basting file) 182 W
] = fun.eml @ Good (Existing file) 1,113 W
O [ 1MG_0639.epp ® Good (Bxisting file) 2,253,435 v
O & 1M6_1991jpg ® Good (Exsting file) 226,645 i/
O [ insurance Application.doc # Good (Existing file) 70,144 W
O [] Nicholas P Hughes Security resume2.doc # Good (Existing file) 35,328 W
| D Wire Transfer Information - BROKEM.doc ® Good (Existing file) P B R T
< >
Sorted by: Real Extensions Creation Time Modification Time Access Time =" Details | | 2=2 Small Icons | | 55 Medium Icons | ||| Large Icons
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3. You will recall that during the scanning phase, you told R-Studio to also

scan for known file types.

Because of this, a file carving function was run. Let's see if it had any success. Look at the different folders
that are shown and then expand the Graphics, Picture folder and click on the JPEG Digital Camera folder

to show its contents.

w= R-Studio Demo

- File View

Drive  File Tools View Help
o @B
Reopen Drive Files  Stop
@aDeviceview

Recover Recover Marked

B e S & @ @ ¢

“e# RecognizedD - SMI USE DISK 1100 : AAD0DO0O00000439

FindMark Find Previous Find Next File Mask

Up Preview

v [] <& Recognized0
v [ Root

« [ x Extra Found Files
> [ ™ Archive
> [] ¥ Document
v [ >< Graphics, Picture

O Systern Velume Information

] 3 Canon PowerShot AZ0_20070117_132010.jpg I

Recovery chances

# Good (Begin signature and content, Unfragmented)

.. # Good (Begin signature and content, Unfragmented)

Size, Bytes

826,645
427,936

[] 3 JPEG Digital Camera ——
> O >< Internet related files
> [0 | Metafiles

< >

Sortedby:  Real Extensions Creation Time Modification Time Access Time | £~ Details | | 22 Small Icons | | 55 Medium Icons | | || Large Icons

Log x

Type Date Time Text

@ Systemn 5:41:00 PM Scan has been completed for SMIUSE DISK 110010 1m 135

iy File 5:44:03 PM [Fileld: 131074] Closing attribute: parsed allocated size (2916352) differ from stored one (23330816)

@ System 5:44:03 PM File enumeration was completed in 0 sec

4. Previously you saw in the list of files from the scan screen, there were two .JPG files, but they wouldn't
open. When we look in the JPEG Digital Camera folder, we see two files listed. But they clearly don't have
the same names as from the scan screen. Double click on Canon PowerShot A80_20070117_132010.jpg.

FORA498 - Eric Zimmerman & Kevin Ripa ©2020
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File View

22 E @&

Current size 25%, 2272x1704, depth 32 bits
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5. The photo opened and is clearly recoverable, althcugh due to size limitations in the trial version of R-
Studio, we cannot extract the file.

a. Why were you able to recover the photo when you couldn't before?
This file was found by file carving, which looks for file signatures, rather than locating a file based
on the MFT pointer.
b. Where does this new file name come from?
It was extrapolated by R-Studio from data found within the file itself (metadata).
You can see this by right clicking on the file name in the File View window, and selecting Hex
View/Edit...
Mame Recove
l:‘ ﬁ Canon PowerSk ._‘.-m fonTRaAT A nanan s
D }_Q EASTMAN KOD (!.y Recowver... Ctrl+F2
¥§ Recover Marked...
| Preview... Ctrl+ 0
[[Z  Hex View/Edit.. | Ctrl+E
£ Close All Previews
M Mark
M Mark Al
Unrmark
Unrmark All
...and then viewing the file in R-Studio's built in hex viewer.

o: [l D8 FF E1 17 FE 45 78 - €9 €6 00 00 49 49 2A 00 [@va.pExif..11*. [.000.0*
10: ©F 00 00 00 08 00 OF 01 — 02 00 06 00 00 00 TR 00  veeeeevnneeens Z. ...d...Z
20: 00 00 10 01 02 00 14 00 — 00 00 850 00 00 00 12 0Ll veeuuunnneenenns B £
30: 03 00 01 00 00 00 01 00 — 00 00 1A Ol 05 00 01 00 veeeecennnneerne  wunnn E.
40: 00 00 AD 00 00 00 1B 0Ol — 05 00 Ol 00 00 00 BE 00  v'r ceannnerens B
50: 00 00 28 01 03 00 01 00 - OO0 00 02 00 00 00 32 01 (e mmmmennnn z. I..... i
§0: 02 00 14 00 00 00 BO 00 — 00 00 13 02 03 00 01 00 ...... S °LE,
70: 00 00 Ol OO0 OO0 00 €% 87 - 04 00 Ol OO0 OO 00 C4 00 ik i i
B50: 00 00 6 07 00 OO0 43 €1 - EE &F 6E 00 43 &1 EE &F .3...Canon.Cano . .4.00000
50: €E 20 50 6F 77 65 72 53 — €8 &F 74 20 41 38 30 00 | n PowerShot ASC. .0O0O00.00
AO: 00 OC OO0 OO0 00O OO0 OO0 00 - 00 OO0 OO0 00 B4 00 00 00 | vueerennnnn. e e ",
BO: Ol 00 00 00 B4 00 00 00 — 01l 00 00 00 32 30 30 37§ ovr e eunnen. 2007 .°...00
CoO: 3A 30 31 34 31 37 20 31 - 33 3h 32 30 34 31 30 00 | :01:17 13:20:10. DDOODOO10
Do: 1F 00 94 82 05 00 01 00 - 00 00 86 O3 00 00 oD &2 = P— S P Y |
EQ: ©5 00 Ol 00 00 OO0 SE 03 — 00 00 00 90 07 00 04 00 ...... A L
Fo: 00 00 30 32 32 30 03 90 — 02 00 14 00 00 00 3E 02 U220 0 eeenea. .od...7
1000 . Pl Pl Fa | o F o it | P W | 1. Pt Pl Pl | | i F o it | P W | P W | Fai | ot | -] L1 o | 2 o |
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6. Close the photo and return to the File View screen. Expand the Document folder and click on the Adobe
PDF Document folder to show its contents.

w= R-Studio Demo - File View
Drive  File Tools View Help
Lol - Be Ll
> @B % w » e @ @
Reopen Drive Files Stop  Recover Recover Marked | FindMark Find Previous  Find Next  File Mask Up  Preview
@d Device view ‘% Recognized( - SMI USE DISK 1100 : AAQDDOO000000439
v [] < Recognized( Name Recovery chances Size, Bytes
v Root % 4 Below Average (Begin signature, corrupted inside, Unf 223,994
O System Volume Information O @ 002, pdf ® Below Average (Begin signature, corrupted inside, Unf 83,077
« [ x Extra Found Files
> [ ¥ Archive
| ﬁ Adobe POF Document
[1 > OLE Storage
| x Text Document
» O ¥ Graphics, Picture
> O x Internet related files
> O Metafiles
£ >
Sorted by: Real Extensions Creation Time Modification Time Access Time ﬁEE Details | | 255 Small Icons | | 55 Medium Icons | ||| Large Icons
Log
Type Date Time Text &
@ Systermn 5:41:00 PM Scan has been completed for SMIUSE DISK 110010 1m 135
Ay File 5:44:03 PM [Fileld: 131074] Closing attribute: parsed allocated size (2916352) differ from stored one (23330816)
G System 3:44:03 PM File enumeration was completed in 0 sec

7. Let's double click on 002.pdf and see if it opens.

':Q_Jq R-Viewer - Recognized(\Extra Found Files\DocumentiAdobe PDF Decument\002. pdf

File View

[L_2

RREE]=HO

Applicant Information Will you be taking Phase | at CEIC? [ yes [ send more info

Last Name:

APPLICATION FOrR ENCASE
CERTIFIED EXAMINER

First Middle:

Name spellingfformat for certificate:

Driver's License Mumber

Mailing Address for Phase Two of the EnCE Examination and for the EnCE Certificate

Street:

State/Province |ssued:

City:

State/Province:

Country:
Daytime phone number:

Fax number:

ZipfPostal Code:

Cellularfother:

E-mail:
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8. Success! However, note that the title of the .pdf is not specific and was given a rather generic name of
002.pdf.

a. Why does the .pdf not have a detailed name like the .jpg you previously opened?

Because there is no plain text metadata in readable areas for R-Studio to parse and/or R-Studio
cannot understand the .pdf metadata within the file itself.

Exercise—Key Takeaways

e Data recovery can find data that was otherwise thought to be lost forever.
e Not all data recovery programs are equal in their recovery capabilities.
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A\
\ )

Exercise 6.3A—Data Carving & I”?ecbiﬁlding -

Images and .doc

Background

Data rebuilding is a skill that has always been important, but increasingly so today. Once the reference to a file
is destroyed, how can the data still be recovered? File carving tools will assist in this, but the examiner must
understand the limitations of their tools. Without the proper pieces of the original file, a carver is useless. This
is not a fast operation, and there are few quick wins, but this approach is much more surgical than simply
scraping for files. The difference too is that if the data you seek exists, you will find it. In the traditional manner
of carving, you could spend days or weeks going through carved data, and never find what you needed.

If the stakes are high enough, there are other methods at our disposal. How about data that has been partially
overwritten by new data? No carving tool can touch this. Data rebuilding is not for people who dabble. It takes
a considerable amount of patience, self-discipline, and expertise to master. It is not the type of skill that gets
learned in the trenches. You must start honing this skill long before you ever need it in the real world. Either
you know what you are looking for, or you know where to look to find what you are looking for. No “9-5” here.
We are going into overtime!

Exercise Objectives

e Recognize various common file signatures

e Carve manually for a deleted .JPG file

e Understand OLECF and OpenXML Office formats
e Carve manually for a deleted document file

Exercise Preparation

1. Boot your FOR498 Windows VM

2. Login to the FOR498 Windows VM using the following credentials:
a. Username: SANSDFIR
b. Password: forensics

3. Using the techniques you learned in the image mounting exercise (Exercise 3.2), mount the CARVEY.EO1
found at C:\Cases\Exercises\6.3 using Arsenal Image Mounter.

FOR498 - Eric Zimmerman & Kevin Ripa ©2020 Exercise 6.3A — Data Carving & Rebuilding 1
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Exercise - Manual Caiving of .JPG File

File Edit Search View Analysis Tools Window Help

DiskInternals ZIP
PhotoRec GUI

Write Blocking

CRW . idation Utili...

. Gsmart Control g

Click on the Open disk icon to reveal the Physical disk mounting options.

_ EZViewer
3

Search
Everything

Hasher

-
ﬁ Shadow Explorer
‘;-

(1 Sam Spade

Ny

Repair

Angry IP
Scanner

Encrypted Disk
Detector

EDD

-

>

R-Studio

y

LT 16 Windows (AMNS[)

=

Open disk (Shift+Ctrl+ D]h

1.
Arsenal Image =
Mounter ] ﬂ;
©
A4
Timeline
Explorer
”“} EditPad Lite
2.
T -
3.

You will see both Logical disks and Physical disks listed. The CARVEY.EO1 image will not have a drive

letter assigned. Select Physical disks, then select the Hard disk for which the Hardware name is Arsenal
Virtual. Uncheck the Open as Readonly box and click OK.

Open disk

Inserted disks:

g ar 1=
e| = Hard disk 2

MNarne ~ Type Size Hardware
~ Logical disks
ze Untitled (C:) Hard disk 99.20 GIE Hard disk 1
Iv Physical disks o
Hard disk 100.00 GIB VMware, ViMware Virtual 5
Hard disk 14.60 GiB Arsenal Virtual I

[ Open as Readonly]

©

ok || conce
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4. You will receive a warning box. Read this carefully. Since you are working with a virtual drive, this is not
so important. Click OK.

You could MAKE your disk UNREADABLE.
Only change data if you really know what you are doing.
There is no warranty in case of damage,

-

[ Do net show this warning again

QK | Cancel

5. The first sector of the physical drive will appear. WARNING! If your screen does not show the same data
as below, STOP. Chances are that you mounted the wrong drive and could destroy another volume on
your system by continuing. If you see something different, close everything and start over. Your starting
point for every carve in this exercise will be from zero sector. In other words, before starting a new carve
or search, ensure you are starting from the very beginning of the drive, and can see the below.

Offsec(h) OO0 01 02 03 04 05 06 OTF OB 09 QA OB OC OD QE OF Decoded text

Qo00Qoaoooao hz 41 54 54 4C 45 46 49 45 4C 44 00 Q0 00 00 00 %ATTLEFIELD .....
0Qg000010 46 4F 52 45 4E 53 4% 43 53 00 Q0 00 Q0 Q0 Q0 00 | FOREWNSICS.......
QQ0Qoo020 52 4F 43 4B 53 21 21 21 00 OO Q0 OO0 QOO0 OO OO0 OO JROCES'!!,. .. .....
QooQ0QoQ030 00 OO0 Q0 00 Q0 OO0 00 00 Q0 OO0 00 00 00 OO0 00 00 weveeeannnnnnnns
Q0QoQ000040 00 OO0 Q0 00 Q0 OO0 Q0 OO0 Q0 OO0 OO0 00 00 00 00 00§ weevweeeeeannnns
QoQQoo050 00 OO0 Q0 00 Q0 OO0 00 00 Q0 OO0 00 00 00 OO0 00 00 weeeeeannnnnnnns
Qo0Q000ed Q0 OO0 OO0 OO0 Q0 OO0 00 00 Q0 OO0 00 00 00 OO0 00 00 weveweannnnnnnns
Q000000070 46 4F 52 34 39 38 20 49 53 20 54 43 45 00 00 0O | FOR45%8 IS THE...
Qooooo0E0 42 45 53 54 20 43 4C 41 53 53 20 41 54 00 00 Q0 | BEST CLASS AT...
Qoo0Qoo0S0 53 41 4E 53 00 OO0 QO QOO0 OO0 OO Q0 OO0 QOO0 OO0 00 00| 5AMNS. ... v eveuns
QQ00000AD QO OO0 OO0 OO0 Q0 OO0 OO0 OO0 Q0 Q0 OO0 00 00 00 00 000 weeeweeeeeannnnn
QooQQoooBO Q0 OO0 OO0 OO0 00 OO0 00 OO0 Q0 OO0 00 OO0 OO0 OO0 00 00 weveveannnnnnnns
QQ0Q00o0Co 46 4F 52 34 39 38 20 49 53 20 54 4% 45 00 00 00 | FOR4%3 IS THE...
QoQQoooDo 42 45 53 54 20 43 4C 41 53 53 20 41 54 00 00 Q0 | BEST CLASS AT...
QOQQOQ0Q0ED 53 41 4E 53 00 OO0 QO QOO0 OO0 OO Q0 OO0 Q0 QOO0 00 00| 5AMNS. ... v eweuns
QOQQOQ0OF0 Q0 OO0 Q0 00 Q0 OO0 00 00 Q0 OO0 00 00 00 OO0 00 00 veveeennnnnnnnns
Qo0Qo0100 Q0 OO0 Q0 00 Q0 00 00 00 Q0 OO0 00 OO0 00 OO0 00 00 weveeennnnnnnnns
Qo0Qo0110 Q0 OO0 Q0 00 00 OO0 00 OO0 Q0 OO0 00 OO0 OO0 OO0 00 00 weveveannnnnnnns
Qoo0Qoo120 Q0 OO0 Q0 00 00 OO0 00 00 Q0 OO0 00 00 00 OO0 00 00 weveweannnnnnnns
Qo0Q00130 00 OO0 Q0 00 Q0 OO0 00 00 Q0 OO0 00 00 00 OO0 00 00 weveveannnnnnnns
Qo00Q00140 Q0 OO0 Q0 00 Q0 OO0 00 00 00 OO0 00 00 00 OO0 00 00 weveveannnnnnnns
QQ0Q00150 00 OO0 Q0 00 Q0 00 00 00 Q0 OO0 00 00 00 OO0 00 00 weveeeannnnnnnns
Q000001e0 OO0 OO0 Q0 OO0 Q0 OO0 00 00 Q0 OO0 00 OO0 Q0 OO0 00 00 veveeeannnnnnnns
Q00000170 4E 4F 54 43 49 4E 47 20 54 4F 20 53 45 45 00 00 | HOTHING TC SEE..
Q00000180 48 45 52 45 20 4D 4F So 45 20 41 4C 4F 4E 47 00 | HERE MCOVE ALOHG.
Q00000190 00 OO0 Q0 00 00 OO0 00 00 Q0 OO0 00 OO0 00 00 00 OO Er—_————————————
Qo0Q001la0 Q0 OO0 Q0 00 Q0 OO0 00 00 Q0 OO0 00 00 00 00 00 00 foieecesnsmnnnns
Q0090000180 00 OO0 Q0 00 Q0 OO0 Q0 00 Q00 Q0 00 00 00 Q0 900 00 4. eeweeaenmmnunns
Qo0Qoo1Co Q0 OO0 Q0 00 00 OO0 00 00 Q0 OO0 00 OO0 00 00 00 00 fiieecesnsmnnnns
QooQ0QoolDo Q0 OO0 Q0 00 00 OO0 00 OO0 Q0 OO0 00 OO0 00 00 00 00 ioieecesnsmnnnns
QQ000001EQ QO OO0 Q0 00 Q0 OO0 Q0 00 Q0 OO0 OO0 00 00 00 00 00 4. ceweeeeemannnnn
QOQQ0O01lFO 00 OO0 Q0 00 00 OO0 00 00 Q0 OO0 00 OO0 00 00 00 00 4ot eecesnnmnnnns
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6. Let’s start with an easy carve. We will carve a photo. It will be completely intact, and so normally would
be picked up by a carver, but we must walk before we run. Click on Search and Find.

ER HxD - [Hard disk 2]

.a.-;ﬂ 1 Search l iew Analysis Tools Window Help

e i Ctrl+F
Ctrl+R

24 Hard disk | "0 oP12CE-

Find again F3
Cffset (h Find again (reversed)  Shift+F3 05 O OB
00000000( 3 Goro Culeg |5 4C 42 00
Q0000001 00 00 00

Qo0000020 52 4F 43 4B 53 21 21 21 00 00 00 00

7. Inthe Find box, ensure that the Hex-values tab is selected, and in the Search for field, type FFDSFFEO.
Set Search direction to Forward and click OK.

TE:{I:Og Hex-values |integer number Floating point number

Search foe FFDAFFED -

Search direction

(Al

e (®) Forward

i) Backward

oll Search all Cancel
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8.

of the first y in the Decoded text column.

You will be taken to a location on the drive that appears as below.

Place your cu

Offset (h)

001347410
001347420
001347430
001347440
001347450
001347460
001347470
001347480
0013474490
001347400
0013474B0
0013474C0
0013474D0
001347T4ED
001347T4F0
001347500
001347510
001347520
001347530
001347540
001347550
001347560
001347570
001347580
001347590
001347580
0013475E0
0013475C0
001347500
0013475ED
0013475F0

0o

0o
0o
Qo
Qo
Qo
Qo
Qo
34
01
04
03
0o
0o
04
0o
0o
4R
0o
&g
DB
10
3D
20
aC
42
a3
a3
a3
01
06
01

01
0o
0o
oo
oo
oo
oo
oo
oo
[a]]
0o
0o
0o
0o
0o
0o
0o

0z

0o
0o
Qo
Qo
Qo
Qo
Qo
6k
0z
00
01
g6
28
01
a5
45
49
4c
T3
84
18
39
2l
a7
42
63
63
a3
01
08
00

04

0o
0o
0a
0a
aa
aa
o0
o0
04
30
00
0o
03
0o
0o
0o
0o
41
49
10
1in
38
aF
o1
63
63
63
a3
00
0
00

a5
0o
0o
oo
oo
(L]
(L]
[u]w]
[u]w]
[u]u]
31
oo
Q0
Q0
Q0
Q0
Q0

(= I VI VI I s R e T Y
[ NP T VT L S S (5 S I U ' I 2 B

0B

00

0e

0o
0o
Qa0
Qa0
Qo
Qo
Qo
Qo
oo
30
06
1B
01
Sa
0o
01
0o
20
o3
oc
l&
40
a7
1z
63
63
63
C4
oo
01
00

o7
0o
00
oo
oo
oo
oo
[w]w]
oo
30
oo
01
0o
24
0o
0o

[ ]
[T ]

%]
=1 =

s = O

[ I o VI« VI I Sl 11
[ C T LT L WU S & I S I

00
00

08

0o
0o
oag
oag
aag
aag
[0]4]
23
52
0o
0o
05
0o
0o
0o
0o
0o
(-]
20
oc
13
sC
a7
18
83
63
63

0o
03
01

09 0 OB OC OD QE OF
Q00 Q00 00 00 OO0 QO 00
00 Q0 00 Q0 OO0 Q0 00
00 Q0 00 Q0 00 QO 00
00 Q0 00 Q0 00 QO 00
00 00 OO0 Q0 OO QO OO0
00 00 OO0 Q0 OO QO OO0
00 00 OO0 Q00 OO0 Q0 BC
00 46 02 00 OO0 02 00
39 38 00 02 00O Q7 00
00 00 00 06 OO 03 0O
00 14 0Og = =
00 01 ¢

00 02 |

00 02 02

g oo oo o Pl 0o
o ho 10
ad Qo0 Sg OO0 00 FF FE
&3 68 6E 6F &C &F &7
L& 31 ZE 30 31 Q0 FF
0 10 OE QD CE 12 11
31 23 25 1D 28 3A 33
4E 40 44 57 45 37 38
3E 4D 71 TS 70 &4 T8
15 18 2ZF 1A 1h 2F &3
E3 63 €3 B3 63 B3 63
€3 63 €3 63 €3 63 63
€3 63 €3 63 €3 63 63
00 00 01 05 01 01 01
00 00 01 02 03 04 05
01 01 01 01 01 01 O1
02 03 04 05 06 OT 08

Decoded text

............... 1
4.5. -
........ RS8.....
0100........
.......... s
. Ry a
JFIF...™ S #

. .LEAD Technolog
ies Inc. V1.01l.¥%
a.

P
=<938T7EH\NEDWETSE
FmOW bghg>Mgypdx
BEBccococococooooooo
stalalelulalelolalaledulalulelu]
stalalelulalelolalaledulalulelu]
CCCCCWh. ¢ v

9.

Press and hold the Shift key and press the DOWN arrow key a few times. You will see content starting to
be highlighted. Ensure that the highlighting starts exactly at the y and not one byte before or after.

001347480
0013474C0
0013474D0
0013474EQ
0013474F0
001347500
001347510
001347520
001347530
001347540
001347550
001347560
001347570
001347580
0013475590
001347580
001347580
0013475C0
001347500
0013475ED

03
o0
00
04
o0
00

oo
oo
oo
oo
oo
oo

01
ge
28
01
a5
48

00
24

o0
o0
03
o0
o0
00

oo
oo
oo
oo
oo
oo

0e
1B
01
Qe
o0
01

oo
01
oo
24
oo
oo

o0
05
00
o0
o0
00

1z
01
nz
02
48

oo
oo
oo
oo
oo

01
oo
oo
02

oo

05
o0
00
04
00

oo
oo
oo
oo
oo

01
8E
01
01
0l

oo
24
0z
oo
oo

FF

oo

142
L0
les
DB
L
|30
[20
[2C
142
B3
B3

=]

46
1F
65
00
1z
3C
&l
63

0
(2]

63
63

e
4C

00
41
25
10
1a

0
(2]

aF
01
63
63
63
63

01
34
6E
0B

f=1
(2]

37
62
11
63
63
63
FF

00
20
63
oc
16
40
a7
12
63
63
63
4

01
a4
2E

00
63
20
oc

f=1
(2]

oC
a7

f=1
(2]

63
63
63
A2

=1
63
S6
0R
21
4E
2E
15
63
63
63
0o

00

f=1
{2}

31
10
23
40
4D

f=1
(2]

63
63
63
00

D
=1
6E
2E
0OE
23
24
Tl
2F
63
63
63
0

01
0e

00
0a

o0
s

00
0B

o0
01

oo
oo

o0
03

o0

00
1 01

01

FF EO
00
eF
30
oD
1D
a7
Ta
1a
63
63
63
05
01 02
01 01

00
eC
31
0OE
28
]
TO
1a
63
63
63

03
01

00
FF
eF
00
12
3n
37
64
2F
63
63
63

o1 01

04
01

1dq
FH
a7
FE|

01
05
01

. .LEAD Technol

3 Imc. V1.01.%
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10. Continue “sweeping” in this manner until you find the end of the file, indicated by ¥0 and some open
space following it. If you were watching closely, you may have seen this file footer earlier on, but it was
surrounded by other data, so probably not the one we wanted. Having said that, there would be nothing
wrong with stopping at the first one, carving the data out, and finding that you had nothing. You will
already see that the dataset was so small that it was probably nothing. Just dive back in and collect more
data until you find the next yO and try it again. Data carving is all about trial and error. Practice makes
you better (and faster) over time.

Offsetc(h) OO0 01 02 03 04 05 06 OT7 08 09 Q&4 OB OC 0D QOE OF Decoded text
0013485F0 |BF 4F BB 00 1C E7 €1 00 D1 CC BB 92 72 D7 SA AH

001348600 [LF 3% 75 5B B8 C6 31 80 F8 FE 54 EE 30 E8 FC 85

001348610 [EA SE 53 81 FF 00 3D 1B FC 6B 52 E1 61 C2 D& 30

001348620 pBS 3B 8F DS 8% FE B4 5D 80 EF 22 2E 07 %6 SF 82

001348630 [E6& 8B BO OF 22 2C %1 ES5 47 C1 CT DC 14 5D 80 F4

001348640 [0 A4 85 55 18 F4 02 50 OF &F 594 62 S0 EC 20 23

001348650 (27 03 A5 02 1E BS CF 5C 53 01 08 C1 CE 4F E7T 40

001348660 PF 27 81 SC 1E DD 28 01 30 3D 2% 00 EO A3 34 00 c
001348670 |BC BE 34 00 &R 35 EB DO S50 30 07 83 91 4C 42 T Il i i Sy N e
001348680 POF 4A 00 50 01 EB 40 07 03 1C S50 01 BE EB F5 D1 [vi=a-1-Ia N 11}
001348690 (60 1A C4 8E BC F3 44 CO 31 BA F4 14 01 FF DS FE |[Ee2Nraili
001348620 [EO 00 10 42 46 49 46 00 01 00 01 00 S& 00 S& 00

0013486B0 PO FF FE 00 1F 4C 45 41 44 20 54 &5 &3 €8 6E &F

0013486C0 |C 6F &7 69 65 73 20 45 6E &3 2E 20 56 31 2ZE 30

0013486D0 |BEL1 00 FF Dﬂ 00 54 00 04 03 03 04 03 03 04 04 O3

0013486E0 ©04 05 05 04 05 07 OC 07 O7 Og Ok 07 OE QR OB 02

00l1348eF0 OC 11 OF 12 12 11 OF 10 10 13 15 1B 17 13 14 12

001348700 14 10 10 18 20 15 1a 1C 1D 1E 1F 1E 12 17 21 2

001348710 21 1E 24 1B 1E 1E 1D 01 05 05 ©05 07 08 07 0E 07

00l348720 o©O7 OE 1D 13 10 13 1D 10 1D 1D 1D 1D 1D 1D 1D 1D

001348730 1p 10 1D 1D 1D 1D 1D 1D 1D 1D 1D 1D 1D 1D 1D 1D

00gl348740 1D 1D 1D 1D 1D 1D 1D 1D 1D 1D 1D 1D 1D 1D 1D 1D

001348750 1D 10 1D 1D 1D 1D 1D 1D FF C4 01 &2 00 00 01 05

001348760 01 01 01 01 01 01 00 OO0 Q0 00 Q0 00 00 00 01 02

11. Once you have highlighted the content that you want, you can either right-click and copy, or you can
Ctrl+C. We recommend Ctrl+C simply because right-clicking on the highlighted data, if not done perfectly,
will act like a single click and all of your highlighting will be gone, which means you must start over. Not a
big deal here, but if you have swept for a megabyte of data, you will be quite unhappy to lose it! After
you have performed the copy, you will get a warning message. Click OK.

Warning

A

The text copied to the clipboard was filtered. It contained null characters (00h), which are interpreted in Windows' clipboard as text
termination, and therefore they were replaced by ¢

This limitation only affects exchange with other applications, internally HxD uses its own clipboard that never filters,

[ ] Do not show this warning again
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12. At the top left corner of the HxD program window, click the white page icon to create a new data space.
You could also select File > New.

HxD - [Hard disk 2]

<Y File Edit Search View Analysis Tools Wir

v ‘.ﬂ B v «+ 16 V‘

<y} Hard disk 2

Offsect(h) 00 01 02 03 04 05 06 (¢

13. A new data space will open and will be blank.

Offset(h) 00 Ol 02 03 04 05 06 07 0% 09 OA OB OC OD OE OF Decoded text
oooooooo |

14. Now Paste the content you previously copied, by pressing Ctrl+V. You will first get a warning message.

Click OK.
Confirm
&% This operation changes the file-size. Do you want to proceed?
= [ Do not ask this question again
Ok il Cancel
FOR498 - Eric Zimmerman & Kevin Ripa ©2020 Exercise 6.3A — Data Carving & Rebuilding 7
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15. You will then see data in the window. All the data will be red, indicating an edit.

Offset ()

QO0000FED
Q00000FFO
Q00o01000
Q0001010
Q0001020
Q0001030
00001040
Q0001050
Q0001060
Qoo01070
Q0001080
000010380
Q00010480
Q0001080
Qogo1oco
QOo010D0
QO00010ED
Q000010F0
Q0001100
Q0001110
Q0001120
Q0001130
00001140
Q0001150
Q000011e0
Q0001170
Q0001180
Q00011390
00001180
Q0001180
Qogolicao

T0
T2
TO
0B
33
0B
SE
92
TT
SE
44
40
D3
45
TR
BB
a4
a2
22

-
L

a4
03
23
07
50
F4

54
2E

QR
AT
az
EE

2E

-
L

62
0o
33
01

0z

B3

o
L

EF

D& 2

13
14
24

36
26
35
0E

Eg&
36
3B
72
30
6l
o7

a0
-
C

EDQ

BB
01
=1

63 &

=17

Do

30
20

05

Fs

D 02

a0
3F

-
e

ER
B9
E&
50
27
oF
3Cc
oF
el
EOQ
oo
aC

0a
aF
33
SE
3B
8B
A4
03

08

E4
oc
0B
3E

-
L.

ED
D3
ED
=14
23
op

oo
-
C

10

a7
FF

0s
co
0OE
FF

FQ

OB

BS
01
(] w]

o
[a /=]

EHcHB S

40
e
14
45

20

OE

25
30
50
0B

30

30
47
oF
53
30
50
03

01
44

04

00
20
63

Decoded text

lda%Z.@.@A*["&) .
&.*..uf03s5...vV ob
PC?... .¥.#B.P.
rli.e...@~&(, .1
p2la~¢.€>0Ech. M.
...Ed#yE. 8chpd &
97.4¥. "=, . 8b. . .
L5850 13H?aEp4-. L {
z pol\x /07 fpfin. .
rE65'TS ac. E®3go
wZsB#E, . -&U~EF05
~B.AM . ht#be.anst
D®. .obSE.pu¥Ac ok
@CoSe%, AULBPULIC
O.=@ULigx14.1005
I.6[1ld..c.tws. g™
zS<EA. .O»..ga.NI
wfredelou] El€eh
“igeil & 5 'y.=.ik

rdahf=2;.0up 181
m, —¥5=¢® . ", VAGA
CU.1€4PR.U.&.. .0

“h.i #'.¥..20I\58.
Alock. e T 0=
) .&4£4.E, 4. *9ERPD
LF'LBp.J.D.EB. ..
P.wsull  A%naJh1e
&..90v&. . JFIF...
.—.—..¥b..LEAD
Technnlngigs Inc
V1.01.%0

<M Hard disk2 ] Unt

i
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17. You will be asked for a location and name. Enter the info as shown and save to your VM Desktop.

4 I » ThisPC » Desktop v O Search Desktop »r
Organize » Mew folder SEEN 4 o
~
I This PC " Name Date modified Type Size
30 Objects o |:] -HasherResults.tedt Text Document 1KB
o1 bash shel ortcut 2
I Desktop {3 bash shell Sh 2 KB
— F ommand Prempt ortcut 2
|| Documents ™ C d Promp sh 2KE
;_ b load s Hasher Shortcut 2KB
J, owmeads ¥ Powershell Shortcut 3KB
Music
— e A
File nare: | FirstCarve,jpg| e ~
Save as type: |All files " ~
A Hide Folders e Cancel

Congratulations! You have just performed your first raw data carve.

Exercise Questions

1. Navigate to your VM Desktop and find the file you just carved. Try to open it.

a. What s it a picture of?

b. How big is the picture in KB?

c. Isthere anything we can deduce from the size?

FOR498 - Eric Zimmerman & Kevin Ripa ©2020 Exercise 6.3A — Data Carving & Rebuilding
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Exercise Questions - Step-by-Step

1. Navigate to your VM Desktop and find the file you just carved. Try to open it.

a. What s it a picture of?

A couple of houses and a car

b. How big is the picture in KB?

4.4 KB (8 KB on disk). Right-click on the icon and select Properties. Click OK to close it.

] FirstCarve.jpg Properties

w

Type of file:

Cpens with:

Location:

General  Securty Details Previous Versions

| FirstCarve jpg

JPG File (jpa)

Photos Change...

CiUgers\SANSDIFR Desktop

Size:

4.44 KB (4,554 bytes)

Created:
Modified:
Accessed:

Attributes:

Size on digk:

8.00 KB (8,192 bytes)

Today, February &, 2019, 8 minutes ago
Today, February &, 2019, 8 minutes ago

Today, February &, 2019, 8 minutes ago

[JRead-onty  [] Hidden Advanced...

Cancel Aoy

c. Isthere anything we can deduce from the size?

This is a likely a thumbnail of a larger photo
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Exercise - Manual Carving of .DOC File

1. If you closed HxD and/or your forensic image, refer back to the first exercise in this lab to get started
again.

2. If you are continuing directly from the last exercise, close all windows/tabs in HxD except for the original
window that has the physical drive represented in it. Using the scroll bar on the right of the data pane,
drag it all the way to the top so that you are back at zero sector, and then click anywhere in the hex
output to place the cursor. Remember that you should be looking at the weird comments in the Decoded
text column. If you do not see this, go back to the beginning of the first section and start again.

Offset (h) OO 01 02 03 04 05 06 O7 08 09 Of OB OC OD OE OF Decoded text

000000000 hz 41 54 54 4C 45 46 4% 45 4C 44 00 00 00 00 00 %RTTLEFIELD .....
QQ0o000010 46 4F 52 45 4E 53 49 43 53 00 Q0 00 Q0 OO0 Q0 00 | FCRENSICS.......
QQoo0Q020 52 4F 43 4B 53 21 21 21 00 00 Q0O 00 Q0 OO0 Q0 QOO JROCES!'!'........
QOQO000Q030 Q0 00 00 00 Q0 00 Q0 Q0 Q0 00 Q0 00 00 00 00 000 weeivsennnnnnnns
QQ0000040 Q0O OO0 00 00 Q0 00 Q0 Q0 Q0 00 Q0 00 00 00 00 000 weei e nnnnnnnns
QOQOOQQ0O50 Q0 00 Q0 QOO0 QO 00 Q0 OO0 Q0 00 Q0 00 Q0 OO0 00 000 ceei e mannennnn
QQO0000080 QO OO0 00 QOO0 Q0 00 Q0 Q0 Q0 00 Q0 00 00 00 00 00 weeivnennnnnnnns
QQoooQo7T0 46 4F 52 34 39 33 20 42 53 20 54 4% 45 00 00 00 | FOR49% IS THE...
QQOOO0080 42 45 53 54 20 43 4C 41 53 53 20 41 54 00 Q0 00 | BEST CLASS AT...
000000090 53 41 4E 53 00 00 00 OO0 OO0 00 OO0 OO0 00 OO O0 00| SANWS............
QQOO0Q0RD Q0O OO0 00 00 Q0 00 Q0 Q0 Q0 00 Q0 00 00 00 00 00 weeivvnnnnnnnnns
QOQOO0Q0B0 Q0 OO0 Q0 00 Q0 00 Q0 QOO0 Q0 00 Q0 00 00 00 00 000 eeeivvennnnnnnns
QQoo0QoC0 46 4F 52 34 39 33 20 4% 53 20 54 4% 45 00 00 00 | FOR49%8% IS THE...
QOOOQoQODD 42 45 53 54 20 43 4C 41 53 53 20 41 54 00 Q0 00 | BEST CLASS AT...
QOOQOOQQCOED 53 41 4E 53 Q0 00 QO OO QO QO QO 00 Q0 OO0 Q0 Q00 | 5AMNS......c......
QOOO0QQ0FD Q0 OO0 Q0 00 Q0 00 Q0 Q0 Q0 00 Q0 00 00 00 00 00 weeivvennnnnnnns
QQO0000100 Q0O OO0 Q0 00 Q0 00 Q0 Q0 Q0 00 Q0 00 00 00 00 000 eeeivvnnnnnnnnns
QQ0000110 QO OO0 00 00 Q0 00 Q0 Q0 Q0 00 Q0 00 00 00 00 000 weei e nnnnnnnns
000000120 00 OO0 00 00 00 00 00 OO0 OO0 00 00 00 00 00 00 00| «ueveeniannn s
QQ0000130 Q0 OO0 Q0 00 Q0 00 Q0 Q0 Q0 00 Q0 00 00 00 00 000 weeivvnnnnnnnnns
QQ0000140 Q0O OO0 Q0 00 Q0 00 Q0 Q0 Q0 00 Q0 00 00 00 00 00 eeeivvennnnnnnns
QQ0000150 Q0 OO0 00 00 Q0 00 Q0 Q0 Q0 00 Q0 00 00 00 00 000 weeiveennnnnnnns
QQ00001e0 QO OO0 Q0 QOO0 Q0 00 Q0 Q0 Q0 00 Q0 00 00 00 00 000 weei e nnnnnnnns
QQOO000170 4E 4F 54 43 49 4E 47 20 54 4F 20 53 45 45 00 00 | HOTHING TC SEE..
QQ0000180 48 45 52 45 20 4D 4F 56 45 20 41 4C 4F 4E 47 00 | HERE MCOVE ALOHG.
QQoo0Q120 Q0 OO0 Q0 00 Q0 00 Q0 OO0 Q0 00 Q0 00 00 00 00 00 |
QQo0001a0 QO OO0 00 00 Q0 00 Q0 Q0 Q0 00 Q0 00 00 00 00 00 . iiveeemnnnnnns
0000001BO 00 OO0 00 00 00 OO0 00 OO0 00 00 00 00 00 00 00 00  .«uuevronannnnnn
QQOo0Q1C0 Q0 OO0 00 00 Q0 00 Q0 Q0 Q0 00 Q0 00 00 00 00 00 e eiveeeannnnnns
QQoo0Q1D0 Q0 OO0 00 00 Q0 00 Q0 Q0 Q0 00 Q0 00 00 00 00 00 e iiveeeannnnnns
QOQO0O0001EQ QO OO0 Q0 00 Q0 00 Q0 Q0 Q0 00 Q0 00 00 00 00 00 @ cueiveeeannnnnns
QQO00001F0 Q0O OO0 00 00 Q0 00 Q0 Q0 Q0 00 Q0 00 00 00 00 00 .. veeeannnnnns
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3. Using Search = Find again, your goal this time is to find a file with some text in it. Specifically, the name
of Nicholas Hughes. This time use the Text-string tab, and in the Search for field, input Hughes. Ensure
that the Search direction is set to Forward, and then click the OK button.

Text-string oalues Integer number Floating point number

P——
Search for |Hughes Ig v|
S|
Options Search direction
Text encoding: Al

(Editor encoding) e

[ Case sensitive () Backward

o Search all Cancel

4. HxD will locate the search term, and due to what appears to be overwrite activity, there does not seem
to be any data immediately prior to the search hit data. This is not uncommon in unallocated space. This
is still a win, and if you were running an automated carving tool against a data set where the beginning of
the file was overwritten, the carving tool would not have recovered what you see here.

Offset (h) 00 01 02 03 04 05 06 07 02 09 OR OB OC 0D OE OF Decoded text
0012608F0 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00  vuvuurnnrnnnenn.
001260900 00 00 Q0 OO0 OO0 OO 00 OO0 00 00 00 00 00 00 00 00  ..vuureurnnnsnn.
001260910 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00  vuvuurrnennnenn.
001260920 00 00 00 OO0 00 OO 00 OO0 00 00 00 00 00 00 00 00  ..vuuruwrnnnenn.
001260930 00 00 00 OO0 00 OO 00 00 00 00 00 00 00 00 00 00  v.vuuveuweennenn.
001260940 00 00 00 OO0 00 OO 00 00 00 00 00 00 00 00 00 00  ..vuurrwrnnnenn.
001260950 00 00 Q0 OO0 OO0 OO 00 00 00 00 00 00 00 00 00 00 . .vuurwurnnnenn.
001260960 00 00 00 OO0 OO0 OO 00 00 00 00 00 00 00 00 00 00  +.vuurwwrnnnenn.
001260970 00 00 00 OO0 OO0 OO 00 00 00 00 00 00 00 00 00 00  ..vuurrurnnnenn.
001260980 00 00 00 00 00 OO0 OO0 00 00 00 00 00 00 00 00 00  vuuuurenrnnnenn.
001260990 00 00 00 OO0 00 OO 00 00 00 00 00 00 00 00 00 00  +.vuurnwrnnnsnn.
001260940 00 00 00 OO0 00 OO 00 00 00 00 00 00 00 00 00 00  v.vuuvwuwennnenn.
001260880 00 00 00 OO0 00 OO 00 OO0 00 00 00 00 00 00 00 00  ..vuurewrnnnenn.
0012609C0 00 00 Q0 OO0 OO0 OO 00 OO0 00 00 00 00 00 00 00 00  ..vuurwwrnnnenn.
001260800 00 00 00 OO0 OO0 OO 00 00 00 00 00 00 00 00 00 00 . .vuurwwrnnnsnn.
O0012609EQ 00 00 Q0 OO0 00 OO 00 00 00 00 00 00 00 00 00 00  ..vuurewrnnnenn.
0012609F0 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 e
O01260R00 4E €% 63 €3 6F 6C 61 73 20 50 20 FERRERGE L | Hicholas P
oolzecnlo [gE] 2C 20 43 S0 SO OD 36 34 32 30 20 52 &5 61 20 |[§, CPP.6420 Rea
001260A20 52 €4 2E 2C 20 53 75 €% 74 €5 20 31 31 31 20 20 “Rorr—Sotoe—trr
001260R30 95 20 20 43 68 €1 72 &C €F 74 74 €5 2C 20 4E 43 = Charlotte, NC
001260840 20 32 38 32 37 37 20 20 95 20 20 37 30 34 2E 32 28277 =+ 704.2
O01260R50 37 37 2E 33 36 36 31 20 20 95 20 20 4E €% &3 €3 77.3661 =+ Nick
O01260R60 40 41 74 6C 61 73 50 4% 2E 63 6F 6D 0B 0D OD 50 @AtlasPI.com...P
O01260R70 72 6F 66 65 73 73 €9 &F 6E €1 &C 20 45 78 70 €5 rofessional Expe
O01260R80 72 €9 €5 €E €3 €5 0D OD OD 50 72 €5 73 €9 &4 €5 rience...Preside
O01260R90 €E 74 20 41 74 6C 61 73 20 4% 6E 76 €5 73 74 €% nt Atlas Investi
O01260RR0 €7 €1 74 €9 6F 6E 73 0D 43 €2 61 72 &C €F 74 74 gations.Charlott
001260BBO 65 20 61 €E 64 20 57 €% 6C €D 63 6E 67 74 6F €E e and Wilmington
001260RCO  2C 20 4E 43 20 20 95 20 20 32 30 30 33 20 96 20 , NC =+ 2003 -
001260RD0 50 72 65 73 65 6E 74 0D OD 50 72 €9 76 €1 74 €5 Present..Private
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5. Plain text is better than no text, so using the technigue frem the previous section, place the cursor at the
beginning of the text (Nicholas), hold down the Shift key, and use the DOWN arrow to start sweeping
data.

Q001260%EQ0 00 OO0 Q0 OO0 Q0 00 Q0 00 00 00 00 00 Q0 00 00 00
Q0012608F0 00 OO0 Q0 OO0 Q0 00 Q0 OO0 00 00 00 00 Q0 00 00 00
0012e0A00 ME €% €3 68 eF eC &1 73 20 50 20 48 75 &7 65 63 KeRehlaNEr-=gielsiiln
001260A10 [F3 2C 20 43 50 50 0D 36 34 32 30 20 52 65 61 20 EFecy= et iy ¥t}
00126020 [32 64 2ZE 2C 20 53 75 6% T4 &5 20 31 31 31 20 20 BNkl

Q01l2eQRA30 B3 20 20 43 68 6l 72 eC 6F T4 T4 65 2C 20 4E 493 LEEESERaRa]e =yl
001260240 20O 32 38 32 37 37 20 20 55 20 20 37 30 34 ZE 32
001260850 3T 37 2E 33 36 36 31 20 20 55 20 20 4E 69 63 68
001260260 M0 41 T4 e6C 61 73 50 49 2E &3 &F &D OB 0D OD 50
001260AT0 72 6F 66 €5 73 73 69 oF gE &l &C 20 45 73 TO0 o paehd=t=EhRuiot=0 05 4al=
001260RA80 72 €9 €5 gE €3 &5 0D OD OD 50 72 &5 T3 65 4 ©Y paRST= s oE k=12
001260590 KE 74 20 41 T4 eC g1 T3 20 4% gE 76 &5 73 T4 ©f ai-eA-aEt-ESviF- 11
001260880 BT 61 T4 €% 6F 6E 73 0D 43 €8 61 T2 6C 6F 74 T4 [Ehvlast- st halalng=
0012e0AB0 5 20 61 6E 64 20 57 69 6C 6D 65 6E 67 T4 6F 6F SEEhlsR sl kEaleyoiuls]
0012e0RACO 2C 20 4E 43 20 20 %5 20 20 32 30 30 33 20 56 20 , HC = 2003 -

0012e0AD0 50 72 €5 73 65 6E T4 0D OD 50 T2 €% Té £l T4 &5 Present..Private

6. Continue sweeping until you arrive at what appears to be the end of the data.

Cffsec(h) OO0 01 02 03 04 05 06 O7 08 09 OA OB 0OC OD OE OF Decoded text

001261760 @59 6F 6E OD 42 £5 73 74 20 T3 70 65 61 6B ©5 T2 Meeslr- i el F-1.a-hs
001261770 20 537 6% 6C &l 65 6E &7 T4 &6F 6E 20 54 6F 61 T3 Wilmington Toas
001261780 (74 20 4D 61 73 74 65 72 73 0D 0D 41 66 66 ©5 60 pEGERI-SJ- skl
001261790 @9 61 74 €9 6F gE 73 0D 0B 41 6D 65 T2 €69 ©3 6l NECheRRalsk=IRrs ihaier}
001261780 [E 20 53 6F 63 €% 65 74 75 20 6F 66 20 4C 61 77 nilelesltegt ok
001261780 (20 45 6E 66 6F 72 63 65 D 65 6E 74 20 54 T2 6l Enforcement Tra
0012617C0 @59 g6E 65 T2 73 0D 4E 61 T4 69 6F 6E 61 6C 20 41 Ml ihRa TN
001261700 [73 73 6F 63 65 €1 74 659 &F 6E 20 &F 66 20 50 72
0012617EQ  |BF 66 €5 T3 73 €% 6F 6E &1 &C 20 50 T2 6F ©3 65 |ska=f-hluiel-NRNN=5 Tl
0012e17F0 73 73 20 53 65 72 76 65 72 73 0D 41 eD 65 T2 69 38 Servers.hmeri
001261800 [©3 61 6E 20 53 6F 63 6% 65 T4 79 20 6F 66 20 45 [EielslelenK_Reitilah gl
001261810 |E €4 75 T3 74 72 6% 61l aC 20 53 65 63 75 T2 68 nlebiehaF-URNGT Tothal
001261820 (74 75 0D 4E &F 72 74 63 20 43 61 72 6F 6C 65 6E paigadavyBuebJatkt
001261830 |1 20 41 73 73 6F 63 6% 61 T4 659 6F 6E 20 oF 6g EEEYEleleaR-trkRusile]
001261840 20 50 72 69 Te 61 74 65 20 49 6E 76 €5 73 74 69 Private Imvesti
001261850 [T 61 74 6F T2 Tﬂ oD 0D 0D 00 00 Q0 Q0 00 00 00  |sEieeks

001261860 QO OO 00 QO OO OO0 00 OO 00 00 Q0 OO0 00 OO0 00 00
001261870 QO OO0 00 QO OO OO0 00 OO 00 00 00 OO0 00 OO 00 00
001261880 OO0 OO0 00 QO OO OO0 00 OO OO0 00 Q0 0O 00 ©O0 00 00
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7. Asina previous example, press Ctrl+C to copy, and then create a new data area by clicking on the white
paper icon in HxD. Accept any prompts that appear.

Cffset(h) 00 Ol 0Z O3 04 05 06 07 08 0% QA OB OC OD QE OF Decoded text
Q0000CT70 &1 €4 75 €1 74 €5 0D 53 70 €5 €1 6B 20 €6 eC 75 aduate.Speak flu
00000C80 &5 €6E 74 20 46 72 €5 6E €3 €3 20 61 6E €4 20 74 ent French and t
Q0000C30 &F 75 72 €% 73 74 2D &C €5 Te €5 eC 20 47 €5 72 ourist-level Ger
00000CAD 6D €61 BE 20 61 €E €4 20 53 70 €1 6E €% 73 €3 0D man and Spanish.
00000CBO 57 &% 6C €4 €5 72 €E 65 73 73 20 45 €D &5 72 €7 Wilderness Emerg
Q0000CCO &5 €E 63 78 20 46 €% 72 73 T4 20 52 €5 73 70 €F ency First Respo
00000CDD &E &4 65 T2 92 73 20 43 €F 75 72 73 €5 20 €7 72 nder’s Course gr
QO0000CED &1 €4 75 €1 74 €5 0D OD 48 €F €E 6F 72 73 0D 0D aduate..Honors..
00000OCFO 52 &5 63 €9 70 €% €5 6E 74 20 &F €& 20 4C €% €€ Recipient of Lif
Q0000D0O0 &5 74 €% €D €5 20 41 63 €8 €% €5 7e €5 €D €5 €E etime Achievemen
00000D10 T4 20 41 77 &1 72 €4 20 4D €1 72 74 €% €1 €C 20 t Award Martial
Q0000D20 41 72 T4 T3 20 4D €1 73 74 €5 T2 73 20 48 €1 €C Arts Masters Hal
00000D30 eC 20 6F &6 20 46 €1 6D &5 0D 43 &F €E &F 72 €1 1 of Fame.Honora
00000D40 &2 &C 65 20 €4 €% 73 63 €3 €1 72 67 €5 20 46 72 ble discharge Fr
00000D50 &5 6E 63 €8 20 46 €F 72 €5 €% €7 6E 20 4C €5 €7 ench Foreign Leg
00000DE0 &% &F 6E 0D 42 €5 73 74 20 73 70 65 €1 €B €5 72 ion.Best speaker
QQ000D70 20 37 6% &C €D €% €E €7 74 ©F €E 20 54 &F €1 73 Wilmington Toas
00000DEO 74 20 4D €1 73 74 €5 72 73 0D OD 41 €€ €6 €% €C t Masters..Affil
Q0000DS0 &% €1 74 €% €F €E 73 0D OB 41 €D 65 72 €% €3 €1 iations..America
00000DRAD &E 20 53 &F €3 €% €5 74 79 20 &F €66 20 4C €1 77 n Society of Law
Q0000DBO 20 45 6E €6 &F 72 €3 65 €D €5 €E 74 20 54 72 €1 Enforcement Tra
00000DCO &% EE 65 72 73 0D 4E €61 74 €% &F 6E €1 &C 20 41 iners.National A
QOQ00DDD T3 73 6F €3 €% €1 74 €% €F €E 20 6F €6 20 50 72 ssociation of Pr
OQ0000DEO ©F €6 65 73 73 €% €F 6E €1 &C 20 50 72 &F €3 €5 ofessional Proce
Q0000DFO 73 73 20 53 €5 72 76 65 T2 73 0D 41 €D &5 72 €% ss Servers.BAmeri
00000EQOD &3 €61 6E 20 53 €F €3 €% €5 74 7% 20 €F €6 20 4% can Society of I
00000E1D &E &4 75 73 74 72 €% 61 €C 20 53 65 €3 75 72 €% ndustrial Securi
QO000EZ0 74 7% 0D 4E €F 72 74 €3 Z0 43 €1 72 6F &C €% €E ty.Horth Carolin
0O0000E30 &1 20 41 73 73 €F €3 €% €1 74 €% 6F €E 20 €F €€ a Association of
Q0000E40 20 50 72 €% 76 €1 74 €5 Z0 4% €E 76 €5 T3 T4 €% Private Investi
00000ES0 &7 &1 74 &F 72 73 gators

8. Click on the floppy disk image to save this data out to a file as per the information in the following screen.
Since we don’t know where this data came from, we will save it out as a text file for now. Save it to your

Desktop.
8 Save As
- « 4 Bl > ThisPC » Desktop v | Search Desktop p el
Organize v New folder = - 9
I This PC ~ Name Date medified Type Size

3D Obiects #3) bash shell Shortcut 2KB

I Desktop o ™8 Command Prompt Shortcut 2KB
= Documents ¥ Powershell 1 Shortcut 3KB
* Downloads
ﬁ Music
[&] Pictures
B a0 v
File name] | SecondCarve. b e -
Save as type: | All files (*%) ~

» Hide Folders 9 Cancel
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9. Navigate to your Desktop and locate and open the file. You now see the contents in a readable format
that you can provide to a client.

#) EditPad Lite 7 - [C:\U serst SANSDFIRYDesktop' Second Carve. bt ]

File Edit Search Go Block Extra Convert Options WView Help
(B E-F®O-0-«0 BV AR|S T-6-©-@-@

SecondCarve.tat »
Il‘\lichalas P Hughes, CPP A
6428 Rea Rd., Suite 111 « Charlotte, NC 28277 + 784.277.3661 = Nick@AtlasPI.coml
Professional Experience
President Atlas Inwvestigations
Charlotte and Wilmington, NC + 2883 - Present
Private investigations and Service of Process
Executive protection and training
Chief Instructor Fight Survival Training
President Aegis International
Charlotte, NC = 1994 - 2683
Defensive tactics training for law enforcement and qualified private individuals
Firearms training
Private self-defense instruction
Executive Security Manager/Investigator for Churchills, DSL, Infraskill, Zaracky International, Showsec
International, and CQB Services
United Kingdom « 13089 - 1994
Executive protection team manager for members of Saudi Arabian Royal Family, celebrities, musicians,
businessmen, pocliticians, etc., for security teams of up to twenty individuals.

Private investigations and surveillance W
Clx| -4, B E DS n?s| %123 [

Begex Dot Case Adapt Words Files Elock Loop Line 1r11.rert| z 5 f

11 Insert Mac Windows 1252 —
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10. The only reason you see it laid cut with clean formatting in the previous step is because of the default
text reader in your VM. In reality, on the majority of computers, and indeed your clients' computers, they
will be using the Windows default text reader of Notepad. Then the output would look like this (in
anything but the latest version of Windows 10). Clearly this is not optimal.

=
File Edit Format View Help
Nicholas P Hughes, CPP6420 Rea Rd., Suite 111 + CcCharlotte, NC 28277 « 704.277.3661 =~
* Nick@AtlasPI.comiProfessional ExperiencePresident Atlas InvestigationsCharlotte
and Wilmington, NC < 2003 - PresentPrivate investigations and Service of Process
Executive protection and trainingChief Instructor Fight Survival TrainingPresident
Aegis InternationalcCharTlotte, NC + 1994 - 2003Defensive tactics training for law
ntorcement and qualified private individualsFirearms trainingPrivate self-defense
instructionExecutive Security Manager/Investigator for Churchills, DSL, Infraskill,
Zaracky International, Showsec International, and CQB ServicesUnited Kingdom =« 1989 -
1994Executive protection team manager for members of Saudi Arabian Royal Family,
celebrities, musicians, businessmen, politicians, etc., for security teams of up to
twenty individuals. Private investigations and surveillanceAdvance team leader for
dignitary and executive travel, including establishing Tiaison with law enforcement,
venue security, etc.Responsible for event security at large venues such as Wembley
stadium and Royal Albert Hallsecurity manager for artist Peter Max and his exhibition
of paintings in St. Petersburg and Moscow, RussiacConducted background checks and
hiring of house staff of affluent clients worldwidePersonal security for various bands
on international tours, including protection of lead singer facing Kigh Tevel death
threatPart of team prov1d1ng security for the Cowes vachting FestivalInstructor on CQB |
Services Body Guard training courseCourier for top secret and confidential documents
and shipments throughout EuropeFrench Foreign Legion Military Police Officer/Para
Commando 2nd REPFrance e« 1984 - 1989Liaised with Gendarmes in apprehension of Legion
desertersSeconded to Bureau of Internal Security interviewing Engq1sh speaking
LegionnairesSuEervised the payroll (cash) security escort teamPerformed security for
Boeing’s VIP chalet durin? the Paris Air ShowPersonal security for Lieutenant Colonel
of HQ regiment during public engagementsEvaluated security measures of high-ranking
officers’ residencesHand - hand combat instructor for military police and members of
pathfinder unitTrained H2H with members of Djiboutian President’s protective detail
Event Coordinator & Security ConsultantAustralia s 1977 - 1984Trained team members in
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11. The file opens and we now have our carved text that would have been missed by an automated carving
tool. But now we are greedy, and we want the data to look more organized than the continuous pile of
text we just recovered. Close the .txt file, and then right click on the icon for the text file, select Open
with, and then WordPad.

Open
Print
Edit
Open with EditPad
Shred with BleachBit
7-Zip
CRC SHA
Ea Scan with Windows Defender...
| Share
Open with 4J) EditPad Lite

Give access to | Motepad

. . =
Restore previous versions ! WordPad

Send to S E Search the Microsoft Store

Choose another app
Cut

Copy

Create shortcut
Delete

Rename

Properties

12. The recovered text should now look like this. It has structure and formatting! Which copy would you
rather give to your client? If you were the client, which copy would you rather have?

T g TITITE T 7 L= SR St
Font Paragraph Insert Editing
[N IR LY L T B

=)

ﬁichujlas P Hughes, CPP
€420 Rea Rd., Suite 111 s Charlotte, NC 28277 =« 704.277.3661
» Nick@AtlasPI.com

(%]

w
=
Ln

-

1

Professional Experience

President Atlas Investigations
Charlotte and Wilmington, MNC « 2003 - Present

Private investigations and Service of Process
Executive protection and training
Chief Instructor Fight Surviwval Training
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13. But we are even greedier yet. Are you sure that the file was overwritten? Did you bother to check? Or did
you just grab the text you could see from the hex editor? Let’s go back and look. Return to the original
physical disk view in HxD, where you had found the hit on Hughes. Without actually sweeping any data
yet, just scroll up from there to see if you can locate a file header.

Offsec(h) OO0 01 02 03 04 05 06 07 0F 0% Q& OB OC 0D OE OF Decoded text

O0125FFS0 OO OO0 00 OO0 00 OO0 00 OO0 00 OO0 Q0 OO0 00 00 00
O0125FFAO OO OO0 00 00 00 OO0 00 OO0 00 00 Q0 OO0 00 00 00
O0125FFBO OO OO0 OO0 OO0 00 OO0 00 OO0 00 00 Q0 OO0 00 00 OO0

00125FFCO 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00
00125FFD0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00125FFE0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00125FFF0 Q000 00 00 00 00 00 00 00 00 00 00 00 00 00
001260000 |p0 CF 11 EoO |21 Bl 1A E1 00 0O OO0 00 0O 0O 0O
001260010 00 00 00 0O 00 00 00 00 3E OO0 03 00 FE FF 05
001260020 |D6 00 00 OO 00 00 OO 00 00 OO0 00 00 01 0O 00
001260030 |20 00 00 OO 00 OO0 OO0 00 00 10 0O 00 42 00 00
001260040 |01 00 00 00 FE FF FF FF 00 00 00 00 3F 00 00
001260050 [FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
001260060 [FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
001260070 [FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
001260080 [FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
001260050 [FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0012600A0 [FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
001260080 [FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0012600C0 FF EF EF FF FF FF FF FF FF FF FF FF FF FF FF FF  yovodvvvvavrvivy
001260000 FF FF EF FF FF FF FF FF FF FF FF FF FF FF FF FF  yovodvvsvvsvvvvy

14. Indeed, we locate the file header for a Word document. Because the text was in plain view, we know this
is a .DOC and not a .DOCX. Start sweeping at the beginning of the header as indicated above, and sweep
data down past the data you already collected. Keep on going. Even when you think it is hopeless, keep
on going. You are looking for the file footer of the .DOC. It looks like this: 692q. You will think that you
must have passed it, or it has been overwritten. Here is the Kevin Ripa rule of thumb. If you haven’t found
the footer, then you keep sweeping, no matter how long until you either find it, or find data that is
verifiably not it. For example, data in a new file that looks different. This is where experience comes in.

Cffset(h) OO0 01 02 O3 04 05 06 OT7 OF 05 04 OB OC OD OE OF Decoded text

[ar]

001268780 FE' FF FF FF FF FF FFE EFE FF FF FF EFF FF FF FF EF

0012687C0 FE' FF FF FF FF FF FFE EFE FF FF FF EFF FF FF FF EF
001263700 FE' FF FF FF FF FF FFE EFE FF FF FF EFF FF FF FF EF
0012687ED FE' FF FF FF FF FF FFE EFE FF FF FF EFF FF FF FF EF
0012887F0 F FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

001268800 01 00 FE FF 03 0A 00 00 FF FF FF FF 06 05 02 00

001268810 00 00 00 OO0 CO 00 OO OO0 OO0 00 00 46 1F 0O 00 OO
001268820 D 69 63 72 6F 73 6F 66 74 20 4F €6 66 69 63 &5
Q001268830 20 57 &F 72 64 20 44 6F €3 75 6D &5 6E 74 00 OX Word Document..
001268840 00 QOO0 0D 4D 53 57 6F 72 €4 44 6F €3 00 10 00 OO0 [FEcEsitlehds) i aT=Ju
001268850 00 57 6F 72 64 2E 44 &F €3 75 6D &5 6E 74 2E 35 .Word.Document . §
001268860 00 F4 35 B2 Tﬂ o0 00 OO0 QO OO0 Q0 OO0 00 00 00 00
Q0128870 OO OO QO OO QO OO QO OO0 00 OO0 00 0O Q0 Q0 00 Qo
Q00128880 0O OO QO OO QO OO QO OO QOO0 OO0 Q0 0O Q0 Q0 00 Qo
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15. Using the same process as before, create a new workspace by clicking on the blank page icon, paste the
data you swept, save it out to your desktop, but this time, name it SecondCarve.doc. Your VM does not
have Microsoft Word to open the file you just created, but thanks to Eric Zimmerman, you have a viewer
that will render it just like Microsoft Word. Right-click on SecondCarve.doc and select Open with
EZViewer. You will see the window below.

ksl EZViewrer - SecondCarve.doc — O x
File Tools Help
”
Nicholas P Hughes, CPP
6420 ReaRd., Suite 111 » Chalotte, NC 28277 » 704277.3661 » Nick@AtlasPIcom
Professional Experience
President Atlas Investigations
Chalotte and Wilmington, NC » 2003 — Present
¢ Private investigations and Service of Process
»  Executive protection and training
¢ Chief Instructor Fight Survival Training
President Aegis International
Charlotte, NC » 1994 — 2003
*  Defensive tactics training for law enforcement and qualified private individuals
+ Fireams training
»  Private self-defense instruction
Executive Security Manager/Investigator for Churchills, DSL, Infraskill, Zaracky International, Showsec
International, and CQB Services
United Kingdom » 1939 — 1994
¢ Executive protectionteamn manager for members of Saudi Arabian Foyal Family, celebrities, nmsicians, businessmen
politicians, ete., for security teams of up to twenty individuals.
s Private irvestigations and surveillance
¢ Advance teamleader for dignitary and executive travel, including estahlishing liaison with law enforcement, verme security,
ete.
* Fesponsible for event secunty at large vermes such as Wembley Stadium and Foyal Albert Hall
*  Secunty manager for artist Peter Max and his exlibition of paintings in St. Petersburg and Moscow, Russia
¢ Conducted background checks and hiring ofhouse staff of affluent clients worldwide
*  Personal secunty for vanous bands on international tours, including protection of lead singer facing high-level death tlhreat
¢  Part ofteam providing secunty for the Cowes Yachting Festival
*  Instructor on CQB Services Body Guard training cowrse
*»  Cowier for top secret and confidential dociments and shipmernts throughout Europe
French Foreign Legion Military Police Officer/Para Commando 2% REP .
ChUsers\SANSDFIR\DesktophSecondCarve.doc Hex view
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16. There is no other viewer on the market today that can properly view such a wide range of files and do it
for free. In fact, even the Microsoft Word viewer does not work as well. Note in the bottom right corner

of the window in the previous step, a button called Hex view. Click on it, and you will see the window

below, which is a hex representation of the file you have open. Note this looks exactly like the data you

carved!
& Hex View - SecondCarve.doc

00 01 02 02 04 05 00 07
00000000 D0 CF 11 EO A1 B1 1A E1
00000015 00 00 00 3E 00 032 00 FE
00000024 00 00 01 00 00 00 40 00
0000003F 00 01 00 00 00 FE FF FF
00000034 FF FF FF FF FF FF FF FF
00000089 FF FF FF FF FF FF FF FF
0000007E FF FF FF FF FF FF FF FF
00000092 FF FF FF FF FF FF FF FF
00000048 FF FF FF FF FF FF FF FF
000000ED FF FF FF FF FF FF FF FF
Qoo00oCe FF FF FF FF FF FF FF FF
Q00000E7 FF FF FF FF FF FF FF FF
Q00000FC FF FF FF FF FF FF FF FF
00000111 FF FF FF FF FF FF FF FF
00000126 FF FF FF FF FF FF FF FF
Q0000138 FF FF FF FF FF FF FF FF
00000150 FF FF FF FF FF FF FF FF
00000165 FF FF FF FF FF FF FF FF
0000017A FF FF FF FF FF FF FF FF
Q000018F FF FF FF FF FF FF FF FF
00000144 FF FF FF FF FF FF FF FF
Q000001ES FF FF FF FF FF FF FF FF
Q00001CE FF FF FF FF FF FF FF FF
Q00001E3 FF FF FF FF FF FF FF FF
Q00001FE FF FF FF FF FF FF FF FF
00000200 Qo0 00 00 00 00 00 10 00
Q0000222 62 6A 62 6A 71 50 71 50
00000237 00 00 00 00 00 09 04 16
0000024C 59 0E 00 00 00 00 00 00
00000261 00 00 00 00 00 00 00 00
00000276 00 00 FF FF OF OO0 00 0O
00000288 00 00 00 00 00 00 00 00
00NN 2A0 no_nn an nn nn an_ne N
Current offset: = 438 (x1CA) Bytes selected:

08
00
FF
00
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
EC
00
00
00
00
00
00

oo
nn

09
00
09
00
00
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
A3
00
00
34
00
00
00

00
nn

0 (Ohel)

00
00
00
00
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
C1
00
00
2C
00
00
00

00
e

0B
00
06
00
00
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
00
00
00
00
00
FF
00

00
nz

ne
Ui

00
00
00
00
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
71
06
00
00
00
FF
00

00
nn

oD
00
00
00
3F
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
60
00
00
13
00
OF
00

Ad
nn

OE
00
00
00
00
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
09
00
00
3A
00
00
FF

00
nn

OF
00
00
10
00
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
04
59
00
01
00
00
FF

00
nn

00
00
00
00
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
00
16
00
00
00
00
OF

00
nn

oo
oo
0o
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

FF
FF
0o
oo
oo
13
oo
oo
0o

oo
nn

oo
oo
42
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FO
oo
oo
IA
oo
oo
0o

oo
(a8

>

oo
oo
0o
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
12
OE
oo
01
oo
oo
0o

DC
n3

14
00
00
00
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
BF
00
00

oo
oo
0o

03
nn

— | *

Bl ;=3 ....... .....

B
...... @..........B

b\'h’}\"r 7 LAV Y

""" Fryrrrv v yrry

AT R T T AW AT ET AV AT AT AV VIV AV ETATEVEY]
Srrrrrrrrrrrrrrrrarrr
Vv ¥A q .. .. 0.
............... |
bjbjgPgP........... ..
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17. Let’s try to view this file with Micresoft Word on your host machine (only if you have Microsoft Office
installed). Close the Hex View window and the EZViewer window. Drag the SecondCarve.doc file from
the Desktop of your VM to the Desktop of your host computer. To do this, you may need to take
VMware out of full screen mode by clicking the relevant icon that you learned about in the first exercise
on day 1. You want to be able to see your VM Desktop and your host Desktop at the same time. Click,
hold, and drag SecondCarve.doc to your host Desktop and drop it. Then open it with Microsoft Word.

SecondCarve.doc [Compatibility Mode] - Word
Home Insert Draw Design Layout References Mailings Review View Help Q Tell me
sl - - A . A -
Times NewRomar- 14 - A A Aa- == / -je2 38 | 9 AaBbCcl. AaBbCc AaBbCel = 4
Paste _ NI U - e X; X a . A - ? ) - - Emphasis  Heading1 | ¥ Norma Ed'f'"g
Clipboard Font . Paragraph Styles A
L 1 2 3 4 ] ¢ 7 -
O A
Nicholas P Hughes, CPP
6420 Rea Rd., Suite 111 < Charlotte, NC 28277 + 704.277.3661 ¢ Nick@AtlasPI.com
) Profi 1 Experience
President Atlas Investigations
Charlotie and Wilmington, NC » 2003 — Present
e Private investigations and Service of Process
o~ ¢ Executive protection and training
o Chief Instructor Fight Survival 1raining
- President Acgis International
Charlotre, NC » 1994 2003
I e Defensive tactics training for law enforcement and qualified private individuals
e  Firearms training
e Private self-defense instruction
Executive Security Manager/Investigator for Churchills, DSL, Infraskill, Zaracky International, Showsec
- International, and CQB Services
N United Kingdom + 1989 — 1994
o Executive protection team manager for members of Saudi Arabian Royal Family, celebrities, musicians, businessmen,
- politicians, etc., for security teams of up to twenty individuals.
. e Private investigations and surveillance
. e Advance team leader for dignitary and executive travel, including establishing liaison with law enforcement, venue security,
0 etc.
) e Responsible for event security at large venues such as Wembley Stadium and Royal Albert Hall
e Security manager for artist Peter Max and his exhibition of paintings in St. Petersburg and Moscow, Russia
- e  Conducted background checks and hiring of house staff of affluent clients worldwide
e Personal security for various bands on international tours, including protection of lead singer facing high-level death threat v
< »
Page10f2  483words [ ¥ English (United States) BEE R - i + 100%

18. Out of the three versions you have seen (Notepad, Wordpad, Word), which one would you as the client
want to see? Context and formatting mean everything. Although for our example we extracted a full file,
we did this for the purpose of training and expediency. If you are missing the first few sectors, or the last
few sectors, you can still rebuild the file to this state. It just takes practice and patience, and we will visit
this in a later exercise.

Exercise—Key Takeaways

e Datais often available, even if it is not in a format that the examiner is familiar with.
e Data carving and rebuilding can be very time consuming and frustrating.
e [f the data does not present itself in a manner that you are accustomed to, try something else.
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Exercise 6.3B—Data Carving & Rebuilding -

Webpages & Images

Exercise 6.3 Objectives

e Recognize various common file signatures

e Understand OLECF and OpenXML Office formats
e Carve manually for a deleted file

e Deal with potentially unknown image formats

Exercise - Manual Carving of Webpage

1. Boot your FOR498 Windows VM

2. Login to the FOR498 Windows VM using the following credentials:
a. Username: SANSDFIR
b. Password: forensics

3. If you closed HxD and/or your forensic image, refer back to exercise 6.3A to get started again.

4. If you are continuing directly from the last exercise, close all windows/tabs in HxD except for the original
window that has the physical drive represented in it. Using the scroll bar on the right of the data pane,
drag it all the way to the top so that you are back at zero sector, and then click anywhere in the hex
output to place the cursor. Remember that you should be looking at the weird comments in the Decoded
text column. If you are not, go back to the beginning of the first section and start again.

Offset(h) OO0 01 Oz 03 04 05 06 07 08 OS5 QA OB OC OD OE OF Decoded text

Qo0000000 hZ 41 54 54 4C 45 46 4% 45 4C 44 00 00 00 00 0O gﬁTTLEFIELD .....
Q00000010 46 4F 52 45 4E 53 4% 43 53 00 00 00 00 OO 00 OO ) FORENSICS.......
Q00000020 52 4F 43 4B 53 21 21 21 00 00 00 0O OO0 OO Q0 CO JROCES!!!........

Q00000030 00 00 00 00 00 OO0 Q00 OO0 00 00 00 00 00 00 00 0O (.. veeinannnnns
Q00000040 00 00 00 00 QOO0 OO0 Q00 OO0 00 00 00 00 00 00 00 0O (.. veninannnnns
Q00000050 00 00 00 00 00 OO0 QOO0 OO0 00 00 00 00 00 00 00 0O (.. veninannnnns
Q00000060 00 00 00 00 OO0 OO0 Q00 OO0 00 00 00 00 00 00 00 0O (.. veninannnnns

Q00000070 46 4F 52 34 3% 38 20 4% 53 20 54 48 45 00 00 OO0 )| FOR4%8 IS THE...
Q00000080 42 45 53 54 20 43 4C 41 53 53 20 41 54 00 00 0O | BEST CLASS AT...
Q00000080 53 41 4E 53 00 00 00 OO0 00 00 OO0 OO OO0 OO 00 OO ) SANS............
QO00000RAD 00 00 00 00 QOO0 OO0 Q00 OO0 00 00 00 00 00 00 00 0O c..veeinannnnns
QO00000B0 00 00 00 00 OO0 OO0 Q00 OO0 00 00 00 00 00 00 00 0O (.. veninannnnns
QO00000C0 46 4F 52 34 3% 38 20 4% 53 20 54 48 45 00 00 OO0 )| FOR4%98 IS THE...
QOCQ000Q0ED 53 41 4E 53 00 00 00 OO0 00 00 OO0 OO OO0 OO Q0 OO ) SANS............

QOC00O00Q0F0 00 00 00 00 00 00 00 00 00 O
Q00000100 00 00 00 00 00 00 00 00 00 O
Q00000110 00 00 00 00 00 00 00 00 00 O
Q00000120 00 00 00 00 Q00 00 00 00 00 O
Q00000130 00 00 00 00 00 00 00 00 00 O
Q00000140 00 00 00 00 00 00 00 00 Q0 O
Q00000150 00 00 00 00 00 00 00 00 00 O
Q00000160 00 OO OO0 OO Q0 OO0 Q0 00 00 00 0
Q00000170 4E 4F 54 4% 49 4E 47 20 54 4F 20 53 45 45 00 00 | NOTHING TCO SEE..

Q000000D0 42 45 53 54 20 43 4C 41 53 53 20 41 54 00 00 OO | BEST CLASS AT...
, - -
]
]
]
]
]
]
]
]

Q00000180 48 45 52 45 20 4D 4F 56 45 20 41 4C 4F 4E 47 00 | HERE MOVE ALONG.
Q00000180 00 00 00 OO0 Q0 OO Q0 OO0 00 00 00 OO0 00 OO0 00 0O

]
Q000001A0 00 OO 00 OO0 Q0 OO Q0 OO0 00 00 00 00 00 OO0 00 0O
Q00000180 00 00 00 00 00 00 00 00 00 00

Qo00001C0O 00 00 00 OO0 Q0 OO Q0 OO0 00 00 00 OO0 00 OO0 00 0O
Q00000100 00 00 00 00 Q0 OO Q0 OO0 00 00 00 OO0 00 OO0 00 0O
QO00000Q1EQD 00 00 00 00 Q0 OO Q0 00 00 00 00 00 00 00 00 0O
QO0Q0001F0 00 00 00 00 Q0 OO0 Q0 00 00 00 00 00 00 00 00 00
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5. Now let’s try a different type of file: the webpage. This is a very forgiving file type. in many cases, we can
find a very small portion of a webpage, and depending on its content, it will open and show us what it
can. It takes very little manipulation to make it viewable. In this section, we will carve a portion of a web
page and see if it will build.

6. Using Search = Find again, your goal is to find a file with some text in it. Specifically, the name of Yurtle
the Turtle. This time, using the Text-string tab, input Yurtle into the Search for field. Ensure that the
Search direction is set to Forward, and then click OK. When found, click the cursor part way into the data
area as indicated.

Cffset(h) OO0 01 02 O3 04 05 O OT7 08 OS5 ORA OB OC QD OE OF Decoded text

QO5SEC43FCO 00 OO0 00 OO0 00 Q0 00 00 00 00 00 00 00 00 00 00 i eeeeiemnnnnnnna
Q5EC43FDO 00 OO0 00 OO0 00 Q0 00 00 00 00 00 00 00 00 00 00 eeeeeennnnnnnns
QOSEC43FEQ 00 OO0 00 OO0 00 OO0 00 00 00 00 00 00 00 00 00 00 @ f.eeeeiinvnnnnna
QOSEC43FFO 00 OO0 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 . eeenimnnunenna
QOSEC44000 3C &8 74 el eC ZE 0D 0OA 3C &2 65 €1 64 3E 0D 0OR <html>..<head>..
QSEC44010 3C €D &5 74 61 20 68 74 74 70 2D &5 71 75 €9 76 <meta http-equiv
05EC44020 3D 22 43 eF 6E 74 65 6E T4 ZD 54 7% T0 €5 22 Z0 ="Content-Type"

QSEC44030 74 content="text,/ht
OSEC44040 2D ml; charset=utf-
QOSEC44050 £2 8">..</head>..<b

OSEC44080 00 ody dir="auto">.
O5SEC44070 04 3C 64 &% 76 3E 3C ZF 64 &% Te 3E oy 03 cadives/dive. o <d
O5EC44080 &% 76 3E 31 30 2D 34 3C 2F €4 €9 76 3E 0D 0& 3C iv>lo-4</dive..<
QOSEC44020 64 €% Te 3E 3C €2 72 3E 0D OR 4F gE 20 4€ €2 o2 divx<br>..0m Feb
OSEC440R0 20 31 34 2C 20 32 30 31 37 2C 20 g1 74 20 3% 32 14, S:
OSEC440BO 35 38 20 41 4D 2ZC 20 EE 75 72 74 &C Eﬂ 20 54 75 58 AM, Tu
QOSEC440C0 72 74 €C 65 20 2Ze 6C 74 3B 3C 61 20 &8 72 65 66 zrtle ef
QOSEC440D0 3D 22 €D &1 69 €C 74 ©F 34 79 74 75 72 74 6C &5 ="mailto:yturtle
O5EC440ED 40 €D 61 &3 2E €3 6F €D 22 3E 79 74 75 72 74 6C Emac.com">yturtl
OSEC440F0 €5 40 €D €1 €3 ZE €3 &F 6D 3C 2F &1 3E 2 67 74 efmac.com</a>&gt
OSEC44100 3B 20 77 72 6F T4 65 3R 3C g2 T2 3E OD OR 3C g2 ; wrote:<br>..<b
OS5EC44110 72 3E OD OR 3C 2F €4 €9 76 3E 0D OR 3C &2 6&C 6F r>»..<fdivs. .<blo
QOSEC44120 €3 €2 71 75 6F 74 €5 20 74 7% 70 €5 3D 22 63 5% ckguote type="ci
OSEC44130 74 €5 22 3E 0D OR 3C 64 €% T7g 3E 0D OA 3C 64 &5 te"»..<divs>..<di
05EC44140 76 3E 54 63 61 6E 6B 73 20 44 65 Te 69 6F 75 73 +wrThanks Devious
OSEC44150 20 44 €1 Ta &5 ZE 20 4% 27 &C 6C 20 72 €5 Te &% Dave. I'1ll revi
OSEC44160 &5 77 20 T4 6F £4 61 TS 2E 20 4F gE 20 74 68 &5 ew today. Cm the
OS5EC44170 20 70 &8 &F 6E &5 20 77 5% 74 88 20 61 20 &C &l phone with a la
O5EC44180 77 7% €5 72 20 €E €F 77 34 2% 3C ZF 64 €9 76 3E wyer now:)</div>
05EC441590 0D O& 3C 64 6% Te 3E 3C 62 72 20 64 61 74 61 2D . .<div><br data-
QO5EC441a0 6D €3 &5 2D 62 &F &7 75 T3 3D 22 31 22 3E 0D 0& mce-bogus="l1">..
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7. Start sweeping from the indicated location downwards. Keep sweeping until you reach the location
indicated below. Even though the entire file you are trying to carve is present, you are only carving a
portion of it to show that at least something will display.

Cffsec(h) OO0 O1 02 03 04 05 06 OT7 08 0% OR OB OC OD OE OF Decoded text
QSEC458D0 |63 6F 6E 6E 65 63 74 €% 6F €E 20 77 €% T4 68 Z0 [(elasistleiwklael kR
QODEC45BE0 g5 74 20 el 72 65 Z0 63 6F 6E 66 69 €4 €5 BE T4 pA-ECha—Nelabls(Sils
QODEC458F0 |5 61 eC 20 61 6E 64 Z0 ©3 ©F BE 73 €% €4 65 TZ pECNEE-lsElelael-klsl-54
QDEC45800 |65 64 20 74 6F 20 €2 65 20 74 68 65 20 T0O 72 6F [Salelail IR eSel-N ek du]
QDEC45810 [FO &5 72 T4 79 20 6F 66 20 45 T 69 6C 20 45 60  |sf=hawhteh = on-i iR o
QDEC45820 [0 €9 72 &5 20 49 gE €3 ZE 3B 20 €% BE T4 65 OH kB NS~ToINHEEEBels-]
QSEC45830 |64 65 €4 20 73 6F eC €65 €C 7% 20 66 €6F 72 20 T4 |sCleG-Iai-Ntadah Sy
OSEC45%40 g8 €5 20 75 T3 65 20 6F 66 20 74 €68 €65 20 65 oF WEEEEEI-REekin vy =Rai
QSEC45850 |64 €% 76 €% 64 TS5 €l 6C 20 €F 72 20 €5 €6E 74 69 [shRsNuirr-NRNNw ) iivk]
OSEC455%60 [74 79 20 74 6F 20 77 683 €% €3 €8 20 74 €3 65 TH ERaERvivhT IR T"
QSEC45870 [0 61 72 65 20 61 €4 64 T2 €5 73 73 €5 €4 2ZE 20O are addressed.
OSEC45580 HM% €€ 20 7% 6F 75 20 61 72 €5 20 6E 6F 74 Z0 T4 ISfERtIFEEES SN Tal il v
QSEC45850 |68 €5 20 €% 6E T4 €5 6E €4 €5 64 20 72 €5 63 69 [EEESieciale sl f-Tos]
OSEC455R0 [0 €9 65 6E 74 2ZC 20 79 eF 75 20 61 72 €5 20 o | «aESeietiaikir-ha=]
OSEC455B0 S 72 65 62 79 20 6E 6F 74 €% €66 €65 65 64 20 T4 Sha«t@lalvhbhl=ls N
QSEC458C0 |68 €1 74 20 64 69 73 63 6C eF 73 €9 €6E €7 2C 20 REEN-SR-l-Al1-EB1-H
QOSEC458D0 €3 €F 70 79 69 gE &7 2C 20 D 6F €4 €65 €6 79 &% copying, modifyi
QOSEC45SEQ0 6E €7 2C 2Z0 &4 €9 73 74 T2 €% €2 75 74 €% 6E €7 ng, distributing
QOSEC458F0 20 €F 72 2Z0 74 61 6B €% 6E €7 20 €1 6E 7% 20 61 or taking any a
QOSEC45R00 63 74 €9 6F 6E Z0 €% €6E 20 72 65 €C €% €1 6E 63 ction in relianc

8. Using the same process as before, save this out to your Desktop, naming it ThirdCarve.htm. We
decided to give it the file extension of .htm because our experience told us from viewing the data in the
hex editor, that it was a part of a webpage. If you are ever unsure, simply save it out as a .txt file, and
then you can test various different extensions from there. Navigate to the Desktop and open the file you
just carved.

[ ThirdCarve.htm X

C @ File | filey///C:/Users/SANSDFIR/Desktop,/ThirdCarve.htm % O
10-4

On Feb 14,2017, at 9:58 AM, Yurtle Turtle <yturtle @mac.com> wrote:

Thanks Devious Dave. I'll review today. On the phone with a lawyer now:)

Cheers,
Yurtle

Sent from iCloud
On Feb 14, 2017, at 09:57 AM. Devious Dave <ddave @evillair.ca> wrote:

Here ya go superstarl

Devious Dave | ALS, P.Eng.
President

<image(01 jpg=

Hellow Violcano Drive, Calgary, AB. T2A 1F4
Phene: 123-456-7390 | Cell: 123-456-7390
ddavei@evillair.ca | www.evilempire.ca

<image002.png> =image003.png=

This email and amy files transmitted in commection with it 2r= confidential ard considared to be the property of Evil Empire Inc ; intended solely for the use of the indfvidual ar
|=nfity to whick thay ar= addressed. If vou are not the intended recipiant, vou are harsby notiffied that disclosing.
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9. Even though you left the beginning of the file and a lot of the end of the file behind, the portion you
carved still opened.

Exercise Questions

1. Go back to the hex editor, find the beginning and end of the file you just carved, carve out the entire
.html file and save it out. Compare it to the first carve you performed, and answer the questions.

[ ThirdCarve2 htm X

C @ File | filey///C:/Users/SANSDFIR/Desktop,/ThirdCarve2.htm % 6
10-4

OnFeb 14, 2017, at 9:38 AM, Yurtle Turtle <yturtle @mac.com> wrote:

Thanks Devious Dave. I'll review today. On the phone with a lawyer now:)

Cheers,
Yurtle

Sent from iCloud

On Feb 14, 2017, at 09:57 AM. Devious Dave <ddave @evillair.ca™> wrote:

Here ya go superstar!

Devious Dave | ALS, P.Eng.
President

<image(01 jpg=

Hellow Volcaneo Drive, Calgary, AB. T24 1F4
FPhone: 123-456-7890 | Cell: 123-456-7880
ddavei@evillair.ca | www.evilempire.ca

Zimage002 png> <image003 pne=

[This amail and amy file: ransmittsd in connaction with it ar= confidantial and considarad to be the property of Evil Empira [
irdividual ar ant they are addreszed. If vou are not the interdad racipient, you 2re hersby notifiad that =,
20y actios i rel the conterts of this information is strictly prokibited. Please rotify the sender immediataly by email
dalste this smail from your systam

<Yurtle Turtle Offer pdf>

a. lIsthere anything more in this complete portion?

b. If yes, what?

2. You can now close HxD and Arsenal Image Mounter, as well as any other files you had open.
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Exercise Questions - Step by Step

1. Go back to the hex editor, find the beginning and end of the file you just carved, and carve out the entire
.html file and save it out. Compare it to the first carve you did and answer the questions.

[ ThirdCarveZ.htm x

(& @ File | filey///C:fUsers/SANSDFIR/Desktop/ThirdCarve2.htm w e
10-4

On Feb 14, 2017, at 9:38 AM. Yurtle Turtle <vturtle @mac.com> wrote:

Thanks Devious Dave. I'll review today. On the phone with a lawver now:)

Cheers,
Yurtle

Sent from i1Cloud
On Feb 14, 2017, at 09:37 AM. Devious Dave <ddave @evillair. ca> wrote:

Herea ya go superstar!

Devious Dave | ALS, P.Eng.
President

<image(0] jpg=

Hellow Valcanoe Drive, Calgary, AB. T2A 1F4
Phone: 123-456-7890 | Cell: 123-456-7830
ddavei@evillair.ca | www.evilempire.ca

<1magel02 png> <image(03 png=

This amail and amy filss transmittsd in conmaction with it 2re confidantiz] and considsrad to be the property of Evil Empira Inc ; irtendad salely for the uss efthe
individiz] or et which they are addreszed. If vou are net the irterdad recipient, you 2rs hereby notifiad that disclosd ing. modifying, dizribui rzking
2my action in reliancs on the cortents of this information is strictly prokibitsd  Please matify tha sender immediatsly by ifyau it

dalsts thiz email from vour system

<Yurtle Turtle Offer pdf=

a. lIsthere anything more in this complete portion?
Yes
b. If yes, what?

Besides the rest of the disclaimer in the footer, we see that there was an attachment on the
original email called Yurtle Turtle Offer.pdf.

We now potentially have another data point to pursue.
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Exercise - A Photo froim Nothing

1. BEFORE DOING ANTHING WITH ANY INDIVIDUAL FILES, IT WOULD BE BEST TO CREATE A COPY AND
WORK ON THE COPY. YOU ARE MAKING CHANGES TO THESE FILES THAT YOU MAY NOT BE ABLE TO
REVERSE. As a last resort, you can always re-extract an original copy from your SANS provided USB drive.

2. From your VM, navigate to C:\Cases\Exercises\6.3\ and locate a file named IMG_0639.epp, and double
click to open it. You will be asked what program you want to use to open the file, and you are welcome to
try Paint, or Internet Explorer. Neither of them will open the file, so this is an expected result.

3. Looking at the file name though, it follows the nomenclature for a photo. Let’s take a closer look.

4. Open HxD.

5. Click on File = Open, navigate to C:\Cases\Exercises\6.3\IMG_0639.epp and select it to open. There are

certainly indicators that this file is a photo or picture, but looking at the first few bytes, or file header, it
shows .EPP. This is certainly not a common format of a photo that opens with common tools.

Cffsec(h) 00 01 02 03 04 O5 06 07 OF OS5 0& OB OC OD OE

QooQaaa0 FE 45 50 50 00 00 00 &3 00 OO QO 01 Q0 00 00

Q0000010 90 00 01 2C 00 00 00 01 00 00 00 00 48 BB FC

QQo00020 00 00 00 OS5 00 OO0 00 00 00 00 00 00 00 OO0 00 00

Q0000030 Q0 00 Q0 02 00 00 00 24 00 00 00 00 Q0 00 00 00

Q00000040 00 00 00 OC 4% 4D 47 5F 30 3€ 33 39 2E 4R 50 47

Qoooo0050 00 00 00 OO0 00 00 00 04 Q0 OO0 00 10 00 OO0 00 00

Q0000060 Q0 OO0 Q0 00 00 00 00 00 D2 73 D2 E5 36 33 45 TE

Qoooo007d 65 66 00 00 4% 4% 24 00 08 00 00 00 0% OO0 OF 01 4if..II*.........
Q0Qgo00080 02 00 Q06 OO 00 OO0 TA OO 00 OO0 10 01 02 00 1B 00  ...... Evvnnnnnns
Q0000050 Q0 OO0 80 00 00 00 12 01 03 00 01 00 00 00 0L 00 ..€....vvvennnnn
Q00000a0 00 OO0 1A 01 05 00 01 OO0 00 00 8C 00 00 00 1B 01 ....vvenns [+ IR
Q0000080 05 OO0 01 00 00 00 A4 OO0 00 00 28 01 O3 00 01 00 ...... O
Q00Q000Cd 00 OO0 02 00 00 00 32 01l 02 00 14 00 Q0 00 AC 00  ...... 2innaann .
QOQoooDg Q0 00 13 02 03 00 01 OO0 00 00 02 00 00 00 89 87 [ .ouee e rnnnnna iE 3
QOQQ00ED 04 OO0 01 00 00 00 CO 00 00 00 38 24 00 OO0 43 61 f...... A...85..Ca
Q000000F0 ©E &F 6E 00 43 &1 6E &F 6E 20 45 4F 533 20 44 4% | non.Canon EOS5 DI
00000100 47 45 54 41 4C 20 52 45 42 45 4C 20 58 54 00 OO0 | GITAL REBEL XT..
Q0000110 48 OO0 Q0 00 Ol OO0 00 00 48 00 00 00 01 00 Q0 00 ™M .. ns
00ooo120 32 30 30 38 34 30 3% 32 30 31 20 30 37 32 31 35 2008:09:01 07:1%
00000130 3A 35 39 00 1C 00 S& 82 05 00 01 00 00 00 16 02 :59...8,....000..
00000140 Q0 OO0 8D g2 05 00 01 OO0 00 00 1E 02 00 00 22 88 g "
00000150 03 00 01 OO0 00 00 02 00 00 00 27 58 03 00 01 00 ...e.eenns o,
Q00000160 OO0 OO0 90 O1L 00 OO0 00 S0 07 00 04 00 00 00 30 32 ... evnennnn- 0z
QoQoQo17To 32 31 03 90 02 00 14 OO0 00 00 26 02 00 OO0 04 20 21........ Evvwnn
Q0000180 02 00 14 00 00 00 3A 02 00 00 01 21 07 00 0494 00 ..eeeeivnaatannn
Q0000153 Q0 OO0 01 02 03 00 01 52 0OA 00 01 OO0 OO0 OO0 4E 02 ....... PP H.

6. But maybe there is something we can do about it. With most photos taken by SLR cameras, they have a
proprietary format, but there is still a .JPG in there somewhere. Typically, the camera is merely adding
proprietary data in front of the photo information.
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7. Scroll down the data until you find a .JPG file signature. (HINT: use the Offset numbers in the left column
of the screenshot to help you find the header) Remember that it looks like this: y@ya. Once you find it,
start sweeping the data.

Cffset(h) 00 01 02 03 04 O5 O 07 OB OS5 0& OB OC OD QOE OF Decoded text

00002450 01 OO0 02 00 04 00 00 00 52 3% 38 00 02 00 O7F 00
Q00002480 04 OO0 00 00 30 31 30 30 00 Q0 00 OO0 QOe 00 03 01
Qo0o0Z24BO 03 OO0 01 OO OO OO O OO OO0 OO0 1A O1 O5 00 01 OO
QoQo0Z4CO 00 00 86 24 00 QO 1B O1 OS5 €0 01 00 00 OO0 BE 24
00gQ024p0 00 OO 28 01 03 00 01 OO0 OO0 00 02 00 00 00 01 02
Q00024EQ0 04 OO0 01 OO0 00O 00 S6 24 00 00 02 02 04 00 0O 00
QOQO0Z24F0 00 OO0 %5 11 Q0O OO OO0 OO0 Q0 OO0 48 00 00 00 01 OO0
Q0002500 00 OO0 48 00 Q0 00 01 00 Q0 00 EF D FF EO 00 14

)
00002510 MA 46 49 46 00 01 00 01 00 26 00 S6 00 00 FF FH
00002520 P00 1F 4C 45 41 44 20 54 65 63 68 6E 6F &6C &6F &7
Q0002530 |85 65 73 20 49 6E 63 ZE 20 56 31 2E 30 31 00 FE
00002540 DB 00 84 00 10 OB OC QOE OC QA 10 OE 0D OE 12 11

Q0002550 |10 13 18 28 1A 18 16 16 18 21 23 25 1D 28 3A 33 ..

00002560 3D 3C 3% 33 38 37 40 48 5C 4E 40 44 57 45 37 33 =<S38TEH\NEDWETE
00002570 50 €D 51 57 5F €2 &7 €8 €7 3E 4D 71 7% 70 64 TE PmQW bghg>Mgvpdx
Q0002580 5C &5 67 €3 01 11 12 12 18 15 18 2F 1A 1A 2F 63 M\EegC...:.:s f.o.fce
Q00002590 42 32 42 €3 63 63 B3 €3 63 €3 63 63 €3 €3 63 €3 BEBccoccococococoooooo
QOO0025R0 &3 63 63 63 63 63 B3 B3 CCCCCCCCCCCCoooT

63 63 B3 B3 63

i
(S ]

(Y]
(S ]
(Y]
i L

8. Continue sweeping data until you find a relatively obvious file footer (§0) and stop sweeping.

Offset(h) 00 Ol 02 03 04 05 0 OT7 08 0% Q04 OB OC OD QE OF

00003630 & 8B BO OF 22 2C 81 ES 47 C1 C7 DC 14 5D &80 F4

00003640 |50 A4 85 55 18 F4 02 90 OF &F 54 62 50 EC 20 23

00003650 27 03 AS 02 1E BS CF 5C 53 01 08 C1 CE 4F ET7 40

00003660 PF 27 81 SC 1E DD 28 01 30 3D 25 00 EO A3 34 00

00003670 |BC BE 34 00 AR 35 EB DO S50 30 07 83 51 4C 42 70

Qo003680 QOF 44 00 50 01 EB 40 OT7 03 1C 50 01 BB EB Fo8 D]

00003690 B0 1A C4 S5E BC F3 42 CO 31 BA F4 14 01 FF DS FF

00003cA0 [EOC 00 10 43 46 45 46 00 01 00 01 00 56 00 S6 00

000036B0 00 FF FE 00 1F 4C 45 41 44 20 54 65 63 68 oE 6F Py=Fpayriy
000036C0 |gC 6F &7 6% 65 73 20 45 6E &3 2ZE 20 S6 31 2ZE 30 pReI-mN-F-R ST
000036D0 |31 00 FF Dg 00 54 00 04 03 03 04 03 03 04 04 O3 J
Q000036ED 04 05 05 04 05 O7 OC O7 OT7 O& 0O 07 OE OR OB 02

000036F0 OC 11 OF 12 12 11 OF 10 10 13 15 1B 17 13 14 12

00003700 14 10 10 15 20 185 1a 1C 1D 1E 1F 1E 12 17 21 24

9. Using the technique from exercise 6.3A, press Ctrl+C to copy your highlighted data, and save it out
(through the steps inside HxD) to your Desktop, naming it PhotoCarve.jpg. Once done, open the file.
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10. Now the picture opens. But it sure is tiny. In fact, this is just the thumbnail

that you have recovered. Let’s

dive back in and see what else we can find, because looking at the amount of data in the hex editor, there
certainly seems to be more. Back in your hex editor, return to the .EPP file you opened, and look carefully
around where the thumbnail code ended. It looks quite like the beginning of another picture!

Offsec(h) 00 01 02 O3
00003630 E& 8B BO OF
00003840 50 R4 85 55
00003850 27 03 AL 02
00003660 OF 27 81 =C
00003870 8C BZ 34 00
00003880 OF 4 00 50
00003820 60 1A C4 EBE
000036A0 E] J0 10 44
00003eB0 OO0 FF FE OC
00003eC0 &C gF &7 g9
00003eD0 31 00 FF DB
0Q0036EQ0 04 05 05 04
0Q003eF0 OC 11 OF 12
0QQ037T00 14 10 10 18
00003710 21 1lE 249 1B
0QQo3T20 O7 QOE 1D 13

o e
B

(TS

[
w2

m O w

il
[T 1]

]

O 07 08 0% 0ORA OB
91 ES 47 C1 CT7 DC
02 =0 OF eF 94 &2
CF 5C 53 01 08 C1
28 01 30 3D 29 Q0
EE DO 50 30 07 83
40 07 03 1C 50 01
4n CO 31 B4 F49 14
4 OO0 Q1 OO0 01 0O

45 41 44 20 54 &3
20 45 8E &3 ZE 20
00 042 03 03 04 03
oc 07 07 Og Q6 07
OF 10 10 13 15 1B
1la 1C 1D 1E 1F 1lE
1D 01 05 05 05 07
1D 1D 1D 1D 1D 1D

=]
=
=]
=1

n
[
o

| I )
o

1o
Le ]
W
[T |

[T ]

=1
m ) w

=Y

W e
e B

o

L))

eE ©F

o
[T o
i

'l

[=]

m
I

Decoded text

& ®. ", VAGACT. 188
PE.O.5...0"B.1 %
V¥, LIS, LATogR
el T(.0=) . A84.
2GEBP0. F'LED

€, 4.

11. Start sweeping from there and sweep until you find the next .JPG file footer. This will take some time, as
the sweep is long! You need to figure out how to perform a page down while holding the Shift key and
sweeping on your computer, as this will make things go much quicker. Some keyboards have a page
down key, and on some keyboards, holding the Fn key and down arrow will do page down. Hint: you will
be scrolling to the end of the file. Once you find the end, Ctrl+C to copy the content, and then save it into
its own data space in HxD, and then save it out to your desktop as PhotoCarve2.jpg. Navigate to your
desktop and open the file. It shouldn’t open. WHAT?

PhotoCarveZ, jpg

It looks like we don't support this file format.

12.

Go back to HxD, and on the file that you just created, scroll to the very top of it, and look at the file

header. It looks really close to the file header for a .JPG, but close isn’t good enough. We see in the hex a
signature of FF D9 FF, but we know from our training module that the file header for a .JPG is FF D8 FF.

We need to change this.

Offset (h) _00 01 02 03 04
00000000 aly]
00000010 ™o oo oo FF
00000020 €8 €E 6F &C &F
00000030 31 2E 30 31 00
00000040 04 04 03 04 05

Og 07 08 0% 0&A O
J 44 45 4% 46 00 O
00 1F 4C 45 41 4
69 &5 73 20 49 &
DB OO0 84 00 04 C
04 05 07 0OC 07

[ S

=

1

oc

0o
20
a3
03
0e

oD

OE

n
[¥ =

LI S I
[T |

n-l

Decoded text
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13. Click your cursor just to the left of D9 in the hex field, and type D8. You should see the change

represented in red.

Offset (h)

00000000
00000010
00000020
00000030
00000040

04

I o0

| FF

T Y o e Y
FF D2 FF E
uu He UU

68 EE 6F 6C
31 2E 30 31
04 04 03 04

6F ©

oo
05

Oe

an
oo
65
DB
04

OR

0a
41
49
04
o7

)]
[ b

oc

00
20
63
03
Oe

OE

00
65
20
03
o7

0F Decoded text

o6 | yeka |. JFIF. .. .. -
63 c—..¥p..LEAD Tec

5S¢ hnologies Inc. V
1.01.§U.menenn..

14. Click to save the changes. Then click on File = Save As and save this out to your Desktop as
PhotoCarve3.jpg. Navigate to your Desktop and try to open it.

15. SUCCESS!!!

Exercise—Key Takeaways

e Data carving and rebuilding can be very time consuming and frustrating.
e What is believed to be an entire file may not be.
e Data is often available, even if it is not in a format that the examiner is familiar with.
e Aforensicator could spend hours trying to repair a file and have no success.

FOR498 - Eric Zimmerman & Kevin Ripa ©2020

https://t.me/learningnets

Exercise 6.3B — Data Carving & Rebuilding — Webpages & Images



https://technet24.ir
https://technet24.ir

This page intentionally left blank.

https://t.me/learningnets
Technet24


https://technet24.ir
https://technet24.ir
https://technet24.ir

]

Exercise 6.3C—Data Carving & Rebuilding -

DOC & DOCX

Exercise Objectives

e Recognize various common file signatures

e Understand OLECF and OpenXML Office formats
e Rebuild a partially overwritten file

e Repair corrupted or overwritten files

Exercise Preparation

1. Boot your FOR498 Windows VM

2. Login to the FOR498 Windows VM using the following credentials:
a. Username: SANSDFIR
b. Password: forensics

3. BEFORE DOING ANTHING WITH ANY INDIVIDUAL FILES, IT WOULD BE BEST TO CREATE A COPY AND
WORK ON THE COPY. YOU ARE MAKING CHANGES TO THESE FILES THAT YOU MAY NOT BE ABLE TO
REVERSE. As a last resort, you can always re-extract an original copy from your SANS provided USB drive.

Exercise - Recover/Repair a .DOC File

1. From your VM, navigate to C:\Cases\Exercises\6.3\ and locate a file named Wire Transfer Information —
BROKEN.doc, and copy it to your host Desktop. Once copied over, double click on it to open it. You
should get the same or similar error messages as you see here. Click OK to close out of it.

Microsoft Word X

Word experienced an error trying to open the file.
Try these suggestions.
* Check the file permissions for the document or drive.
I * Make sure there is sufficient free memory and disk space.
* Open the file with the Text Recovery converter.

(C\..\Wire Transfer Information - BR...) Waord experienced an error trying to open the file,
Try these suggestions.
| * Check the file permissions for the document ar drive,

* Make sure there is sufficient free memory and disk space.
Show Hglp e * Open the file with the Text Recovery converter.
Show Help ==
oK
QK
FOR498 - Eric Zimmerman & Kevin Ripa ©2020 Exercise 6.3C — Data Carving & Rebuilding — DOC & DOCX 1
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2. If you are using Office for Mac, your error message may look like this.

Word cannot open this document. The
document might be in use, the document
might not be a valid Word document, or the
file name might contain invalid characters
(for example,\/).

(Wire Transfer Information - BROKEN.doc)

3. Backin your VM, open HxD.

4. Click on File = Open and navigate to C:\Cases\ Exercises \6.3\Wire Transfer Information — BROKEN.doc
and select it to open. Note that the header looks correct for a .DOC, as does the footer, if you scroll to the
bottom and look.

Offset(h) 00 01 02 03 04 05 06 07 08 09 OA 0B OC OD OE OF _Decoded text
00000000 bO CF 11 EO Al Bl 1A E1 00 00 00 00 00 00 00 0O gi.éii.é. ......
00000010 00 00 00 00 00 00 00 00 3E 00 03 00 FE FF 09 00 Sy % ..bV..
00000020 06 00 00 00 00 00 00 00 00 OO0 00 OO0 01 00 00 OO0 .cceecssssscsnsnnse
00000030 2A 00 00 00 00 00 00 00 00 10 00 00 2C 00 00 00 *...ceecssase yinma
00000040 01 00 00 00 FE FF FF FF 00 00 00 00 29 00 00 00 ....PV¥¥V....)...
00000050 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF {yyyyvvvvvvvvvvy
00000060 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF §yyyiyvviivvviiy
00000070 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF iy
$0050 JF PFENE PF 3 T I5 B TITEST IR B PNUURI G
J0u 00. a By BN JE g B OfR B .k By &F & .. & y sV, V. ¥V LYY
O0O00SAAO0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF §yVyyyvvivivvvvy
0000SABO FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF Uy yyvivivvvivvy
00005ACO FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF $yyyyvvvvvvvvvvy
0000SADO FF FF 01 00 FE FF 03 OA 00 00 FF FF FF FF 06 09 ¥V..bV....¥¥¥v..
OOOOSAEO0 02 00 00 00 00 00 CO 00 00 00 00 00 00 46 20 00 ...... Y B
OOOOSAFO 00 00 4D €69 63 72 6F 73 6F €6 74 20 57 6F 72 €4 ..Microsoft Word
0000SBO0 20 39 37 2D 32 30 30 33 20 44 6F 63 75 €D €S5S ©E __97-2003 Documen
00005B10 74 00 OA 00 00 00 4D 53 57 6F 72 64 44 6F 63 00 t..... MSWordDoc.
00005B20 10 00 00 00 57 6F 72 €4 2E 44 6F 63 75 6D 65 6E | ....Word.Documen
00005B30 74 2E 38 00 F4 39 B2 71 00 00 00 00 00 00 00 00| £.8.69%Qecccccss
00005B40 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Q0 ™= T T T I oo,
00005BSO 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 OO0 .ueeecsccscncccas
00005B60 00 00 00 00 00 00 00 00 00 OO0 00 OO0 00 00 00 00 ..ceececccccccese
00005B70 00 00 00 00 00 00 00 00 00 OO 00 OO0 00 00 00 OO0 ..ceescsscscccsnse
00005B80 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 OO0 ..ceeccsccscccscse
Fa¥alalald-Tolal OO als Fa¥al ala fatal a¥la L5 ala O5 ala O alae o0 atlas Fa¥al als
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5. While you were scrolling down to check the file focter, you would have seen some plain text. Since, this
file has a proper header and a proper footer, but still won’t open, we have to surmise that somewhere in
the middle of this deleted file, in one of the sectors, data from somewhere else has corrupted it. Our only
choice is to carve the useful data out of it. Find the beginning of the useful plain text.

Cffset(h) OO0 O1 O2 O3 04 05 0Oe 07 OB 09 04 OB OC OD OE OF Decoded text

00000890 00 OO0 Q0 OO0 Q0O QO QO Q0 00 00 00 00 00 00 Q90 00
QOQO08R0 Q0 00 QQ OO0 Q0 OO0 Q0 Q0 00 Q0 Q0 00 Q0 00 Q0 00
0Qo00sB0 OO0 OO Q0 OO Q0 QO QO QO 00 OO0 00 00 00 00 090 00
0Qo008Cco Q0 OO0 Q0 Q0 Q0 QO QO Q0 00 00 00 00 00 00 Q90 090
QOQo08D0 Q0 00 FT 69 T2 65 20 24 T2 €61 gE T3 66 €65 T2 00 . .[J ek -hE=hy
O00008EC |52 6F 75 74 €9 6E €7 20 4% gE €6 &F T2 6D 61 T4 |HagriehBlegbohdalsit-1s
O00008F0 €2 6F 6E OD OD 52 6F 75 74 €% €6E €7 20 45 €E T3 P alrivkBsle St
QOQoo200 [f4 T2 T3 63 T4 €5 6F €E T3 20 €6 6F T2 20 45 6E  shaelesehlalyF- Rk ah S
00000910 B3 6F oD 6E &7 20 57 68 72 65 20 54 72 61 &6E
00000920 [F3 66 B5 oD 57 &3 €5 6E 20 64 &5 &C 65

-
W kon
<]
]
=2
==

QOQo0230 [fe 65 T2 65 6E &7 20 61 20 77 &5 72 65 20 749 6F (g=heBale BTN
00000940 20 61 20 43 61 6E 61 £64 8% 81l BE 20 &6 8% 6E &l a Canadian fina
Q0D000e50 ©E 63 €9 €61 &C 20 69 6E 73 74 €9 74 75 74 €9 €F mnecial institutio

6. Sweep data until you find the end of the useful plain text.

Cffset(h) 00 €1 02 03 04 05 O O7 OF 05 Q4 OB OC OD QE OF Decoded textc

QOQQQOETO BE &4 20 4C 6% 6E 65 34 05 05 43 eF &D 70O T35
OQQQOEBQ g5 T2 20 45 Te €2 64 65 6E 63 €5 20 52 65 63
QQQQOESQ 76 &5 T2 TS5 2C 20 45 gE €3 2E 0D 0% 05 0% 09
QQOO0Q0EAD kF eD 7O 75 74 65 72 20 45 Té 69 64 65 6E 63
OQQQQOEBO B0 52 65 €3 6F 76 65 T2 75 2C 20 4% g6E 63 ZE
QO0000ECO DS 05 08 09 34 32 32 31 35 20 53 6F 75 T4 68
OQ0QCOEDO |81 EE &4 20 43 72 &F T3 73 &5 €E &7 20 53 57
OO0000EEQ [0S 05 08 09 43 €1 &C &7 61 72 79 2C 20 41 42 ....Calgary, AB
O0000EFD [4 32 48 2D 37 41 3d O 0D OD OO0 00 00 00 00 00  peehearyAs

QQOQOF00 00 00 00 OO0 Q0 00 00 OO 00 OO0 00 00 00 00 00 OO
QQO0Q0F10 00 00 00 OO0 00 00 00 OO0 00 Q0 00 00 00 00 00 00 ..o eeevenmnnnnnns
QQ0QOF20 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 .o eeevenmnnnnnns
QO00Q0F30 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .. u.e v eweunnnnns

]

nd Line:..Comput
er Evidence Reco

omputer Evidence
Recovery, Inc..
--.-42215% Southl

[ s I Y Y Y

and Crossing SW.

]
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7. Use Ctrl+C to copy the data, then using previcus techniques, pasteittoan
then save it out to your Desktop as TextCarvel.txt. Navigate to your Desktop and open the file with

Notepad. Again, unless you are using the newest Windows 10 (as your VM is), you will see the output

below.

ew data space in HxD, and

]| TextCarve1.txt - Notepad

File Edit Format View Help

The Bank of New York
SWIFT IRVT US 3NIntermediary Institution:
TorontoBeneficiary:
Recovery, Inc.
to ReceiverInformation/Additional Information:
Calgary, AB T2G 0V2

Account With Institution:
1940 - 9 Ave S.E.
First Line:

CCO8IXXXXXX

Recovery, Inc.
Crossing SW

512XXXXXXXXXINTERNATIONAL WIRES IN CADPay Through:

308XXXX-01
Computer Evidence Recovery, Inc.
Calgary, AB T2]-7A6

Wire TransferRouting InformationRouting Instructions for Incoming Wire TransfersWhen delivering a wire to a Canadian
financial institution, the sending financial institution will need to know specifics regarding how the wire is to be
directed. Most importantly, they will need to know our BIC/SWIFT code. Financial institutions from other countries may not
be aware of our route/transit branch numbering. Then sending financial institution will also need to know specifics
regarding our international correspondent.The following routing information should be provided to members when questioning
how other financial institutions are to route wire transfers to your branch.INTERNATIONAL WIRES IN USDPay Through:

ABA 021XXXXX8

New York, NY
89005XXXXX
51202XXXXXXX

Travel

42219 Southland Crossing SW

Legacy Savings and Credit Union
403.265.6050

Swift: CUCXCATTCAL

Legacy Savings & Credit Union

Calgary, AB T2G @V2
Second Line:

ex Currency Services/CUCA
Computer Evidence
Calgary, AB T2J-7A6Sender
1940 - 9 Ave S.E.
12593-899

403.265.6050Beneficiary:
Computer Evidence
42219 Southland

8. Better than nothing, but we are professionals, and we can do better. Close the text file, and then right-
click on the file and open the file using WordPad.

E =9 TextCarvel - WordPad
File Home View o
> : . B = = — =
E] Courier New 1 | A" QA =~ (- .‘/ £ J ‘?‘ & Find
% ==t $acReplace
Paste B 7 U X, x* &= =5 Picure Paint Dateand Inset
- £ % 7 v  drawing time object i Selectall
Clipboard Font Paragraph Insert Editing
o P R O R Y O SRR 7
3 : a :
| -~
fiire Transfer
Routing Information
Routing Instructions for Incoming Wire Transfers
When delivering a wire to a Canadian financial institution, the
sending financial institution will need to know specifics
regarding how the wire is to be directed. Most importantly, they
will need to know our BIC/SWIFT code. Financial institutions
from other countries may not be aware of our route/transit
branch numbering. Then sending financial institution will also
need to know specifics regarding our international
correspondent.
The following routing information should be provided to members
when questioning how other financial institutions are to route
wire transfers to your branch.
INTERNATIONAL WIRES IN USD
Pay Through: The Bank of New York
New York, NY
ABA 021XXXXX8
SWIFT IRVT US 3N
Intermediary Institution: B8300SXXXXX
Travelex Currency Services/CUCA
Toronto
Beneficiary: S1202XXXXXXX
Computer Evidence Recovery, Inc.
42219 Southland Crossing SW
Calgary, AB T2J-7A6
Sender to Receiver
Information/
Additional Information: Legacy Savings and Credit Union
1940 - 9 Ave S.E.
Calgary, AB T2G 0v2
403.265.6050
12593-899 S12XXXXXXXXX v
100% (= v +
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9. Once you see that the file opens nicely, and has formatting, you can close it, go back to the file, and
rename it with either a .RTF extension, or a .DOC extension. This way, when you give it to the client, it

will open in the nicer looking way!

Exercise — Recover/Repair a .DOCX File — Method 1

1. Close out of HxD (if it is still open).

2. From your VM, navigate to C:\Cases\Exercises\6.3\ and locate a file named Wire Transfer
Informationl.docx, and copy it out to your host desktop. Go to your host desktop and double click to

open the file you just copied there. It opens as it should.

Wire Transfer Information1.docx [Compatibility Mode] - Word
Insert Draw Design Layout References Mailings Review View Help Q Tell me 5 Share
Arial 12 - A A Aa- 4 = - - @3 Y || 4aBbCCI AaBbC 'AaBbCcl -
Pa'sle = B I U - abe X; X) A- 2. A - 3 ) - - Emphasis  Heading 1 1 Normal Edifing
Clipboard '~ Font . Paragraph . Styles . A
Lol L e 2 e a3 e s A e 5 e 6 e 7
) (&
Wire Transfer
Routing Information
. Routing Instructions for Incoming Wire Transfers
B When delivering a wire to a Canadian financial institution, the sending financial institution will need to
know specifics regarding how the wire is to be directed. Most importantly, they will need to know our
BIC/SWIFT code. Financial institutions from other countries may not be aware of our route/transit

- branch numbering. Then sending financial institution will also need to know specifics regarding our
) international correspondent.
: The following routing information should be provided to members when questioning how other
- financial institutions are to route wire transfers to your branch.
) INTERNATIONAL WIRES IN USD
: Pay Through: The Bank of New York
- New York, NY
- ABA 021000018
: SWIFT IRVT US 3N
. Intermediary Institution: ~ 89005XXXXX

Travelex Currency Services/CUCA
. Beneficiary: 51202XXXXXXX
. Computer Evidence Recovery, Inc.

42219 Southland Crossing SW

Calgary, AB T2J-7A6
Page 10of 1 207 words | ¥ English (United States) ES] e 1 + 100%
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3.  Now close the file, go back to your VM, and navigate to C:\Cases\Exercises
file Wire Transfer Informationl.docx, select Rename, and change the file extension from .docx to .zip.

\6.3\ again. Right click on the

Name

@-= | Wire Transfer Information1.zip

Date created

Rename

If you change a file name extension, the file might become unusable.

Are you sure you want to change it?

Yes No

Date modified

4. Theicon has now changed to a zip file icon. Double click to open it and click into the folders to see what is

there.

Name

_rels
docProps
word

|| [Content_Types].xml

Type

File folder
File folder
File folder
XML Document

5. Open the word folder.

FOR498 - Eric Zimmerman & Kevin Ripa ©2020

Name

_rels

theme
| | document.xml
| | fontTable.xml
| settings.xml
| | styles.xml
| webSettings.xml

Type

File folder

File folder

XML Document
XML Document
XML Document
XML Document
XML Document
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6. Open the document.xmi file. if you are prompted for a program to open it with, simply use any browser,
such as Internet Explorer. Scroll down a bit and you can clearly see the content of the document.

f_@ C:

= C\Users\SANSDFIR\AppData\Local\ Temp\ Ternp1_Wire Transfer Information1.zip\word\documentxrr ~ & [ Search... P~ el

\Users\SANSDFIR\AppDa...
e

</w:pPr> A
B He
- =wirPrs
<w:rFonts w:cs="Arial" w:hAnsi="Arial" w:ascii="Arial"/=
<fw:rPr=
<w:t=When delivering a wire to a Canadian financial institution, the sending financial institution will need to know
specifics regarding how the wire is to be directed. Most importantly, they will need to know our BIC/SWIFT
code. Financial institutions from other countries may not be aware of our route/transit branch numbering. Then
sending financial institution will also need to know specifics regarding our international correspondent.</w:t>
</wirs
<fw:ip=
- «<w:p w:rsidRDefault="006C30BD" w:rsidR="006C30BD" >
- <W:pPr=
- =wirPrs
<w:rFonts w:cs="Arial" w:hAnsi="Arial" w:ascii="Arial"/>
<fw:rPr=
</w:pPr=
<fw:ip=
- <w:p w:rsidRDefault="006C30BD" w:rsidR="006C30BD">
- <W:pPr=
- =weirPrs
<w:rFonts w:cs="Arial" w:hAnsi="Arial" w:ascii="Arial"/>
<fw:irPr=
</w:pPr>
B He
- =wirPrs
<w:rFonts w:cs="Arial" w:hansi="Arial" w:ascii="Arial"/=
<fw:rPr=
<w:t=The following routing information should be provided to members when questioning how other financial
institutions are to route wire transfers to your branch.</w:t>
</wirs
<fwip= v
- «<w:p w:rsidRDefault="006C30BD" w:rsidR="006C30BD" >

7. Close this file, and any folders, and find your way back to C:\Cases\Exercises\6.3\. Right click on the Wire

Transfer Informationl.zip file and Rename it back to .docx.
8. Inthe same folder, locate a file named Wire Transfer Information1-BROKEN.docx, and copy it out to

your host desktop. Go to your host desktop and double click to open the file you just copied there.
Microsoft Word X
! Word found unreadable content in "Wire Transfer Information1-BROKEN.docx". Do you want to recover the contents of this document? If you trust the source of this document, click Yes.
Yes No
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9. Of course we want to reccver the contents! Click Yes. Then ycu will be presented with something like
error message below. So close and yet so far. Click OK. We will have to approach this differently.

Microsoft Word X

Word experienced an error trying to open the file.

Try these suggestions.

* Check the file permissions for the document or drive.

* Make sure there is sufficient free memory and disk space.
* Open the file with the Text Recovery converter.
(C:\..\Wire Transfer Information - BR...)

Show Help >>

OK

Word experienced an error trying to open the file,

Try these suggestions.

* Check the file permissions for the document or drive,

* Make sure there is sufficient free memory and disk space.
* Open the file with the Text Recovery converter,

Show Help ==

oK

10. If you are using Office for Mac, your error message may look like this.

Microsoft Office Word

The Open XML file Wire Transfer Information1-BROKEN.docx
cannot be opened because there are problems with the
contents or the file name might contain invalid characters (for
example, \/).

Details

The file is corrupt and cannot be opened.

FOR498 - Eric Zimmerman & Kevin Ripa ©2020
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11. We have a couple of options open to us, so let’s explore them. Using previous procedures, open Wire
Transfer Information1-BROKEN.docx in the HXD hex editing program. Although it has the proper .docx
file signature, we can see immediately (through experience) that the structure at the beginning is all
messed up. word/document.xml should not be up near the file header. If you were to compare this to a
known good .docx file, you would see that there is a significant amount of data that should be between
the header and word/document.xml. Worse, it is mostly structure and metadata information that we
have lost. This may be a losing battle, but it isn’t over until it is over!

offset (h) OO0 Ol 02 O3 04 05 06 O7 OB 09 Oh OB OC OD OE OF Decoded text
00000000 O 48 03 04 14 00 06 00 0% 00 00 00 21 00 D6 CL |BE.......... 1.0
00000010 AA D2 41 07 00 00 Ol SR 00 00 11 00 00 00 77 6F |26a....Z2...... wo
00000020 72 64 2ZF 64 F 63 75 €D &5 6E 74 2E T8 6D 6C EC |rd/document.xmli
00000030 5C DF 73 E2 36 10 7E EF 4C FF 07 2D 1F F& 74 01 |\Bs&6.~iL¥...ut.
00000040 F3 2B 01 7h DO 01 42 32 74 EE D2 4C 20 97 BB L7 oOF.=Z0. UL —=
00000050 BE 62 0B LAC C& 56 5C 49 86 L3 7F 70 57 B 01 93 Fh.-E-\I+E£.}WT.™
00000060 90 00 89 49 02 31 2F CEé 96 FC ED 6L F7 D3 6& BD ..%I.1/E-dijz0i%
00000070 16 7C FE E3 A7 E7 A2 31 11 92 72 Dé 30 OA 39 D3 .|paScel. rdo.sd
00000080 40 24 5% DC A€ &C D4 30 AF 07 &7 47 55 03 49 85 @,YO!100®.gG0.I.
00000090 99 2D 5D CE 48 C3 98 12 €% FC D1 FC F5 &7 CF o3 =, 1igk~.iaflas—i=
000000RD BA CD AD CO 23 4C 21 20 &0 B2 3E F1 AD 86 E1 28 I A$L1€ =>R.14(
000000BO ES D7 F3 79 69 3% C4 C3 32 E7 51 48 70 C9 87 2A a&=oyisAA2cOEpEs*
000000CO €7 71 2F CF 87 43 6A 91 FC 24 OB 3B 5F 34 0B 66 gq/I#Ci‘d..; 4.f
000000D0 F8 CD 17 DC 22 52 82 BC OE 66 63 2C 8D 18 CE 7B el .U"R,4.fo,..I{
O0O0CCQED 88 C6 7D C2 RO 71 C8 25 87 15 9C 24 51 DE C3 E2  “EMA gE.+.e=50pR3
000000F0 2E FO 8F 00 DD C7 8A DE 52 97 AR 29 60 9B C7 33 .&..YC35BR—) " »(3
00000100 18 DE 30 02 C1 ER 31 C4 D1 5C 21 7D 4B 3D 52 28 .BO.AS1AM\!}H=R|
00000110 3E CC EE 10 9B C8 8D 6E 39 8D 2D 10 4A CC 0B E2 »>Ii.»E.no.-.J1i.3
00000120 82 OE SC 4% 87 FA 8B €1 3C 17 0D 1& 8D 1% C8 F8 ,.el$0<a<..... Ez
00000130 &9 41 8C 3D 77 DE 6F E2 17 CA 2F F3 Cl A% CO 13 @nF=wloid.E/oieh.
00000140 38 2C 00 37 51 DF BE €E F2 DC 48 F3 A7 11 OB E6 8, .70RZnoliHAE. .=
00000150 06 1E D1 10 F3 3B 36 51 €1 59 EE 4C 13 OF 53 26 . .H.d:6Qa¥eL..Sq
00000160 10 FC 2C D3 24 SC 5B RS &C 07 50 BC OF E0 8F SE  .4,058C@[ 1.P4.&."°
00000170 E6 9C 73 Cl 03 7F 81 46 S5F 26 Dé €3 77 73 2C 3D a&esh...F tlcws,=
00000180 B3 27 CO 8L 9D oC 1C 94 TC @9 32 7D 07 FE 30 03 3 -AS.e.8|™2}.40.
00000190 3D RE DE 1B 31 2E FO AD OB 1R 851 CB 10 58 1D 6% =«Pb.1.&8....E.X.i
000001RO0 54 18 4D 58 38 27 DC OE EA L3 8F 26 75 88 58 Fé Z.M~8 -UEL.&u"Xo
000C0C01BO 55 C3 00 5D 34 25 B3 7D &R CC 2E SD OR 7D Bl 5D UA.]:%:3131.71.1%]
000001CO 29 9% BS Fé FC EZ 20 19 EZ CO 55 29 EE 21 CC LS )™pdad) . dhowiris
000001D0 DO 87 TF 2C ES 36 C6 6E C3 B0 60 Fé 11 61 E4 F5 DB#.,26Enk° 5,233

12. Select all data prior to word/document.xml...

Cffset(h) 00 01 02 03 04 05 06 OT7 OB 0% 0OA OB OC OD OE OF Decoded text
00000000 |50 4B 03 04 14 00 O 00 08 00 00 00 21
00000010 pA D2 41 07 00 00 01 5A 00 00 11 00 00

Q0000020 T2 64 2F &4 &F €3 75 €D 65 €E T4 ZE 78 €D &C EC rd/fdocument.xmli
QOO00030 &C DF 73 EZ 36 10 7E EF 4C FF Q7 8D 1F FL 74 01 ‘\B=ae6.~iL¥y...at.
00000040 F3 28 01 7R DO 01 42 32 74 EE D2 4C 20 97 BB L7 &+4.zD.B2tilL —§
OO0 ED B £7 OB T T e By A0 S 7T TR OT BT O=E 5l ol F E_\THL 1T0F ™
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13. ..and delete it. Accept the Confirm prompt. You should be left with this.

Cffsec(h) OO0 O1 02 03 04 05 06 O7 08 0% QR OB OC OD OE OF Decoded text

00000000 77 EF 72 €4 2F €4 6F €3 75 €D €5 €E 74 ZE 78 €D word/document.xm
00000010 eC EC 5C DF 73 E2 36 10 TE EF 4C FF 07 8D 1F FA 1i\pAsd6.~iL¥y...u
00000020 74 01 F3 2B 01 7A DO Ol 42 32 74 EE D2 4C 20 97 t.6+.zB.B2tilL —
00000030 BB A7 BE €2 OB AC C6E 96 S5C 49 86 A3 7F 7D 57 B »8§Zb.-E-\ItL.}WI

14. In HxD, click on File > Open, and navigate to C:\Cases\Exercises\6.3\ and locate a file called Please Start
ASAP.docx, and open it. You will see a second pane of data in HxD, and you should be looking at the
content of the new file you just opened. This is a known good .docx file. Note the difference between the
beginning of this file and the beginning of the BROKEN file. Take a few moments and scroll down through
this file looking for word/document.xml. Note just how much data is missing from the BROKEN file.

& Wire Transfer Information1-BROKEM.docx 5] Please Start ASAP.docx

Cffset(h) OO0 01 02 03 04 05 0g OT7 OB 05 04 OB OC OD OE OF Decoded text

00aooooo bﬂ 48 03 O4 14 00 O6 OO0 08 OO 00 00 21 00 32 51 EK .......... e
00000010 eF 57 66 01 00 Q0 A5 OS5 00 00 13 00 08 02 5B 43 oWL...¥F....... [c
00000020 6F €E 74 €5 6E 74 SF 54 7% 70 &5 73 5D ZE 78 €D ontent Types].xm
00000030 eC 20 A2 04 02 285 A0 OO0 02 00 00 00 00 00 00 00 1 &¢..f cevevennn
00000040 00 OO0 QQ OO0 00 00 00 OO 00 00 00 00 00 00 00 00 coiee i evannnss
00000050 00 OO0 Q0 00 00 00 00 OO 00 00 00 00 00 00 00 00 coiee i evannnss

15. Scroll back to the top of the known good file and start sweeping from the beginning of the file signature,
all the way down to just before word/document.xml.

Offset (nh) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF Decoded text

00000000 [50 4B 03 04 14 00 06 00 08 00 00 00 21 00 32 91

00000010 [6F 57 66 01 00 00 AS 05 00 00 13 00 08 02 5B 43

00000020 |6F 6E 74 €5 6E 74 SF 54 79 70 65 73 5D 2E 78 &I

00000030 [6C 20 A2 04 02 28 A0 00 02 00 00 00 00 00 00 0OC

00000040 jpO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0Od

00000050 jp0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0Od

00000060 jp0O 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0OC

00000070 jpO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0OC

00000080, [P0 00 00 0Q 00 00 00 00 _QQ 00 00 00 00 22‘29 00

Iy ——C ‘:} “ramamacil -~ G r At ST -

000008CO 83 DE EC 75 89 2E 6C 7C 21 5o SH

000008D0 14 66 F1 02 70 94 BF 66 36 C7 F¢ E~..fi.p” ¢ £6C8

000008E0Q OA 59 BAA 09 C7 D9 94 83 78 24 09 [PRFEIINCMuirE N

000008F0 93 9C 98 27 10 7E FS DB F2 1F 00 LN aN ST e (-3

00000900 00 50 4B 03 04 14 00 06 00 08 00 PSRN NN,

00000910 87 40 15 82 08 00 00 A2 35 00 0@

00000920 0 . 6F 72 €64 2F 64 6F 63 75 6D 65 6E ord/documen

00000930 2E 6D EC SB D9 72 98 C8 1A BE 3F 55 E7 t.xmli[Ur>E.%?U¢

00000940 1D 3A BA B6é 25 9A 4D 48 35 F6é 14 4B 63 33 96 85 .:°9%3SMHSS.Kc3-..

00000950 4A A0 38 73 6E A6 BO 84 2D 2A 6C 05 D8 8A 73 95 J 8sn!°,-*1.0Ss-

00000960 07 39 E7 76 1E 2C 4F 72 BA 59 24 40 8B Bl 64 3B .9¢v.,O0r°YS@czd;
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16. Click on Ctrl+C tc copy the data you have just swept. Accept any warnings. Switch back to the BROKEN
file by clicking on its tab at the top of the HxD program. Position your cursor at the very beginning of the
file, just in front of word/document.xml, and press Ctrl-V. This will paste your copied content into the
BROKEN document. You will see your pasted data in red.

Offset (nh) 00 01 02 03 04 05 O OF7 OB 0% OR OB OC OD OE OF Decoded text
000008DO 73 10 CB 98 10 14 €6 FL 02 70 94 BF 66 36 C7 FO s.E

O0000BE0 1C 93 Rl Bl 86 OL 59 AR 08 C7 DS 94 83 78 SA 09 ;

000008F0 Fl 85 ES FB OF 93 oC 98 27 10 7E FS DE F2 1F 00

00000900 00 00 FF FF 03 00 50 4B 032 04 14 00 06 00 08 00

00000910 00 00 21 00 53 87 40 15 82 08 00 00 A2 35 00 00 ..!'.S5%@.,...¢5
00000920 11 00 00 00 7 6F 72 €4 2F €4 €F €3 75 6D €5 6E ....pord/documen
00000930 74 2E 78 €D EC 5C DF 73 E2 36 10 TE EF 4C FF t.xmli\Bsd6.~iL¥y
00000940 07 8D 1F FA 7 1 F3 28 01 7& DO 01 42 32 74 EE ...4t.6+.zP.B2ti
00000950 D2 4C 20 97 BB L7 BE &2 OB LAC C6 96 5C 49 86 L3 OL —»8Zb.-E-\ItL

17. Click on File -> Save As, and save this new data set to your Desktop, calling it BROKENfix1.docx. Navigate
to the Desktop and copy this file to your host desktop. Try to open it. No luck. We get the error message
as before. Click Yes, to try to recover contents.

Microsoft Word X

| Word found unreadable content in BROKEN(fix1.docx. Do you want to recover the contents of this document? If you trust the source of this document, click Yes.

Yes No

18. If you are using Office for Mac, your error message may look like this.

Microsoft Office Word

The Open XML file BrokenFIX1.docx cannot be opened because
there are problems with the contents or the file name might
contain invalid characters (for example, \/).

Details

The file is corrupt and cannot be opened.

19. Now we get a different error message. We don’t want to download a converter, but let’s click Open.

Microsoft Word X

0 This file cannot be opened by using Microsoft Word. Do you want to search Office.com for a converter that can open the file?

Download Open Cancel
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20. If you are using Office for Mac, your error message may look like this.

Word found unreadable content in
BrokenFIX1.docx. Do you want to recover
the contents of this document? If you trust
the source of this document, click Yes.

21. SUCCESS!

Document] - Compatibility

File Home Insert Design Layout References Mailings Review View Help 2 search 1 Share 2 Comments (]
i S OAT == %S ==/ A ,OFind -
fﬁ - Avial S [ A A Al R | EEIENE- E=E 2] T | apbeene asebcene AaBbC & opl
- - Replace
Paste 2| . L === 1= . . i —
- ¢ B I U-a3ab X, ¥ & rs ﬁ == === < o TMormal | T Mo Spac.. Heading1 |+ [} Select~
Clipboard Font ] Paragraph ] Styles ] Editing -

Wire Transfer

Routing Information

Routing Instructions for Incoming Wire Transfers

When delivering a wire to a Canadian financial institution, the sending financial institution will need to know
specifics regarding how the wire is to be directed. Most importantly, they will need to know our BIC/SWIFT
code. Financial institutions from other countries may not be aware of our route/transit branch numbering. Then
sending financial institution will also need to know specifics regarding our international correspondent.

The following routing information should be provided to members when questioning how other financial
institutions are to route wire transfers to your branch.

INTERNATIONAL WIRES IN USD

Pay Through: The Bank of New York
New York, NY
ABA 021000018
SWIFT IRVT US 3N

| B - 1 + 116%

Page1of2 207words [[%
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Exercise — Recover/Repair a .DOCX File - Method 2

As mentioned in the previous section, there may be more than one way to gain success in repairing a .docx file
and extracting the data from it. In our previous section, we saw that if we edited the hex code of the file, we
achieved our goal. But what if we hadn’t? In this section, we will explore a second possible method in hopes of
accomplishing the same goal.

1. Ensure all files and folders are closed from the last section.

2. Navigate to C:\Cases\Exercises\6.3\ and locate Wire Transfer Information1-BROKEN.docx. Once found,
try to rename it from .docx to .zip, and open it. Remember that even if we couldn’t repair it in the hex
editor, maybe we can open up the word/document.xml file, and pull raw data from there as a last resort.
Although not optimal or pretty, it is better than nothing. But when you try to open the zip file, you should
receive an error message. Click OK to close the error message.

Compressed (zipped) Folders Error

Windows cannot open the folder,

The Compressed (zipped) Folder 'C:\Cases\Labs\6.3\Wire Transfer Information1-BROKEM.zip'
is invalid,

3. Navigate to your VM Desktop inside the Utilities fence, and locate a program called DiskInternals Zip
Repair. Double click to open it, and then click Next.

¥ Diskinternals ZIP Repair

This wizard will help you repair corrupted or incompletely
downloaded ZIF archives. You will not need any technical

Zip Repair Wizard

knowledae, just follow the instructions of the user-friendly
wizard,

Press "Mext” to continue, or press "Cancel” to dose the wizard
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4. Select the file you wish to repair, which is now titled Wire Transfer information1-BROKEN.zip by
browsing to its location. A Repaired file location will be chosen for you, and you can change if you want,
but we will accept the default. Make sure you take a note of it. Then click Next.

B Diskinternals ZIP Repair 1.1

Select files
Spedfy the corrupted file and the repaired file

Corrupted file

C:\Cases\Exerdses'a, 3\Wire Transfer Information 1-BROKEM, zip

Repaired file

|C: \Cases\Exercses\a, 3yrecovered_Wire Transfer Information 1-BROKEM. zip

Help =

= Back Mext =

Browse...

Cancel

5.  You will be shown a list of what was repaired, which in this case isn’t much because of how much damage
there was. Click Next, then Finish. Navigate to the repaired zip file and open it.

Name

word

Type

File folder
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7.

There certainly is not much to see, but if you open the word folder, and then the document.xml file
inside, you will be able to see the text content of the original file. If this is all you are able to get, it is still a
win, because before today, you would have tried to open the .docx, gotten an error message, deleted it,
and moved on to the next automatically carved file.

L]
=] C\Users\SANSDFIR\AppData\Local\Temp\ Temp1_recovered_Wire Transfer Information1-BROKEN.zi ~ ¢ Wl Search... £~ o
& C\Users\SANSDFIR\AppDa... * |||
=IW.pFTF
- <WIr> A
- <w:irPr>
<w:rFonts w:cs="Arial" w:hAnsi="Arial" w:ascii="Arial"/>
<fw:irPr>
<w:t>Routing Instructions for Incoming Wire Transfers</w:t>
</wir=
<fwip=
- <w:p w:rsidRDefault="006C30BD" w:rsidR="006C30BD" =
- <wW:pPr>
- =wirPr>
<w:rFonts w:cs="Arial" w:hAnsi="Arial" w:ascii="Arial"/>
<fw:irPr>
</w:pPr=
<fwip=
- <w:p w:rsidRDefault="006C30BD" w:rsidR="006C30BD" =
- <wW:pPr>
- =wirPr>
<w:rFonts w:cs="Arial" w:hAnsi="Arial" w:ascii="Arial"/>
<fw:irPr>
</w:pPr>
- <WIr>
- =wirPr>
<w:rFonts w:cs="Arial" w:hAnsi="Arial" w:ascii="Arial"/>
<fw:irPr>
<w:t>=When delivering a wire to a Canadian financial institution, the sending financial institution will need to
know specifics regarding how the wire is to be directed. Most importantly, they will need to know our
BIC/SWIFT code. Financial institutions from other countries may not be aware of our route/transit branch
numbering. Then sending financial institution will also need to know specifics regarding our international
correspondent.</w:t>
<fwirs
</wip>
- <w:p w:rsidRDefault="006C30BD" w:rsidR="006C30BD" =
- <w:ipPr>
- <w:irPr>
<w:rFonts w:cs="Arial" w:hAnsi="Arial" w:ascii="Arial"/>
</w:irPr> v

By the way, as we have often said, never trust just one tool. Surprisingly enough (or maybe not), the .zip
file that wouldn’t open using the Windows unzip tool (causing this repair) seems to open just fine using 7-
zip, without any repair!

Exercise—Key Takeaways

Data is often available, even if it is not in a format that the examiner is familiar with.

If you receive an error warning that a document cannot be opened, and you don't investigate further,
this can have significant consequences.

It takes practice to know what is and is not possible.
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N[N A\ /4
Optional - Out of Class

Exercise 6.3D—Data Carving & Rebuilding Bonus 1

Exercise Objectives

e Recognize various common file signatures
e Carve manually for a deleted file
e |dentify hidden data to gain context

OPTIONAL ADVANCED EXERCISE 1

1. Boot your FOR498 Windows VM

2. Login to the FOR498 Windows VM using the following credentials:
a. Username: SANSDFIR
b. Password: forensics

3. Using the techniques you have learned, mount the CARVEY.EO1 file with Arsenal Image Mounter, and
then open the mounted physical drive in HxD.

OPTIONAL ADVANCED EXERCISE 1 - Questions

1. Using the search term Tutush, see if you can locate responsive data.

2. Ifyoudo, try to extract something usable.

a. Didyou find a file?

b. If so, what type of file is it?

3. Open the file and read through it.

a. What information is in there about the term Tutush?
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b. According to internal metadata, what was the file’s Title?

c. Whatis Tutush in reference to?

d. What is the Applicant name in the file?

4. Close the recovered file.
5. Refer back to HxD and try to locate data using the search term of engineering.

a. Were you able to extract a full file?

b. If yes, what type of file is it?

c. What content, if any, was recovered?
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OPTIONAL ADVANCED EXERCISE 1 - Step-by-Step

1. Using the search term Tutush, see if you can locate responsive data.

2. Ifyoudo, try to extract something usable.

After finding the search term, look downwards from the search hit and keep scrolling until you see the
Word file footer 69%g. Once found, place the cursor immediately following the g and start sweeping
upwards, looking for the file header. Look at the Offset line number in the screenshot for a hint of
where the beginning and end are.

Offset(h) 00 01 02 03 04 05 06 07 08 09 OA OB OC 0D OE OF Decoded text

001268FCO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

001268FDO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
001268FE0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
001268FF0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
001269000 [P0 CF 11 EO Al Bl 1A E1 00 00 00 00 00 00 00 0O
001269010 [0 00 00 00 00 00 00 00 3E 00 03 00 FE FF 09 00
001269020 [jp6 00 00 00 00 00 00 00 00 00 00 00 02 00 00 00
001269030 8 00 10 00 00 86 00 00 OC
001269040 00 00 00 FE FF FF 00 00 00 00 82 00 00 0d
001269050 00 00 00 FF FF FF FF FF FF FF FF FF FH
001269060 FF FF FF FF FF FF FF FF FF FF FF FF FEH aataatassss's's's's's's’

53
FF
P10 I P T I P T A P TRPES A D R G

4 00 00 00 00 0O

1 C
o
(-
C

lll'l"
m h
my
m

5

001279FCO |[fFF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FH aaassss'sssssss's’
001279FD0 [FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FH ataata'ss's's'as's's's's's"
001279FE0 [FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FFH [atatatatatats TaTaTel
001279FF0 [FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FH

00127A000 )1 00 FE FF 03 OA 00 00 FF FF FF FF 06 09 02 0C

00127A010 [0 00 00 00 CO 00 00 00 00 00 00 46 20 00 00 0C :
00127A020 KD 69 63 72 6F 73 6F 66 74 20 57 6F 72 64 20 39 9
00127A030 [37 2D 32 30 30 33 20 44 6F 63 75 6D 65 6E 74 00 [EELIERRN=Iot N
00127A040 [A 00 00 00 4D 53 57 6F 72 64 44 6F 63 00 10 00| [SIEICl=3T1=I-T
00127A050 |00 00 57 6F 72 €4 2E 44 6F 63 75 6D 65 6E 74 2H MACEITMiElort
001272060 [38 00 F4 39 B2 71 00 00 00 00 00 00 00 00 00 OC

001272070 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00

00127A080 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

a. Didyou find a file?
YES
b. If so, what type of file is it?

This is a .DOC Word document. You can tell by the file header and footer.
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3. Open the file and read through it.
a. What information is in there about the term Tutush?

No reference to the term Tutush is in the document.

b. According to internal metadata, what was the file’s Title?

October 3, 2003

Once the document has been saved out to the desktop, right click on it and select Properties. The
Title of the document is in the information under the Details tab.

B Advancedl.doc Properties

Property Value 2

General Securty Custo Previous Versions

Description
Title October 3, 2003
Subject
Taags

Categories
Comments
Crigin
Authors Ariana Tutush
Last saved by JFalken
Revigion number 25
Version number
Program name Microsoft Office Word
Company B.F. Lorenzetti & Assoc. Inc.
Manager
Contert created  1/19/2005 9:26 PM
Date last saved  1/26/2019 9:26 AM
Last printed 46/ 2006 5:28 FM
Total edting time  01:31:00 b

Remove Properties and Personal Information

Cancel Apply

c. Whatis Tutush in reference to?

This is in reference to Ariana Tutush. She is the Author of the document, and this can be seen in the
Properties. Many examiners miss the relevance of a random hit like Tutush in a data search, simply
because it has no context around it, and so looks simply like a remnant of something that is no
longer available.
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d. What is the Applicant name in the file?

Dirk Lerxst Pratt Enterprises

Right click on the file and open with EZViewer to find this answer.

[eal EZViewer - Advanced1.doc O >
File Teols Help

BFL Canada Insurance Services Inc.

International Insurance Brokers

AA_P.l INSURANCE PROGRAM
PRIVATE INVESTIGATORS PACKAGE QUESTIONNAIRE

APPLICANT: I Dirk L erxst Pratt Enterprises |

MAILING ADDRESS: _ 123 Anywhere Street, Toronin, ON LOM 1C0
LOCATION ADDRESS:__169 Carlton St. Cabbage Town. ON
DATE ESTABLISHED: __ 45 years ago

TELEPHONE:_905 334 5555 FAX: E-MAIL: __noaddressesavailable@ gmail com
PERSON TO CONTACT: _Roy Dunniels TITLE: __ President

NAMED INSURED IS:
( ) Partnership ( ) JointVenture (X ) Corporation ( ) Individual ( ) Other

PLEASE PROVIDE ESTIMATED GROSS RECEIPTS/ESTIMATED PAYROLL & NUMBER OF EMPLOYEES FOR THE
OPERATIONS OF YOUR COMPANY:

Description of Operations Estimated Gross Receipts Number of Employees

Full Time | Part Time
Investigation Service Only 0 0
Retail Store Security
Guards/Surveillance
Consulting - [T YES., describe type

Security Guards

Airport Security

[ Other, geﬂse describe FULL TIME
ROCK STARS

MILLIONS LOTS ANDLOTS

WHO ARE YOUR MAJOR CLIENTS:AIl of the fans of the world
C:\Users\ SAMNSDFIR\Desktop\Advancedl.doc

W

Hex view

4. Close the recovered file.
5. Refer back to HxD, start back in 0 sector, and try to locate data using the search term of engineering.

a. Were you able to extract a full file?
YES
b. If yes, what type of file is it?

PDF
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c. What content, if any, was recovered?

Blueprint drawings

We see the search hit in a bunch of hard to read data that suggests an AutoCAD file.

Offset(h) 00 01 02 03 04 OS5 06 07 08 09 OA OB OC OD OE OF Decoded text
0011BDBOO 38 3A 31 36 3A 32 37 SA 27 20 78 €1 70 3& 4D 6F 8:16:27Z' xap:Mo
0011BDB10 64 6% 66 79 44 €1 74 65 3D 27 32 30 30 37 2D 30 difyDate='2007-0
0011BDB20 33 2D 32 30 54 31 31 34 34 31 3R 34 35 2D 30 36 3-20T11:41:45-06
0011BDB30 3A 30 30 27 20 78 61 70 3A 4D 65 74 61 €4 61 74 :00' xap:Metadat
0011BDB40 61 44 €1 74 €5 3D 27 32 30 30 37 2D 30 33 2D 32 aDate='2007-03-2
0011BDBS0 30 54 31 31 3A 34 31 3 34 35 2D 30 36 3& 30 30 OT11:41:45-06:00
0011BDBE0 27 3E 3C 78 €1 70 3A 43 72 €5 61 74 €F 72 54 6F _'><xap:CreatorTo
0011BDB70 6F 6C 3E 41 75 74 6F 43 41 44 20 4C 54 20 2D 20 |ol>AutoCAD LT -

0011BDBSO 5B 5C 5C 53 58 58 58 58 58 52 58 72 sC [N | [\ \xooooxxxs\Eng
0011BDBYO 6E 65 65 72 3 sC 43 41 22 20 42 72 61 |Emeezing\CAD Dra
DO11BDBAO 77 €9 6E €7 73 5C 43 72 65 61 74 €5 5C 30 30 30 |wings\Create\000
0011BDBBO 31 35 5C 30 30 30 31 35 41 30 33 30 30 5C 30 30 15\00015A0300\00
0011BDBCO 30 31 35 41 30 33 30 30 S5F 30 31 S5F 41 2E 64 77 0L5A0300 01 A.dw
0011BDEBDO €7 5D 3C 2F 78 €1 70 3A 43 72 65 61 74 6F 72 54 g]</xap:CreatorT
0011BDBEQ 6F €F 6C 3E 3C 2F 72 64 66 3A 44 €5 73 €3 72 69 ool></rdf:Descri
0011EDEF0 70 74 €9 6F 6E 3E 0D 0L 3C 72 €4 66 3R 44 65 73 ption>..<rdf:Des
0011BDCOO €3 72 69 70 T4 €9 6F 6E 20 72 64 €6 3R 61 62 6F cription rdf:abo
0011BDC10 75 74 3D 27 75 75 €9 64 3A 63 €1 31 32 33 36 30 ut='uuid:cal2860
0011BDC20 €1 2D 34 30 39 36 2D 34 37 61 34 2D 38 36 66 33 a-4096-47a4-B86f8
OoliBnE3s0 20 e &1 30 I8 35 31 6L 3T 34 g2 30 g4 37T 20 T8 —f=2U9881=Tapord" =

Start looking further down to see if you find anything to suggest the end of a file.

Offset(h) 00 Ol 02 03 04 05 06 07 Of 0% OA OB OC OD OE OF Decoded text
0OOL1BEA3SD 32 31 33 30 34 31 20 30 30 30 30 30 20 6E oD OR 213041 00000 n..
0O0Ll1BEL40 30 30 30 30 32 31 34 32 33 32 20 30 30 30 30 30 0000214232 00000
0011BEASO 20 €E OD OL 30 30 30 30 32 31 39 30 36 37 20 30 n..0000219067 O
O0L1BEZED 30 30 30 30 20 6E 0D OL 30 30 30 30 32 31 3% 30 0000 n..00002180
0O011BEATO 38 38 20 30 30 30 30 30 20 #E oD OL 30 30 30 30 88 00000 n..0000
0O0Ll1BEASO 32 31 39 31 31 34 20 30 30 30 30 30 20 6E 0D OR 219114 00000 n..
O0L1BEASO 30 30 30 30 32 31 39 31 36 36 20 30 30 30 30 30 0000215166 00000
O0Ll1BEARO 20 6E OD OR 30 30 30 30 32 31 35 32 34 34 20 30 n..0000215244 0
O0Ll1BEABO 30 30 30 30 20 6E 0D OR 30 30 30 20 32 32 32 37 0000 m..00002227
OOL1BEACO 38 30 20 30 30 30 30 30 20 €E 0D OL 74 72 61 €9 S0 00000 n..trai
OOLl1BEADO &C &5 72 OD Ok 3C 3C 2F 53 €3 Th €5 20 34 33 3E ler..<</Size 43>
O0Ll1BEAED 3E OD ORL 73 74 61 72 74 78 72 €5 €6 0D 0L 31 31 >, ef..11
0O011BEAFO 36 OD OR 25 25 45 4F 46 DO 0L 00 00 00 00 00 00 6..%%Eoﬂ.] ......
0011BEBOO 00 00 00 00O 00 00 00 00 00 00 00 00 00 00 00 . 1.,
0011BEB10 00 00 00 0O 00 00 00 00 00 00 00 00 00 00 00  wevuernenneneens
00l1BEE20 00 00 00 00 QO 00 00 00 00 00 00 00 00 00 00  wevuernenneneens
00l1BEB30 00 00 00 00 QO 00 00 00 0 00 00 00 00 00 00  wevuernenneneens
Q0l1BEB40 00 00 00 00 Q0 00 00 00 /0 00 00 00 00 00 00  uevueinenneneens
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You have found what iooks to be a PDF file footer. Start sweeping up from here until you find what you
believe to be the file header. What does the file header look like in a PDF? Refer back to the slides on the

subject.

Offset(h) 00 Ol 02 03 04 05 06 07 08 09 OA 0B OC OD OE OF Decoded text
001187FBO 00 00 00 00 00 00 00 0O 00 0O 00 00 00 0O

001187FCO 00 00 00 00 00 00 00 00 00 00 00 00 00 0O

001187FDO 00 00 00 00 00 00 00 00 00 00 00 00 00 0O

001187FE0O 00 00 00 00 00 00 00 00 00 00 00 00 00 0O

001187FFO0 00 00 00 00 00 00 00 00 00 00 00 00 00 0O (

001188000 RS SO 44 46 2D 31 2E 35 OD 25 E2 E3 CF D3 3PDF-1.5.%aai0..
001188010 PB4 33 20 30 20 6F 62 6A 3C 3C 2F 48 SB 37 43 0 obj<</H[776
001188020 RO 32 39 36 SD 2F 4C 69 6E 65 61 72 €9 7A 296) /Linearized
001188030 RO 31 2F 45 20 39 32 37 33 30 2F 4C 20 32 1/E 92730/L 223
001188040 P9 39 34 2F 4E 20 33 2F 4F 20 34 37 2F 54 994/N 3/0 47/T 2
001188050 B2 33 30 38 37 3E 3E OD 65 6E €64 6F 62 6A 37>>
001188060 RO 20 20 20 20 20 20 20 20 20 20 20 20 20

001188070 RO 20 OD OA 78 72 65 66 OD OA 34 33 20 32

001188080 PA 30 30 30 30 30 30 30 30 31 36 20 30 30

001188090 PBO 20 6E OD OA 30 30 30 30 30 30 31 30 37

5

LG B P30 3 PP G P00

0011BEA6O PO 30 30 30 20 6E OD OA 30 30 30 30 32 31 39 3¢
0011BEA70 38 38 20 30 30 30 30 30 20 6E OD OA 30 30 30 30
00l11BEASO B2 31 39 31 31 34 20 30 30 30 30 30 20 6E OD OA
0011BEA90 PO 30 30 30 32 31 39 31 36 36 20 30 30 30 30 30
0O0l11BEAAO RO 6E OD OA 30 30 30 30 32 31 39 32 34 34 20 30
00l11BEABO BO 30 30 30 20 6E OD OA 30 30 30 30 32 32 32 37
0011BEACO 8 30 20 30 30 30 30 30 20 6E OD OA 74 72 61 69
00l11BEADO |C 65 72 OD OA 3C 3C 2F 53 69 7A 65 20 34 33 3H
OOl1BEAEO BE OD OA 73 74 61 72 74 78 72 65 66 0D OA 31 3}
O0l11BEAFO 6 OD OA 25 25 45 4F 4d OD OA 00 00 00 00 00 0O
0011BEBOO 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 0O
00l11BEB10 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
0011BEB20 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O

OO0 1DD90 fa¥at o0 fa¥al ale o0 fa¥al alas o0

-

) O O ¢

) .

fatal als faTal
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Use the techniques you have learned to create a new data space in HxD. Copy this sweep, save it to that
space, then save it out as a .PDF onto the VM desktop. Open it up using EZViewer.

[ EZViewer - PDFCarve.pdf — O X
File Tools Help
@ I 7 [ 5 4 3
] ]
G
L) 4'
—
| - e smacwmic l
N ——————
[ — - |
£ JOINT 1 MOTOR /BRAKE CABLE ASSEMBLY
| PAP‘TE? LIST FOR OC-O'F:A{.'_}C-ZF[}O] ) L
D| ! ”‘"E’:"“'“_ = s ;s:( carcaTn D
I 8 Fi (&l S 4 S 2 1 1
H I w000 H v
ChUsers\SANSDFIR\Desktop\PDFCarve.pdf Hex view
Exercise - Key Takeaways
e Data carving and rebuilding can be very time consuming and frustrating.
e Aforensicator could spend hours trying to repair a file and have no success.
e [f it was easy, everyone would be doing it.
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Optional - Out of Class

Exercise 6.3E—Data Carving & Rebuilding Bonus 2

Exercise Objectives

Recognize various common file signatures
Carve manually for a deleted file

Rebuild a partially overwritten file

Repair corrupted or overwritten files

Exercise Preparation

1. Boot your FOR498 Windows VM

2. Login to the FOR498 Windows VM using the following credentials:
a. Username: SANSDFIR
b. Password: forensics

3. BEFORE DOING ANTHING WITH ANY INDIVIDUAL FILES, IT WOULD BE BEST TO CREATE A COPY AND
WORK ON THE COPY. YOU ARE MAKING CHANGES TO THESE FILES THAT YOU MAY NOT BE ABLE TO
REVERSE. As a last resort, you can always re-extract an original copy from your SANS provided USB drive.

OPTIONAL ADVANCED EXERCISE 2

1. Close any open files, folders, and program windows, and locate the PhotoCarve3.jpg file that you created
in a previous part of this exercise. Click once on it to highlight it, then press Ctrl+C to copy, and then
Ctrl+V to paste. You should now see a copy of that file. We will be working with this copy.

2. Open the HxD program. Using File = Open, point the program to the copy you just created, and open it
in HxD.
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3. Sweep the first 35 rows of hex characters. This equals 560 bytes of data.

offset(h) 00 01 02 03 04 OS5 06 O7 O 09 OA OB OC OD OE OF Decoded text
00000000 49 Y] [@va..JFIF..... -
00000010 4c % |.-..¥b..LEAD Ted
Q0000020 T3 1] hnologies Inc.
00000030 B4 6 1.01.90.m.ennnnn
00000040 07 OC 07 07 06 06 07 OF [T
00000050 11 OF 10 10 13 15 1B 17/ P
00000060 18 1& 1C 1D 1E 1F 1E 1|
00000070 L -
00000080 13 1D 1D 1D 1D 1D 1D 1 Dy
00000090 ) 1D 1D 1D 1D 1D 1D 1D
GLLLLIE I D 1D 1D 1D 1D 1D 1D 1D 1D 1D 1D 1D 1D 1D 1D 1 [
BLULLLLN=U 1D 10 1D 1D 1D 1D 1D 1D 10 1D 1D FF C4 01 A2 00| i, ¢
WLLLDLEC0 C01 05 01 01 01 01 01 01 00 00 00 00 00 00 OO P
GLLLDLYECC CO1 02 03 04 05 06 07 O 09 OR OB 01 00 03 O L I
GLLLDIAYC] ©1 01 01 01 01 01 01 00 00 00 00 00 00 01 O]
WLLLDLIECs 04 05 06 07 O 09 OR OB 10 00 02 01 03 03 O]
00000100 02 03 00 04 115 |
00000110 7 o ..'1A..Qa."qg.2. "
00000120 0 33 s |; . #B+h.Bfl&53br, .
00000130 16 2n 37 5" () *4567
00000140 39 53 W [89:CDEFGHIJSTUVH
00000150 59 73 K¥Zcdefghijstuvi
00000160 il 9z EVZF et RS =
00000170 BN ag T S LR R
00000180  [EH C7 5 ug -, ARAAFCEEEQ
00000180 |k E4 E6 LOCO=gUladdad=cs
000001R0 i 00 EEAGAGSE-@IA. . . .
0000C01BO (i 00 01 O] W.
000001Co il 13 c...11..80.ag."2
00000100 Ehi 5 15 ...B"jtA.#3R5.bg
0000C1ED [N 2 17 18 27 N..54a%R....&' ()
000001FD 39 3 44 45 49 *56789: CDEFGHIJS
00000200 55 5 £4 &5 55 gk [[UVWXYZcdefghiis
00000210 75 7 53 24 g tuvWXYZ, f..tE %5
00000220 53 o 70 OL RAZ A p¥] | er. __mZernwige
00000230 RS AL B2 B3 B4 BS BE 57 BE BS BRA C2 C3 C4 C5 C6 @32 pg- *cRiiir
00000240 C7 C2 C% CA D2 D3 D4 DS Dé D7 DB DS DA E2 E3 E4 CEEEGCOOOO=gUUaEE
00000250 ES5 E€ E7 E2 E9 EA F2 F3 F4 FS Fé F7 F8 F% FA FF Axceéddddddeuay
00000260 CO 00 11 08 09 00 OD 50 03 01 11 00 02 11 01 03 A...... Eiiriirnnn
00000270 11 01 FF DR 00 OC 03 01 00 02 11 03 11 00 3F 00 1741 (P 7.
00000280 F8 C% SE DE 55 CC A3 €3 AB Cé 00 C7 35 8F 9A 38 @EzBUIfc E.CS5.38
00000290 DC 1R 28 B8 52 F8 43 90 3R 1A RS DD S5 DO 56 23 . [ ,ReC.:.¥T-B-{(
00000ZRO 54 10 TA B0 3C FD 2A RZ FB &85 EC 78 3F Cl 6F 1B ~.z%<y*eiL.i{?ho.

4. Now delete it. What??? Then click on the save button in HXxD. Go to your VM Desktop and try to open the
file. Of course, it will not open.

5. Go back to HxD and now File 2 Open and point to C:\Cases\Exercises\6.3\. Inside this directory is a file
entitled AnyPhoto.jpg.
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6. Open AnyPhoto.jpg and sweep 35 rows of data from it. Copy this and return to the PhotoCarve3-
Copy.jpg workspace in HxD and paste it at the beginning of the data.

offset(h) 00 Ol 02 03 04 05 06 07 08 09 OA OB OC OD OE OF Decoded text
00000000 FF D8 FF EO 00 10 4A 46 4% 46 00 Ol 00 Ol 00 FO #¥@ya..JFIF..... &
00000010 ©OC FO 00 00 FF FE 00 1F 4C 45 41 44 20 54 €5 €3 .&..¥p..LEAD Tec
00000020 €2 6E €F 6C €F €7 €% €5 73 20 49 €E €3 2E 20 56 hnologies Inc. V
00000030 31 2E 30 31 00 FF DB 00 84 00 05 05 05 08 05 08 1.01.§0.........
00000040 OC 07 07 OC OC 09 09 0% OC OD OC OC OC OC 0D 0D  wevuvncvnrrnnnn.
00000050 ©OD 0D OD OD OD 0D 0D 0D OD OD OD OD OD OD OD OD  weuvuvncrnrrnnnns
00000060 OD 0D OD OD OD OD OD OD OD OD OD OD OD OD OD 0D  vcuvuvvcvnernnnn.
00000070 OD OD OD OD OD OD OD OD OD OD OL 05 08 08 OB 07  veuvurrcvnrrnnnn.
00000080 OA OC 07 07 OC 0D OC OA OC OD OD OD OD OD OD OD  wevuvncrnrrnnnns
00000080 OD 0D OD OD OD OD OD 0D OD OD OD OD OD OD OD 0D  veuvuvvcvnrrnnnn.
000000A0 OD OD OD OD OD OD 0D OD OD OD OD OD OD OD 0D 0D  oeuvuvvcvnrrnnnn.
0000Q00BO OD 0D OD OD OD OD OD OD OD OD 0D FF €2 0L A2 00 wcvurvennss Fh.e.
000000CO OO0 01 05 01 01 01 01 01 Ol 00 00 00 00 00 00 00  wevuvvcvnernnnn.
000000D0 00 Ol 02 03 04 05 06 07 08 09 OA OB OL 00 03 0Ol veuvuvvcrnrrnnnn.
000C0Q00E0 Ol 01 0L Ol Ol Ol 01 0Ol 00 00 00 00 00 00 0L 02  .evurrcrnrrnnans
000000F0 03 04 05 06 07 08 0% OA OB 10 00 02 0L 03 03 02 .ouvuvvcrnrrnnnn.
00000100 04 03 05 05 04 04 00 00 Ol 7D 0L 02 03 00 04 11 ......... Fovennn
00000110 ©05 12 21 31 41 06 13 51 €1 07 22 71 14 32 81 91 ..'!'lA..Qa."g.2.°
00000120 Al 08 23 42 B1 C1 15 52 D1 FO 24 33 €2 72 82 0% ;.#B:A_RNas3br,.
00000130 OA 16 17 13 19 1A 25 26 27 28 29 2A 34 35 36 37 ...... L' () %4567
00000140 38 39 3R 43 44 45 46 47 48 47 53 54 55 56 57 89:CDEFGHIJSTUVW
00000150 58 5% S5A €3 €4 €5 €6 €7 €3 69 €A 73 74 75 76 77 XY¥YZcdefghijstuvw
00000160 78 79 7A 83 24 35 36 87 88 89 8A 92 93 94 95 96 xyzf, T RS VUe-
00000170 97 92 99 94 A2 A3 A4 AS A6 AT AZ A9 AL B2 B3 B4 —"™IcLm¥ | § @
00000180 BS B6 B7 B3 BO BA C2 C3 C4 C5 C6 C7 C3 C% CR D2 npi- :cRRRRSCEERS
00000190 D3 D4 DS D6 D7 D8 DS DA El1 E2 E3 E4 E6 E7 E3 O000=gU0ad588=ce
000001lA0 ES EA F1L F2 F3 F4 F5 Fé F7 F8 F9 FA 11 00 02 01 &2fiddddStend....
000001BO 02 04 04 03 04 07 05 04 04 00 0L 02 77 00 01 02  vcvuvveenen. W...
000001CO ©03 11 04 05 21 31 06 12 41 51 07 61 71 13 22 32 ....!'l..AQ.aq."2
000001D0 81 08 14 42 91 Al Bl Cl 0% 23 33 52 FO 15 €2 72 ...B';zA.#3R&.br
000C01E0 D1 OA 16 24 34 E1 25 F1 17 18 19 1A 26 27 28 25 N..%$4a%f....&" ()
0DO0001F0 2A 35 36 37 38 39 3A 43 44 45 46 47 48 49 4A 53 *56789:CDEFGHIJS
00000200 54 55 56 57 58 59 SA €3 €4 65 €6 €7 €8 €9 €A 73 TUVWEYZodefghiis
00000210 74 75 76 77 78 7% TA 82 83 84 85 86 87 88 8% 8A CTuvwryz, f..t#E %5
00000220 92 93 94 95 96 97 98 99 SA A2 A3 A4 AS A6 AT A8 Ve "MIGLH¥I§T
00000230 A% RA B2 B3 B4 BS B6 57 BS 59 BA C2 C3 C4 C5 Ceé [p==*-pg-,* ARAAF
00000240 C7 C2 CS CA D2 D3 D4 DS DE D7 D8 DA E2 E3 E4 CEEEGOOOC=gUT&EE
00000250 ES E6 E7 E2 E9 EA F2 F3 F4 F5 F€ F7 F8 F9 FA FF &axcéédddddd-euly
00000260 CO 00 11 08 09 00 OD 80 03 01 11 00 02 11 01 03 A...... S
00000270 11 01 FF DA 00 OC 03 01 00 02 11 03 11 00 3F 00 ..%0.......... 2.
00000280 F8 C9 SE DE 55 CC A3 €3 A8 C6é 00 C7 35 8F 9A 38 peEzPUifc E.(S5.38
00000280 DC 1A 28 B2 52 F2 43 90 3A 1A AS DD 95 DO 96 28 U.(,ReC.:.¥¥+B-|
000002A0 94 10 TA B0 3C FD 2A A2 FB 85 EC 7B 3F Cl 6F 1B *~.z°<y*eir.i{?ho.
000002B0 €8 BF OE FC 59 16 AB 76 B2 5C 83 €A D1 F9 42 2C hg.d¥.«ve'\filus,
000002C0 90 E7 A6 33 C6 3A 73 SF 47 81 C5 27 OF €3 17 FD .g!3&E:s _G.A'.c.¥
00000200 6E 71 E2 39 SE LS F7 CD 37 C1 TA 77 8F 23 D4 7C ngdoz =I7hzw.$#0|
000002E0 SB E3 DB 82 61 DS 2E 06 EB 4B 16 00 €6 3C 7C A7 [&U-al..&K..f<|§
000002F0 1D F8 AE D9 52 54 DE 24 EC E3 8C F9 75 3C 2B E2  .@®URTESidGuu<+d
00000300 DC S5& 8C 1X €2 52 C3 1C 90 E2 ES 26 F4 B7 78 Feé  UZE.bXA..&ésd -xd

7. Click the Save icon in HXD, and then navigate to the file on the Desktop and see if it now opens. It should,
if you did everything correctly.
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8. Go back into HxD to the PhotoCarve3 - Copy.jpg file that you have been working with and grab the scroll
bar on the right of the Decoded text field with your mouse. Pull it down so it is about % of the way down
the window. Now anywhere in the hex, start sweeping, and sweep all the way to the end of the file.

9. Delete everything you have just swept.

10. Click on the Save icon in HxD to save what you have just done. Navigate to the VM Desktop and try to
open the file. A JPG is a type of file that will open and show whatever is still available, as long as the
header works. You can see that the photo cuts off at the point that you deleted the data.

Exercise—Key Takeaways

e Data carving and rebuilding can be very time consuming and frustrating.
e Sometimes half the battle is knowing where to cut and paste from one file to another.
e Even a partial file can contain data relevant to your case.
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