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SMTP: An Old Standby

* First defined in 1982 by RFC 821
* Revised and updated many times since
» Still does most heavy lifting in mail exchanges today
* The "sending" and "relay" protocol
* Most SMTP "servers" also act as clients
» Messages traverse multiple hops between sender
and recipient
* Most of these hops use SMTP

Email is one of the oldest and most lasting, ubiquitous protocols on the Internet. What started in the early days of
ARPAnet remains a fundamental protocol used to send messages between humans and systems around the world.
Simple Mail Transfer Protocol, or SMTP, is the “sending” and “relay™ protocol that ensures email messages arrive
at their intended destinations.

Just as a piece of paper mail or a package crosses multiple mail stations, delivery trucks, or other physical points on
its destination, email traverses a series of hops between the originator clicking “Send” and the recipient seeing it
arrive in their Inbox. There are a number of roles that different servers and server processes fill during this end-to-
end process. As we'll see next, SMTP takes care of most of them. Even in a webmail model, the HTTP-based
webmail application running on the server conducts SMTP transactions to put an email message into play.

In this “relay” role, it's important to recognize that an SMTP server then becomes an SMTP client when passing the
email message on to the next system.

https://t.me/learningnets
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M-Acronym Soup

« MUA: Mail User-Agent Often SMTP
MSA: Mail Submission Agent

MTA: Mail Transfer Agent SMTP
MX: Mail Exchanger
MDA: Mail Delivery Agent
Back to another MUA

Non-SMTP

Each step in the overall end-to-end SMTP process is performed by a specific piece of client or server software,
identified by the following acronyms:

Mail User-Agent (MUA): The client software an individual uses to send email. For example, Outlook,
macOS’s Mail.app, etc.

Mail Submission Agent (MSA): The server software that receives a message after the user sends it in the
MUA. The sending user's MUA connects directly to the MSA and submits the message into the overall
SMTP process.

Mail Transfer Agent (MTA): The server software that passes the message along to other servers (MTAs)
in the series of hops between sender and receiver. There can be (and often are) multiple MTAs involved in
the transfer of each email message. MTAs use SMTP in each step of relaying the message along the
delivery path. An MTA is both an SMTP client and server in these steps.

Mail Exchanger (MX): The system identified as a responsible receiver for mail sent to a given hostname
or domain. This system is most often designated in a DNS record with the “MX” record type. Each
destination host or domain can have multiple MXes for redundancy and load balancing purposes. The MX
serves as a “last-step” MTA in this role, using an SMTP connection.

Mail Delivery Agency (MDA): The server software that provides mail messages to a user after successful
authentication. This is not an SMTP step, but rather uses other protocols such as Post Office Protocol
(POP3), Internet Message Access Protocol (IMAP), or Messaging Application Programming Interface
(MAPI). The receiving user's own MUA makes a connection to the MDA for retrieval of mail data.

https://t. me/learningnets
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Email Message Flow

Sender's Architecture Internet Receiver's Architecture
— —~
Received: from smtp.relay.net
(95.1.58.76) by mx.recipient.org

|
| Received: by 10.15.7.1 |

Received: from smtp.sender.com
(186.216.85.6) by smtp.relay.net

Here you can see examples of several common email paths. Although there are too many possible configurations to
detail here, these cover those you'd expect to see in most environments.

Note that although some clients (MUAs) such as the webmail and Outlook systems don't natively use SMTP to send
email messages, their immediate upstream systems (MSA) pass sent messages via SMTP-speaking paths very soon
into the message's life cycle. As soon as the message is routed via the Internet, SMTP is the name of the game.
Usually, one or more relays (MTAs) will receive a message, and then pass it along based on the preconfigured
routing rules. Finally, the designated recipient server (MX) receives the message and places it into the receiving
user's mailbox (MDA). At the other end of the process, the user's MUA receives and displays the message. (Unless
they ignore or delete it...)

What's interesting to note is that at each stage of the transmission, servers generally add a message header
indicating the server's hostname, date, and time the message was processed, and some other details that can be
valuable in determining the path a message took on its journey from sender to recipient. Of course, these headers
are only required by RFC and not law—so some servers may alter the existing or expected header values.

An example of a message a Gmail user sent to the SANS DFIR mailing list is on the next page. The headers are
typically in reverse chronological order. Therefore, the last header indicates that the originator used the web
interface to send the message, with each subsequent node adding its identity as well as the previous node. This
establishes a clear path that the message took, including both hostnames and corresponding IP addresses (public and
private). A second set of sample headers reflects a spam message that was apparently sent with the Gmail API.

Making sense of these headers, specifically the “Received:™ data points, can be confusing. Fortunately, tools
such as the G Suite Messageheader web app!!! can visualize them, provided OPSEC is appropriately addressed.

Resources:
[1]http://for572.com/dvg9l

https://t.me/learningnets
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eturn-Path: <dfir-bounces@lists.sans.org>

(-Original-To: dfir@lists.sans.org

-Google-Smtp-Source:
ACcGV62kXOpg6x548N/yP6miH4AG73wEY 7cmpTISPTdBiF408MejjdrbI+50MtyFDHtGymYTw+y
k8iWmipjhnPGgMcnQ=

‘rom: Sending User <sender@gmail.com>

'o: Recipient User <recipient@gmail.com>

lessage—-1D:
<CAAtPsn=SxnCpdfkwqVUofhfpT69A6FeJUB3g-d9Gvi_yE3r2Swlmail.gmail.com>

eceived: by simcoe.identityvector.com (Postfix) with ESMTP id 811C2615A6

for <phil@lewestech.com>; Thu, 27 Sep 2018 23:50:43 +0000 (UTC)
eceived: from lists3la.clp.sans.org (localhost.localdomain [127.0.0.17])

by lists.sans.org (Postfix) with ESMTP id 5182940274

for <phil@lewestech.com>; Thu, 27 Sep 2018 23:50:43 +0000 (UTC)
eceived: from smtp2la.den.sans.org (smtp2la.den.sans.org [10.2.2.12])

by lists.sans.org (Postfix) with ESMTP id 39C63401FF

for <dfir@lists.sans.org>; Thu, 27 Sep 2018 23:49:38 +0000 (UTC)
eceived: from mail-itl-£f175.google.com (mail-itl-f175.google.com

[209.85.166.175])

by smtp2la.den.sans.org (Postfix) with ESMTP id DBCAC40209

for <dfir@lists.sans.org>; Thu, 27 Sep 2018 23:49:37 +0000 (UTC)
eceived: by mail-itl-£175.google.com with SMTP id h23-v6s0629703ita.5

for <dfir@lists.sans.org>; Thu, 27 Sep 2018 16:49:37 -0700 (PDT)
(~-Received: by 2002:a24:3fc6:: with SMTP id

d189-vemr667165ita.64.1538092177178;

'rom: Spammer <dumb.spammer.fakeemail@gmail.com>

[0: Recipient User <recipient@lewestech.com>

lessage-ID:
<CAG_jHOgGc403TRSzLSfQtxRyEfNzJszuqi3803-41373yYu62wlmail.gmail . com>

{-Google-Smtp-Source:
AFSGD/Xu/ey9ilzalX/lveZinzPE4qfmuehL4JttTITQ8mIgoaSTQcVSIjJUI1VI6£fuxNylVRp
yYEVDK3pX1ndyYS+vA=

{(-Google-Sender-Auth: 8WCA33I51hGwBZ0im2PyGSUpPXEOQ

Received: by simcoe.identityvector.com (Postfix) with ESMTPS id F31BE61DIF
for <recipient@lewestech.com>; Thu, 13 Dec 2018 04:36:19 +0000 (UTC)
Received: by mail-vsl-£67.google.com with SMTP id b74s041219%4vsd.9
for <recipient@lewestech.com>; Wed, 12 Dec 2018 20:36:19 -0800 (PST)
X-Received: by 2002:a67:98c3:: with SMTP id
g64mr10601079vsh.225.1544675779190; Wed, 12 Dec 2018 20:36:19 -0800 (PST)
Received: from 52669349336 named unknown by gmailapi.google.com with
HTTPREST;
Wed, 12 Dec 2018 23:36:18 -0500
Sender: Archana <dumb.spammer.fakeemail@gmail .com>
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Sender's Architecture Internet Receiver's Architecture
( AV N %
Web Server Received from smtp.relay.net (95.1.58.76) Web Server 1%
by mx.recipient.org Q
g
£
Received by 10.15.7.1 3
(]
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Interface Interface P
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. E
{ IMAP Client
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SMTP Transmission Characteristics

« Multiple ports, same basic protocol
« TCP/25 (often with STARTTLS)
« TCP/587 (usually with STARTTLS)
« TCP/465 (TLS-wrapped)
* Created in simpler times
« English ASCII was sufficient, SPAM didn't exist, and trust
ruled the Internet
* Protocol extensions and updates address these and other
developments

Primarily, SMTP is associated with TCP port 25 but has more recently expanded to include port 587. Typically,
SMTP usage over port 587 requires authentication, which we'll discuss shortly. For a while, TCP/465 was also used
for SMTP wrapped in an SSL/TLS connection. However, this latter use has been depreciated in favor of the
“STARTTLS” option on ports 25 or 587. STARTTLS also provides encryption, as we'll see.

It's important to recognize that many legacy protocols—including SMTP—were created when the Internet was a
completely different entity than it is now. Today's globally ubiquitous and often hostile environment demands a
different mindset for protocol design. For example, the original SMTP specification had no considerations for
authentication/authorization, non-English text, SPAM abatement, or even attachments. These features, which we
consider integral to the modern email landscape, were all established after SMTP was already in widespread use.
We'll look at a few of the protocol extensions that brought such features into being and how they affect our analysis
of the protocol.

https://t. me/learningnets
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Basic SMTP Transaction

[ = %mm Mmlﬂﬂmt .'nnt; hn. tlwkcu u*ﬂ:“ -o500 '\q
: O BROGRISEL oM (1381206, 50}

| Negotiation & Envelope

N

(SMTP Headers)
"eg—":« i m ok
i ok e
s:mnmmx,uﬂ»'-nanuwxmt '/
C: Message-ID: <92661425. xmum«m—:mm _pronaceouses , com> \
C: Date: Tue, 04 Nov 2014 0B:38:44 ~0800 = oy L
S for cvcndmtinretor o T 7+ Mail Message
Ty Reply-to: <Braylonfpronacesusss.com> ;
©: Subject: some belisvable spam subject i : Headers

& This ia som content that is supposed to look w:Header/body sepmmr

Y Legit.

eﬂcnamm mmmmm’nwua
mznnamuuum

C*ﬂ:q your emall mastur G
i http: /mmrsmmqfamw <. co/pwnne/please

e S

x,m:oommnaapmg., Body

G R et = rminato }-Teardown

Mail Message Body

This is perhaps the most rudimentary example of an SMTP submission, as seen from a network vantage point. In
this case, the “metrowg.pronaceeouses.com” server is relaying a message to the “mail.identityvector.com” server.
For the purposes of this illustration, we'll state that the “mail.identityvector.com™ server has been designated as an
MX for the “identityvector.com” domain, so this transaction represents a transaction between an MTA and an MX.

First, the exchange contains a series of greetings between the client and server that establish the mutually supported
protocols and protocol extensions. This starts with an “EHLO”, or “extended hello” command, but some exchanges
may include an older “HELO” instead.

After the SMTP negotiation, the sender sends SMTP header data. Long headers are wrapped and indented on
subsequent lines. The server knows to treat indented lines as continuations of their inmediate predecessor.

The separator between headers and body content is a “double-CRLF”, consisting of a carriage return and newline
followed by another carriage return and newline. In hex, these bytes are 0x0DOAODOA. This sequence is a common
header/body separator in other ASCII protocols such as HTTP as well.

The message body here contains HTML content, and the client indicates it is done with the message by sending a
single period character on a line by itself.

After the body—and therefore the entire message—is complete, the server provides the queued message identifier
(which is generally available in the mail server’s logs) and the client initiates a clean teardown procedure.

https://t. me/learningnets
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The Results

(m-nn <Bray Loaltuf 1 vy pronacy cows ™

from ll com [138.128.6.57]) it

by -u.unum com (8.13.8/8. 33.') with ESMTP id SAGEIohO08308 ; 2 “ L2 »

for <recipBidentityvector.com>: Tus, & Nov 2014 11:38:45 -0500 } New Received: header
Message-ID: <92861 425, algThiEBRFIaNCI20141 nmuumm pronaceouses. cos>
Date: Tue, 04 Nov 2014 08:38:44 -0800
Prom: Lazy Weight loss dmlamm come
To: <recipidentityvector,com>
Reply-to: <Br: epron i
Subject: some believable spam m line
Content-Type: text/miml: charsetm'us-ascii’

5 7bit i o “ =
Wm m 331 @010-03-16) 0 : Arb:trary “X- headers
X-Spa-Lavel: . : ¥ e :
EEsrasronamsame. [ added by MXserver

x—vxm-ﬁaln-l z mm u.nm &t mail. mum cn

eyiis ender msﬁm,mamummmz—c.«:
{mail,identityvector.com [205.186.148.46]) ;
Tue, 04 Nov 2014 11:38:46 -0500 (EST)

mumMMthaum — , o Header/bodysepamor

Completaly Legit.
Click the link, m;«amtwnwu«
Just like a good little husan does.

Obey your eRaEY wesbsinl S st e
\nWIMWGMN‘uW

The resulting message, as delivered to the recipient's Inbox (and possibly stored on disk, depending on the MDA
software), is shown here. You can see that the headers included by the sending SMTP server remain intact during
the MTA-to-MX transaction, but that the MX has added some headers of its own. Most important to note is that an
additional “Received:” header is added at each hop in the transaction. It's also useful to recognize that any
SMTP server in the path can also add, remove, or alter whatever SMTP headers or body data it's configured to
mangle. Although this is uncommon, it does bear consideration when thinking from a forensic point of view.

Despite the few header changes from the MX's own delivery process, it's easy to see that the majority of the
network transaction from the previous slide has remained intact.

Any MTA or MX along the way can optionally add whatever “X~-" headers, indicating free-form extension data.
Often this includes antivirus, antispam, and other features, but can truly be anything the server is configured to add.
Most webmail providers now include a header containing the encoded or encrypted IP address of the message
originator. These can aid in tracking down abuse and other malicious activity.

https://t. me/learningnets
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Adapt and Overcome

* Evolution of the Internet required changes
« Attachments — MIME/base64 encoding
« SPAM —  Authentication
* Privacy data = —  Encryption
* International
Character Sets —  Unicode

As we mentioned previously, SMTP has evolved significantly since its early incarnations. We'll take a look at each
of these more significant modifications in turn.

https://t. me/learningnets
16 © 2019 Lewes Technology Consulting, LLC and Mat Oldham



MIME Parts and base64 Encoding

« ASCII-based protocol couldn't handle binary
« Attachments, internationalized characters, etc.
 Base64 handles binary, but not human-readable

« MIME uses separator line to establish “parts”

Look for “Boundary” in headers

Encoding specified for each MIME part

Allows carving individual attachments

Some parts contain additional metadata

.

Although it was great for (English) text, SMTP was never designed to handle that 175MB PowerPoint file, endless
JPEGs of kitty cats, or even non-Western languages. To bring these now-fundamental features into existence,
base64 encoding was selected. This encoding method represents arbitrary binary bytes in an all-ASCII character set
consisting of 64 possible characters. However, dropping massive blocks of base64 text into the body of an email
was not an option that most humans would be able to deal with.

To address this, the Multipart Internet Mail Extension, or MIME, standard was adopted for use in SMTP. Email
messages that include MIME data contain a “boundary” indicator in the headers. This string designates the start of
each new MIME part in the overall mail message.

Each part can also include its own headers, which often contain useful metadata such as the attachment's filename,
encoding method, etc.

By tracking these boundaries and referencing each part's header metadata, we can easily discern each subsequent
message part, making for rather simple attachment carving.

https://t. me/learningnets
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MIME Example

\] From Mail

Message Headers

(&v‘ t-Type: part/mi:
Content-Transfer-Encoding: 7bit
Mime-Version: 1.0 (1.0)

(MIME Part Separator String)

- MIME Part 1

Here is um: photo from.

. MIME Part 2

Isolate to
reconstruct

PAAEEE AN Y ey

= MIME Part 3
=i

J

This slide depicts several excerpts from an SMTP exchange including three MIME parts.

The headers indicate the MIME version, but more importantly for us, the boundary string. This unique string will be
used within this individual message to designate the start of a new part.

By looking into the message body, we see that each part consists of its own headers and body. Each part is preceded
by a 0x0DOAODOA separator followed by two hyphens and the boundary string. The headers may include encoding
and other metadata, such as the attachment's filename. The headers continue until the separator, again a
0x0DOAODOA. After that separator, the body continues until the next boundary starts. In the case of base64-
encoded parts, we can simply extract the encoded section and decode the original attachment or content part to its
original form.

Each MIME part also has its own headers, which may be useful to characterize the nature of the message or its
components. For example, the “Content-Disposition: inline” header used on the JPEG in this example
requests that the recipient’s mail client display a thumbnail of the image instead of an icon. This may be useful for
an attacker who wishes to trigger a vulnerability in a rendering library rather than one in a client-side helper
application.
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Authentication

* Authentication prevents ¢ Multiple authentication

wanton SPAMming methods
* Plaintext (should require

From: someone@foo.com

o encrypted SMTP)

someone_else@hotmail. com

* LOGIN, PLAIN - base64-
encoded strings

wenseewesrsoy * ENcrypted (generally

considered “secure”)

* CRAM-MD5, DIGEST-MDS5,
GSSAPI, NTLM, etc.

Before spam became such a pervasive problem, there was no need to authenticate users who were requesting to
send email. Server operators had a reasonable expectation that most or all SMTP transactions were legitimate and
MTASs unquestioningly passed email messages on toward their final recipients.

In the example illustrated on this slide, a spammer is using the improperly configured SMTP server at
“mail.foo.com” torelay a forged message from “someone@foo.com”. Although this depicts just one
message, even a small spamming operation can send many hundreds of thousands of messages per day using this
methodology.

Obviously, that model was soon exploited by spammers, so RFC 2554 was created in 1999, establishing the SMTP-
AUTH standard. (This RFC has since been replaced by RFC 4954.) SMTP-AUTH establishes multiple
authentication methods, some of which are considered more secure than others.

At the low end of the scale are the LOGIN and PLAIN methods. As you'll see in a moment, these are trivially
simple, consisting merely of base64-encoded username and password credentials. Remember: Encoded is not
encrypted! These methods should never be used over unencrypted connections, and many SMTP servers will not
advertise their availability unless TLS is in use. Of course, this is not an absolute, and many servers do permit these
methods over unencrypted connections.

Because of this major security shortfall, the RFCs also created a number of authentication methods that provide a
greater level of security. These are generally considered acceptable even over non-TLS connections because they
provide their own cryptographic protections. Although we won't examine all of these methods in detail, it's
important to note that there are multiple authentication methods and the two encoded methods can provide valuable
credential evidence for the investigator.
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Authentication Example
(s: 220 esmtp.stark-research-~labs. com ESMTP ) (s: 220 esmtp.stark-research-labs.com ESMTP &
¢: EHLO client.examplemail.com C: EHLO client.examplemail.com
§: 250-esmtp.stark-research-labs.com S: 250-esmtp.stark-research-labs.cam
S: 250-PIPELINING S: 250-PIPELINING
S: 250-BBITMIME ‘ S: 250-8BITMIME
S: 250-SIZE 255555555 S: 250-8IZE 255555555
g: 250 AUTH LOGIN PLAIN CRAM-MDS S: 250 AUTH LOGIN PLAIN CRAM-MDS
C: AUTH LOGIN C: AUTH PLATN
§: 334 VXNlcmShbWU6 dGYueXKO YXIrQHNOYXIrbGFicy S 3b20AdG ue XNOYX I
“Usemame'” : AE1SUERT oz IwemRUDZRheQ A=
C: dGOueWRlbmdhbgo= “tonystark@starkl
“tonystark” abs.com\x00tonys
= plase— tark\x00MyP@Ss20
Password: rdToday\x00”
C: U3RAcmtMYWJIzUEAKJAc=
\8: 535 authentication failed (#5.7.1) )

Shown here are examples of both “insecure” authentication methods we discussed on the previous slide—LOGIN
and PLAIN. As shown in the server's capability listing, the esmtp. stark-research-labs.com server can
perform authentication using the LOGIN, PLAIN, and CRAM-MDS5 methods.

After the client requests the LOGIN method, the server responds with the base64-encoded string “Username:”.
The client responds in kind with the encoded username. The parties then perform a similar exchange for the
password. In this case, the authentication attempt was unsuccessful.

In the second example, the client requests the PLAIN method. For this method, the client can immediately send an
encoded string with either two or three components, each terminated with a null byte. These components are:

» Authorization identity (optional): The entity as which the client is attempting to authenticate.

» Authentication identity: The username

* Password

In the second case, the authentication request was successful, so the client would then initiate with the email
message submission process.

References:
http://for572.com/37zjq
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* Encrypted SMTP helps prevent observing and
spoofing content

« SMTP options may not be available in plaintext
* Plaintext/reversible authentication methods

* Two methods:
» Native TLS: Establishes TLS connection before SMTP
* STARTTLS: “Go secure” on plaintext connection

As you know, encryption can provide both confidentiality and integrity, depending on how it is implemented. We'll
discuss encryption at great length later, but let's briefly touch on its application within the context of SMTP.

Considering the inadequacy of the LOGIN and PLAIN authentication methods to protect the user's login
credentials, encryption becomes very important in most SMTP transactions. Most SMTP servers will not even
advertise these two methods unless the connection has been secured.

There are two primary mechanisms of securing the SMTP connection: TLS and STARTTLS. Although not as
common today as it once was, the TLS mechanism starts the new TCP connection with an immediate exchange to
encrypt the connection. After it is secured, the SMTP transaction starts.

On the other hand, with the STARTTLS mechanism, the connection starts as a standard, unencrypted one. The
client requests that the server “goes secure”, at which point an TLS negotiation occurs over the same connection.
The benefit in using STARTTLS is that a separate port doesn't need to be allocated and managed across an
architecture. In this model, an SMTP server may present different capabilities on the same connection, depending
on whether a STARTTLS command has been issued and the negotiation completed.
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Here, you can see an example of the STARTTLS process. The client system connects to the esmtp.stark-research-
labs.com server, which advertises that it can use the STARTTLS mechanism as well as authenticate using the
CRAM-MDS method.

The client initiates the negotiation, and everything shown in the shaded region represents the conversation that
occurs over the encrypted channel. The key point here is that the same connection is used throughout.

During the encrypted phase of the conversation, the server advertises that it will accommodate the LOGIN and
PLAIN methods in addition to the CRAM-MDS35 method. The client then selects the LOGIN method and proceeds
with the SMTP transaction.

References:
http://for572.com/1lunt8
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Investigative Relevance

 Bad people still gotta talk!

» Data theft via email (PCI, keylog, etc.)
* The Perfect Keylogger, many others

* Network-based monitoring of spear phishing

Of course, we're most interested in knowing how SMTP is relevant during an incident response or investigation.
After all, SMTP is a rather old protocol, and probably not one that most malicious actors use... or do they?

One of the key things to remember is that bad guys still have to communicate somehow! In many cases, they'll use
what's available—such as email. Although it's unlikely that a nation-state actor would use email within a victim's
network to coordinate operations, a rogue employee might certainly use email as a communication mechanism, or
possibly a means of sending privileged information outside of the network.

In other pockets of the pure criminal world, software keyloggers are still used quite efficiently. In fact, many credit
card readers are no more than keyboard devices from the computer's perspective, so a keylogger on a point-of-sale
or cash register system is a common tactic for PCI data theft. Keylogger software can be configured to send
captured data to an external email account, providing attackers with an easy data theft collection mechanism.

Another key presence of SMTP in the modern threat environment is the pervasive use of spear phishing. There is no
discounting the fact that this attack method is both widely and efficiently used by strategic attackers to gain
footholds within their targets' networks. Of course, the penultimate leg of every such message is across SMTP—
right before the MDA puts it into the Inbox of their target's client software. The ability to examine SMTP exchanges
can provide useful insight into the flow of spear phishing messages and their payloads. Understanding the nature of
SMTP headers can show the hops a message took in getting to its destination, and knowing how they can be forged
or altered can help to keep “red herring” findings in check. Using the MIME standard to effectively and efficiently
carve attachments can provide a reverse-engineering team with the initial dropper binary that an attacker used to
gain access to the target's environment. Of course, analysis of this dropper may very well lead to additional network
indicators that can be used to scope an incident and start to plan toward remediation.
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Value of Commercial Products

* When an organization procures software, there are
many unseen background activities

» Before selecting a product, consider:
* Legal requirements
* Support structure
* Development roadmap
* Deployment scalability

Commercial products are not “just like free products, but they cost money™; there are a number of legal and support
aspects that are important for organizations and businesses to consider.

Although an open-source product or tool may suit your needs today, businesses may ask many key questions
surrounding the product, the development team, the environment, and their past and future plans.

Commercial contracts will necessitate appropriate precontract checks to ensure that the vendor is not bankrupt.
After all, we certainly want the product we ordered to be delivered! Additionally, the contracts department will
often check for conflicts of interest that may prevent the contracting with the vendor. Because the supply chain for
many commercial products can vary greatly, there is also an opportunity for the buyer to validate the company and
products they are about to purchase to some extent. As has been reported widely,!" the convoluted supply chain can
sometimes thwart even the most formal of organizations.

The procurement process should ensure that the correct elements of the vendor’s product are specified in the
contract (that what the organization wants is what is actually ordered) and that the contract is correctly fulfilled.

The process of ordering a product tends to add legitimacy to a project and can galvanize staff to help support and
engage with those trying to deliver the new capability.

In the pricing and planning stage of the project, the buyer’s personnel should engage with the vendor’s presales
staff to ensure that they understand the costs associated with the full product lifecycle.

The legal input to the procurement process is generally the review of the contract from the purchasing department
(if they are involved). However, it can also help in the review of contract terms.
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The biggest difference between open-source and the commercial products is that the latter don’t often include total
disclaimers that remove all liability from the authors for any damage or disruption caused by the installation and use
of the software. This is an important delineation and demonstrates a level of responsibility for the code they
developed and charge for. Importantly, if the tool fails to work correctly or fails to meet the contracted standard,
then there should be some legal recourse to getting the vendor to fix the issue, send staff to configure/tune the
product, and even provide compensation (or service credits). We live in a heavily litigious society, so when a large
organization is looking to implement some new capability/technology or barrier, the lawyers like to draft a contract
addressing legal recovery of damages if the product fails to meet expectations.

Additionally, if there is a compromise and the vendor’s product did not function as required, there is some legal
responsibility that the victim organization would certainly like to shift to the vendor. This is common if an attack or
compromise was not detected by a product despite being correctly installed and managed. In the event of regulatory
fines, this legal link and responsibility could prove to be a career lifeline.

Finally, there is the matter of the receipt of complete and packaged goods. The advantage of deploying a firewall
from a trusted vendor is that the vendor’s supply chain has hopefully been validated. For example, most Common
Criteria evaluated productsl®! have their supply chain included in the evaluation, meaning that there is a process for
tracking the device from manufacture to delivery. (This is usually in the Common Criteria Security Target.) If the
organization has followed this procedure and extended it internally to the installation, patching, and updating of the
device in accordance with the product and evaluation guidelines, then the organization can demonstrate that they
have followed the secure deployment process for the product. No such deployment guides or processes exist for
open-source software.

Support is vital from the outset. There are many considerations when looking at network forensics starting in the
early requirements capture phase. Matters such as network design, hardware location, and processing capacity will
all need to be considered.

In the planning stages, the following are critical to developing a good solution:
* The network architecture (including geographical span of deployment)
* The bandwidth and average usage to the Internet and between sites
* The assets considered most valuable/critical to the organization
*  What they are (PCI, PII, IP, or other internal confidential data)
*  Where they are located
* How they are protected
* How they would most likely be attacked
»  What regulatory requirements must or should be considered in the solution
* The location and number of users of the admin/analysis console

Once implemented, good support will assist in tuning the equipment and training the buyer’s staff. Generally, this is
something that neither community nor forum-based support can match.

Finally, good solution vendors can often provide experienced consultants and equipment to help in the event of a
major breach that requires extra staff, hardware, and processing power. This support is regularly covered by
standing NDAs and ad-hoc consulting frameworks.

Many commercial organizations are underpinned by strategies and plans for improvement, development, and
expansion. Because of these, it is in their interest to develop products and clients to match their growth plans. More
importantly, they will have plans to ensure their offering keeps pace with operating system, hardware, and
networking speed improvements. For example, a 1Gbps capture capability will not cope on a 10Gbps link, so a
company offering only 1Gbps taps would not fare well for a good deal of the modern market.
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Probably the most critical factor when evaluating security products is their approach and history of security patches
and updates. Security monitoring tools that are vulnerable to either DoS or remote exploit attacks are extremely
dangerous, as an attacker could:

Gain control of the security tool

Disable the tool—preventing detection of other attacks
Destroy evidence of the attacker’s actions

Hide the exfiltration of data

In addition to security updates, host platform service packs and kernel release patches can result in fundamental
changes bringing additional capabilities and performance attributes, e.g., TCP/IP Offload Engine (TOE), IPv6, or
direct SAN integration.

Scalability is probably the biggest challenge facing the network forensics analyst. Although a malware analyst can
quickly identify the storage requirements for their tasks (a rough rule of thumb for each machine: (target system
total HDD size x 3 + memory size x 2.5) x 2 for redundancy/backup), the same cannot be said for the network
analyst.

Full packet captures on fast links can quickly produce tens of terabytes of data, all of which needs to be parsed,
indexed, and potentially linked to other packets, connections, hosts, or entities on the network. The products and
tools should have multiple options for remote analysis, tunable QoS, and bandwidth-efficient methods for
centralizing the data for analysis.

Additionally, the challenge facing the network analyst is the pace at which networks are increasing their speed at
every point in the environment. Connectivity to the desktop, server networks, on virtual switches inside virtualized
environments, on enterprise core switches and even WAN links to the Internet is expanding at an increasingly rapid
rate. This means that faster capture and storage solutions are required to ensure that all desired data is actually
captured and that packets are not lost. This problem is also being faced by the IDS/IPS community, which is
struggling to provide the necessary sustained throughput for adequate detection and protection of assets.

Commercial products tend to provide off-the-shelf solutions for this as it helps them to land large customers. Open-
source projects often support large enterprise deployments; however, such deployments tend to require a significant
amount of planning, engineering, administration, and maintenance to keep in top shape.

References:
[11http://for572.com/ybgx7
[2] http://for572.com/60onh
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Generic Cost Models: Open Source vs. Commercial

* Open source! = free —Open Souree —Commercl

« All solutions cost!

* Costs to buy and
maintain are loaded
at different times

* Consider lifecycle
costs before selecting
“the cheapest” /
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Before committing to an open-source or commercial model, remember that all solutions cost—some cost more in
time and effort, others in money.

By means of an example, we have a hypothetical model represented in the cost chart on this slide. Initially, the
commercial tool installation costs time as the Request for Proposal (RFP) needs to be written and proposals
assessed before being purchased and installed and tuned by skilled consultants. Meanwhile, the open-source
solution needs to be fully researched, tested, and tuned, and the deployment planned and then conducted—all of
which take time.

The initial open-source solution costs less as it uses reclaimed equipment or bare metal servers that don’t attract the
same [appliance] profit margins for the vendor.

Once installed, however, the refined update and management interface of the commercial tool is easier to use,
resulting in a lower support time and thus lower ongoing cost. Meanwhile, the forum-based support for the open-
source tool has a higher cost due to the increased research and patching/updating activities necessary. (Open-source
tool authors tend to release individual patches as soon as they are complete rather than as roll-up patches that
commercial vendors tend to use.)

Remember, if a support technician who costs $60k per year, or $37 per hour (200 days at 8 hours per day), needs to
spend five hours a week supporting an open-source device, but only one hour a week to support a commercial tool,
the increased cost of the open-source tool is $37 per hour x 4 extra hours x 52 weeks per year or an impressive
$7,700 per year.

Thus, the higher ongoing costs of supporting and managing the open-source solution push the open-source cost line
above that of the commercial tool. However, just before the four-year point (16 quarters), the commercial vendor
knocks on the door to discuss a “hardware refresh,” whereupon another capital purchase is made to replace
functioning, but no longer supported, equipment.
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Commercial products have well-defined upfront costs, but they are generally high. Commercial products front load
their costs because many take the approach of an appliance with its own dedicated, supported hardware. This makes
them appear much more expensive than open-source solutions, which often omit the cost of hardware, favoring
“extra” gear. However, once a vendor has been selected, presales engineers from the vendor often provide support
as they help to scope requirements and the operating environment that the solution requires.

A downside of commercial products is the lack of access to their internals. With an open-source solution, a test
deployment can be customized to meet the organization’s unique requirements. Commercial vendors tend to prefer
webinars, videos, and demonstrations to highlight their value to potential buyers. These will certainly show the
product in the best possible light and may not be relevant to the client’s intended use of the product. Therefore, it is
recommended that test deployment systems be obtained from vendors before reaching a final decision. Most
vendors commonly grant 30-day trial periods for serious potential buyers. Putting hands on an actual product in the
target environment will provide excellent insight to the installation, configuration, and operational issues that may
affect the full-scale project.

Additionally, vendors usually provide incremental training on their products, reducing the time for staff to become
proficient on the new equipment. This training is often conducted in the customer’s own environment, resulting in
customized training and an element of tuning the new solution.

Open-source products have many advantages in terms of a low initial monetary cost. Security deployments using
open-source software tend to start by using reclaimed or spare hardware. However, there are hidden costs that many
engineers and management overlook—research, testing, engineering, deployment, and ongoing care and feeding all
require experienced personnel with potentially high salaries. These costs should be factored into the evaluation of
any technical solution, but more often tend to be overlooked for open-source solutions.

Before reaching the moment of software installation, the organization must undergo several steps:
* A basic requirements study—they know what they want to accomplish with the project
* Research into options—they have selected what they consider the best solution
* Identification of installation requirements—as they get the right hardware together
* Configuration review—to identify how to implement the features they want
* Troubleshooting—because new installations rarely go as planned

Furthermore, moving from the initial trial to a solution that will meet the needs of the enterprise will take time as
the value of the trial needs to be assessed. After this and further research, a comprehensive solution must be
planned, proposed, and purchased. If the open-source solution is a market leader, such as the Snort IDS, trained and
experienced consultants can be found from the open market. However, if the solution is more bespoke or the open-
source project new, external support may be limited.

The reason for the concern is that organizations that implement enterprise solutions are investing time and money in
that solution. If the open-source project dies, the developers move on, and updates stop, the organization will be left
with a legacy tool that may start to fail in terms of reliability, sustainability, and flexibility.
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Network Forensics Tool Types

 Tools/products/appliances fall generally into:
« Full packet capture, collation, and storage
« RSA NetWitness Investigator

« NetFlow collection, collation, and storage
« QRadar (Q1 Labs, acquired by IBM)

« Analyst-supporting tools
* NetworkMiner (NETRESEC)
+ SteelCentral Packet Analyzer Personal Edition (Riverbed)

« Many product lines starting to converge across
these boundaries

Commercial (and open source) network forensic tools tend to fall into one of three groups:

*  Full-packet capture: The most data-hungry of the lot. Commercial offerings in this group will generally
bring the most expensive implementations because large, fast data storage is still not cheap.

* Summary capture: This group allows for greatly reduced storage requirements associated with packet
metadata or IPFIX data. This is also known as NetFlow, sFlow, or J-Flow data.

* Analyst-supporting tools: Tools that support the analyst’s processes often simplify the display or
presentation of large batches of network data, distilling them to a human-readable form.

We will conduct a brief review of some of the useful aspects of the listed products’ capabilities.
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RSA NetWitness

 Distributed architecture
* Decoders (Collectors)
* Concentrator

* Brokers
* Applications | T
» Investigator : ?::zm“ | e PR A
* Informer/Visualize .
B iy SR S

* Uses “drills” to pivot
through data

EMC/RSA has integrated most of the legacy NetWitness functionality into their Security Analytics platform.
Security Analytics collects, indexes, and stores full-packet data for as long as the user can afford the storage.

The core product includes decoders that collect the data from network choke points and perform various proprietary
initial analysis activities such as extracting various bits of metadata. The decoders then compress and send the data
to concentrators for consolidation and storage. Brokers query the concentrators’ data on behalf of the human
analyst.

At this point, we have only the data in a centralized location. The Security Analytics product portfolio allows the
customer to purchase additional modules, which drill down into or mine the data. Investigator is a separate (and
free) software package that provides the primary tools to allow an analyst to drill down into data chunks.
Investigator can also attach to a fleet-style deployment of the broader Security Analytics suite, though this is not in
the free tier of service.

The bright blue text items in this screenshot are links to pivot the data based upon the selection. This pivoting
process gives NetWitness its power because the analyst can drill into areas of interest based upon the information
they have and deduce. Additionally, the session activity time chart (the top part of the screenshot) can also be used
to zoom in on a specific time period, and upon applying the filter, the pivot links are adjusted to reflect the reduced
time window. Some of the data points an analyst can use as pivot points include MAC addresses, source and
destination IP addresses, services, and http actions (commands), e.g., get/put/login.

Scale is one of the strong points for Security Analytics and NetWitness’s legacy before the acquisition. Although
the solution is not cheap, it has been designed to meet large networks’ requirements, including fast packet capture
and high-volume storage.

References:
http://for572.com/rwlub
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QRadar (Q! Labs, Now IBM)

« SIEM with investigative features
 IPFIX integration, full-packet capture

« Links analysis of flows to other log/event activity

U
' . i
ot gy ¢
L i S " i
e kg - 3 i
e . i 'lll Bl w
e T ) H :
S -—
ikl (e Peisis eimmie e

e e W

QRadar is designed as a SIEM so it primarily digests logs (Windows Event Logs, security devices like firewalls,
UNIX-like syslog data, etc.) and various IPFIX/NetFlow/J-Flow/sFlow messages from routers and core switches. It
then collates this information and raises contextual alerts and events.

QRadar provides a hybrid capability. The power of the product comes from the blending of the network connection
data with the system alerts and logs. The QRadar device is configurable so that both network and log events can be
linked to alert rules, allowing for faster response to malicious network traffic. This speed of reaction can be the
difference between event containment and an environment-wide catastrophe.

The correlative value from a platform like QRadar can enhance an organization’s investigative abilities
significantly. This trend has seen a number of platforms with historical roots primarily in the log collection, network
visibility, or packet capture markets merge into unified platforms aiming to meet as many customer requirements as
possible in one “convenient” purchase.

References:
http://for572.com/szy5u
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Riverbed SteelCentral Packet Analyzer Family

* Third-party
Wireshark GUI

* Very fast, even

=z2= with large captures

= e A jfj * Good to broadly

i = ' search for activity

* Designed for

report-ready

visualizations
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Riverbed’s family of SteelCentral Packet Analyzer software is an excellent set of overlays for many of Wireshark’s
deep-dig capabilities. Once a pcap file has been imported or acquired live, various analyses can be conducted on the
file. The filters produce graphical output suitable for human visual analysis and root-cause determination for
numerous network problems. The operator can apply several filters to narrow down the search. At any point, the
selected data can be exported to Wireshark or other pcap-aware tools for other traditional work.

The tool works efficiently with large files because it generates metadata for the capture file, and then allows the
analyst to drill down based on the high-level overview.

As an example of its performance, using just a standard Core i5 laptop (8GB RAM), it took just 2 minutes and 12
seconds to index a 5.5GB pcap file.

This type of product allows the operator to focus on doing the analysis regardless of the display limitations of
Wireshark and the increasingly large files generated by fast networks.

The Riverbed company has also invested heavily in the visualization and reporting features of the tool, with a goal
of streamlining all phases of a typical case or investigation, while also supporting short-notice tactical examinations
that are often involved with threat hunting operations.

References:
http://for572.com/rwpd9
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NetworkMiner (NETRESEC) (1)

p— —— » Commercial and

. e e = | free editions
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* Exports to CSV

NetworkMiner is an exceptionally useful dual-function tool that can passively sniff traffic from the local interface
or read previously captured data in the pcap format.

When used in live mode, the interface allows for analysis while the tool is still capturing data. The decoding and
session identification features run in real-time. This allows the tool to reassemble session contents, extract files and
images, and decode various client-to-server messages including cookies, URL parameters, and credentials for
plaintext protocols. These objects are written to disk in real-time, so it’s important to run NetworkMiner on a
system that doesn’t have antivirus or anti-malware software, as those files will be removed or quarantined as soon
as they are written.

The simple GUI allows an analyst to monitor and investigate any aspect of the session while it continues to capture
data. Furthermore, the ability to stop recording but retain the session data and then restart capturing again is an
advantage over Wireshark (where the user has to save and close each capture session before starting a new capture).
This feature is excellent when analyzing particular system activity that occurs at known or regular times, such as
malware beaconing or connections to C&C servers.

The free version lacks a few features from its commercial sibling, but the free license does permit using
NetworkMiner on real-world cases. Often, such licenses restrict use to demonstrative or educational use only.

References:
http://for572.com/1hti6

https://t.me/learningnets
38 © 2019 Lewes Technology Consulting, LLC and Mat Oldham



39

https://t.me/learningnets

© 2019 Lewes Technology Consulting, LLC and Mat Oldham

o TNETTEDNN =sed o) s paasng

< MM e >

A BUUPUZ O8] WOd HDOD [ PU-UPUT-08 PEL DL LIZTLL BEOF L 23 SOEZPUORPIGN0P 99581
[wrupugy o8] [woo 9Boob [ Ru-Upug-08] ¥EL 0L ZIZ2LL 80211 a2 BOED Amogny wway 96009 65581
[y upug (8] [woo afiool [ eu-upug-0s] pEL 0L LIZ22L 8E0F L 22 (| JupPsgnop 65581
f “STEZIELEZISL-GR-PANO | 0Zosnad] BEL'69L'BSEL BS0Z L 2 2o souRnssy (O ZvHS WWOBQ  S0%8L
SSVEZSE16Z19L-G PSR | 0Zosnd] BEL'6ILBSEL 88601 # ROY AT souRnsty UBH 9080 G0SBL

RSMEZIEIGZISL-RPImOr | (ZesnPd] gEL 69185 EL 88291 @2 BYgyD souensey Wby w08 50%81L

| OSTEZSEI6ZI91-Ge-PAmDE 02N d BEL'GILBSEL B LY L 2 RoworIAsKENd  G0SSL

| ourpieoppv] [| 3N s0peRwee SGEIELS CLZ2Z8LY6L'EZ 8 1P6 ] RO ARG aNdsg 303 WO ZeveL
” o preopgv] [1 3N WBpamuee B'og1£19] E1ZZBL P61 E2 89T L 22 BOWOTEPRROW 76931
| T-STEZIELEZISL-GPPARSE Loz e BLLULOL'BIZ8L 8502 L @20 3o souRnesy UbH ZvHS WOB0  £EE8L

“SYEZIELEZI91-GR-PAaMBE L0z end 811 101 BIZ8L 8860 L 30 BOY A soueinssy b 00 EEEBL

| SNEZSELEZI9L-Ge-pdnyBy L0Zesn e 811 LOL'GIZEL 88291 =22 #o¢y) Rouensey ybyy wOBg  geest

| | STEZSELEZISL-GRPAMOYLOZMOPRA BLL LOL'BIZEL B¥iVL 20 ROWOTINGERRND  £EE8L
| Uneueyedsones] (1IN w20 E0619) OLL L9621 V0L 94P6 s oo woy pep W50 £y08lL

| reueyedsoges) (1IN ewee 061 0L L96ZIPOL B 4Y6 2 ®yfgiyenes ances 03 WOHT €081

| rnauepedsoners] (1IN RweRZEE0619 0L1Z96ZLY0L EE0EL e sofgleurueyeagize £408L

| Treuepedsoges) [ 3N Rweye Z6061e] 0LL L962L POl BLvE s ROzl woy e WOBG L£08L

“ne-ueyeds-oneis [| 3N RuRe ZOE061 9] 041 L9 6ZL VDL 8996 30 RoZlneuneg wnoes 903 WOHG L6081

" “na-uepeds-ones] (1IN RuRe ZOE06L9] L1 L96ZL 0L GE0EL 52 mZjpuruneagrze L0081
| Uneuepedsones] (1IN rwee 2O E06L Rl OLL L9621 Y0l B4VE a3 Bo(ilvD oy PO WOBG  ZE081
| neueyedsoneis) (1IN PR ZEE061R 0L1'L96ZL 0L 8 5F6 20 RI{|jyRnes ances 203 WO 26081
. " ne-uepeds-ones] (1 3N Pwee Z6 €061 0LL'L96ZL Y0l GE0EL e Rof|jpurweyeagyze 26081

| neuepedeones] ([N RuesR Z6 0610 0L1 L9621 YL 8456 0 moy)woy PED WG 62081

na-ueyeds-ones] [ IN rweR 2B E06LRI OLLL96ZL Y0l B 6 5 RYYRARG A0S DI WS 62081
v “na-uepeds-ogew] (13N RwRe ZE 00619 041 29621 P01 BE0EL 320 RYPUREE IS 62081
H i * [wod seapenly 984/ADE SI0IUDPR-IARAD] GG SEEEEL 8 696 ] 2O |Jy A3 soueinssy yB we00G 12081

7 [woo seoend aSUAAPR SI0I0LUOPR-IATRAD] S SEEEEL 8907 L 30 »y{|Jeoueinssy yBH ZyHS ¥O6T 12081

 [woorsespent aseApe Sa0UPPe-aARa] GG GE'EEEL S0IL1L 520 2ofjwoosnasuent wawes 12081

-2 wod-usi-an] [ 3N 90pssw-2 £000-2] 0T L6162 P02 819V L =2 ®olely vOSIL L wosaogy 1Ll

Brmcsaii 3 ol e woo-usukmaa [| IN 90pasw-e £000-2] E0ZLE16LYOZ B FELL 2 wofglwesusw g0

L35 166000 ICRNTELLRYPILIE 260995rESL Bopuous | ¢, L a““;oosom «s uosLap RUN ISR

pueg ey Sewwouy (OEELLY) SopuRRy (£4vy) SN (DOLS) suossas (91) seruspar) (Z) sabessay (§1) s900w (gppy) sapy (VEL) SOH

A St i SETH I I i = PR e IS ) 2 St 3 il l’}‘i%'i‘

dpH S0y Iy

X (m] . P2 RUINHOMBRN Y




NetworkMiner (NETRESEC) (2)

 Primarily a very focused analysis tool

 The decoding and collection of extracted data
speeds up analysts’ work

» Ideal tool for investigating malicious staff or rogue
internal activity

* Preloaded keywords aid investigations

* Less useful at APT-style detection activities

* Does not scale well—requires CapLoader

Given the extensive object extraction capabilities, NetworkMiner does suffer from somewhat slow processing speed
when consuming very large packet captures. For this reason, it is best suited to use after data-reduction
preprocessing with tcpdump or another BPF-capable tool.

Although excellent for internal investigations, live investigations, and malware beaconing analysis, the tool does not
scale to hunt potential APT breaches, as it cannot handle the volume by itself.
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CaplLoader (NETRESEC)
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The NETRESEC Company created a tool designed to handle large captures, called CapLoader.

After being loaded, all network traffic is indexed into flows and presented to the user. Individual flows, or all traffic
to/from a host or using a specified protocol can then be exported to NetworkMiner for object extraction or to
Wireshark for deep-packet exploration. This makes the tool a “GUI for data reduction” of sorts.

The tool is separate from NetworkMiner and is not a security tool. However, as a highly efficient data management
tool, CapLoader can help to significantly speed up investigative and hunting workflows. There is a 30-day, feature-
limited trial license version available.
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NANS DFIR

DIGITAL FORENSICS & INCIDENT RESPONSE
b o ¥ ¥

Lab 4.1

Commercial Network Forensic Tools

This page intentionally left blank.
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Lab 4.1 Takeaways: Commercial Network Forensic Tools

« Commerecial tools often provide a polished GUI,
pre/post sales advice, and support
 Exposed features limited by developer’s preference
« NetworkMiner quickly extracts many different
objects from pcap files
« Comprehensive capabilities come with speed costs
« Knowing strengths and weaknesses of many tools
can free up analysts’ time and capacity




SANS DFIR

DIGITAL FORENSICS & INCIDENT RESPONSE

Wireless Network Forensics

This page intentionally left blank.
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Limitations

« This is not a wireless security course!

« We focus on common 802.11 a/b/g/n network
features/functions

« We will not cover ZigBee, Z-Wave, GSM, or

Bluetooth...
* But with the right hardware, Wireshark parses these, too!

With limited classroom time, we could never cover the full depth of this vast and complex subject without limiting
ourselves to a reasonable set of protocols, medium, and frequency.

If you want to study this area further, we recommend you consider taking SANS SEC617, “Wireless Penetration
Testing and Ethical Hacking,”'! where you’ll spend considerable time using the hardware and software to uncover
the security issues of the likes of ZigBee, GSM, and Bluetooth.

References: :
[1] http://for572.com/g3ytb
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Why Is Wireless Such a Target?

SWltChed ». ca]cumutcmatedbetweenhosts fm. Prlvacy"‘

Network

Wireless
Network

Wireless remains both a risk and exposed attack surface due to the nature of the medium through which it connects.
Although wired communication has seen the introduction of switched communications as a method for reducing the
number of hosts that can “see” the signal, wireless communication by its very nature is broadcast.

Although sniffing on a switch is made easier with tools like Cain and Abel, Bettercap, or Subterfuge, these attacks
involve manipulating the environment in ways that have become readily detectable. Wireless sniffing, however, is
completely passive and can often be conducted with the native OS and natively installed wireless card. If
specialized long-range or sensitive equipment is required, it is openly available from online retailers for commodity
prices. Similarly, injecting spoofed traffic to a wired/switched network generally requires a significant technology
footprint and often causes a noticeable impact to the users in the victim’s environment. Wireless attacks often cause
an observable negative impact as well, but depending on the attacker’s goal, it’s quite feasible for them to achieve
their goals in a short period of time—before users start to complain.

Finally, while wired attacks require the individual to be physically connected to the infrastructure (which generally
requires them to be inside the target’s physical spaces), wireless networks do not impart that limitation. Indeed, with
inexpensive but tuned equipment, an attacker could be several miles away from the target network and still collect
the data being transmitted.

Actively injecting packets to the targeted wireless network would require the attacker to be in closer proximity to
the victim’s environment. However, in more densely populated areas like cities, a radius of 100 meters would
include many businesses, apartments, and coffee shops—any of which could harbor a potential hidden attacker.
Even in a more isolated environment, an attacker could easily conceal a miniaturized hardware platform and
interact with it from a safe distance.

Put simply: Attackers focus on the weak links within their targets’ environments. For all the preceding reasons,
wireless is a decidedly weak link—and therefore a very attractive attack vector.
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Modes: Master and Managed

Master Managed

» Access point (AP) « Mobile clients/stations
« BSSID is the AP's MAC « Have MAC address

« Handles access and traffic controls « Connect to "SSID"

Master Mode or Infrastructure Architecture Mode

When a centralized device is given control of part of the RF Spectrum (the channel and SSID), it is deemed to be in
infrastructure architecture mode. This device will be in Master Mode and for that BSSID, SSID, and frequency, it
will determine who can communicate with it, associate to it, and following a successful challenge response (i.e.,
authentication), who can transmit and how much time they can transmit for.

Managed Mode

Stations that connect to access points (APs) and submit to their control are deemed to be in Managed Mode. In this
mode, they will act upon the instructions of the access point, including the encryption and authentication to be used.
The AP can also instruct the station to disassociate from the access point. Managed Mode is the default operating
mode of laptops and mobile devices that regular users operate. When in this mode, any network sniffing conducted
by the client will reveal typical Ethernet type frames, packets, and data. In this mode, the client is not able to see
any of the 802.11 management communications from the AP to the client's RF radio on their wireless card.
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Modes: Ad-Hoc and Monitor

Ad-Hoc (IBSS) Monitor (RFMON)

» Short-lived peer-to-peer » Passive monitoring and collection
« LAN or PAN use « Electronically undetecta

« File/print/setup services  Only one channel (frequency) at a time

Ad-Hoc or Independent Basic Service Set (IBSS) Networks

When clients communicate directly with each other and don’t rely on an AP to manage the wireless environment,
they engage in ad-hoc networking. This is designed for point-to-point communication between devices to share
small amounts of data. Common implementations are tethered phones, wireless printers, Apple's AirDrop file
exchange protocol, and setup networks for embedded/loT devices. Devices trust each other and try to manage
communication between themselves by means of back-off algorithms to ensure that both get a fair share of the
airwaves.

Monitor or RFMON mode

In the fourth mode of operation, the wireless card no longer transmits but instead listens to all 802.11 traffic on a set
frequency. An RFMON interface itself is not dangerous; however, if a packet capture utility is connected to the
monitor interface, then all 802.11 traffic observed by the network card's radio on the frequency it is listening to will
be captured. This includes the other network and RF management and control frames transmitted by the target AP
and all other 802.11-enabled devices on that frequency within the range of the sniffing station.

RFMON is completely passive and cannot be electronically detected by others in the vicinity. The downside, from
the attacker's point of view, is that they can listen only to one channel/frequency at a time. To address this,
RFMON-focused tools may hop through multiple channels or easily permit the simultaneous use of multiple
network interfaces to cover as wide a swath of the radio frequency spectrum as possible.
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Basic Service Set (BSS)

Distribution System (DS)
“Wired Side” of architecture

BSS = Footprint of AP
BSSID = 58:6d:af:a1:d6:d6
SSID = FOR572

In IEEE terms, there are several other important variations of this implementation.

The Basic Service Set (BSS) is the core of the 802.11 wireless networking concepts. It is a collection of one or
more stations that are associated with an access point. The BSS can be identified by the BSS Identifier or BSSID,
which is the MAC address of the access point to which all the stations are connected.
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Extended Service Set (ESS)

Distribution System (DS)
“Wired Side" of architecture

e

BSS = Footprint ot AR #1
BSSID = 58:6d:af:a1:d6:d6

F nt of AP #2
BSSID = 58:6d:af:a1:c7:f1

SSID = FOR572 ESS = Total footprint of all APs SSID = FORS72
BSSID = Various
SSID = FOR572

A collection of access points with the same SSID that provides access to a common infrastructure and the stations
that are associated with the APs is known as an Extended Service Set (ESS).

These are commonly deployed by organizations (and many homes) as users seek a seamless roaming experience.
An ESS allows stations to move about the building connecting and reconnecting to different APs while still
accessing internal resources.
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Distribution System (DS)
“Wired Side” of architecture

BSS = Footprint of AP
BSSID = 58:6d:af:a1:d6:d6
SSID = FOR572

Distribution System (DS)
“Wired Side" of architecture

ESS = Total footprint of all APs
BSSID = Various
SSID = FOR572
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Wireless Distribution System (WDS)

BSSID = 58:6d:af:al:c7:f1
SSID = FOR572
Station MAC = 00:15:17:6d:a8:86

« “Extends”

wireless network
* APs communicate
with each other to L=
relay packets to " BSSID=58:6d:afal:d6:d6
correct station Station MS/leCD =1i(:)1ROS:;?:a3:dc:4b

A = Tt

A specialized configuration is a Wireless Distribution System (WDS). This is where an AP relays traffic from the
internal network over a station-less link to another AP, for example, within a large building that uses wireless
“extenders” or in a campus environment where access points have RF visibility to each other. There can be two or
more APs in a WDS deployment to widen the physical footprint the network provides. It is interesting that in this
mode, packets relayed between access points use all four MAC address fields in the 802.11 frame header, as we
will see later in this material.
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WARNING!

« What we discuss in this section may not be legal in
your country!

» Always check with your legal staff before collecting
or even monitoring Wi-Fi networks

« BE CAREFUL!

Please note: In some parts of the world, even having these tools and hardware could get you arrested and potentially
subject to fines or other punishments.

Always understand the laws of the country you are in, and those you are traveling to. If you do not require these
tools (e.g., on vacation), consider leaving them at home.

If you require them for work purposes, consider having a letter of introduction that specifies your need for having
the tools, what the tools are, and why you have them in that country/location.

https://t. me/learningnets
© 2019 Lewes Technology Consulting, LLC and Mat Oldham 55



Tools Required

* Operating System:
* Linux drivers tend to permit Monitor Mode more readily
than a card’s MS Windows driver
» Wireless card:
* MiniPCI card installed inside the laptop:
More covert, but lower power
* External USB wireless adapter:
Less covert but more power, allow external antennas

Most Linux OS distributions have good wireless manipulation tools built in, but more importantly, they provide
better control of the wireless adapter through better driver support and the inclusion of libpcap by default.

Windows can be augmented with drivers for certain wireless cards; for example, the Riverbed AirPcap USB
wireless card!'l is shipped with Windows drivers that will allow for promiscuous mode sniffing of 802.11 traffic.

When considering a wireless card choice, although internal cards are more covert, you are limited in that many
laptops have only one internal MiniPCI slot. You may be fortunate that your laptop manufacturer has included an
Atheros chipset card, which is suitable for most wireless capture activities (in a Linux OS).

With USB wireless adapters, you are not limited by slots or space, only by USB ports. Although some laptops can
run only one device per port, others can power USB hubs with multiple USB wireless adapters. This can provide
monitor mode visibility on multiple channels simultaneously.

Although entry-level analysis can be conducted with just one capable card, you’ll likely want to invest in a good
collection of USB wireless cards if you are performing wireless forensic examinations or collecting wireless data on

a strategic basis.

References:
[1]http://for572.com/100ym
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Favorite USB Adapter —Alfa

« Alfa AWUS036ACH USB
802.11a/b/g/n/ac adapter
* 2.4 and 5GHz support
« External RP-SMA antenna
connections for versatile uses
 2x 5dBi omnidirectional shown
* Also high-gain, unidirectional, etc.
 Realtek RTL8812AU chipset

» Uses Linux rtl88xxau driver

Perhaps the most popular hardware kits used in both strategic and tactical wireless network collection and
monitoring operations are from the Alfa company. Although international availability is occasionally limited, the
comparatively low price and the high power/high gain feature set cause investigators and penetration testers
worldwide to seek out its gear.

These devices can use a variety of different antennas to best suit various use cases, whether covert or overt. The
driver support is quite good on Linux and similar operating systems (including Apple’s macOS). Drivers are also
available for the Microsoft Windows family of operating systems, though not all audit/capture/packet injection
features are supported on all platforms.
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Software Wi-Fi Tools

» Wireshark
» Kismet

* NetSpot

» Aircrack-ng suite

RACK-=NG

There are a variety of software tools useful for analyzing 802.11 packets and traffic, including:

*  Wireshark!'l: This staple tool can also parse many fields from 802.11 wireless traffic.

+ Kismetl: Kismet is a passive wireless monitoring tool, potentially allowing users to conduct surveys in
areas where they are not licensed or authorized to transmit but still legally permitted to collect. Kismet
supports GPS input for mapping purposes.

+ NetSpotl®l: This is a mapping utility for Windows and macOS that can use an image as a background for
mapping wireless coverage and available networks. It’s quite ideal for locating rogue access points and
dead spots alike.

*  Aircrack-ng*l: Aircrack-ng is a fork of the original Aircrack tools that were developed to assist in the
auditing of WEP and WPA implementations. The tools have been expanded over the years and now include
the code from tools like coWPAtty and AirGraph-ng.

+ tepdumpl®l: Even tepdump can now handle 802.11 traffic. Recent versions of this staple to every network
forensicator's toolbox can handle acquiring wireless traffic when the network interface is in monitor mode.

In this course, we will be focusing on Wireshark, because the other tools are best used to capture live traffic for
analysis. However, understanding the other tools and how they can be useful in identifying malicious activity is
important for many wireless network forensic use cases.

References:

[I]http://for572.com/7itbl
[2] http://for572.com/7d1z9
[3] http://for572.com/mcqvb
[4] http://for572.com/hk700
[S]http://for572.com/7itbl
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inSSIDer for Windows and macOS

* iInSSIDer for Windows ¢ inSSIDer Office for

-
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The Metageek company provides several software and hardware products. While these are generally targeted
toward wireless network design, engineering, and troubleshooting/optimization, they are also very useful for
locating rogue actors and incident sources of interference in the wireless environment.

The following are some of the Metageek family of Wi-Fi tools:
+ inSSIDer Office!!l
* Chanalyzer/Wi-Spy!?!
+ EyeP.AB

Metageek has also maintained updates for their inSSIDer software for Windows and macOS. The software also is
developed in conjunction with the Wi-Spy DBx hardware device, which provides much more detailed frequency
analysis capabilities, and is pictured at left.

References:
[1]http://for572.com/4i0t6
[21 http://for572.com/31wéd

https://t.me/learningnets
60 © 2019 Lewes Technology Consulting, LLC and Mat Oldham



LEARN

Qe
FRIERS o° soo

B VetsCoee AN

B rretaGoriAgpinTy

B & VetaTaws Prowie

Bl 4 MotaCoes- trivite

§8 s

BB o5 sootepe

Bl 4 MecaGen AC_TEST

i -

B WMetaGone AC_TIST

Bl o Gt Mot

g St piiek - Agcre TV
Sptalaei Prwete

BB & rrecstnen Arers QA

i Sttatmeic AN

CHANNELS

peaf o Seamty v LS STRN
o ; oy v e | el e
£) 40 WPAT - Eoterw i
s WAL Peraimat
44 &0 NPAL - rterpe me
i il X WOAD - Eptumprae.

*  etaCecs Mvate

———— 440 WPAD Entersy e

et > 38 33 WAL -Persanat

i 43 & WPAZ - Personai

i 6.3 WAL -Lrtergwine.
65 1494153 WPA Personst

R e WPAL-Porpiorial
€5 1%) WPRY Personal

—— 15 WA -Ercergwne -

i 48 WAL -(mterpeam

£9 104 WRAY Lecerpeie
D W -
- — T VDAL Perupess 0
——— WEA-Fersonal
s Y & VPR Peyonad
—— A WD Prrstod
st %Y WIAG . Enterprse
B e s ¥

RADIO S5(0
PRI RARORS L T
| 56409187 WolfeNat-Guest
| s6:091274 WolfeNet
1 : oo Wl
| 661091275 WolfeNet-Guest
| s6smmawa - WoltaNet-Guest

| rosorsca:

@ FOOF.C2:77:24:CF

Rado Signal:  -59 aBm

PHY Types: b,g.n Ssi

|porsrsica: WotfeNot-laT
|P2esmscaviimnnn WolteNet
| r20srsc2: WolleNot
|p2sowicas Woltetéat
| r2:9ric2s WolfeNet-ioT
[ F2esracas Woifahat-lof
| pasowecas WolfeNet-ioT
24 0Hz
-3d
-4d
-sd (
-6d
-7
-840

\
-94

Channel: 11 Secommendad: N/A . e a WPA2,
Maz Dota Rate: 216,70 Min Basic Rate: 1.00
Vendor
Co-Channel Count: § Max Sigral:  -46
Swengest Co-Chunnel Rarfic: 36109 1 BT i),
WolleNet-Guest
12:35 130 12136
5aM
-30
-40
BEcDoT 7 U
-50
-60
-70
-80
|
( -390
3§ 4¢ 52 €0 100 108 116 124 132 140 149 157 165

https://t. me/learningnets

© 2019 Lewes Technology Consulting, LLC and Mat Oldham

61



Built-In macOS Wi-Fi Tools

* Apple macOS has built-in monitor mode and eas1ly
acce351ble dlagnostlcs 1o

=]

%@mww,ﬁdi r

W dakiieds 1R L AE
e TR SRR T
mt.mm:. ResonaEnin

Cham 6{’1‘ 4 GHz;,
Open Network Pref

Apple's macOS provides a handy sniffer built into the airport tool (which is buried deep in the filesystem). The
binary is located in the following location (for macOS Sierra — other versions may vary):

/System/Library/PrivateFrameworks/Apple80211. framework/Versions/d
Current/Resources/airport

The syntax to use the sniffer is simply 'airport <device> sniff <channel>'.
$ sudo airport enO sniff 6

You will notice the regular wireless icon changes (see the left image on this slide) to what some refer to as “The
Eye of Sauron” (in deference to the Lord of the Rings trilogy's all-seeing eye).

The output is only written to a file when the process exits. The output files are written to the /tmp/ directory and
have the following format:

/tmp/airportSniffXXXXXX.cap

One additional handy tip for Mac users: When connected to an access point, if you hold the “Option™ key before
clicking the Wi-Fi icon, you will get the technical details of the device to which you are connected. This "advanced

settings" view is in the screenshot on the right.
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Wi-Fi Controller Software

Many wireless hardware vendors provide a means for centrally managing the infrastructure configuration, broadly
classified as a wireless “Controller”. While historically reserved for extremely large and complex networks, this
capability has begun to permeate the mid-level market as well. One such example that has gained a large following
in the past few years is the UniFil'l product line from the Ubiquitil®! company. The controller is provided free of any
licensing, and can manage anywhere from a single access point and router to an environment of hundreds of access
points and switches across multiple clients and physical sites. This flexibility makes the UniFi product line an
attractive one for network hobbyists, wireless MSPs, community ISPs, and large organizations.

A controller-based network provides an investigator several forensic benefits. These may include:
* Rogue access point detection
» Neighboring access points that can provide environmental baselines
» Client inventory and behavior profiling
* Signal strength logging per access point and client
+ Channel changes due to congestion or interference
+ Client movement based on access point association

Since most controller software can also send log events via syslog, these can also be integrated to an organization’s
logging infrastructure for more streamlined analysis.

References:
[1]http://for572.com/xgod3
[2] http://for572.com/Tptj-
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The 802.1 1

Note: When you see the icon shown at the top right corner of this slide, refer to the SANS 802.11 Pocket Reference
Guide that was provided with your course materials. It can also be downloaded from Josh Wright's website.l']

The 802.11 frame is like most OSI-based protocols in that it is layered and contains nested data. Of particular note
is that 802.11 is a Layer 2 framing protocol, meaning it replaces the Ethernet header. This framing is performed at
the wireless driver, so higher-layer tools may not have the knowledge that the packet was/will be sent across a
wireless connection. This is important because it may change the analyst’s understanding of the traffic, depending
on what utility was used to perform the traffic capture.

The majority of the control information is contained in the first section called “Frame Control”. In this section, the
type and subtype of frame are defined allowing the receiving station to understand what it should do with the
contents.

Over the next few slides, we will cover the key parts of 802.11 frames so that you as an analyst can move
seamlessly from the wired to the wireless environment.

References:
[11http://for572.com/6sto-
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802.11 Frame Type

* Type O — Management frames
* These include probes, beacons, authentications,
associations, and others
* Type 1 — Control frames
* Request-to-send, clear-to-send, acknowledgments
* Type 2 — Data frames
* The actual data (in IP form) to be transmitted between the
devices

There are three types of 802.11 frames:

* Management frames
* Control frames
* Data frames

Unless you have a card that is able to go into Monitor mode, you will never see the management or control frames
nor will you see the 802.11 headers of the data frames.

* Management frames are used to manage the BSSID's service area (i.e., its BSS). Management frames
control who can connect to an AP and who can stay connected to the AP, thus they are limited to the
associated (or attempting to associate) stations.

* Control frames are used to manage the medium (RF in this case). Control frames are transmitted to
everyone regardless of the BSSID they are associated to as control frames manage who can communicate
on the shared medium. Although the inherent forensic value of these frames is low, they often provide
valuable insight into other activity on the wireless network, such as congestion and certain denial-of-service
methodologies.

* Data frames are the actual data that the whole network is there to move from host A to host B. Data frames
are addressed to individual nodes on the wireless network and have upper TCP/IP protocol data (i.e., the IP
packets) in the payload.

References:
http://for572.com/f40a9
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802.11 Management Frame Subtype

» Association Req. (0x00) <« Probe Response (0x05)
« Association Resp. (0x01) < Beacon frame (0x08)
* Successful code: (0x0000) « ATIM (0x09)
* Reassoc. Req. (0x02) « Disassociation (0x0a)
* Reassoc. Resp. (0x03)  « Aythentication (0x0b)

Probe Request (0x04) « Deauthentication (0x0c)

Management frames, as their name suggests, are used to manage the communications on any WLAN, whether it's
an AP beaconing out its supported speeds and SSID or a station sending out a probe request looking for an AP to
which it was previously connected.

Management frames are important from a forensic point of view for several reasons:
* Management (and Control) frames are not encrypted
» They allow clients and APs to be located by triangulating their power or by manually plotting locations and
relative power settings
* Attackers will look in these frames for information about the BSS's and ESS's capabilities
+ Attackers manipulate APs and their clients by injecting or corrupting these frames

Therefore, knowing how to capture these frames and then decode and understand their contents are important skills
when handling a wireless-based incident or investigation.
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802.11 Fields: SSID and Other Tagged Parameters
» SSID: Service Set Identifier
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The Service Set Identifier (SSID) is a textual tag that identifies a wireless network to the users. It is transmitted in
the AP's beacons, which are a type of management frame. Beacons are commonly transmitted between 10 and 20
times a second, making them one of the most common management frame subtypes in 802.11 traffic.

In the past, it was suggested that restricting beacon frames from being broadcast would increase the security of a
network by making it a “Hidden Network” or “Cloaked Network.” However, this is a technical fallacy because the
SSID is present—in plaintext format—in other management frames including those sent during the wireless
network association process. If an attacker wanted to learn the SSID of a targeted network, he could simply spoofa
deauthentication packet to a station, and then monitor the reassociation process, which includes the SSID.

The SSID, along with numerous other values in the 802.11 frame header, is contained in a field of “tagged values”.
A list of common tags is on your handout and shown above. Each tag consists of a single byte that tells what field
follows, then a length value, and finally the tag itself. It is important to recognize that these tags often include
critical information to the normal operation of the wireless network, including how it is protected, what
authentication methods are allowed, etc.
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802.11 Control Frame Subtype

* There are three control frame subtypes:
* Request-to-send (0x1b)
* Clear-to-send (0x1c)
» Acknowledgment  (0x1d)

As we identified earlier, the RF spectrum is a hub/broadcast medium and, as a result, there are transmission
collisions.

With wired Ethernet, all stations access the same medium. Therefore, the standard “Carrier Sense, Multiple Access
with Collision Detection” (CSMA/CD) is used. Because stations in this model can transmit and receive data at the
same time, they can detect if they attempt to transmit at the same time another station is doing so, and delay a
minuscule amount of time to avoid crosstalk.

However, in a wireless environment, clients are not always in range of each other and therefore cannot determine if
another station in the BSS is utilizing the shared medium of the RF spectrum. This is referred to as the “hidden
node” problem.!'l Further, once a station starts transmitting a data stream, it can no longer receive traffic on that
frequency—including any control frames that would indicate another station needs to send traffic. Therefore, in the
wireless realm, Carrier Sense, Multiple Access with Collision Avoidance (CSMA/CA) is used.

In CSMA/CA, control frames are used with specific subtypes to manage access to the frequency, which prevents
rather than detects collisions. There are three Control Frame subtypes: “Request-to-send”, “Clear-to-send”, and
“Acknowledgment”. These frames are used by the in-RF-range stations and access points to manage the use of the
RF spectrum.

These frames are also unencrypted, and are also unique among 802.11 participants in that these frames are “per
channel” and not tied to any specific SSID or BSSID. Rather, all stations and access points on a given frequency
will exchange these messages to share the medium they all use.

References:
[11http://for572.com/-wva2
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802.11 Data Frames

VLSS ==

i PR =

« Many different data frame subtypes, including the
Null function (0x24), indicating no data

« Most interesting is likely to be those where the
“Logical-Link Control Type” is IP (0x0800)

 Only frame type that can be encrypted, indicated by
the single “Security” bit

 No differentiation between WEP/WPA/WPA2/etc.

« Old tools assume all encrypted traffic is WEP

Data frames carry the upper layer protocols (TCP/IP) within their payload section of the frame, thus 802.11 data
frames are the Layer 2 protocol within which IP is encapsulated. This is where most network forensic processes will
focus, as we are typically looking at data payloads.

Data frames are the only 802.11 frame type that can be encrypted, but this is indicated in the frame header by just
one single bit. Therefore, it is not possible to further differentiate WEP from WPA from WPA2 or any other
encryption parameters. This differentiation is made using the tagged parameters discussed previously.

0ld tools (such as the venerable but woefully outdated NetStumbler) assume that all frames with the security bit set
are WEP because when they were written, WEP was the only security that was available at the 802.11 frame level.
These tools should be replaced with something newer.

References:
http://for572.com/-95md (section 7.2.2)
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0 Managamant Frame
1 Controi Frame

2 Data Frame
a‘wgf-‘mdutmmﬁmhmlyw
From DS set, To DS Clear: From Wired 1o Wirpless
From DS clear, To D§ Set: From Wireless to Wired
From DS clear, To DS Clear: Ad-hoc is type is data
From DS Sel, To DS Set: WDS notwork

The ToDS and FromDS bit flags allow the direction of the frame to be identified. When a frame is being sent from
one station to another, it is actually “reflected™ by the access point, which also rewrites the header, effectively
reframing the transmission. The directionality bits will indicate the leg of the transmission the frame was on at the
time it was captured. This also means that typically, a passive capture including station-to-station traffic will have
duplicated content.

Here, Host A sends a packet, say an ICMP Echo Request, to Host B. However, the stations use a BSS and as such,
they are only communicating with the access point, not directly with each other. Therefore, the ICMP message is
transmitted to the AP (not directly Host B) with the ToDS bit-flag set and the FromDS bit-flag clear.

When the access point retransmits the packet containing the ICMP Echo Request to the Host B, the FromDS bit-flag
will be set and the ToDS bit-flag will now be cleared.

If sniffing this in Managed mode, the ICMP Echo request will be observed normally, and from the pcap, the user
may not even notice that Host B is a wireless client. However, if seen by a system in Monitor mode, both legs will
be seen, appearing to be a duplicated packet unless carefully inspected to identify the directionality of each within
the BSS.

The reframing process also rewrites the MAC addresses in the 802.11 frame header. Just like on wired networks, all
adapters are required to have unique 6-byte hexadecimal Media Access Control (MAC) addresses. These values
include both the BSSID and the MAC address of the station(s), depending on the leg on which the frame is
currently being sent.

In the 802.11 header, there are always at least three valid address fields, and four ina WDS environment when the
frames are forwarded between access points. The content of these fields is context-dependent. It is the ToDS and
FromDS bits that define the context and thus the values that are placed in the fields. Note that in a non-WDS
scenario, the field still exists in the frame header itself, but the contents are indeterminate.
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Although the pocket reference is concise, it does not mention that the same addresses can be in multiple fields
within the same frame. If the access point is sending a frame to a Wi-Fi host (say the admin), the MAC address of
the AP (also the BSSID) will be in Address location 2 and 3; similarly, the reply will go from the Wi-Fi host to the
AP and the AP's MAC will be in field 1 and 3. This can cause confusion for new analysts as they are not used to
seeing a MAC address in two places in a raw networking capture.
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In Managed mode, the user’s view of the captured traffic is akin to that of traditional wired sniffing, with none of
the 802.11 underlying information being visible.

For this to be conducted, the user must be connected to an AP (including having the necessary WPA2 PSK or other
credentials). As the user is connected to the AP, they will see the data free of any 802.11-based encryption.

This is because the encryption functionality is handled by the wireless network card driver. The tcpdump process

accesses the network data above that level, where the traffic is still abstracted as Ethernet. All of the 802.11

features and headers are added outside the capture process’s level of visibility. Similarly, such a capture will not
include the 802.11-specific management and control frames.

74

https://t. me/learningnets

© 2019 Lewes Technology Consulting, LLC and Mat Oldham




© -  managed_sniff wlﬂ.pup

4w 8D BB ALK

646751  192.168.75.232 : (ping) ri
1354 2818-12-06 14:51:11.656631 ssae 232 106 Echo (ping) reply .

< Frame 1279: 98 bytes on wire (784 bits), 98 T 44 d9 e7 9b 48 d5 ré"?ﬁ"‘é“s 12 da da o806 4500 O H .- - E-
+ Ethernet 11, Src: Apple 12:dd:d4 (fs:xa;sa;: P18 00 54 b9 Of 60 00 40 01 ad 69 cO a8 4b e8 KL T é -1«
. Internet Protocol Version 4, Src: 192.168.7¢| ¢02¢ EENGEE es ee af b6 13 47 00 60 S5c 09 37 Se 60 69 [l 6 - \7
' b6 Be 08 69 6a 6b @c 0d Ge Of 16 11 12 13 14 15
16 17 18 19 1a 1b 1c 1d 1le 1f 20 21 22 23 24 25 1" ES%
26 27 28 29 2a 2b 2¢ 2d 2e 2f 30 31 32 33 34 35 &'()*+,- ./012345
36 37 67

- Internet Control Kessage Protocol

Code e
Checksum: ®xafbé [correct] §
{Checksum Status: Good) i
Identifier (BE): 4935 (6x1347)
Identifier (LE): 18195 (©0x4713)
Sequence number (BE): & (8x0000)
Sequence number (LE): € (Ox8000)
[Response frame: 128@]
Timestamp from icmp data: Dec 6, 2018 14 i
[Timestamp from icmp data (relative): O. ee
- Data (48 bytes)
Data: BBGQenabacﬁéeeefielli213141516171
[Length: 48]

B ]

@ 7 Type (lkmp.type), 1 byte Packets: 5178 - Displayed: 12 (0.2%) Profile: Default

mmgcdsnm‘nm.pup

‘e U" X © Q() Jl<>l

.= eaar

i‘@f}

Time Soufce Destination 7 Protocol Length Info” B
1279 2018 12 06 14 51:10. 636594 192.168.75.232 8.8.8.8 98“ho (pinn) tequest”

98 : ; ~'
e msehe (ping) renly
“f6 18 98 12 dd dd 4 7 9b 48 d5 0B 00 45 20 D - H E
. é 08 54 fc a2 60 66 76 01 2b 46 08 68 68 08 cO a8 T v +F
« Internet Protocol Version 4, Src: 8.8.8.8, § | P@?i’ 4h e8 E 00 b7 b6 13 47 ©8 6B 5c 69 37 S5e 00 69 K l B IR Oy L
Internet control Hessage ?rotocol b6 8¢ 68 09 9a 6b Gc 0d Ge @F 10 11 12 13 14 15 .cicceen waaaen

P 16 17 18 19 1a 1b ic 1d 1e 1f 20 21 22 23 24 25  ccieeinn ce 1TESY
26 27 28 29 2a 2b 2¢c 2d 2e 2f 36 31 32 33 34 35 &'()'+,- ./812345
2?

192,16 5.232

-‘Frame 1280: 106 bytes on wire (848 Blts),

Cude ] ™~
Checksum: Oxb7b6 [correct] 6% 36 37 al 16 be 89 74 da 3f a1l 67 t

[Checksum Status: Good]
Identifier (BE): 4935 (6x1347)
Identifier (LE): 18195 (©x4713)
Sequence number (BE): 0 (0x8664)
Segquence number (LE): @ (0x0000) i
[Request frame: 1279]
{Response time: 14.819 ms) i
Timestamp from icmp data: Dec 6, 2018 1 i
[Timestamp from icmp data (relative): @
- Data (48 bytes)
Data: 08090adb0codeesf1011121314151617
fienarh: ART

@ 7 Type (iomp.type), 1 byte Packets: 5178 - Displayed: 12 {0.2%) Profile: Default
-~

https://t.me/learningnets
© 2019 Lewes Technology Consulting, LLC and Mat Oldham 75




RFMON Sniffing - WPA2

« WPA2-protected data frames effectively opaque
when captured in monitor mode
* Later acquisition of key material allows decryption

No Time Source

_Protocol  Length info

1495 2016-08-23 19:30:31.9149. Apple De:4a:57 802.11 165 Data, SN=3675, , Flags@.pm..

FAOE D016 -08-23 1UIRY 31 0150 ARD Ge TS 7 Brioadonst ¥ 43 & T T AHE3676 Fa m
1497 2016-08-23 189:39:31.9151. Apple 9e:da:57 Broadcast 892.11 105 Data, SN=3677, FN=8, Flags=.pm...F.C
1498 2816-08-23 19:39:31.9155. Apple_Se:da:57 Broadcast 892,11 105 Data, SN=3678, FN=8, Flags=.pm,..F.C
1499 2016-08-23 19:39:31.9156. Apple_Se:da:57 Broadcast 802 .11 185 Data, SN=3867S5, FN=9, Flags=.pm...F.C
1560 2016-08-23 19:39:31.9157_. Apple Se:4a:57 Broadcast 802.11 16% Data, SN=3688, FN=8, Flags=.pm...F.C
1561 2016-68-23 19:39:31.9162. Apple_8e:d4a:57 Broadcast 802.11 Ic Data, SN=3681, FN=8, Flags=.pm...F.C
1502 2016-08-23 19:39:31.9163. Apple 9e:4a:57 Broadcast 862.11 105 Data, SN=3682, FN=B, Flags=.pm...F.C

» Frame 1496: 105 bytes on wire {840 bits), 105 bytes captured (840 bits)
» Radiotap Header v@, Length 25
» 862,11 radic information

» 1EEE 802.11 Data, Flags: .pm...F.C

v Data (44 bytes)
Data: 3387280abanleb365227082b7529arbo80884aeTbOsed2bE . | .
[Length: 44]

If the user is not connected to the AP, then the only sniffing that can be conducted is using RFMON and locking the
radio in the Wi-Fi card to the frequency or channel of the targeted BSSID and SSID. However, without the Pre-
Shared Key (PSK), any encrypted data frames will not be readable.

This screenshot shows that Wireshark reflects data frames (created by ARP scanning the wireless subnet) as
arbitrary “Data” because the content is not accessible without the encryption key material. Although the attacker
can sniff this data, no further decoding is possible without the PSK. The only information that can be used would be
the Layer 2 addresses, timing, and volume of the traffic. In this case, the ARP scan activity stands out because of its
size.

However, if the attacker retains this pcap file and later obtains the wireless network’s authentication material (PSK,
WEP key, or PairWise Master Key (PMK)!!l for the session), they will be able to decrypt the traffic. The encryption
material could be gained through brute-forcing, social engineering, or other means.

References:

[1] The PMK is what is generated during the 4-way handshake between an AP and a station. From the PMK, the
session keys are derived. Therefore, knowledge of the PMK (by knowing the PSK and seeing the 4-way handshake)
will render that session's encryption compromised.
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RFMON Sniffing - No WPA/WEP

[F Radictap Weader vO, Tength 25

Hegder reviston: 0

Header pad. 0

Header Tungth: 29

Fresent flsgs

NAC timestasp: 27750717

Flags: oxi¢

Data Rate: 1.0 Wy/s

Channel frequency: 2437 (86 &)

Channel type: 802.775 (Ox0480)

S5l Signal: 64 die

551 Molse: -95 dBe

Antenna: 9

v 1EEE 802.11 Dats, Flags: ......F.C

TypesSubtype: Data (CR0020)

Froame Comtrol Field: oxoBo2

000 0000 0000 00RO = Duration: 0 microseconds
Recelver address: Broadcast (FRFI TE PP FE 91
Dustination addcess: Brosdcast (Ff:FE PP FE-FFFF)
Transsitter address® Clsco-Li a8 64:a7 (D0:23:60;:a8:64:07)
855 ¢ Cisco-Li_a8:04.47 (D0:23:60.28:64:37)
Source address: Apple _g7:1c:07 (14:110:9F1d7:1¢:07)
Fragment mstwr: 0

Sequence nusber: 30

Frame check seguence: BxS6FF3029 [correct)

cal-Link Contral

v

v

v

-

Mardsare type: Etharoet (1)
Protocol type: 1P {0800
flardeare size: &

Protocel saze: 4

Opcode | request (1)

Senger BAC osodress: Apgle d7:1¢:Q7 (14:00:9F:d7:Yc:07)
Sundder 1P addruss: 192,.168.75.27 (102.188.795.37)

[r Radintap Weader 0, Length 35

Header revision: 0

Meader pad: O

Header lewgth: 25

Present flags

VAC timestanp: 17751405

Flags: Oox12

Data Rata: 54.0 ¥b/s

Chammel frequency: 2437 [86 6)

Chanrel type: B2 11g (Ox0230)

S5 Sigml: 63 dim

551 Noise 5 dbs

Aritenns. 0

I LEEE 80291 Data, Flags: ......F.C
Type/Subtype: Data (0x0G20)

P frame Control Fleld: Ox0802
080 G008 0010 1108 = Duration: 44 sicrosecomds
floceiver address: Apple d7:1c:07 (14:10:91:d7:1c:07)
Pestination address: Apple d7:1c:07 {34:10:91,d7:1c:07)
Tramsmitter address: Cisco-Li_ad:84:a7 (00:23:69:a8:64:a7)
B85S Id: Clsco-Ll aB:04:37 (00:23:65:28:64:27)
Source address: Cisco-Li a8:04:a5 (00:23:69:a8:64:25)
Fragment number: O
Stuence rosber @ 931

b Frame check seguencve: OxbaSfTi0e [correct]

> ~Link Control

v

Hardware type: Ethernet (1)

Protocel type: IF (Ox0800)

Hardeore size: &

Protocol sire: 4

opcode: reply (2)

Sandor WAC address: Clsco-Li _o8:84:25 (00:23:09:38:64:29)
Sender IF address: 16 168.75.0 (192.168.75.1)

Here the sniffing was again with RFMON. However, the network is not encrypted at the 802.11 level (no
WEP/WPA/WPA2).

This provides the same endpoint, timing, and volumetric analysis, as well as content examination. Wireshark’s
encapsulation view model will provide visibility to both the framing and the content, with various field names at

Layer 2 and up available for use.
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No. Time Source Destination Protocol Length info

1495 2016-08-23 19: 39:31. 9149.. Apple_9e:da:57 Broadcast 802.11 185 Data, SN=3675, FN=0, Flags=.pm...F.C

36 2016-08-23 31.9150.. Apple Se:4a:57 Broadeast 802 .13 1895 Pata, SN=3676, FN=8, Flags=.pm.. . F.C
1497 2016-68-23 Hm 39:31.9151.. Apple_9e:4a:57 Broadcast 802.11 185 Data, SN=3677, FN=0, Flags=.pm...F.C
1498 2016-08-23 19:39:31.9155.. Apple_9e:4a:57 Broadcast 802.11 105 Data, SN=3678, FN=0, Flags=.pm...F.C
1499 2016-08-23 19:39:31.9156.. Apple_9e:4a:57 Broadcast 802.11 165 Data, SN=3679, FN=0, Flags=.pm...F.C
1560 2016-08-23 19:39:31.9157.. Apple 9e:4a:57 Broadcast 802.11 165 Data, SN=3680, FN=0, Flags=.pm...F.C
1501 2016-08-23 19:39:31.9162.. Apple_8e:4a:57 Broadcast 802.11 p&ﬂ Data, SN=3681, FN=0, Flags=.pm...F.C
1502 2016-08-23 19:39:31.9163.. Apple 9e:4a:57 Broadcast 802.11 105 Data, SN=3682, FN=0, Flags=.pm...F.C

» Frame 1496: 185 bytes on wire (848 bits), 105 bytes captured (840 bits)
» Radiotap Header v@, Length 25
» 802.11 radio information
» IEEE 802.11 Data, Flags: .pm...F.C
v Data (44 bytes)
Data: 3387280abaaleb36522f082b7529afb980884aefb64ed2bs. . .
[Length: 44]

e Radiotep Header vo, Length 25 r Radiotap Header v0, Length 25
xmnnnx revision: 0 Header revision: 0
Header pad: O Header pad: 0
Header length: 25 Header length: 25
P Present flags b Present flags
WAC timestamp: 27750717 MAC timestamp: 27751405
b Flags: Ox10 » Flags: Ox12
Data Rate: 1.0 Mb/s Data Rate: 54.0 Mb/s
Channel frequency: 2437 [B6 6} Channel frequency: 2437 [BG §]
b Channel type: 802.11g (0x0480) » Channel type: 802.11g (0x0480)
SSI Signal: -64 dBm SS1 Signal: -63 dBm
SSI Noise: -95 dB8m SSI Noise: -95 dBm

____Antenna: 0 Antenna: 0
v IEEE 802.11 Data, Flags: ...... Eomahal net b : ¢ IEEE 802.11 Data, Flags: ......F.C
Type/Subtype: Data (0x002G) Type/Subtype: Data (0x0020)

i

» Frame Control Field: 0x0802 P Frame Control Field: 0x0802
.0DO 0000 0000 0000 = Duration: 0 wicroseconds L0008 0000 0010 1100 = Duration: 44 microseconds
Receiver address: Broadcast (ff:ff:ff.ff.ff:ff) Receiver address: Apple_d7:1c:07 (14:10:9f:d7:1¢:67)
Destination address: Broadcast (ff:ff:ff:ff:ff:ff) Destination address: Apple_d7:1c:07 (14:10:9f:d7:1¢:07)
Transmitter address: Cisco-lLi_38:64:a7 (00:23:69:38:64:37) Transmitter address: Cisco-Li_aB:64:a7 (00:23:69:a38:64:a7)
B5S Id: Cisco-Li_a8:64:a7 (00:23:69:a8:64:a7) BSS Id: Cisco-Li_aB:64:a7 (00:23:69:28:64:a7)
Source address: Apple d7:1c:07 (14:10:9f:d7:1¢:07) Source address: Cisco-li_a8:64:a5 (00:23:69:a8:64:a5)
Fragment numbar: © Fragment number: 0
Sequence number: 930 Sequence number: 931

P Frame check man:»:nu 0x56ff4649 mnOﬂwnﬂn_ P Frame check sequence: oxvhu*QNQm feorrect]}

b 55&.&

p P.,.nihnrw:w nuannbﬁ

xmqainwm n<um“ ma:wwzoa (G 5]

xmnniunm n<vm“ Ethernet (1)

Protocol type: IP (Ox0OB0G) Protocol type: IP (0x0800)

Hardware size: 6 Hardware size: 6

Protocol size: 4 Protocol size: 4

Opcode: request (1} Opcode: reply (2)

Sender MAC address: Apple_d7:1c:07 (14:10:9f:d7:1c:07) Sender MAC address: Cisco-Li _aB:64:a35 (00:23:69:a8:64:35)

Sender IP address: 192,168.75,27 (192.168.75.27) Sender 1P address: 192.168.75.1 (192.168.75.1)
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Key Difficulties in Wi-Fi Attacks

« Difficult to detect at low volume

« Difficult to validate

* Used to manipulate APs and clients

» Used to exploit weaknessesin 802.11 standard

#1 Attack N Spoofed
IMEL Syl Packets

One significant problem with wireless networks is the fact that anyone can generate packets and place them in the
medium. Additionally, an attacker doesn’t need to be in the building/campus or on the organization's property—
they can attack from the coffee shop across the street.

Therefore, data can easily be injected to manipulate both access points and client stations to behave in ways that
benefit attackers by causing them to send sensitive/useful data back into the wireless environment, or by exploiting
any weaknesses in the 802.11 standards themselves. This is compounded by the fact that 802.11 management
frames are necessarily unencrypted, making it quite trivial for someone intent on causing harm to forge these
packets.

With only basic wireless equipment, the analyst will struggle to identify injected packets and frames. Identification
is possible, but without tools like Wireless IDS (WIDS), the manual checking for injected data does not scale much
past the classroom.
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The Main Attacks

« WPA/WPA?2 — Offline: PSK dictionary attack
Online: Forged de-authentication,

KRACK forced key reuse
* Note: “WPA2” formally known as “RSN”

* DoS — Online: RF or protocol attacks
* EvilTwin - Online: Spoofed access point

We’ll briefly consider some of the types of attacks against networks protected by typical measures. In any case,
consider that these attacks can be either online or offline. An “online” attack is one in which the attacker interacts
with the environment, whereas an “offline” attack requires only RFMON collection.

* Wireless Protected Access (WPA/WPA2)
*  Online attack: Brute-forcing Pre-Shared Key
» Offline attack: Force stations to leave the network, divulging authentication data upon
automatic/immediate re-association, KRACK forced key reusel!]
* Denial of Service (DoS)
* Online attack: Can use inherent nature of RF to kill signal-to-noise ratio or attack protocol weaknesses
* Evil Twin
* Rogue AP advertises known or expected SSIDs, exploiting stations’ typical “automatic association to
known SSID” behavior

One note to keep in mind while examining encrypted wireless traffic is that the standard commonly known as
“WPA?2” is actually the “Robust Security Network™ or “RSN” standard. Wireshark uses the RSN designation in its
parsing functions.

Resources:
[I]http://for572.com/xjt2n
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WPA2 Pre-Shared Key (PSK) Attacks

WPA2 superseded WPA in 2006

Main attacks focus on pre-shared keys

 Requires capture of 4-way handshake during association
* Session keys derived from: SSID, Station/AP MAC
addresses, Station/AP nonce, and pre-shared key

Offline: Brute-force captured 4-way handshake(s)
« Detection: Physical detection of traffic capture

Online: Spoof de-auth to cause more handshakes
Online: Force key reuse through replayed nonces

The WPA?2 cryptographic implementation is currently deemed mathematically secure, so attackers have focused on
the values used to generate per-client session keys. These keys are part of the Pairwise Master Key (PMK) that is
derived from various values that are transmitted in the clear.

This attack requires the interception of the following values:
* Network SSID
*  MAC address of the station
*  MAC address of the access point
* A NONCE transmitted by the station during the association process
* A NONCE transmitted by the access point during the association process

These are all transmitted when every client connects to the wireless network through what is called a 4-way
handshake. The attacker lacks only the PSK (the encryption password) that is chosen by the admin establishing the
network—the other five values are passed across the connection in the clear in management frames. The Aircrack
Wiki has a detailed discussion of the entire authentication process including packet captures for successful and
failed attempts.[!]

A completely passive attack (as accomplished by Josh Wright's coWPAtty tool!]), requires a capture containing a
4-way handshake and a dictionary of words that might be the password.

However, an impatient attacker, or one attacking a relatively quiet environment, may not have time to wait for a
“natural” 4-way handshake to occur. Instead, they could simply craft a packet that appears to come from the access
point that directs a client station to de-associate itself from the network. The wireless driver on the client will seek
to re-establish the connection as soon as possible for usability purposes. This reassociation process requires a new
4-way handshake—of course, the attacker will be listening for this exchange, capturing it for offline brute-forcing.
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A more recent (and, arguably severe) attack against WPA2 implementations was publicized as the KRACK
vulnerability in late 201751, This affected all wireless access points and clients at the time, and worked by forcing a
re-authorization event to result in the same session key by reusing the nonce values from a prior session key
negotiation. This is also an online attack, requiring the attacker to interact with the hardware from a place in the
“nearby” physical environment.

Detecting a passive /WPA2 attack can be quite difficult—as with any passive attack. This would require spotting
the attacker while collecting the traffic, or the so-called “shady character with a big antenna parked in the parking
lot” method. Obviously, this is not ideal, but it is a harsh reality in the realm of wireless investigations.

An online attack may be more easily detected with the use of a Wireless IDS (WIDS). These platforms can spot
potentially spoofed traffic by keeping a baseline of typical behavior in the environment, and then alerting when
traffic deviates from those baselines. In this case, knowing the normal rate of “deauthentication” packets would be a
useful metric to track.

References:

[1]http://for572.com/ivuijc
[2] http://for572.com/dr0b3
[3] http://for572.com/xjt2n
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DoS Attack:RF Overload

« With a shared broadcast medium, DoS is easy

* RF spectrum can be polluted
with a simple jammer A —

« Unintentional DoS-by-overload

Before looking at the 802.11 protocol, the fact that the RF medium is also vulnerable to DoS attacks should also be
considered. The items to the left on the slide are several examples of homebuilt RF jammers. (The How-To
documents for these devices are often removed from the Internet because there is arguably no legal reason to use
such items.)

By overloading the RF environment on a set frequency (say 2.4Ghz to 2.4835Ghz), all 802.11 traffic would
effectively be blocked. NOTE: Transmitting on a licensed frequency is illegal unless you own the license and
conducting jamming activities is also quite likely illegal. SANS does not recommend, advise, or condone RF
jamming or illegal transmission on licensed, or unlicensed frequencies. The device shown is absolutely illegal in
most countries.

However, an RF DoS does not have to be intentional. The screenshot to the right of the slide was taken during a
security audit of a video game authoring studio. The staff complained that it struggled to get traditional laptop
wireless working in its building. Upon checking, it was discovered that the 300+ Microsoft Xbox consoles and
250+ Sony PlayStation consoles were generating sufficient 2.4Ghz RF to overload all 802.11 traffic operating in the
same range.
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DoS Attack:802.11 Management and Control Frames

» Spoofed deauthentication attack: Everybody off!
* Uses forged management frames
* Sends clients into de-auth/re-auth loop
* Sent to client station: Forge AP-to-client de-auth
* Sent to AP: Force AP-to-broadcast de-auth

« RTS/CTS control frame attack
« If everyone is waiting for forged CTS
to expire, no one can transmit

Deauthentication Attacks!'!

A deauthentication attack is conducted by an attacker spoofing deauthentication packets to control the behavior of
the stations within their broadcast range. These use management frames, meaning they are unencrypted and
unauthenticated. The attacker can target a single client station or the entire BSS of an access point. To target a
single host, the spoofed packet is created with the BSSID as the source and the target as the destination. The
wireless driver on the victim’s system will interpret this packet directly, and dutifully remove itself from the
network. Of course, the system still wants to communicate, so it needs to reassociate to the access point. This
happens quickly, but if the attacker continues to flood the channel, the victim will never remain connected for any
meaningful amount of time. To target the entire BSS, the attacker forges the same packet, but with a destination of
the broadcast address—so all client stations in range will receive and process the deauthentication packet.

Deauthentication attacks can be devastating to the target and are surprisingly simple to implement by the attacker.
Although the 802.11 standard does not provide a means to authenticate these packets, a WIDS would see the
unusual spike in such packets and alert the administrator to the odd behavior.

RTS/CTS Attacks

802.11 uses the airwaves for Layer 1, which are a shared medium much like that of a hub-built wired environment.
However, one critical difference is that each station in the wireless environment may not have full visibility to all
other hosts in the same environment. Therefore, at the 802.11 level, traffic collisions are avoided through the use of
the CSMA/CA feature, as discussed previously.

When a client wishes to send traffic, it first sends a control frame called a “Request to Send” or “RTS”. This
includes a period of time for which the client station wishes to have exclusive access to the channel. When the
client receives a "Clear to Send” (CTS) message, it can transmit for that duration of time. When any other client
station sees a CTS destined for another party, it will go into a wait state and does not transmit. However, if those
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other stations also saw the original RTS, they can delay for the specified interval. If the original RTS was not seen,
the other clients assume the original sender was of RF range and use an internally calculated random delay instead.
This is absolutely necessary because client stations are frequently out of range without client stations in the same
BSS, but it also opens client stations to a denial of service.

If an attacker forges CTS packets and sends them into the wireless environment, all clients who see the forged
packets will assume they were not in range of the original RTS—an RTS that never existed in the first place. But
the unknowing clients will enter the wait state until the CTS expires before attempting to communicate with a new
RTS of their own. However, if the attacker floods the environment with these forged CTS packets, no amount of
waiting would lead to the CTS expiring—the attacker would simply command the airwaves indefinitely. This CTS
attack is explained in considerable depth in the paper “Smart Attacks based on Control Packets Vulnerabilities with
IEEE 802.11 MAC.”P!

References:
[11http://for572.com/2gnwz
[2] http://for572.com/eyd6p
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Spotting 802.11 DoS Attacks

» Users report poor performance
 No one can connect/send data
* Unusually low throughput

* Technological countermeasures
* Frequent channel changes

* Wireless IDS identifies anomalous traffic patterns
» Alerts often include access point(s) where problem exists
» WIDS generally requires RFMON = legal involvement

A DoS attack is usually easy to spot when it’s successful. Generally, nobody has access to the network and user
complaints are not too far behind. This often leads to a geographic area that is affected more than others, helping to
localize the investigation.

However, most wireless platforms are built to mitigate such attacks by automatically changing channels when the
selected one loses its quality or reliability. This change in channel is often logged, so if there is a rapid spike in
channel changes or if it happens more frequently than expected, it may signify that the architecture is under attack
but handling the situation so far. A proactive monitoring team should see these log entries and consider the
possibility of a DoS attack.

From a protocol perspective, a quality WIDS platform will detect malformed traffic or a high volume of atypical
traffic. This would likely include the access point(s) that are affected by the anomalies, which would also be a
helpful detail for investigators because it would geolocate their response actions.
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Evil Twin Attack

« Attacker hosts an access point with expected SSID

« Client stations attach to SSID regardless of BSSID
« Highest priority on list at
highest power usually wins (s —
* Look for unexpected == ‘ J ,
BSSIDs on known SSID

 Also look for unusual
spike in SSID count

In an Evil Twin attack, the victim is tricked into connecting to an SSID he believes to be safe and trusted. However,
the victim does not realize that the BSSID providing the familiar network name is under the control of an attacker.

The attacker has used the expected SSID (and likely cloned any captive portal in use). To maximize the likelihood
that a victim client station will associate to the Evil Twin and not the real BSSID, the attacker uses a card with a
very strong signal. The attack can be conducted in or close to the organization's offices if powerful wireless cards
and amplifying antennae are used. (For example, the Alfa adapter discussed earlier can be obtained in 2000mW
versions, whereas a typical AP provides only 600-800mW. The legality of these amplified APs is dubious and
varies greatly by country—you have been warned!)

When the victim connects to the attacker’s Evil Twin BSSID, he uses the connection as normal—even providing
credentials if requested. With those credentials, the attacker will be able to impersonate the user, intercept and
manipulate traffic, and more. At this point, the attacker simply becomes the victim’s upstream infrastructure.

Preventing Evil Twin access points is close to impossible because anyone can set up a device that acts like an
access point, and the management frames are unencrypted and unauthenticated. Instead, incident responders should
seek to keep a reliable inventory of trusted BSSIDs that provide service on SSIDs for which the organization is
responsible. Whenever a new BSSID advertises that network, there is a chance a rogue access point has been
activated. Another good metric to keep updated is the list of SSIDs typical for a given location. If a large number of
new network names suddenly appears, this may be a special category of super-efficient Evil Twin attack, where a
device dynamically impersonates dozens of SSIDs on demand.
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Evil Twin: Social Engineer Toolkit, Pineapple

* Social-Engineer Toolkit « Wi-Fi Pineapple Router
» Automates Evil Twin » Spoofs SSIDs at scale

* Full-suite Wi-Fi audlt/

attack platform

R
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11} Thirg Party Modiiies

3 w; Manez«mm-m-&

| |

The Social-Engineer Toolkit !l is a software tool that allows a malicious user or attacker to quickly set up a soft
access point—a turnkey Evil Twin if using an existing SSID. Any victim systems that attach to the SET-based
access point instead of the real infrastructure would then be subject to any traffic blocking, manipulation, or
interception that the attacker wants to perform. As a robust toolkit intended for penetration testers, it provides added
functionality such as automated credential theft, browser exploits, and more.

A hardware approach that can perform a similar function at scale is the Wi-Fi Pineapple Router!®! from Hak5.
(Nano and Tetra models, shown above, respectively.) This hardware device listens for Wi-Fi probe requests, and
then dynamically creates wireless networks with matching SSIDs. Victim systems then attach to these “trusted”
network names, allowing the attacker to perform the same Evil Twin functions against a wider base of victims. The
Pineapple builds also provide extensive audit (therefore also attack) features.

Whether an ordinary computer running specialized software or dedicated hardware designed to support penetration
testers, the miniaturization of hardware and growing availability of platforms that can provide a malicious access
point means detecting rogue actors in the wireless environment will become an increasingly challenging aspect for
incident responders for quite a long time.

References:
[1]http://for572.com/n83-4
[2] http://for572.com/sxg5u
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Staged Approach to Wi-Fi Hacking

« Attackers tend to use the following modes:
* Monitor (RFMON) to detect APs and Stations
« Potential injection of packets
« Master mode to pretend to be an AP
« Managed mode when they have stolen credentials
« Consider if wireless is the path or the target
« If just the path, nothing changes to investigate

Although there is no single attack pattern in any environment—wired or wireless—the unique attack surface that a
wireless network provides often means attackers tend to follow a known pattern of behavior.

First, the attacker will use monitor mode to gain intelligence about the victim’s environment—SSIDs, protection
mechanisms, volume of client activity, etc. This is undetectable and may occur over days or weeks, ensuring the
attacker has enough data collected to continue the attack.

If the attacker sees the victim’s wireless network is protected by WPA or WPA2, they can conduct offline attacks
against the data collected previously, or prod network members to reassociate so they divulge the 4-way handshake,
giving the attacker sufficient source material for an offline attack. In either case, the attacker seeks to derive the
PSK used to associate with the network.

Depending on their goals, this may be when the attacker simply uses the PSK to access the victim’s network and

start conducting an attack from the inside. However, if they wish to conduct further reconnaissance or damage to
the victim’s users, they may instead take the Evil Twin route, setting up a rogue access point and intercepting the
traffic of the unwitting users that attach to the Evil Twin instead of the legitimate infrastructure. Of course, at this
point, the attacker has virtually limitless options to wreak havoc at their disposal.

The means to investigate this sequence of events center largely around log data and historic norms of the victim
organization’s traffic patterns. However, this notional sequence of events centers around the idea of a wireless
attack, which should not be confused with an attack that simply uses wireless as its delivery mechanism. In the
latter case, our methods do not significantly change from those used in any other network investigation. It is only
when the attack leverages inherent weaknesses in wireless protocols that our investigative methodologies
significantly change.
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Traffic Filtering and
Manipulation

Network Forensics and

Statistical Analysis s
- Analysis

As with most technical tasks, there are a number of tools that an individual may use to accomplish a specific task.
Each tool provides the user a specific set of capabilities and leaves the user to determine whether it may or may not
be the best tool for the job. Network forensics and analysis are no different. Many of the early open-source tools
were developed to provide solutions to specific problems (such as tcpdump and tcpflow), while more recent
tools take ideas from the early applications and extend them (flowgrep and Wireshark). For our purposes, we will
use the following four broad categories to describe the tools’ functionalities:

 Traffic Filtering and Manipulation These tools provide users the basic ability to slice and
dice network traffic.
* Traffic Searching These tools provide users the ability to quickly search

through traffic based on unique strings or byte
sequences to determine whether the traffic of interest
contains what the user is looking for.

» Statistical Analysis These tools provide users the ability to obtain
information to detect anomalies or provide some ability
to quantify metrics associated with network traffic.

* Network Forensics and Analysis Tools These tools typically provide users the ability to extract
additional information from the application layer of
network protocols to include images, files, and other
items beyond just metadata.
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Traffic Filtering
and Manipulation

Popular Libraries

libpcap/winpcap

« Provides an API for capture and display of
network traffic

libnids

« Performs IP defragmentation, TCP stream
reassembly, and TCP port scan detection

There are several libraries that abstract the lower level mechanics of manipulating raw traffic collected from a
network interface to perform some action. Two of the most popular libraries used for development of applications
include 1ibpcap and 1ibnids.

The libpcap libraries were originally developed by the Network Research Group at Lawrence Berkeley Laboratory
(LBL). In the late 1980s, three researchers from LBL developed the tcpdump application to allow them to capture
and display network traffic from a system connected to the LBL network. The libpcap library came about through
stripping the packet capture code from the tepdump application into a consolidated library and API that could then
be used with other applications. Today, many open-source and commercial applications use the libpcap library as a
foundation to handle the traffic capture and filtering portions of the application.

The popular libnids library was developed in response to a paper published in January 1998 by Thomas H. Ptacek
and Timothy N. Newsham called “Eluding Network Intrusion Detection.”!'l As part of the paper, Ptacek and
Newsham explained a number of ways to bypass network intrusion detection systems (NIDS). 1ibnids was
developed in response to the paper as a way to mitigate ways to bypass NIDS devices, which included
implementing the ability to perform IP defragmentation, TCP stream reassembly, and TCP port scan detection.

Both libpcap and libnids have a number of wrappers for use with various programming languages, including
C/C++, Python, Perl, and Java, and they are available on both UNIX- and Windows-based systems.

References:
[1]http://for572.com/5ufdt
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¥ Traffic Filtering
tcpflow (I) ;s 2 affic Filtering

and Manipulation

* Captures or processes traffic and outputs individual
streams to a given directory

p
5 tcpflow -r ftp-example.pcap

$ 1s
149.020.020.135.00021-192.168.075.029.37028
149.020.020.135.30321"192.158.075»029.49897

...

149.020.020.135.30904-192.168.075. 029.60692

192.168.075.029.37028- 149 020.020.135.00021

ftp-example. pcap '

¢ file 149.020.020.135.30893-192. 168 075.029.38410
149.020.020.135.30893-192.168.075.029.38410: RPM v3.0 bin 1386/x86_64

5 mdS5sum 149.020.020.135.30893-192.168. 075.029.38410
70710806e£778£84a709b1a2318fd14b 149.020.020.135.30893-192.168.075.029,38410
5 rpm -K 149.020.020.135.30893-192.168.075.029.38410
\149.020.020.135.30993-192.168.0754029.38410: rsa shal (md5) pgp md5 OK

Similar to tcpdump, tcpflow is a command-line, libpcap-based application that captures data transmitted across
network interfaces or processes data from network captures. It can filter network traffic using the Berkeley Packet
Filter (BPF) syntax. However, unlike t cpdump, tcpflow is knowledgeable of the sequence numbers associated
with TCP connections, allowing it to perform reconstruction of the data streams and store each flow in its own file
for later analysis. The output files contain the continuous data portion of the source, not new peap files. tcpflow
is commonly used for understanding network packet flows and performing network forensics, for example,
reassembling the contents of HTTP sessions. Using tcpf 1 ow, a user can reconstruct web pages downloaded via
HTTP or even extract malware or files transferred via HTTP or FTP. tcpflow is also commonly used during the
analysis of undocumented network protocols aiding in reverse engineering of the protocols.

The preceding example shows tcpflow processing the ftp-example.pcap file from the /sample pcaps/
directory on your FOR572 USB. The 149.020.020.135.30893-192.168.075.029.38410 stream
corresponds to a particular RPM file, which the subsequent commands validate.

References:
http://for572.com/odbi?
http://for572.com/wujhc
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% Traffic Filtering
tcpflow (2) | i,

and Manipulation

* tcpflow can also perform post-processing
« Facilitates basic object extraction and more

$ cd /cases/for572/lab-2.1/1lab-2.1 m:a widanoal
o tcpflov -e http -r _10 3 59 12‘7.m _ ’loue;[twﬁ"&/llb*-z lltapflan cbjects/

$ tcpﬁlov e mmz -x: ftp—oxmhfpcap
Qate range: 2013-11-37 16:38:148 ~ 20131122 16:39:53

Packets anslyred. 35,006 (35 55 MB)
Transports: (Pvd 100%

I

T

[

Y E—— — TS Y .

1 minure, 30 yaconds (1 seoond mtervais)

| B LR DR TR AN Rt

Additional tcpflow functionality that can be of value to the analyst includes automated post-processing for
certain protocols and visualizations via the “-e” flag,

Using “~e http”, for example, will not only output the reassembled per-flow data segments from the input data,
but will also identify and reconstruct HTTP objects. This allows handling via the filesystem, for example. The slide
above depicts reconstruction from the evidence provided in Lab 2.3.

Visualization with the “~e netwviz” option can also benefit the analyst by providing a quick overview of source
data in a convenient PDF file. The slide above and the enlarged version on the next page shows the output
generated from the “ftp-example.pcap” file on your course USB. The graphical results show port usage over
time, as well as top source and destination IP addresses and ports.

For both use cases, tcpflow provides quick, automated, and scalable parsing of input data that can be integrated
to an overall network forensic workflow.
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Traffic Filtering

and Manipulation

create (and forge) packets
* Build your own sniffer and/or pcap reader
* Custom Pythonic parsing engines
* Intended purpose is to create and inject packets to a
network segment
« “Attack” methods not usually of forensic interest

* Can be used to examine undocumented protocols
» Interact with client/server software in sandbox

The scapy!!l framework is a Python tool commonly used by penetration testers and attackers alike. Although this
is not a primary focus for the forensically focused investigator, it can still be a good tool to understand. If faced
with an undocumented protocol, for example, a researcher could use scapy to build a custom parser for command
and control traffic, use it to extract certain parameters from an HTTP stream, reconstruct files, etc. A reverse
engineer could use it to interface with malware executing in a controlled sandbox environment.

scapy can also be used to sniff live packets from a network interface as well as read packet data from a pcap file.
For example, a DNS sniffer can be created with just a handful of lines of Python code.[2! This type of functionality
can be extended for new and existing protocols and could be a great benefit for tactical network monitoring during
an incident response.

References:
[1]http://for572.com/6bvmx
[2] http://for572.com/ugwon
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TRy

Dshell “ry , Traffic Filtering
2 ., _$ and Manipulation
\’Q‘:'

 Python-based protocol parsing framework
« Open-source project from U.S. Army Research Lab

« TCP stream reassembly (IPv4 and IPv06)
 GeolP integration for geo and ASN queries

* Plugins to extend parsing as needed
« Show relevant data on screen, perform file extraction, etc.

Another promising entrant into the field of traffic parsing utilities is Dshell,!!l a Python-based protocol parsing
framework. It is fully free and open source, and anyone with a working knowledge of Python can write general or
incident-specific parsers and analytic helper modules to aid in their work.

In the examples on the next page, you can see the results of running Dshell against the “ftp-example.pcap”
file on your FOR572 USB drive, including a general NetFlow-like view showing the single command channel
connection and multiple data channels, as well as a full object extractor, reconstructing the files retrieved via the
data channels.

References:
[11http://for572.com/cmdlh
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cd /mnt/hgfs/sample pcaps/

dshell

shell> decode -d netflow ftp-example.pcap

013-11-22 16:38:30.883332 192.168.75.29 —> 149.20.20.135 (== => US) TCP 60090 30351 0 2 0 2896 0.190€s
013-11-22 16:38:33.889745 192,168.75.29 -> 149.20.20.135 (-- -> Us) TCP 49897 30321 0 0 0 0 0.2079s
013-11-22 16:38:38.452075 192.168.75.29 —> 149.20.20.135 (-- -> US) TCP 37110 30487 0 0 0 0 0.1772s
013-11-22 16:38:42.970871 192.168.75.29 -> 149.20.20.135 (-- -> US) TCP 37583 30669 0 0 0 0 0.1780s
013-11-22 16:38:49.561496 192.168.75.29 -> 149.20.20.135 (-- -> US) TCP 49943 30760 0 424 0 612916 2.2349s
013-11-22 16:39:00.453416 192.168.75.29 -> 149.20.20.135 (-- -> US) TCP 38410 30893 0 705 0 1019540 1.8620s
013~-11-22 16:39:11.299795 192.168.75.29 —> 149.20.20.135 (-- -> US) TCP 60692 30904 0 654 0 945952 1.9983s
013-11-22 16:39:18.431439 192.168.75.29 —> 149.20.20.135 (-- ->US) TCP 60621 30444 0 1912 0 2767424 3.3674s
013-11-22 16:39:37.628648 192.168.75.29 -> 149.20.20.135 (-- =-> US) TCP 51851 30472 0 19260 0 27888036 12.5452s
013-11-22 16:38:14.266541 192.168.75.29 -> 149.20.20.135 (-- -> US) TCP 37028 21 28 43 359 3660 99.3606s
shell> decode -d ftp --ftp dump ftp-example.pcap

ARNING: ftp:Using output directory: /home/sansforensics/ftpout

tp 2013-11-22 16:38:14 192.168.75.29:37028 -> 149.20.20.135:21 ** User: ftp, Pass: for572@lewestech.com, RETR File: centos/LIST
2896 bytes written to RETR centos LIST) **

-p 2013-11-22 16:38:14 192.168.75.29:37028 -> 149.20.20.135:21 ** User: ftp, Pass: for572@lewestech.com, RETR File: centos/6.4/LIST
3

Cp 2013-11-22 16:38:14 192.168.75.29:37028 —> 149.20.20.135:21 ** User: ftp, Pass: for572@lewestech.com, RETR File:
2ntos/6.4/0s8/LIST **

'p 2013-11-22 16:38:14 192.16B.75.29:37028 -> 149.20.20.135:21 ** User: ftp, Pass: for572@lewestech.com, RETR File:
2ntos/6.4/0s/x86 64/LIST **

p 2013-11-22 16:38:14 192.168.75.29:37028 -> 149.20.20.135:21 ** User: ftp, Pass: for572@lewestech.com, RETR File:
>ntos/6.4/0s/x86_64/Packages/LIST (611468 bytes written to RETR centos_6.4_os_x86_64_Packages LIST) **

p 2013-11-22 16:38:14 192.168.75.29:37028 -> 149.20.20.135:21 ** User: ftp, Pass: for572@lewestech.com, RETR File:

ntos/6.4/0s/x86_64/Packages/yum-3.2.29-40.el6.centos.noarch.rpm (1019540 bytes written to RETR centos 6.4 os x86
).el6.centos.noarch.rpm) **

-p 2013-11-22 16:38:14 192.168.75.29:37028 -> 149.20.20.135:21 ** User: ftp, Pass: for572@lewestech.com, RETR File:
eritos/6.4/0s/x86_64/Packages/xchat-2.8.8-1.e16.x86_64.rpm (945952 bytes written to RETR_centos_6.4_os x86_64_Packages_xchat-2.8.8-
.e16.x86_64.rpm) **

“p 2013-11-22 16:38:14 192.168.75.29:37028 -> 149.20.20.135:21 ** User: ftp, Pass: for572@lewestech.com, RETR File:
ntos/6.4/0s/x86_64/Packages/zenity-2.28.0-1.e16.x86_64.rpm (2767424 bytes written to RETR centos 6.4 os_x86_ 64 Packages zenity-2.28.0-
,el6.x86 64.rpm) **

‘p 2013-11-22 16:38:14 192.168.75.29:37028 -> 149.20.20.135:21 ** User: ftp, Pass: for572@lewestech.com, RETR File:
ntos/6.4/0s/x86_64/Packages/scenery-backgrounds-6.0.0-1.el6.nocarch.rpm (27888036 bytes written to

iTR_centos_6.4_os _x86_64_Packages_scenery-backgrounds-6.0.0-1.el6.noarch.rpm) **

64 Packages_yum-3.2.29-

/It.me/learningnets
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edltcap ;‘. $ and Manipulation
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* editcap extracts time frames from pcap files

* Also, deduplicates packets, changes file formats, snapshot
length, encapsulation types, and much more

(5 cd /mnt/hgfs/sample pcaps/

$ capinfos -a -e nitroba.pcap

File name: ~ nitroba.pcap

First packet time:  2008-07-22 01:51:07.095278

Last packet time: 2008-07-22 06:13:47.046029

$ editcap nitroba.pcap /tmp/nitroba 0200-0300.pcap -A '2008-07-22 02:00:00' o
~B '2008-07-22 03:00:00'

5 capinfos -a -e /tmp/nitroba 0200-0300.pcap

File name: ~ /tmp/nitroba 0200-0300.pcap
First packet time:  2008-07-22 02:00:11.188491 o
| Last packet time: 2008-07-22 02:30:21.930788 - |

editcap is distributed as part of the Wireshark suite of utilities. It is a command-line, libpcap-based application
that extracts portions of pcap files based on the user’s date and time specifications. The editcap utility also
performs a wide variety of pcap file manipulation options, which can help to derive pcap files for use in other pcap-
aware utilities. For example, it can deduplicate packets in a merged capture file per a variety to characteristics,
convert pcapng-formatted files to legacy pcap format, truncate packets per a specified snapshot length, and much

more.

References:
http://for572.com/9zj-1
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» Search traffic for strings or regular expressions
 Can write matching packets to disk

» Suitable for plaintext protocols (HTTP, SMTP, FTP)
» Works only within individual packets

Traffic

Searching

s

match: RETR

T 192.168.75.29:37028 -> 149.20. 20. 135»21 [ayl RETR yum-s 2.29-40.el6.centos.noarch.rpm. .
T 192.168.75.29:37028 -> 149.20.20.135:21 (AP] RETR xchat-2.8. 8-1.e16.x86_64.rpm. .

| 1-el6.noarch.rpm..

5 ngrep -q -I ftp-example.pcap 'RETR'
input: ftp-example .pcap e i

T 192.168.75.29:37028 —> 149.20'20 135:21 [AP)
T 192.168.75.29:37028 - .20.20.135; A

RETR zenity-2.28.0-1.e16.x86 64.rpm..
RETR ﬂcenery*backgmnnds—ﬁ.ﬂ 0-

ngrepl! (or network grep) is a 1ibpcap-based application that allows users to specify extended regular or
hexadecimal expressions to match against data payloads of packets. Similar to most other 1ibpcap-based tools, it
can filter network traffic using the Berkeley Packet Filter (BPF) syntax. ngrep is commonly used to quickly obtain
information from plaintext protocols such as HTTP, SMTP, FTP, etc. Like t cpdump, ngrep can also read from a
live network interface or capture file and can also capture data to a pcap file. However, because ngrep is packet-
based, if the regular expression’s target pattern crosses packet boundaries, ngrep will not match the pattern.

References:
[1]http://for572.com/1jey-
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Traffic

Searching

flowgrep.py

« tcpflow — Traffic capture and collection
* ngrep — Searching
* tcpkill — Killing TCP connections
 Provides minimal functionality needed for an
IDS/IPS device

At its core, f1owgrep is the combination of ideas from several programs, including tcpflow, ngrep, and
tcpkill. Essentially, this makes f1owgrep a very basic intrusion detection/intrusion prevention system using
the libnids library. Because £ 1owgrep uses 1ibnids, it mitigates several shortcomings of previously mentioned
applications. f 1 owgrep can perform IP and UDP defragmentation, reassemble TCP stream, and search for regular
expressions across packet boundaries. Similar to tcpflow, flowgrep can log network streams that match the
specified regular expression to a peap file for later use. £ 1owgrep also provides users the ability to kill network
connections that match the specified regular expression.

References:
http://for572.com/gbhnl
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Statistical

tcpstat/tcpdstat (1) ! 2 i

* Provides 15 different observed and calculated

traffic statistics

* Observed: Source/dest IP addresses and ports

» Calculated: Packet count, average packet size, standard
deviation, bandwidth

 Equivalent of vinstat for network traffic

tcpstat is a libpcap-based application that provides network interface statistics. tcpstat acquires this
information either by monitoring a specific interface or by reading an existing pcap file. It provides more than 15
different traffic statistics, including packet count, average packet size, standard deviation of packet size, and data
rate in bits per second. tcpstat was designed to provide a network-focused cousin to the popular vmstat program

that monitors host-based performance such as CPU, memory, and I/O performance.

A similar program, tcpdstat, was developed by Sony of Japan and also provides several output options
including packet count, average data rate and standard deviation, the pairs of unique source and destination IP
addresses, and information based on a protocol breakdown.

References:

http://for572.com/esydj
http://for572.com/p6zwg
http://for572.com/gqlp
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Statistical

tcpstat/tcpdstat (2)

Analysis

; N P o
—

8 pom—m""
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This graph depicts the output of tepstat data when plotted by gnuplot. Contained within the graph are examples
of network traffic breakdown by protocol. Through the combination of t cpstat with a gnuplot script, an
analyst can produce interesting graphs to help identify spikes in activity that are indicative of potential data theft or

file transfers.

S cd /home/sansforensics/

$ cp -a /mnt/hgfs/sample pcaps/ftp-example.pcap ./

$ tcpstat -r ftp-example.pcap -o "%$R\t%A\n" 1 > arp.data
$ tcpstat -r ftp-example.pcap -o "%$R\t%C\n" 1 > icmp.data
S tcpstat -r ftp-example.pcap -o "$R\t%T\n" 1 > tcp.data
$ tcpstat -r ftp-example.pcap -o "%R\t%U\n" 1 > udp.data

The “~o” option indicates the output format for traffic over a given time interval (in this case, every 60 seconds).
The output is then redirected into a specified data file. gnuplot uses a scripting language to generate the graphs.
The following gnuplot script is on your USB as “/sample pcaps/ftp-example.gnuplot™

set output "proto breakdown over time.png”;

set term png size 1024, 768;

set grid;

set yrange [ -10 : 3000 ];

set title "Protocol Breakdown”;

set xlabel "seconds”;

set ylabel "packets/s”;

plot "arp.data" using 1:($2) lw 3 smooth csplines title "ARP", \
"icmp.data" using 1:($2) lw 3 smooth csplines title "ICMP", \
"tcp.data" using 1:($2) lw 3 smooth csplines title "TCP", \
"udp.data" using 1l:($2) 1lw 3 smooth csplines title "UDP”;

https://t. me/learningnets
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The following commands then generate and view the actual graph image file:

$ ed /home/sansforensics/

$ gnuplot /mnt/hgfs/sample pcaps/ftp-example.gnuplot
$ display proto_breakdown_over_ time.png

https://t. me/learningnets
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twork Forensics

#47 aal b,
ntopng ( I ) iy L ~ ' and Analysis

» Provides network-based stats associated with

observed traffic

« Top talkers (most active IPs, ports, and protocols)
« Traffic amount and byte counts

* Overall throughput

« HTTP web server provides detailed output,

searching, and filtering
* Includes basic intelligence such as IP address geolocation

Similar to the venerable UNIX “top” command, ntopng provides real-time usage information associated with
network usage. ntopng is a libpcap-based application that operates by observing active network interfaces in real-
time to provide statistical information associated with the observed traffic. ntopng provides an interactive mode
where information is displayed to the command-line interface and a web-based mode, which provides the statistical
information via a web browser. It can also receive NetFlow data and perform targeted full-packet capture on a per-
host basis.

However, it does not consume existing data, so it is limited to real-time usage and preincident deployment. In a
tactical collection platform, however, ntopng provides solid performance in a freemium licensing model.

References:
http://for572.com/iysd4
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ntopng (3)
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This screenshot indicates the type of information a user can obtain from ntopng when deep-diving into a specific
host; however, similar information can be obtained from other metadata, such as ports. The upper-left portion of the
screen contains information about what other peers (IPs or hostnames) the given IP address connected to and the
amount of data transferred between the two peers. The upper-right graph contains a breakdown in the protocols
used by the IP address. The bottom chart contains information on the individual flows, including the peer the
original queried IP address connected to, the associated protocol, and the given amount of traffic. The graphic
visualization aids users in making comparisons between different types of traffic, which may help users also find

anomalies.
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tepxtract (1)

Command-line tool to extract files from traffic
Extraction based on file header and footer
information contained in config file

Easily extensible for additional file types
Works across packet boundaries

Unsuitable for application protocols with

per-packet overhead
* SMB, Chunked-Encoded HTTP, etc.

tcpxtract!!lis a command-line, 11ibpcap-based application that extracts files from a live network stream or
peap file based on the “magic” file type headers and footers. If you’re familiar with file carving from static media
using tools like foremosti?lor scalpel, Bl tepxtract does this against network data. It performs TCP
stream reassembly and uses a configuration file to identify headers and footers of various file types. It easily
extracts files such as images and office documents, and it conveniently handles data spread out across packet
boundaries. Upon identifying a file, tcpxtract writes the file to disk. Note, however, that the filenames are not
recovered. Instead, tcpxtract uses the frame number as the name for the carved file with the file extension
defined in the configuration file.

Although tcpxtract is a handy tool to have, it is not aware of higher-layer protocols, such as SMB. Therefore, it
is limited to protocols where file content is passed contiguously in a stream, without any Layer 5-7 headers in each
packet.

References:

[1]http://for572.com/uglok
[2] http://for572.com/5v4a0
[3] http://for572.com/yjeaw
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tepxtract (1)

« Command-line tool to extract files from traffic
Extraction based on file header and footer
information contained in config file

Easily extensible for additional file types
Works across packet boundaries

Unsuitable for application protocols with

per-packet overhead
« SMB, Chunked-Encoded HTTP, etc.

tcpxtract!!is a command-line, 1ibpcap-based application that extracts files from a live network stream or
pecap file based on the “magic” file type headers and footers. If you’re familiar with file carving from static media
using tools like foremostPlor scalpel, Pl tcpxtract does this against network data. It performs TCP
stream reassembly and uses a configuration file to identify headers and footers of various file types. It easily
extracts files such as images and office documents, and it conveniently handles data spread out across packet
boundaries. Upon identifying a file, tcpxtract writes the file to disk. Note, however, that the filenames are not
recovered. Instead, tcpxtract uses the frame number as the name for the carved file with the file extension
defined in the configuration file.

Although tcpxtract is a handy tool to have, it is not aware of higher-layer protocols, such as SMB. Therefore, it
is limited to protocols where file content is passed contiguously in a stream, without any Layer 57 headers in each
packet.

References:

[1]http://for572.com/uglok
[2] http://for572.com/5v4al
[3] http://for572.com/yjeaw
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Network Forensics
tcpxtract (2) {Pf; and Analysis
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cd /mnt/hgfs/sample pcaps/
cat rpm-tcpxtract.conf
REPM files

http: //www.rpm.org/max-rpn/sl-rpm-file-format-rpm-file-format.html
G xed cee\Raln) ¢

B = e U U

FRiRIRENIS

5 tcpxtract -c rpm-tcpxtract.conf -f ftp-example.pcap -o /tmp/

Found file of type "rpm" in session [149.20.20.135:44408 -> 192.168.75.29:2710], exporting
to /tmp/00000000.rpm

Found file of type "rpm" in session [149.20.20.135:47224 -> 192.168,75.29:5357], exporting
to /tmp/00000001.rpm

Found file of type "rpm” in session [149.20.20.135:60534 -> 192.168.75.29:52716],
exporting to. /tmp/00000002.rpm

Found file of type "rpm" in session [149.20.20.135:2167 -> 192.168.75.29:35786], exporting
to /tmp/00000003.rpm

5 file /tmp/0000000*.rpm

/tmp/00000000.rpm: RPM v3.0 bin i386/x86 64

/tmp/00000001.rpm: RPM v3.0 bin i386/x86 64

/tmp/00000002.rpm: RPM v3.0 bin i386/x86 64
\/tmp/OOOOOOOB.rpm: RPM v3.0 bin i386/x86 64

ne/learpningnets ., . .
e/ tamg 1




&

DIGITAL FORENSICS B INCIDENT RESPONSE |

Lab 4.2

Using Command-Line Tools for Analysis
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Lab 4.2 Objectives: Using Command-Line Tools for Analysis :PE

s ? P

* Become familiar with command-line tools to
perform common network forensic tasks

» Reconstruct transferred files at the command line

* Identify FTP transfers using ngrep

« Recover files using both tcpflow and tcpxtract
based on network and file metadata and file content
signatures
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%
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Lab 4.2 Takeaways: Using Command-Line Tools for Analysis zP 2

oﬂ$
o

» Graphical tools often make analysis easier; they are

sometimes infeasible

* Not often suitable for remote analysis

* Don’t lend themselves to repeatable, scalable analysis
. » Command-line tools tend to be built for a single

purpose and are not all-in-one solutions

+ Analysts must often identify the best tool for each job

« Combining such single-purpose tools can provide a very
robust and efficient toolchain for the broader task

» Scripting with these tools creates repeatable processes
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Full-Packet Hunting with Moloch
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Moloch at a Glance

» Network forensics and analysis tool
* Full-packet capture
* Protocol parsing/indexing
* pcap reduction/retrieval

« Started at AOL, open-sourced
* Supports network forensic and
continuous monitoring objectives

Y vroYYy

As you’ve seen, command-line tools can provide scalability in terms of processing large amounts of data. However,
maintaining the custom scripts, linking tools and processes together, and reviewing the data can all be a bit
cumbersome. If we want an easier way to search and review data, a tool like Wireshark may quickly come to mind,
but it has scaling problems of its own, especially based on the volume of data being processed. We have discussed a
number of commercial solutions that can perform full content capture and indexing of network traffic, but these are
often quite expensive. Fortunately, there is an excellent, scalable, free, open-source tool that rivals some
commercial platforms in terms of features and usability.

Moloch is a large-scale packet-capturing, indexing, and database system that provides a simple web interface for
browsing, searching, and exporting pcap files. Originally started by employees at AOL, Moloch works alongside
other analytic processes to store and index all the network traffic in a standard pcap format while providing fast
access and search capabilities. It works in standalone mode (as you will use during the corresponding lab) or in a
fleet model with numerous systems operating together within a single architecture.

References:
http://for572.com/fteal
http://for572.com/8j15n
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Moloch Platform Components

» Capture
« Captures and parses live or existing network traffic
* Creates Session Profile Information (SPI data)
« Elasticsearch
« Stores, indexes, and searches SPI data generated by the
capture component
* Viewer
« Web-based GUI interface that provides browsing and
querying against indexed data and pcap file retrieval

Moloch consists of three main components, which work in concert with each other to provide the overall Moloch
feature set.

The capture mechanism can passively listen on a network interface or read existing packet capture data. It parses
the traffic, tracks Session Profile Information (SPI data), and writes the raw packets to disk for later use and
extraction.

Moloch uses the Elasticsearch search and analytic engine to store SPI data records and expose them to the user
through the viewer component. Because Elasticsearch is such a widely used and well-documented part of the
overall platform, its use also allows third-party access and integration to the broader scope of Elasticsearch analytic
capabilities.

The viewer component is Moloch’s integrated web-based GUI that provides user-level query capabilities, session-
level pcap data reduction and extraction, as well as an API that allows for programmatic and repeatable access to
the underlying data stored in Elasticsearch.

https://t. me/learningnets
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Moloch Components and Architecture

Architecturally, each component of Moloch can scale independently from the others. For smaller-scale live
deployments and small-to-moderately sized pcap data loads, all components can run simultaneously on a single
system. This is the model used in the FOR572 Moloch VM that you will use in the lab.

Again, for larger-scale use cases, Moloch can operate under a “fleet” model, with multiple capture platforms
deployed throughout the environment, each storing full content and indexing network traffic under its own purview.

The resulting SPI data from the fleet of capture platforms would then be fed back to the Elasticsearch node or
cluster for unified storage. This cluster could range from a single system to hundreds in a cluster if needed, given
the horizontal scaling inherent in Elasticsearch. Since the storage backend instances can be different, Moloch’s
model allows for separate management of full-packet storage and SPI data — including different storage volumes,
media types, data retention policies, and access controls.

Because the Moloch viewer process interacts directly with the Elasticsearch, the user can query all available SPI
data from the entire capture platform fleet in one interface. This allows for more comprehensive and streamlined
analysis, to include pcap session extraction for deeper examination with additional tools beyond Moloch itself.

References:
http://for572.com/8xc62
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Moloch: Filtering

« Implements a simple query language similar to
Wireshark to build complex expressions

« Search capabilities depend on field types
* Search operators: &¢&, | |,==, !=, EXISTS!, ()

String fields: Tokens, lists, wildcards, regular expressions

IP fields: Dotted quads, partial IPs, CIDR blocks, lists
Numeric fields: ==, ! =, >, <, lists
Date fields: Absolute and relative timestamps, lists

Users can query the indexed SPI data using the Moloch viewer. Similar to Wireshark, Moloch has implemented a
simple query language for building expressions. It supports logical combinations of individual queries using the
“&&” and “| | ” operators for AND and OR, respectively. Equality is tested with the “=="" operator and inequality
with “!=". A unique case using the special pseudo-value of “EXISTS !™ (including the exclamation point) allows
the user to query records where a specific field has been identified and indexed. (For example,
“cert.issuer.cn == EXISTS!™.)All of these can be grouped with parentheses to enforce order of
operation.

There are several other query types available, depending on the type of data in a given field.

String Fields
String fields can be searched in several ways, and may be converted to lowercase in the index for some protocols.

* Tokens: It is important to recognize that Moloch often “tokenizes” strings during the indexing process. This
means they are broken up based on separators in the source. Characters such as “-”, “/”, “.” and others
are separators, meaning the source string “www . sans . org” will match a query of “www”, “sans™, or
“org™, as well as the original string.

« Lists: This is a shorthand method for doing multiple OR queries within the same field. For example, the
query string “http.uri == [www, moloch]”isequivalentto “http.uri == www ||
http.uri == moloch”.

*  Wildcards: A “*” character within a query expression will match any number of arbitrary characters and a
“2" character will match any arbitrary single character. For example, the query string “http.uri ==
"www.sans.*"” will match records with the values “www.sans.org” and “www. sans.edu”,
whereas “http.uri == "www.sans.?"” will match records with the values “www.sans.a” and
“www.sans. 9" but not “www.sans.org”.

* Regular expressions: Regex queries can be run against text strings and must be enclosed with forward
slashes (such as “/mx [1-4]\ .example\ . com/"). Note that Moloch uses the underlying Elasticsearch
regex engine, which is not as fully-featured as the PCRE engine.

https://t.me/learningnets
© 2019 Lewes Technology Consulting, LLC and Mat Oldham 117



IP Address Fields

Queries against IP address fields can be performed using a full or partial [P address or CIDR block notation. For
fields that include ports, you can use both “1.2.3.4:80"and “10.3.58/24: 53” formats. Similar to strings,
lists are also accepted in IP address fields.

Numeric Fields
In addition to the standard “=="and *! =" operations, Moloch also allows simple range comparisons using the “>”
“<*, “>=", and “<=" operators. Lists are also supported.

Date Fields
Dates can be queried with simple equality and inequality and range operators, as well as Splunk-like relative
timestamps. ]

References:
[1]http://for572.com/xo0gaz
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Moloch: Filtering Examples

» DNS sessions with hostnames containing “
host.dns == *google*

« HTTP POST sessions with Home Depot hosts

http.method == POST && host.http == *homedepot.com
* TLS sessions that don’t support Diffie-Hellman
tls.cipher == EXISTS! && tls.cipher !'= *DHE*

* Predictive field names while
typing in search field

Q host

host - All Host fields
host.dns - Host

Moloch’s filtering syntax provides a rich and detailed means of querying the indexed SPI data contained in the
Elasticsearch database. Although this is unfortunately not compatible with the syntax from other familiar tools such
as Wireshark or the libpcap BPF, it is generally regarded as intuitive enough for most analysts to effectively use.

The examples above provide a very high-level idea of the types of search that can be performed. One very useful
feature within the Moloch interface is that field names are predictively displayed while typing in the search bar. As
shown in the screenshot, typing “host” will result in a dynamic dropdown list of fields that contain this string. This
kind of feature can make learning new syntaxes much easier than studying reference material.

i :
Q | host|

i
i

host - All Host fields )13/06/08 12:15:00
{* host.dns - Host
host.dns - Host ¥ 3 4 5
"~ host.http - Hostname
host.http - Hostname
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Session Viewer (1)
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The Moloch Viewer interface first presents each session in a row, along with a typical graph reflecting sessions,
packets, or bytes over time. The packets and bytes views depict directionality in red and blue colors, consistent with
the client-to-server and server-to-client keys popularized in Wireshark.

Note that each row is a session, as Moloch coalesces the two sides of a conversation to a single record. Since this
means the SPI data for each session is also associated in this manner, we will be able to simultaneously search
based on client-based and/or server-based SPI data, resulting in matches that consist of the bidirectional
conversations as well. This is different from Wireshark, which generally provides per-packet matching, or other
typically unidirectional tools and data sets such as NetFlow.

As would be expected in an interface such as this, the time-based view allows selecting a smaller window of the
displayed data. Each session’s row can be expanded to show the SPI data it contains by clicking the green “+” icon
to the far left of the row.
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Session Viewer (2)
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After “unrolling” one of the sessions, Moloch presents all indexed SPI data as depicted above. Each of these fields
can be clicked, adding to any existing filter statement—a user-friendly way to explore the available SPI data. Some
of the available fields are generic Layer-3 and Layer-4 data. Those higher-layer protocols that Moloch can parse
such as DNS, HTTP, SMB, and TLS provide many additional fields. Keep in mind that the SPI data is generated at
the time the data is loaded, then stored to Elasticsearch. This provides fast and easy searching in the Moloch Viewer
interface because of the Elasticsearch backend. It also allows searching from SPI data even if the source pcap data
is no longer available. SPI data fields displayed can be added and removed from the display by the user as well.

If the source pcap data is available (e.g. has not been expired from the collection, is not protected by filesystem
permissions, etc.), the client and server sides of the conversation will be displayed in Wireshark-consistent colors
and a variety of display options. This expanded session view also allows the user to download a pcap file of just the
displayed session, enabling further processing with any other pcap-capable tools. This is a very efficient way to
perform interactive and visually-based data reduction.
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Session Viewer (3)
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Moloch’s on-platform data transforms can greatly accelerate analysis. For example, the user can select whether or
not to attempt to decompress and/or decode the content directly within the Moloch Viewer interface. The screenshot
on the left reflects the same session as displayed on the previous slide — a gzip-compressed HTTP response. Simply
clicking the “Uncompress™ button will seamlessly show the decoded content right in the browser.

The user can also select whether images and files should be decapsulated and decoded. Clicking the “Show Images
& Files” button causes Moloch to display images inline with other information — such as HTTP headers, as shown
on the first screenshot on the right. [f the file is not an image, a link is provided, allowing the user to download that
reconstructed file. Moloch forces a “. pellet” file extension on all file downloads to prevent accidental
execution or opening malicious content in an application.
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Connection Exploration

s 1 i,

Ot | s s 0

Another very useful feature in the Moloch viewer interface is the “Connections” tab. This tab allows the user to
visualize the values from two series of SPI data fields from any available fields of data. In this manner, the user can
explore centers of gravity between different items within the source data.

In the example above, the Connections tab reflects the association between source [P address and queried DNS
hostname. This creates a clear visual pattern of which hostnames were commonly queried by multiple client IP
addresses. The handful of hostnames associated to multiple IP addresses reflect more widely queried hostnames,
for example.

This view is both analytic and interactive. The user can interact with the visualized connections by hovering the
mouse over an individual node to get more information about it, including link, session, byte, and packet counts for
the node. The user can drag nodes around the canvas to more comprehensively explore the presented data.

The analyst can build on the query string through the “AND” and “OR” Expression options.

Remember, every available field can be used for the data series, so a wide range of useful associations can be
explored, including but not by any means limited to:

* Source IP address and Destination IP address (ip.src, ip.dst)

* Source IP address and HTTP hostname (ip.src, host.http)

* SMB username and SMB filename (smb.user, smb. fn)
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Moloch: Limitations

» Technical
* Capture speed > parsing capabilities
* Protocol support less robust than Wireshark
» Handling corrupt input data not sufficiently resilient
» Platform complexity for large environments
» Capture device tuning needed for higher speed networks
* Database/Elasticsearch tuning and administration
« No commercial support for bugs or performance problems

Although Moloch fills a need between expensive, out-of-the-box commercial solutions and more limited command-
line tools or deep-dive utilities such as Wireshark, it is not without its shortcomings. When collecting live traffic, it
is not difficult to overwhelm the protocol parsers, resulting in lost data unless the architecture is engineered to a
scale that can accommodate high data rates. From the analyst’s perspective, Moloch protocol support is notably
sparser than that of Wireshark or many common commercial platforms. Obscure protocols are not natively
supported, and adding parsing support for them requires development experience.

In terms of operations, the complexity of a Moloch deployment parsing live network data increases significantly in
larger and more diverse environments. Using Moloch in such an organization requires knowledge on how to tune
both the capture application and the underlying Elasticsearch database. There are a number of resources available
online regarding best practices for tuning Elasticsearch and troubleshooting common issues, including a free Slack
team!!! where the developers and a vibrant and experienced community of users often provide unofficial support
that rivals some commercial “support” offerings. However, any such support is not official and not subject to any
SLA. Atthis time, there is no current or projected commercial support available for Moloch. Third-party
consulting services from experienced administrators may be an option for some users, though.

Regardless, the value proposition for this platform is certainly noteworthy, and Moloch is a great addition to any
network forensicator’s toolkit.

References:
[1]http://for572.com/d768b
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Enrichment from Private Data Sources

™ Native Dsi- Packels 11 Byles 5,059  Dstabyles 7.325

Ethornet ~  See Mac 00 2e.40.00,06:05 Dt Mac oo 2e4a.00,:00:07
RN =
« JA3, JA3S, HASSH e e o ————
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» Emerging Threats Pro |[TLS
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* External free

« Elasticsearch
* File contents (CSV, JSON)

There are many data enrichment fields built into Moloch’s core codebase, as well as various additional data sources
that can be enabled, while still maintaining all such queries and responses under the administrator’s scope.
Enterprising users can build their own as well.

New native enrichments are being integrated with each new code release. One of the original examples of this is the
addition of GeolP and Autonomous System, both through the local copies of MaxMind GeolP database files. A
newer addition extends the TLS parser to include calculation of the JA3 fingerprinting hash, which can be used to
profile and identify TLS client software libraries based on their advertised TLS negotiation preferences. Later
modifications resulted in the addition of the JA3S fingerprint, which profiles the TLS server in the same general

manner as the JA3 addresses the client, and the HASSH fingerprint, which carried these same profiling concepts to
SSH traffic.

Queries that use sources that are outside the Moloch codebase itself but still reflect results from private sources can
also be integrated. These allow the user to configure lookups against off-platform data sources but without sending
potentially sensitive information to public resources when necessary. These lookups still use observed SPI data
field content to cross-reference against updated API-based feeds or even local file contents, allowing simple
database-like queries against CSV or JSON formats, among others.

An active user community and responsive developers means new features such as these continue to be integrated
with each software release. Of course, as an open-source project hosted on GitHub, community pull requests are
always appreciated.
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Moloch:API-Based Off-Platform Data Lookups

» WISE: “With Intelligence See Everything”
« Intelligence framework to integrate data feeds
» Allows Moloch to query third parties on any

observed data points from SPI data
* IP addresses

Email addresses

MD?5s of extracted files

Domain names

URLs

The Moloch developers also understand the need to integrate outside intelligence feeds and other data lookups into
the tool, since use cases and available data sources vary widely between organizations and teams. The framework
for doing this in Moloch is called “WISE”, which stands for “With Intelligence See Everything”.

While capturing live data or parsing existing pcap files, Moloch can be configured to use the WISE subsystem,
allowing it to obtain additional information about observed values. This may include looking up SPI data such as IP
addresses, email addresses, domain and hostnames, MD5 hashes of extracted files, and more against any number of
API-based external enrichment services. WISE lookups can use both free and commercial data sources, and the
results are stored in the Elasticsearch database document for the corresponding session.

The latest version of available sources is maintained on the Moloch Wiki.l!l

References:
[1]http://for572.com/-021a
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Integrated CyberChef
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From Hex('Space')
Strip HTTP_ headers ()
Gunzip () »
JPath expression('exd.genimpids', '\\n')
JSON_ Beautify(*\\t')

Sop  Cloar breaks

Perhaps one of the most exciting recent additions to the Moloch interface has been CyberChefl'l. This offline
decoding spell book was open-sourced by the British GCHQ and provides a wealth of capabilities for the forensic
analyst, penetration tester, or general data wrangler. The user can select an arbitrary number of encoding/decoding
components and implement them in whatever order is needed. The results are displayed live in the interface,
providing immediate feedback. The resulting steps, or “recipes”, can then be shared using a custom syntax, JSON,

ora URL. For example, the recipe shown in the - \
graphical interface above could be represented as [

shown on the lower left of the slide or as shown in the
box at right:

{ "op": "From Hex",
Targst: [MSpece’l };
{ "op": "Strip HTTP headers",

Moloch exposes this functionality from the unrolled "args": [] },

session panel. The user can send either the source or { :op" : "Gunzip",
destination packet data to the on-board CyberChef "args®: ,[] b
instance for handling. { "op": "JPath expression",
"args": ["exd.genimpids", "\\n"] },
For those interested in learning more about CyberChef, { "op": "JSON Beautify",

an online version of the decoder is also available!?!.
However, as with all online resources and tools, the user i 1
must beware of using this version of CyberChef with any
sensitive data. Fortunately, downloading the latest version of the tool to run in standalone mode is a very simple
and straightforward task.

Sarga®eo FUAAER] )

References:
[1]1http://for572.com/cyberchef
[2] http://for572.com/cyberchefonline
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Content-Type: application/json; charset=utf-8
Access-Control-Allow-Origin: http://fortune.com
Access-Control-Allow-Credentials: true

Vary: Origin

Server: Finatra

Date: Mon, 86 Nov 2017 17:38:49 GMT
Content-Encoding: gzip

Content-Length: 107

X-Cnection: close
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Lab 4.3

vvvvvv

Network Forensic Analysis Using Moloch
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Lab 4.3 Objectives: Network Forensic Analysis Using Moloch |

* Become familiar with the Moloch full-packet
capture and analysis platform

» Load captured traffic from existing pcap files into
the Moloch platform

* Build search filters for traffic that has been indexed
into Moloch

» Identify means of using Moloch to address large
pcap collections at scale
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Lab 4.3 Takeaways: Network Forensic Analysis Using Moloch 5

« Moloch is a very useful tool for analysis of both existing \/ ,
PCAP files and in collection mode

 Enables a good forensic analysis workflow that equally
supports both post-incident analysis and live IR actions

« Search filters can quickly identify sessions of interest

 Exploring session associations based on various fields can
bring to light correlations that would have otherwise gone
unidentified
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“As usual, SANS courses pay for themselves by Day 2. By Day 3, you are itching
to get back to the office to use what you've learned.”
Ken Evans, Hewlett Packard Enterprise - Digital Investigation Services
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sans.org/programs

GIAC Certifications

Graduate Degree Programs

NetWars & CyberCity Ranges
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* Internet Storm Center

* CIS Critical Security Controls

* Blogs

* Security Posters

* Webcasts

* InfoSec Reading Room

* Top 25 Software Errors

* Security Policies

¢ Intrusion Detection FAQ

* Tip of the Day
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