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Preface

Welcome to the first revision of Okta Administration Up and Running. If you've ever wondered how
to manage user identities and secure access to your organization’s resources effortlessly, you're in the
right place. In this book, we'll guide you through the exciting world of Okta administration, breaking
down complex concepts into plain, everyday language. You'll learn the ins and outs of Okta’s features,
from user provisioning and single sign-on to multifactor authentication and group management.
So, whether you’re a tech enthusiast or a seasoned IT pro, get ready to empower your organization’s
identity and access management with this clear, engaging, and informative journey through Okta’s
capabilities. Let’s get started!

Who this book is for

Okta Administration Up and Running — Second Edition is tailored for individuals and professionals
who are eager to enhance their identity and access management skills using Okta. This book is your
indispensable companion if you are the following:

o IT administrators and managers: If you're responsible for maintaining user accounts, ensuring
secure access, and managing applications within your organization, this book will equip you
with the knowledge and tools to streamline these tasks efficiently.

o Security enthusiasts: For those passionate about securing digital identities and safeguarding
data, this book provides a comprehensive understanding of Okta’s security features, including
multifactor authentication and adaptive policies.

o System integrators and consultants: Whether you're helping organizations implement Okta
solutions or seeking to deepen your expertise in identity management, this book offers valuable
insights and practical guidance.

o Small business owners and entrepreneurs: Even if you don't have a dedicated IT team, this
book simplifies Okta administration, making it accessible for small business owners looking
to bolster their organization’s security and efficiency.

o IT students and aspiring professionals: If you're just starting your journey in the world of
IT, you should know that Okta is a widely used tool in the industry. This book will serve as an
excellent resource to build your foundational knowledge.

o Anyone interested in modern identity management: Whether youre curious about how
identity and access management works or simply interested in staying informed about the latest
technology trends, this book offers an accessible entry point into the world of Okta.
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xii Preface

Throughout these pages, you'll find practical examples, step-by-step instructions, and real-world
scenarios that will empower you to harness the full potential of Okta’s capabilities. So, dive in, and
let’s demystify the world of Okta administration together. Your journey to becoming an Okta expert
starts here!

What this book covers

Chapter 1, IAM and Okta, dives into the foundational principles of IAM, where you’ll uncover why it’s
the bedrock of modern IT and security, ensuring the safeguarding of digital assets and seamless user
access. But that’s just the beginning. We'll unravel Okta’s intriguing origin story, tracing its evolution
into a powerhouse of IAM solutions. What truly sets this chapter apart is the compelling exploration
of Okta’s array of base and advanced products. Discover how these tools can revolutionize your
organization’s identity management, authentication, and access control.

Chapter 2, Working with Universal Directory, delves into the core of Okta’s directory functionality. This
chapter is your gateway to connecting your infrastructure seamlessly through directory integrations,
efficiently managing user identities, and ensuring secure access. You'll master the art of importing
and creating users, optimize productivity with groups, bolster security by managing devices, and even
extend user profiles to tailor them to your unique needs. Get ready to unlock the secrets of Okta’s
Universal Directory and elevate your identity management game.

Chapter 3, Using Single Sign-On for a Great End User Experience, is your gateway to unleashing the full
potential of Okta’s Single Sign-On (SSO) functionality. Get ready to discover how to use SSO seamlessly
with Okta, utilize the convenience of FastPass for easy sign-on, and navigate the Okta dashboard
with finesse. We'll also delve into the agentless Desktop SSO setup, explore the Okta Integration
Network, harness the power of Secure Web Authentication and Security Assertion Markup Language
(SAML)/OpenID Connect applications, and master the art of managing inbound SSO and identity
provider (IdP) discovery. Your journey to a superior end user experience begins here!

Chapter 4, Increasing Security with Adaptive Multifactor Authentication, prepares you to uncover
the depths of Okta’s Multifactor Authentication (MFA) capabilities. In this chapter, we’ll explore
diverse factor types, authenticators, and enrollment methods. Discover the power of contextual access
management and the art of enrolling end users seamlessly in MFA. Dive into the world of heightened
security and user authentication as we delve deep into the heart of Okta’s MFA functionality. Your
journey to fortified security begins here — get ready to unlock the secrets of adaptive MFA!

Chapter 5, Automating Using Lifecycle Management, dives deep into the world of user provisioning
automation, enabling you to streamline and enhance your identity management processes. Discover
how to effortlessly automate user provisioning, create rich user profiles, and establish group rules
for efficient management. We'll also explore the setup of self-service options, putting control in the
hands of your users. Join us on this journey to harness the power of automation and make identity
management a breeze.
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Preface xiii

Chapter 6, Customizing Your Okta GUI, delves into the realm of personalized user experiences. This
chapter explores the fundamental aspects of end-user functionality and customization. Gain insights
into configuring the user dashboard and fine-tuning Okta plugin settings. We'll also navigate the
intricacies of custom domain setup and the creation of bespoke pages, enabling you to mold Okta
to suit your unique requirements. This chapter offers a gateway to a world of tailored solutions and
heightened user engagement through Okta’s customizable features. Let’s dive in and uncover the
limitless possibilities of customization.

Chapter 7, Okta Workflows, steps into the world of Okta Workflows within Okta administration, where
innovation meets efficiency. This chapter uncovers the power of Okta Workflows - a transformative
tool designed to simplify complex processes. Explore its versatility in integrating applications and
functions seamlessly. Learn how to safeguard your workflows with export backups, and delve into the
realm of delegated admin workflows. In this chapter, we'll unveil the capabilities of Okta Workflows,
opening doors to enhanced automation and process optimization. Get ready to unlock the potential
of this dynamic feature, revolutionizing the way you manage identity and access.

Chapter 8, API Access Management, demystifies API terminology and explores the ins and outs of managing
Okta with APIs. Get ready to dive into the fundamentals of API access management, empowering you
to safeguard your digital assets. Plus, we’ll delve into the nitty-gritty of APT administration, ensuring
you have the tools and knowledge to master this vital aspect of identity and access management. Let’s
unravel the secrets of effective API access control together!

Chapter 9, Managing Access with Advanced Server Access, provides you with a comprehensive
understanding of Advanced Server Access (ASA). We'll explore the setup of ASA, empowering you
to configure it effectively. Dive into the world of managing your ASA environment, and discover how
automation can elevate your access management game. This chapter is your key to mastering advanced
access control with Okta, opening doors to heightened security and streamlined operations.

To get the most out of this book

To maximize the benefits of this book on Okta administration, it’s advantageous to have a foundational
understanding of identity and access management (IAM) principles, as well as basic familiarity
with Okta’s core features and functionality. We assume readers are eager to deepen their expertise
in IAM and Okta, aiming to leverage its advanced capabilities effectively. To get the most out of this
resource, actively engage with the chapters, practice hands-on exercises, and explore the practical
use cases provided.
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Conventions used

There are a number of text conventions used throughout this book.

Code in text:Indicates code words in text, database table names, folder names, filenames, file
extensions, pathnames, dummy URLs, user input, and Twitter handles. Here is an example: “nput
your host and port in host : port format”

A block of code is set as follows:

{

Ilktyll . IIRSAII ,

Ilalgll . "RSA" s

"kid": "e86a0cf3-0df6-4c5e-aeeb-7fab2bldfels",
"uge": null,

gt . IIAQABII ,

"n": "w21lEOpjlMnmé6jgLaM2FtfjR9cZUOu3lagvA

Ts1EDUUCEUWO-I52U3sN8n4MYGZCODRiwtOhtVEL
u7aXgKo2roUR3N11luced5sCQWOAaUT351vKVVUKgveceS VO7k9Z2kn8gqGYVBv72vTnH1QW
nsSAP3sHykNpKlhyziYBe2Dbld04ZmJE7nPIStWz160C-dccPbei4azYWyVOgHCYSZtg-
by0L4QLezkOShloSnZ ZzDrjSkAI3FZefr-GFBYufNSSzclJRrMxe7zy-DOcpTdOHQ-7NB
O0ATr2cbBYIbQsH18E]jKGR28N]jT20kC829w3JVJI1MbGr1LLHMS 9 ZFtDLMVQQ"

}

Any command-line input or output is written as follows:

# Run this command in your project root folder.npm install @okta/okta-
signin-widget -save

Bold: Indicates a new term, an important word, or words that you see on screen. For instance, words
in menus or dialog boxes appear in bold. Here is an example: “An organization in this stage typically
has an Active Directory (AD) or some other on-premises structures as a user directory.”

Tips or important notes
Appear like this.

Get in touch

Feedback from our readers is always welcome.

General feedback: If you have questions about any aspect of this book, mention the book title in the
subject of your message and email us at customercare@packtpub.com.
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Preface

Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do happen.
If you have found a mistake in this book, we would be grateful if you would report this to us. Please
visit www . packtpub . com/support/errata, selecting your book, clicking on the Errata
Submission Form link, and entering the details.

Piracy: If you come across any illegal copies of our works in any form on the internet, we would
be grateful if you would provide us with the location address or website name. Please contact us at
copyright@packtpub . com with a link to the material.

If you are interested in becoming an author: If there is a topic that you have expertise in and you
are interested in either writing or contributing to a book, please visit authors.packtpub. com.

Share Your Thoughts

Once you've read Okta Administration Up and Running — Second Edition, we'd love to hear your
thoughts! Scan the QR code below to go straight to the Amazon review page for this book and share
your feedback.

https://packt.link/r/1837637458

Your review is important to us and the tech community and will help us make sure we're delivering
excellent quality content.

https://t.me/learningnets
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Xvi Preface

Download a free PDF copy of this book

Thanks for purchasing this book!

Do you like to read on the go but are unable to carry your print books everywhere?

Is your eBook purchase not compatible with the device of your choice?

Don't worry, now with every Packt book you get a DRM-free PDF version of that book at no cost.

Read anywhere, any place, on any device. Search, copy, and paste code from your favorite technical
books directly into your application.

The perks don't stop there, you can get exclusive access to discounts, newsletters, and great free content
in your inbox daily

Follow these simple steps to get the benefits:

1. Scan the QR code or visit the link below

https://packt.link/free-ebook/9781837637454

2. Submit your proof of purchase

3. That’s it! We'll send your free PDF and other benefits to your email directly
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Part 1:
Getting Started
with Okta

In the first six chapters of Okta Administration, we embark on a comprehensive journey through the
realm of identity and access management (IAM), using Okta’s powerful tools. Starting with JAM and
Okta, we explore the core principles of IAM and Okta’s origins. We then dive into the Working with
Universal Directory, Using Single Sign-On for a Great End User Experience, Increasing Security with
Adaptive Multifactor Authentication, Automating Using Lifecycle Management, and Customizing Your
Okta GUI chapters. These chapters cover key aspects of identity management, security, automation,
and customization, laying the foundation for a robust Okta administration skillset.

This part has the following chapters:

o Chapter 1, IAM and Okta

o Chapter 2, Working with Universal Directory

o Chapter 3, Using Single Sign-On for a Great End User Experience

o Chapter 4, Increasing Security with Adaptive Multifactor Authentication
o Chapter 5, Automating Using Lifecycle Management

o Chapter 6, Customizing Your Okta GUI
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1
IAM and Okta

Okta is a premium, platform-agnostic set of services that helps organizations with efficient and modern
identity and access management (IAM). One of Okta’s biggest strengths is its ability to work with
a variety of platforms and integrate its features and services into these platforms” own solutions to
provide seamless IAM. This strength has made Okta the leader in the IAM field, as it’s valuable in
helping us manage our organization’s systems to ensure easy and efficient user account management.

In this chapter, we'll learn about Okta and its features. This information will serve as the foundation
with which to approach this book and pick up the skills we require to integrate Okta with our systems
and learn how to use it in the best way possible. In this chapter, we'll explore the following topics:

o The origins of Okta

o Exploring Okta

o Okta’s basic features

o Okta’s advanced features

o Okta and NIST

Exploring the origins of Okta

Okta was founded by Todd McKinnon (CEO) and Frederic Kerrest (COO), two former Salesforce
employees. They saw that the cloud wasn't just a product for the big leagues and predicted it would be
necessary for anyone who wanted to grow their business. They started the business in the middle of
the 2008 recession, with Andreessen Horowitz investing as one of the first capital injections for Okta
in 2010. In 2017, Okta went public with its IPO and valuation of $1.2 billion.
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4 IAM and Okta

The name Okta is derived from the unit of measurement for clouds covering the sky at any given
moment. On the scale, 0 okta is a clear blue sky and 8 oktas means complete overcast. The wordplay
in Okta (in Greek, octa is 8) and the fact that Okta wanted to cover all cloud access by becoming the
identity standard, thus creating a complete overcast (8 oktas), is well thought out. As of 2022, Okta
has grown its clouds by specifically creating two offerings: the Workforce Identity Cloud (WIC) and
the Customer Identity Cloud (CIC). This book will only cover WIC.

Since Okta arrived in the IAM space, it has steadily grown to become the leading vector and has been
in the leading segments of market investigation firms (Gartner, Forrester, etc.), bypassing giants such
as Oracle, IBM, and Microsoft. Their take on being completely vendor-neutral has allowed them to
gain customers, big and small, across all verticals. This particular focus makes sure that Okta can
serve all applications, without being tied to or biased toward any relationship or partnership. It gives
the customer complete freedom in choice, setup, and tools.

In recent years, Okta has been socially active, taking the 1% pledge; committing to giving back time,
product, and equity to the community and supporting non-profit efforts in different ways. As Okta
understands what it is like to start up and grow, during its annual conference in 2019, it announced
an investment fund of 50 million dollars under the name Okta Ventures to help other start-ups in the
identity and security sector ramp up and grow. Currently, over two dozen start-ups have benefitted
from this venture seeding.

Understanding IAM and Okta
IAM is usually utilized to do the following:

« Manage the roles of users within an organization
o Manage the privileges that users have to access company resources while using user context

« Configure scenarios to determine whether access is granted or denied
Beyond these actions, IAM can do much more, such as the following:

o Orchestrate the user’s lifecycle during their time within the company

o Constantly determine whether access is allowed according to company policies and rules to
gain access to needed resources, content, and data using the best available security features

The time of perimeters is behind us. Organizations can no longer just trust their networks and secure
access mainly through their infrastructure. Nowadays, access is needed by every device and every
application, at any given moment, with any reason or intent. This shows that security needs are dynamic
and their requirements are continuously evolving.

Outdated directories are being replaced by different tools, and they all have to be maintained, secured,
and fortified outside of the comfort of the company’s network. This is bringing a lot of extra consolidation
and rethinking of the concept of using the cloud and also how to manage it all for the workforce.
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Exploring Okta

This brings us to the start of a new era where new IAM solutions were born in the cloud and existing
solutions started a shift toward the cloud. This didn’t mean every organization all of sudden dropped its
network and pushed everything and everyone to the cloud. Vendors had to become hybrid, delivering
tools to connect the ground to the cloud with integrations. By consolidating the two, the shift slowly
started to pick up pace and organizations began to understand the possibilities of using tools such as
Okta as their IAM solution of choice.

Exploring Okta

A complete user and system management setup isn’t just in one product, nor is it dependent upon a
single vendor. A complete view of all sections within and outside of the organization is best done by
utilizing different tools.

This combination and their deep integrations make it possible to create a fine-knit layer of security
and insights on top of everything, flexible enough to allow exceptions, but strong enough to fight off
anything considered harmful to the user, content, data, systems, or organization.

An IAM system can be seen as a collection of different elements and tools to deliver this. It can be
considered that the following functionalities are part of, but not limited to, an organization’s toolkit:

o A password vault to store and maintain access to applications and systems. This can be advanced
by using protocols that allow single sign-on (SSO).

« Provisioning integrations to create and manage user identities within directories, applications,
databases, and infrastructures.

o Security enforcement applications to secure access to applications, as well as securing the data
of these systems and others.

o Unified reporting systems allow fine-grained insight into the array of tools to create oversight
and provide better knowledge of what is happening within and outside of the corporate network.

Okta is capable of delivering all of these functionalities, to some degree, for organizations large and
small across any business vertical and within cost-effective boundaries.

By staying true to their form, they are capable of excelling in being an agnostic system. By allowing any
application vendor to create integrations with Okta and delivering applications broadly on request from
customers, Okta has been able to grow its reach to over 7,000 pre-built and maintained integrations
in the public catalog Okta Integration Network (OIN). While creating these integrations, Okta also
invested heavily in delivering more and more functionality to ground-to-cloud visibility and launched
their Okta Access Gateway product. On top of these out-of-the-box integrations, Okta has added their
no/low-code Workflows engine, allowing any identity-driven event to use Okta’s abilities internally
and even on applications not in their integrations library.
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6 IAM and Okta

Looking further than users, the world consists of more and more IoT applications, and the need for
machine-to-machine management is becoming a much larger element within organizations” business
models. By offering API access management and Advanced Server Access (ASA), Okta creates more
functionality to fill the needs of every aspect of the IAM situation within any organization.

Let’s now take a look at the things that set Okta apart in the IAM space.

Zero trust

As organizations shift away from on-premises applications by making sure the workforce can decide
how and when they access the data they need, Okta makes it possible to incorporate forward-thinking
concepts, such as zero trust. Zero trust is the framework where no physical or non-physical entities
within or outside of the corporate perimeter are trusted at any given moment in time. This allows
for insight and control to manage users, identities, infrastructure, and devices accessing business
resources and data. Threat detection and remediation are a part of the cycle that makes sure that this
concept is enforced.

The zero trust principle of least-privileged access can be incorporated into the organization’s security
policies. It allows users and machines to only get enough access for that given moment and that task.
This can be hard to manage on a case-by-case scenario (for example, allowing and denying access to
individual corporate content and files), but by understanding the concept, it can be used as a rule of
thumb to only give out need-to-access privileges. A couple of examples are as follows:

o A support agent needs administrator rights in a system but might not need full super admin
rights. Role-based access can be applied here.

o A machine reading data from a database needs read-only access, not write access. This would
reduce the risk of an attacker being able to change or delete data.

Acquiring an IAM tool is not enough by default to make sure your organization lives up to a zero
trust approach, but it is a starting point for many organizations. When it comes to IAM and zero trust,
Okta divides the journey into four stages of maturity.

Stage zero - fragmented identity

An organization in this stage typically has an Active Directory (AD) or some other on-premises
structures as a user directory. Cloud applications might be used, but there is no integration into the
directory. Passwords are not consolidated, but rather separate logins are everywhere. Security is done
on a case-by-case basis, or rather, app by app. In stage zero, most services and devices will reside within
the corporate infrastructure, as seen in Figure 1.1:
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ZERO TRUST STAGE 0

Fragmented Identity

In stage 0, most services and identites will reside within the corporate infrastructure.
Al applications and access is managed within networks and directories.

Figure 1.1 — All applications and access are managed with networks and directories

Once users break free from or break through the corporate firewall, the need for more control over
who can access what and when, where, and how allows the organization to move to the next stage.

Usually, more traditional organizations fall into this category. Their history is based more upon older
infrastructure, and the move toward the cloud is slowly happening. Companies with on-premises
servers, fierce reliance on firewalls, and VPN access are often found in this stage.

Stage one - unified IAM

Once you open the gates, there is no coming back to a perimeter-based security practice. It's important
to make sure certain access is managed for employees, partners, and contractors. Delivering unified
SSO relieves the user of the responsibility to create, maintain, and manage strong passwords per
application, portal, and infrastructure. By adding multifactor authentication (MFA), the organization
is capable of creating more policies that incorporate different activities to confirm the user’s identity
while accessing corporate content.
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8 IAM and Okta

Examples of this are as follows:

Using an application such as Google Authenticator or Okta’s own application, Okta Verify, to
receive a one-time code

» Using SMS to receive a one-time code

Biometrics such as a fingerprint reader or a YubiKey

In stage one, you will see a shift. Users will access corporate data outside of the network. Slowly, Saa$S
will make its way into the organization. Even so, old structures will still stay in place to maintain

legacy and non-cloud access as follows:
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In stage 1, you will see a shift. Users will be access corporate data outside of the
network. Slowly SaaS will make its way into the organization. Evenso old structures
will still stay in place to maintain legacy and non cloud access.

Figure 1.2 — An outline of what stage one might look like
You will find organizations of every trade in this stage. Moving to the cloud is part of their strategy.

They will most likely start to embrace Software-as-a-Service (SaaS) options over their own capabilities.
This is where perimeters start to fade and the call for more flexible security and management is needed.
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Stage two - contextual access

Context-based access plays a large part when you want to expand your zero trust initiative. Understanding
your users, their devices, location, systems, and even time and date can be of importance to accelerate
your dynamic zero trust parameters. By incorporating all these components, you now allow your
security team to widen their view of a user’s posture and activities and set fine-grained policies and
rules that are applicable to that user.

Having such deep control and the capability to interact on such a low level with users fits perfectly
with the concept of zero trust. Of course, automation is the magic sauce. Using all these different
elements in your security risk assessment is the first step, setting policies on top of that is step two, but
automating it all and having the systems grow stronger is what adds even more value. This is step three.

Within this stage, usually, you will observe that corporate APIs and systems have, or leverage, APIs
that need to be protected as well. Allowing API management ensures that even your systems are only
allowed access based on the least-privilege framework.

ZEROTRUST STAGE 2
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In stage 2, organizations will mostly likely adopt more and more cloud services.

The identity will become the perimeter and identity providers will become part of the
primary components. Outside access to corporate content and data is no longer a
complimentary, it has become mandatory.

Figure 1.3 - An outline of what stage two might look like
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10 IAM and Okta

Organizations might have a complete roadmap for themselves set out with regard to their zero trust
initiative. Cloud-driven, cloud-native, and cloud-born organizations will quickly adopt it, and there
are many of them in this stage. Traditional organizations that have made it to this stage have come a
long way; they truly were able to reinvent themselves.

Stage three — adaptive workforce

When system automation increases, risk-based analysis can be added. This is when we are capable of
creating a fully flexible and adaptive workforce. The incorporation of more security systems becomes
a large addition to the whole security practice. Usually, external values from third-party applications
such as mobile device management (MDM), cloud access security broker (CASB), security
information and event management (SIEM), and other connected systems will deliver even more
user and machine context that can be used within policies.

Unknown vectors are detected, and policies start to act upon these discoveries. Adding alternative
access controls when it’s needed or required allows for more security. While security might go up,
the users’ access can now be more controlled with the help of seamless access methods. Passwordless
and dynamic authentication policies become a more common situation in which users are prompted
to show who they are based on the risk they present to the systems that are controlling the access:

ZERO TRUST STAGE 3
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In stage 3, interconnectivity towards everything will become the norm. Automation
added on top of data and content security. Least privileged access can be maintain
based on log consolidation and APl management.

Figure 1.4 — An outline of what stage three might look like
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Organizations that fall into this category will be front-runners in this initiative. They not only understand
it, but they have also implemented it and made it their mantra. High-tech organizations with global
workforces and dynamic management will fit this picture perfectly.

So, how would you start your own organization’s journey towards zero trust?

o Start by researching the concept
e Assess your own organization
« See what solutions you can keep and what needs to change and mitigate the gaps in your solutions

o Get your users on board

Now that we've learned about the steps to take with your organization to move toward a zero trust
approach, let’s look at the basic features in Okta that we can use to start our journey.

Discovering the basic features of Okta

Okta has a lot of different products, and organizations can pick and choose as they see fit. The most
commonly used are the following:

o Universal Directory (UD)

. SSO

o Adaptive Multifactor Authentication (AMFA)
o Lifecycle Management (LCM)

It’s not always obvious in the administrator portal where one product starts and another one ends.
This will be clarified in this book. The products will all be explained with practical examples in the
coming chapters, but here is an initial overview.

Universal Directory

UD can be considered the foundation of any Okta setup. UD is the directory of your users, groups,
and devices. Users can be sourced by Okta, other directories, an HR system, or even any source that
contains user data. For organizations with multiple directories, such as AD, LDAP, G Suite, and an
HR system, Okta can offer a complete 360-degree view of the users and their attributes consolidated
into one system. Users can be sorted into groups created in Okta and imported from a directory or
an application. With Okta’s attribute sourcing feature, the attributes of any user can be sourced by
different sources.

https://t.me/learningnets
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Single sign-on

SSO lets us connect applications and lets our users access them through Okta. End users will only have
to log in to Okta once and can thereafter access any application they have assigned to them. This is
done with integrations based on SAML, WS-Federation, or OpenID Connect or with a simple Secure
Web Authentication (SWA), where Okta stores credentials and passes them along to the application
in a secure way. In the OIN, more than 7,000 integrations are available, and more are added every
day. If the required application isn't available in the OIN, customers can create their own integrations.
This will be described in depth in Chapter 3, Using Single Sign-On for a Great End User Experience.

Multifactor authentication and adaptive multifactor
authentication

Included in Okta’s SSO product are basic MFA features. You can easily set up policies to let your users
utilize different kinds of authenticators after entering their password. Using the basic IP settings, you
can set up network zones that protect your users and block bad actors from the outside.

Many third-party MFA solutions can be integrated with Okta, allowing you to leverage existing and
perhaps currently deployed solutions into your Okta MFA policies.

If the basic features of MFA aren’t enough for you, Okta’s Adaptive MFA (AMFA) product brings
even more advanced options. With AMFA, you can set and use the context in your MFA policies. The
context can be location awareness, device fingerprinting and posture, or impossible velocity. Okta’s
device trust options allow you to integrate with your third-party MDM systems to generate even more
context around your users and devices.

Lifecycle management

So far, the Okta products we've looked at have focused a lot on end user experience and security. LCM
is all about automation, easing up the friction between HR and IT. With LCM, organizations are better
set up for audits. For instance, with your Okta instance set up—with groups, rules, integrations, and
system logs—and access given, it’s easy to show when a user had access to what. With the group rules
feature, automation takes over access given, removing the risk of manual errors. This will streamline
work for the HR and IT departments, allowing them to do the work by creating the user only once
in the organization’s systems. The creation, management, and deletion of users and accounts has
never been this easy. Automatic account creation also minimizes mistakes caused by human error. A
predetermined setup allows the organization to invest time upfront to create and set up the provisioning,
and after that, it will automatically run based on the user’s identity and profile.

With Okta’s LCM functionality, you can also automate access control in certain applications. This
allows you, with minimal interaction, to manage users with the correct role, license, entitlement, and
group access.
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Advanced features of Okta

If your organization needs to go deeper than general IAM, you might need to look at Okta’s more
advanced features. Let’s look at them now.

Okta Advanced Server Access

Okta ASA lets us extend our zero trust practices toward server accounts. Okta can manage access to
both user or service accounts to Linux or Windows servers across different cloud vendors, such as
GCP, AWS, and Azure, or on-premises servers. In Okta, your admins get a great overview of who has
access to what and can see individual logins in log reports. ASA works with a lightweight agent and
is installed in your infrastructure landscape.

Workflows

With Workflows, you can automate many business processes using a simple if this, then that methodology
with no-code configurations. Okta provides a library of connections to many popular cloud applications,
and Workflows can also integrate with custom APIs. Some examples of where Workflows can be used
include the following:

o On and off-boarding enhancements
« Resolving conflicts when new users are created

o Sharing reports on a monthly basis

Okta Access Gateway

Okta Access Gateway (OAG) makes it possible to implement modern cloud-based access management
to on-premises legacy applications. With this product, you can gather all your identity needs in one
place, making them easier to manage. It’s easy to integrate, with templates and native on-premises
integrations. By replacing your current web access management (WAM) system, you can bring your
applications to your users in a modern and non-restrictive way. Additionally, you can also secure those
apps even more with extra MFA functionality.

APl Access Gateway

Leveraging Okta’s API Access Gateway allows the developer of your tools, systems, and platforms to
be securely managed by Okta, while they can focus on their primary tasks. The processes of adding
security and allowing scopes to grant access to your own systems are managed by Okta. The shift of
responsibility goes from the developer to the security and operations team. Focusing on management
with out-of-box integrations and authorization servers is core to Okta’s API Access Management.

https://t.me/learningnets
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Okta and NIST

To be continuously compliant with today’s regulations and tomorrow’s rules and recommendations,
Okta will help organizations follow new frameworks and guidelines that are accepted as the (new) norm.

While you might be working on your zero trust initiative, many organizations will also refer to the
cybersecurity framework from the National Institute of Standards and Technology (NIST). As with
all guidelines and frameworks, there is no miracle product to implement for compliance. Okta doesn't
cover all aspects that are included in the framework but can indeed help organizations manage the
elements relating to IAM and access control.

The five core values of NIST are as follows:

1. Identify
2. Protect
3. Detect
4. Respond
5. Recover

What the framework is basically saying is that organizations need full visibility and control to be secure.
As we have seen from the introduction to Okta’s features, by implementing the core features, you get
a full 360-degree view of all users, their roles, and their accesses. By implementing AMFA, you can
fulfill the requirement of context-based MFA with factors that suit each type of user for each situation.

To find a complete list of the NIST controls that Okta can help with, visit https://www.okta.
com/sites/default/files/pdf/Meeting-the-Latest-NIST-Guidelines-Okta-
Final.pdf.

Summary

In this chapter, we learned basic details about IAM and how Okta works as a great solution to any
IAM needs. We've learned about the scenarios in which Okta emerges as an IAM solution. Finally,
we learned about the features of Okta and how they work with various platforms to give us dynamic
control over user accounts within our organizations. All of this information forms the basis of our
understanding for the rest of the book, where we will take a deeper look at Okta and how to make
use of all its features.

In the next chapter, we will learn how to work with UD by setting it up and configuring it. We will
learn how to add or import users and explore the most important features and policies to help us use
UD efficiently.
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Working with
Universal Directory

Universal Directory (UD) is the base of Okta, the foundation on which other pieces are built. Your
users and applications will be an intricate part of UD. Groups will be vital for you to keep organized and
make your Okta org as low maintenance as possible. In this chapter, you'll learn everything you need
to know to integrate other directories and configurations for users, understand device registrations,
and set up groups.

Let’s jump right in and look at what companies might have been using before, and how that can work
with Okta.

We will explore the following topics:

o Connecting your infrastructure with directory integrations
o Importing and creating users

o Using groups to be productive

o Managing devices for more security context

o User profiles and how to extend them

Directory integrations

If your organization is fairly new, there is a big chance that it was born in the cloud. You may be only
using cloud services and your UD might be in one of your applications, perhaps your collaboration
platform. You will probably want to use Okta as your new identity directory going forward. But for
other organizations, your users may have been living in a separate directory for ages, and you might
have multiple hardware and infrastructure connections to that directory. The most common directory
services are Microsoft Active Directory (AD) and Lightweight Directory Access Protocol (LDAP),
and many organizations like this are not ready to leave them behind. Don’t worry — Okta can integrate
with multiple directories and synchronize users, groups, attributes, and passwords.
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Previously, this directory setup was sufficient, but with the shift in perimeter that was explained in
Chapter 1, this can become a problem when companies are moving toward cloud applications. Many
cloud applications have their own directory, but the administrator’s overview of who has access to
what might be lost. It is possible to still use AD or LDAP, but with custom API integrations, the upkeep
will become harder to manage.

Instead, organizations can keep their AD/LDAP integration and use Okta as a directory for their cloud
applications by using out-of-the-box standard integrations maintained by Okta.

AD and various LDAP directories are handled differently, and in the following sections, we will guide
you through how to install and configure some of them.

Microsoft AD integration
For Microsoft AD, three different components can be used for different use cases:

o The Okta AD agent
o The Okta (agentless) Desktop Single Sign-On functionality
o The Okta AD Password Sync agent

In this chapter, we will discuss the AD agent and the Password Sync agent. The agentless Desktop
Single Sign-on functionality will be discussed in Chapter 3, Using Single Sign-On for a Great End
User Experience.

Importing users and groups with the Okta AD agent

The Okta AD agent is a lightweight agent to be installed on any Windows domain server to handle
user authentication, provisioning, and deprovisioning between AD and Okta.

To set up the AD agent, start by logging into Okta from a browser on the Windows server where your
directory lives. Go to the Directory tab in the admin console and choose Directory Integrations.
If you have had previous directory integrations, you will see them listed here. Choose Add Active
Directory. In the next window, you will see the requirements:

« Install on Windows Server 2012 or later
o Must be a member of your AD domain
» Consider the agent a part of your IT infrastructure to maintain

o Run this setup wizard from the host server

When going through the installation, you will enter your Okta URL and your AD credentials. The best
practice is to use a service account that has administrative rights on the domain controller. The agent
creates a read-only integration account and connects to Okta through an outbound port 443 SSL
connection. Usually, no firewall or network changes will be needed. Please make sure you've added
required proxies if your network does require these to gain access to the internet.
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Tip
Test logging into the host machine with AD credentials and accessing the internet via a browser.
If that works, no change is needed in terms of the firewall or network settings.

From the Okta side, setup requires Okta super administrator access and will establish a security token.
The token is only valid for one agent and can be revoked whenever needed. The token that’s created
at setup is authenticated by Okta, and the agent verifies the service by validating the Secure Sockets
Layer (SSL) certificate for the URL. In terms of the domain controller, the agent will be authenticated
using the read-only account for integration that was created during its installation.

Once your agent has been installed and verified, you can start importing your users into Okta. By
going to Directory | Directory Integrations | Active Directory, you can set your preferences.

Now, let’s look at the integration settings and options that are available. Go to Directory | Directory
Integrations | Active Directory | Provisioning | Integration. In the Import settings section, you
will see the following options:

o User OUs connected to Okta: Here, you can add or remove organizational units (OUs) that
are used to import users.

o User Filter: This will allow you to set filters on users within the OU you wish to import from.
The default filter is sSAMAccountType=805306368. Make sure you test filters in AD before
adding them here as it could result in users being deactivated in AD.

o Group OUs connected to Okta: You can add or remove OUs that are used to import groups.

 Group Filter: This will allow you to filter your group OU import down to the specified list of
groups you prefer to import into Okta. The default filter is objectCategory=group. Make sure
you also test any custom filter in AD to make sure it does what you want in Okta.

Note

Both User Filter and Group Filter are early access features, which we usually do not discuss, but
in this case, they have been around for a long time and Okta does discuss the items themselves too.

If you select the Enable delegated authentication (DelAuth) to Active Directory option in the
Delegated Authentication section, you will relay authentication from Okta to AD when users sign
into Okta. You can find this section by going to the Provisioning tab and selecting Integration.
For organizations using AD for other services as well, this is an easy way for users to manage fewer
passwords. It also makes for easier onboarding and adoption of Okta, where users don’t have to
remember anything new. When DelAuth is turned on, users who use AD for access will no longer
have a password in Okta.
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If we move to the other menu option, To Okta, we will find the following settings:

o Schedule import: In this section, you can select with what frequency you want to import users
from your directory. You can use Do not import users to only allow manual importing and
not have the schedule run at all.

o Okta username format: The format of the username must match the username you used
when you imported users; otherwise, it might cause errors for active users. You can do this by
selecting one of the options in the drop-down menu:

Okta username format Custom &

) log into Okta.
Email Address

SAM Account Name

User Principal Name (UPN)

Custom
Update application username on Create only
JIT provisioning Create and update users on log

Figure 2.1 — Okta username format options

o Update application username on: Here, you can decide if the username in the previously given
format will only be created or if the conditions change, the username will be updated in AD.

« Justin Time (JIT) provisioning: If you click Create and update users on login, a user’s account
in Okta is automatically created the first time they sign into Okta using their AD credentials.
For existing users, any account and group updates will be synchronized during new logins.

o Universal Security Group (USG) support: Select this option to avoid domain boundaries
when importing group memberships. This requires JIT provisioning to work.

« Do not import users: Turn this option on to allow synchronization to take place for groups,
but not import users. This can be done by using JIT instead.

o Activation email: By checking this box, you avoid sending out an email to end users to activate
their account upon import. This should be your default setting on your first import since you
might have other items to set up in your new Okta instance before you're ready for active users.
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In the User Creation & Matching section, you manage the settings that decide whether a user
imported from AD is matched with an existing user in Okta. With the matching rules, you will
establish how to map an imported user to an existing user. This is an important step to ensure you
don’t get duplicates of the same user in Okta; it is especially important if you import users from other
places, such as applications.

To determine that an imported user is matched, you can choose from the following options:

o Okta username format matches.
+ Email matches.

o The following attribute matches: You can choose an attribute from the drop-down list. The
chosen attribute must match for it to be deemed an exact match.

o The following combination of attribute matches: You can choose combinations of attributes
from a list; each combination you choose must match for it to be deemed an exact match.

You can also set rules so that partial matches will be considered matches. For example, it could happen
when a user’s first and last name match but the username or email doesn't.

Lastly, you have to decide what will happen when these matches are identified; there are two options
for this. If you have a matched user, you can select Auto-confirm exact matches and/or Auto-confirm
partial matches. If you don’t select any of them, you have to manually confirm each import. In this
section, you also decide what to do to the new users that were imported, without being matched with
an existing user in Okta. Here, you can select Auto-confirm new users and/or Auto-activate new
users. If you leave both unchecked, the users will be confirmed once they are manually activated by
an administrator.

These parameters can be set up to your own needs and preferences in regards to your setup:

Allow partial matches Partial match on first and last name

Confirm matched users Auto-confirm exact matches

Auto-confirm partial matches

Confirm new users Auto-confirm new users

Auto-activate new users

Figure 2.2 — Options of Okta username format
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Now, let’s move on to the final section that we will discuss on this To Okta page. Import safeguards
ensure a smooth import process by setting a limit on unassigned users, helping to prevent any disruptions
due to excessive unassignments during the import. They act as a safety net, halting the import if the
percentage of unassigned users crosses a pre-specified threshold, thereby ensuring that the integrity
and functionality of apps within an organization remain uncompromised:

« App unassignment safeguard: Apply to apps with over 100 users, default at a 20% unassignment
threshold, and are specific to applications assigned by groups imported from (AD, excluding
AD user deactivation from the unassignment calculation

o Org-wide unassignment Safeguard: Encompass all users and app assignments across the
organization, activate with a minimum of 100 app assignments, and have a default 20%
unassignment threshold, including deactivated users in the unassignment calculation, irrespective
of their import lifecycle state

Now that we're done with these steps, let’s see how we can sync passwords from AD to other
downstream applications.

Easily logging into apps with the Okta AD Password Sync agent

Earlier, we looked at the Delegated Authentication feature. In this scenario, passwords are not
passed over to Okta; AD simply handles the authentication of users when they log into Okta. But in
some cases, a downstream application needs a password to authenticate users (usually Secure Web
Authentication apps). In this scenario, Okta checks the password that’s been entered with AD and
also checks whether the user is assigned an application using the synchronized password. If the user
doesn’t have any applications in need of the password, Okta caches the password for 5 days. If the
user has an application that uses the synchronized password, the password is synchronized to the
application and also stored in Okta for the application; the password is cached in Okta for 5 days.

If you have installed (A)DSSO agent, which we will discuss in more detail in Chapter 3, Using Single
Sign-On for a Great End User Experience, the Password Sync agent makes sure any changes of the
password in AD are synchronized in Okta. If a user changes their password on the computer sign-on
screen, the password has to be synced between AD and Okta. The user might have to sign out and
then sign into Okta again to be able to access the application with the synchronized password.

To install, go to the admin console, then Security | Delegated Authentication. On the menu on the
right-hand side, scroll down and click the link to download the synchronize password agent. After
that, do the following:

1. Start the installation and follow the steps provided.

2. You will have to enter your domain name in https://mycompany .okta . com format.
Don't forget the https: // part!

3. Atthe end, you must pick your installation location and then hit Install. After that, click Finish.

4. Restart the server.
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So, how do you configure the agent? On the server, navigate to Start | All Programs | Okta | Okta
AD Password Sync | Okta AD Password Synchronization Agent Management Console. There, you
can validate the URL. If it’s valid, a success message will appear under the field. If you want, you can
also set the level of logging for the agent.

Note

The Password Sync agent must be installed on all domain controllers. Also, don’t forget to
enable delegated authentication!

Okay, that’s all for any basic AD integration. Now, let’s look at how it’s done for an LDAP directory.

LDAP integration

For other LDAP directories, there is a separate agent. Let’s look at how to install it. The instructions
are different, depending on whether it’s a Linux or Windows server. We will go through the Windows
installation. Make sure you are logging into Okta on the host server and with a super administrator
account. Within the admin console, go to Directory | Directory Integrations. Choose Add Directory
| Add LDAP Directory. As with the AD integration, the requirements will be listed on the first page.
Once you've fulfilled them, click Set up LDAP:

1. Click on Download Agent, then choose the Download EXE installer and download it to
your server.

2. Double-click the file and run the installer. If you get prompted to allow the agent to make
changes on the computer, answer Yes.

3. Click Next, then agree to the license agreement, then click Next again.

4. Pick your location to install the agent, then click Install.
After that, you get to insert information on the configuration side:

o LDAP Server: Input your host and port in host : port format
o Root DN: The distinguished root name of the directory, where users and groups are searched
o Bind DN: Administrator login credentials to bind the integration

o Bind Password: Administrator login credentials to bind the integration

Click Next. In the next window, you get to enter a proxy server for your LDAP agent, if you wish.
After that, you need to register your agent with your Okta service by entering your Okta subdomain.
Hit Next. After that, you must enter the username and password of your Okta admin account, then
click Sign in. You will have to allow API access, then click Finish!
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Now, it’s time to apply the settings. Navigate to Directory | Directory Integrations. The agent for the
integration you just installed should be listed as Not yet configured:

LDAP Provider: In this dropdown, you can select what provider you have, and the fields will
be automatically filled. If the one you use isn’t on the list, you must enter information in the
fields manually.

Unique Identifier Attribute: This value gives you the unique immutable value for the users and
groups imported; only objects with this value will be imported from LDAP to your Okta org.

Verify that it’s auto-populated correctly by picking the LDAP provider.

DN attribute: This one comes for free if you pick an LDAP provider; it gives the attribute of
all objects that contain the distinguished name (DN) value.

Go down to the user section to continue the configuration:

User Search Base: In this field, you enter the DN of the base user subtree — that is, where you
want to import your users from.

User Object Class: Okta needs the object class of the users it should import.

User Object Filter: You get this for free when selecting an LDAP provider at the top. The
default is Object Class.

Account Disabled Attribute: Input the attribute used to indicate whether a user is active
or disabled.

Account Disabled Value: This is used to input the value that indicates whether the account is
locked (for instance, TRUE).

Password Attribute: In this field, you enter the user password attribute.

Password Expiration Attribute: This is usually a Boolean value and it’s inserted for you if you
pick an LDAP provider. If yours isn’t on the list, check your LDAP server documentation for
this value.

Extra User Attributes: This is optional, but you get the chance to enter any other user attributes
to import.

You will then finish the group or role section; typically. only one of them is used. In the Validation
configuration section, you want to configure the following:

Group Search Base: This is the root of the group structure that Okta will search in using the
DN - for example, ou=groups, dc=example, or dc=com.
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o Group Object Class: By adding this to Okta’s query, it will filter what type of groups you want
to import - for example, groupofnames, groupofuniquenames, or posixgroup.

o Group Object Filter: By default, Okta prefills this with the object class of the group.
o Member Attribute: Here, you can specify the attribute containing all the member DNs.

o User Attribute: Normally, this field is empty. Okta will classify user memberships at runtime. If
you explicitly use posixGroup, it is recommended to configure the value with memberUID
and the user attribute with uid.

In the role section, the following fields are available:

o Object Class: The object class of a role
o Membership Attribute: The attribute indicator as part of the DN string — for example,
cn=ADMIN, ou=roles, dc=example, or dc=com
To make sure your setup is correct, you can validate the settings by taking the following steps:
1. Fill in the Okta username format field. What you enter here generates the username your users
will use when they sign into Okta. This needs to be in the format of an email.

2. Enter a username to validate your setup. Okta will query the LDAP and you can validate that
all returned data is correct.

3. Click Test Configuration. You will get a Validation Successful! notification regarding the
username you entered.

4. Click Next, then Done - with that, your LDAP integration configuration is done!

Now that we've learned about directory integrations, let’s look at users and other means of sourcing them.

Everything about users

In Okta, there are three different kinds of users: Okta-sourced, directory-sourced, and application-
sourced. They have some different characteristics, so let’s have a look at them.

The basics with Okta-sourced users

If you don’t have any external directory, your users might be created and sourced in Okta. There are
different available options to create users: one-on-one in the administrator console, via a CSV upload,
or via the APL
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Let’s start with adding a single user:

1. Inthe admin console, navigate to Directory | People.

Before we move on and add our users, let’s look at the People section. At the top, you have some
quick actions, such as adding a user, resetting passwords, or More actions, which contains even
more options, such as the following:

* Import users from CSV

* Activate

* Deactivate

* Disconnect from AD

* Expire passwords

= Unlock people

Under these top buttons, you get an overview of your users, along with two filtering options:
* A search panel to search in. With an added advanced search option.

* A status selector that allows you to filter the user list based on any status users can be in.

Click Add Person; a new dialog box will appear. Let’s go through the fields:

Add Person
Usertype @ User .
First name
Last name
Username Must be an email
Primary email
Groups (optional)
Password @ Set by admin v
Enter password
User must change password on first login
Save and Add Ancther Cancel

Figure 2.3 — Add Person
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By default, the only available option for User type is User. If you have other kinds of users in your
Okta directory, such as contractors or partners, you can set this here.

Creating a new user type

To create a user type, go to Directory | Profile Editor. In the top-right corner, you will see a
green button for Create Okta User Type. Adding the new user type name and its variable name
creates a copy of the default User user type and its 31 default attributes.

Let’s get back to creating a new user. An Okta-sourced user has four required attributes, which you
enter in the following boxes:

o First name
« Last name
o« Username

e Primary email

You also have the option to add a secondary email. This can be used as a backup if the user loses access
to their primary email and needs to reset their Okta account.

If you have groups set up in your Okta org, you can assign the user to multiple groups in the next field.
In the Activation dropdown, you get to select whether you want the user to be activated now or later;
the latter will put the user in a staged state. Lastly, you have the option to preset their password when
you activate now. If you select this option, you get to enter a password, and also choose whether the
user is required to set a new password on their first login. Once you are done, don’t forget to click Save!

Another option to create users is with a CSV.

Tip

Using the CSV upload method is most useful for creating multiple users at once.

In the People section under Directory, you can find the option to use a CSV under the More Actions
dropdown. From the dialog box that appears, you get a template to use for the import. The CSV
contains columns for a lot of attributes, but when you create a user from the Add Person button, you
need to enter at least the required four base attributes. In the CSV, the variable names, rather than
the attribute names, are displayed. If you want a translation between the two, you can check it out in
Profile Editor and pick respective the Okta profile. But for the four base attributes, it looks like this:

¢ login: Username
o firstName: First name
¢ lastName: Last name

o email: Primary email
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After you're done with the CSV, import it through the dialog box. If you have any errors, it will let you
know, and you can go back and correct the file. If the import runs successfully, you can click Next.
In the next window, you get to pick how to import the users. You can choose to either automatically
activate new users or Do not create a password and only allow login via Identity Provider. Click
Import users. You will see a list of new, updated, and unchanged users. If there are any errors, you can
see what they are by downloading the offered error report. As mentioned previously, it’s also possible to
create users through Okta’s APIs. This will be explored further in Chapter 8, API Access Management.

Enriching user profiles with attributes

As mentioned previously, you can see a user’s complete list of attributes in Profile Editor. There, you
can also add attributes to the Okta default user. Navigate to Directory | Profile Editor, select the
profile you want to edit, and then click the pencil icon. You will see the full list of attributes. Use the
Add Attributes button to prompt a new window:

Add Attribute
Data type string .
Display name @ LucidLink data @
Variable name @ lucidLinkData
Description
Enum Define enumerated list of values
Restriction Value must be unique for each user
Attribute length Between .

min

and

max
Attribute required Yes
User permission Hide

Users cannot view the attribute. Select this option to
hide sensitive attributes. For example, salary
information

© Read Only
Users can view the attribute, but attribute properties
cannot be modified. Select this option to prevent
attribute properties from changing. For example, a
title
Read-Write
Users can view the attribute and edit attribute
properties. Select this option to allow users to update

attribute properties. For example, a phone number

E Save and Add Another Cancel

Figure 2.4 — Add Attribute
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Let’s input some information:
o Data type: Here, you can choose from 10 options:

* string: Zero or more characters, such as letters, numbers, and punctuation marks
* number: Floating-point decimal in Java’s 64-bit double format

* boolean: True, false, or null

* integer: Whole numbers in Java’s 64-bit long format

* string array: Collection of strings in the sequence

* number array: Collection of numbers in the sequence

* integer array: Collection of integers in the sequence

* country code: A code representing the country of origin of the user

* Language code: A code representing the user’s language

* linked object: A code representing the user’s relationship with another attribute

o Display name: What the admins will read.
o Variable name: The attribute name that will be used for mapping.
o Description: Enter a description for your attribute.

o Enum: You can create an enumerated list - for instance, small, medium, or large if your attribute
is T-shirt size.

« Restriction: By checking this box, you require this attribute entry to be unique.

o Attribute Length: As its name suggests, you can decide how long and/or short the attribute
entry can be.

o Attribute required: Check this if this attribute must be filled to be able to create a new user.

o User permission: This setting allows you to change the attribute’s visibility on the end user
side. The options are as follows:

* Hide: The attribute is not visible on the end user’s settings page
* Read Only: The attribute is visible on the end user’s settings page, but it is not editable

* Read-Write: The user can see the attribute on its settings page, and can also alter the value
in that attribute

Lastly, hit Save, or Save and Add Another if you want to create more attributes.
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That’s the basics for Okta-sourced users. Let’s move on and look at directory-sourced users.
Another look at directory-sourced users

In the previous chapter, we looked at how to integrate Okta with various directories. Apart from an
AD or LDAP directory, users can also be sourced by an HR system. We will dig into this in Chapter 5,
Automating Using Lifecycle Management.

Users that are imported and synchronized from AD are based on the OU(s) you've chosen to import
from. If you want to go back and check your settings or change them, you can navigate to Directory |
Directory Integration and choose your directory. Under Provisioning, in the pane to the left, you will
see that you can set it up both to and from Okta. Under the To Okta section, you will find the settings
you made during the integration configuration, such as Matching rules. The last option, Integration,
is where you can see what OUs you are importing both users and groups from.

If you want to trigger a new import, you can go to the Import tab in the current view and click Import
now. You can select Incremental import or Full import. For an incremental import, the scan will only
be for users that have been created or updated since the last import. For a full import, all current data
on a user is replaced with what’s in the directory. Users not found in the scan (for instance, removed
from the OU) will be denied access to Okta, but not deactivated.

Attributes for a user that have been sourced by your directory can be found in the user’s profile, and
are read-only when sourced by an external directory.

Now, you know everything about how directories are integrated, and also how users are sourced there. Let’s
check how that works for users from applications — new ways of working with application-sourced users.

If your organization has been using an application such as Google Workspace as your directory before
introducing Okta, you can import your users from there. To be able to start the import, you need to
integrate Okta with your application environment through Okta Integration Network (OIN).

With your application integrated, you must start by navigating to the Provisioning tab of that
application. In the To Okta section, you will be able to configure settings for imports and matches:
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General Sign On Provisioning Import Assignments Push Groups
Settings
To App
Google Workspace + okta
To Okta
Integration
General Edit

Import users from Google Workspace to create new Okta users. If the Okta user already exists, the two accounts
will automatically be linked. Imported users are assigned Google Workspace access when they are confirmed on

the Import tab.

Full Import Schedule Do not schedule imports

Okta username format Email Address

Select the username users should enter to log into Okta.

Update application username on Create only

User Creation & Matching Edit
Imported user is an exact match to Okta Okta username format matches

user if

© Email matches

Figure 2.5 — Application to Okta settings

As with the AD integration, you get to select how to match users that are imported from the application
with existing users in Okta. You can also check what you want to do with matches and new users:

o Auto-confirm exact matches
e Auto-confirm partial matches
o Auto-confirm new users

e Auto-activate new users

By clicking Edit in the top section, you can choose an interval for how often you want to automatically
import users. If youd rather import manually, select never. Then, navigate to the Import tab. By simply
clicking Import users, the integration will search for new or updated users. In Okta, you will see a
division of exact and partial matches, as set in the previous tab.

If your users are living in an HR application such as Workday or BambooHR, they can be sourced by
that. This flow will be explained in more detail in Chapter 5, Automating Using Lifecycle Management.
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Now that we have looked at what to do with different types of sources, we will look at how to set
profile and attribute sources.

Profile and attribute sourcing

With profile sourcing, it’s possible to decide what source of truth a user’s attributes are dictated by. A
user can only be sourced by one environment (AD, application, Okta) at any given time. Different groups
or types of users can, however, be sourced by different sources. If you have an integrated application
that can act as a source of truth, such as AD or Google Workspace, as in our previous examples, you
can specify that the application can be used as a profile source in the provisioning settings:

Profile & Lifecycle Sourcing Edit

Allow Google Workspace to source Okta users

Enabling this setting allows Google Workspace to control the profiles of assigned users and makes these profiles

read only in Okta. Profiles are managed based on profile source priority.

Figure 2.6 - Enabling Google Workspace to source users
Simply click Edit and check the box to allow Google Workspace to source users. Note that it can be a
problem for an application to source users if you also have the Update User Attribute feature in play.

Now, let’s learn how to set profile sources. Navigate to Directory | Profile Sources. If you have more
than one profile source, you will be able to set the priority order:

Profile Sources

Profile Source Priority
BambooHR 1
BambooHR +
Active Directory 2 t
labs.oktaadministration.local v
Google Workspace 3 ¢

Google Workspace
Figure 2.7 - Different profile sources and their priorities
To change the order of the priority, simply click the arrows. For users assigned to BambooHR, their

profiles will be sourced by BambooHR. For users not assigned to BambooHR, their profiles will be
sourced by Google Workspace. If a user is assigned to both, the highest source will be the leading one.
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If this is not fine-grained enough for your organization, you can also use attribute-level sourcing
(ALS). With this feature, you can let data such as a name and email be sourced by an HR application,
while the phone number will be sourced by AD and the secondary email will be sourced by the user.

There are a few requirements for using ALS:

« DProfile sourcing is enabled
« You have prioritized the different profile sources

o Mapping has been set through UD mapping

You've already done the first two, so let’s look at the latter. Navigate to Directory | Profile Editor. Go
to your Okta profile and find the attribute you want to change the source of. Click the i icon of the
attribute and, under Source priority, select the source of that attribute. This will only determine the
source of that specific attribute; others might have different sources to abide by:

Source priority @ Inherit from profile source a

Inherit from profile source
Inherit from Okta

Override profile source

Update profile sources configuration

Figure 2.8 - Different options for attribute sourcing

To override the inherited source, choose Override profile source. You will then get to pick an alternative
source. When you are done, click Save Attribute. Once you've done this, you will have changed the
source of that specific attribute.

Now that you've learned about users, let's move on and learn how to work with groups.

Using groups

Every user needs to gain access to mail accounts, file servers, Wi-Fi, applications, and so on. Managing
this on an individual case-by-case basis can become very time-consuming and repetitive work. Using
groups solves this problem by allowing users to be managed in bulk. Access rights can be updated and
changed, and all users within the group receive these updates as one. It simplifies the work, delivers
more insight into the management of the directory, and issues are more quickly resolved in larger pieces.
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Groups have existed for a long time, and the concept is still very relevant. That’s why you can find group
management in almost every application currently available. Okta is no exception and relies heavily on
group management to consolidate user structures, application assignments, and policy enforcement.

Types of groups in Okta

An Okta org is always created with one default group - the everyone group. Even though this is a
good name, the fact that it can’t be deleted or renamed results in the group itself becoming hard to use
in several instances. Assigning applications to this group allows everyone within Okta to gain access
to the app. This includes any outside or third-party users that aren’t part of the organization. Policies
that use this group means that there is no distinction between users. In the hierarchy of policy setup,
these policies should be considered last in the row as they will catch everyone. Okta can manage
several different types of groups:

o Okta groups

» Directory groups

o Application groups
Okta groups are the standard grouping method within Okta Universal Directory. These groups can be
created from within Okta and can be managed to do multiple things. Users can be assigned to groups.

Applications can be assigned, and any provisioning for the assigned users can be managed. Directories
can be attached to the groups, allowing users to be provisioned into the directory:

=]

Advanced search ¥

Group source type All v Showing 6
Group name People Applications
o NEMEA 0 0
all people in the Nordics, Europe, Middle East and Africa region
o IT 0 0
AllIT people
o Sales 0 0
All Sales people
o Organization 0 0
A group to capture all users in the orgnization
o Access Certification Reviewer Group [o] 1
A user group specifically meant to manage usage of Access Certification Reviewer app
o Everyone 1 [o]

All users in your organization

Figure 2.9 — Group interface in Okta
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Creating an Okta group can be done via the admin interface. You can name the group and add additional
information to clarify the group’s function. Once the group has been created, it will receive a unique
ID. This can’t be changed but can be used in functions and API calls.

Let’s create an Okta group to understand the different sections and elements. Creating an Okta group
is relatively simple. Here are the steps you need to follow:

1. In the Group section under Directory | Groups, click on the blue Add Group button in the
main window.

2. Inthe opened window, give the group a name that helps you understand the needs of the group.

3. Add a description to further explain the usage of the group.

4. Click Save to store your new group.
Right now, these attributes of the group are limited. There are just two - Name and Description - but
it is possible to add more attributes to groups for further enrichment. As we explained earlier in this
chapter, you can add attributes to user profiles, but in the same section under Directory | Profile

Editor, you can also choose to add and update group attributes by clicking the Add Attribute button
directly in the group:

okta Oktagroup

Display name Okta group
Description Okta group profile template
Variable name group
Attributes
+ Add attribute
Filters Display name Variable name Data type Attribute type
All
Name name string Base
Base
Custom Description description string Base
Group structure number group_number number Custom X
Critical Group attribute critical group boolean Custom X

Figure 2.10 — Group Profile Editor in Okta
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These attributes can be useful for adding more metadata to groups. You can use this metadata to
further advance the search for groups in the Groups section:

Groups @ Help

All Rules

profile.critical_group eq "true" P El 4 Add group

Advanced search

Advanced search

Filter results by Value

critical _group T Equals v

+ Add filter Clear all filters

Group source type | All v Showing 1

Group name People Applications

o IT 2 1

The IT department and all of its subcontractors

Figure 2.11 — Okta’s Advanced search using a custom attribute

Groups can also be created by using Okta’s API. Using the API allows you to quickly create groups,
especially if you need to create a lot of them in a short amount of time. We will go through this in
more detail in Chapter 8, API Access Management.

Okta can hold different types of groups. Directory groups will be shown once you have set up the
group’s OU within the directory integration. These groups will be visualized with a different icon in
the group list than Okta groups. These groups don't allow user assignments from Okta; it is a visual
of the group in AD and can only be managed by AD. In the overview pane, you will find that the
groups are prepopulated with users:

Group name People Applications
- Sales 0] 0
L1

labs.oktaadministration.local/Organization/Sales/Sales

- IT 0 0
= labs.oktaadministration.local/Organization/IT/IT

am Marketing o} 0
it

labs.oktaadministration.local/Organization/Marketing/Marketing

Figure 2.12 — Layout of an AD group in Okta’s Groups section
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The users shown in those groups are users who are also in Okta. These identities have been connected,
with the import and matching we went through earlier, and therefore, the group can show the
corresponding users in the integrated directory. If users are not shown in the group but exist in the
directory group within the directory itself, this means the user doesn’t have a corresponding user
identity in Okta. For instance, it can be that the user isn’t in one of the OUs Okta is importing from.

Directory groups can be used to assign applications. This means that if you have a structure that works
for you within your directory, you do not need to create Okta groups to recreate this structure. If
you need to create more than the directory shows, adding Okta groups would be one choice; adding
more groups through the directory is another. Depending on the situation, it can be advisable to
leave the directory as-is and recreate the directory structure with Okta groups to have more options
and capabilities. If you are thinking about replacing AD down the line, this can be a good approach.

Certain applications are capable of showing groups, just like directories do. By setting up provisioning
and allowing group import, you can do this with applications such as the following:

o Google Workspace

o Office 365

o Slack

o Box

o BambooHR
o Workday

o Atlassian

The list is constantly growing, and Okta works hard to add more and more group integrations to allow
even more and better management of users across all systems:

Group name People Applications
o Marketing 0 0
A group for all marketing users
Ij Marketing 0 0
Marketing
am Marketing 0 0
L

labs.oktaadministration.local/Organization/Marketing/Marketing

Marketing 4] 0

Mo description

Figure 2.13 - Different types of groups showing the number of users in them
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Application groups act the same way as directory groups do. User counts show the connected identities,
and users can’t be added to these groups. Applications can be assigned, but based on the fact that it’s
an application group, assigning other applications can be considered a bad practice.

Using AD groups
Okta has a deep integration with AD and handles AD groups based on their type:

+ Universal security groups (USGs)
o Distribution groups (DGs)

These two groups are imported and handled differently when it comes to user assignments.
USGs

USGs can be imported through manual or periodic imports; when an unknown user signs in to
Okta for the first time, JIT provisioning can be leveraged. Importing USGs can be done as full and
incremental imports. If a user is unknown and signs in for the first time to Okta between imports,
Okta will check whether the user is a part of the domain, import any USGs that the user is part of
within the synchronized OUs, and import the user with its corresponding profile. This allows Okta
to always be up to date on any changes during events triggered by users when logging in.

If a user logs into Okta and their USG is outside of the domain, the USG will not be imported, but the
user will be added individually to Okta. If the second domain gets added later, or if the OU in which
the USG resides is added for synchronization, any new USGs will be imported into Okta during the
next scheduled import or manual import or added when a user is JIT provisioned.

Once domains have been added, Okta can see within them. With OUs that have been selected to
synchronize, Okta is capable of joining users together that are part of different domains. Users who
are manually moved out of the synchronized domain and/or OUs will no longer have access to Okta
and integrated services. This method is commonly used by AD administrators.

Okta isn't capable of detecting nested groups within the synchronized groups. Okta will see the users of
these nested groups as users within the parent group and treat them as such. If this happens accidentally,
Okta will not be able to roll back the assignments. This can result in unwanted assignments. JIT
provisioning will be able to resolve this problem and remove the user from the synchronized parent
group. This does require oversight as users themselves need to log in; an admin cannot do this for them.

DGs

DGs are handled differently than USGs. Okta handles user assignments in this aspect.

The synchronization of users assigned to USG within a linked domain will occur during both scheduled
and manual imports, as well as during JIT provisioning, as facilitated by the mentioned platform.
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However, for DG, synchronization is only permitted during scheduled and manual imports, with JIT
provisioning being an exception to this.

This will mean that if a user is eligible to sign into Okta and hasn't been imported, their DG assignment
in Okta has not been updated. This will result in login problems. Having the periodic import schedule
set to every hour, which is the shortest import schedule, will, in most cases, be sufficient to resolve
this problem.

Users that are part of a DG, where the DG is a member of a USG, will not inherit Okta access if the
USG is not imported into Okta via a regular import.

Okta will not see the child DG, and thus its users, while JIT provisioning is occurring. Regular imports
will be needed to allow membership of parent groups to be reflected in Okta.

Creating users in AD through Okta groups

User management can also be done from Okta. You can provision users into AD by using dedicated
Okta groups. This allows you to create group-assigned users in the corresponding OUs you set up
synchronization with. This allows quick and bi-directional user management. It allows more granular
management, and if AD has specific OUs you want your users to reside in, you can attach all of these
OUs to corresponding Okta groups. Each of these can have different setups and reasoning to do so.

Additionally, you can synchronize the users with extra AD attributes filled with Okta profile attribute
values. This will synchronize valuable details across all your profile environments. Simply put, you
can make sure your users have the correct details from and to the AD and Okta during any moment
in their lifecycle.

Pushing groups

Pushing groups is a functionality that lets you create or manage existing groups in directories and
applications. To be able to do a group push, the target application has to be set up with provisioning.
While some applications have good integrations, others are limited. If the target app supports group
push, new groups can be created. If the target app also supports enhanced group push, Okta can take
control of existing groups in the app and there is no need to recreate the group structure. During this
overtake of groups, Okta will overwrite the existing app group name with the Okta pushed group name.
This might need further investigation within the application to see whether this is a desired outcome.

Here are some elements to consider while setting up group push:

o The group push requires application provisioning.

o Group members assigned to the synchronized group have to be previously provisioned and
assigned to the target application.

o Pushing AD groups requires permission to create and manage users within groups based on
the AD service account used in the integration.
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o Okta won’t allow groups to be pushed that are also used to provision users in the same
target application.

« Usage of other application groups is allowed. However, be careful with using other application
groups or directory groups as these can change based on internal management.

You can set up pushed groups within the Push Groups tab of a target application. Upon clicking the
Push Groups tab, you will be presented with a configuration window:

Google Workspace

8. A ] View Logs Monitor Imports

General Sign On Provisioning Import Assignments Push Groups

Google Workspace

Push Groups to Google Workspace

© Push Groups v l # Bulk Edit I El Search...

i Refresh App Groups

Pushed Groups Group in Okta Group in Google Last Push Push Status
Workspace
Al O izati O izati Jan 25, 2023
rganization rganization an 25,
o & o G & o Active ¥ Li ]

Errors No description No description 111711 PM
By name Sales Sales Jan 25, 2023

b o G Active v Li]

No description No description 11:23:58 PM

By rule

Figure 2.14 - Push group for an application
Clicking on the blue Push Groups button allows you to start setting up a pushed group. Okta allows

you to do this manually by selecting a group by name, or even by using rule-based automation to add
groups based on conditions:

Push Groups to Google Workspace

© Push Groups v [ % Refresh App Groups J l # Bulk Edit } T Search...

Figure 2.15 — The Push Groups button

Let’s set up a group push rule. First, we will explain how to do it manually. After that, we’ll learn how
to set up a rule-based group push.
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You can set up a group push manually by following these steps:

1. Click Push Groups.
2. Select Find groups by name.
3. Search for the desired group to push.
4. Optionally, select Push group membership immediately.
This allows you to work with different options. Depending on your integration, you can have either

the option to create a group or the option to choose between creating or linking to an existing group.
In both scenarios, the options are the same:

Push Groups to Google Workspace

Close

Pushed Groups Push groups by name

All

To sync group memberships from Okta to Google Workspace, cheose a group in Okta and a group in the app.
Errors
By name Sales
By rule

Push group memberships immediately

Group Match result & push action
No Match found
o Sales

© Create Group v
@ Create Group

@ Link Group
Figure 2.16 — Push groups matching options

Choose to either create a new group or a link group.

If you selected New Group, do the following:

1.
2.

Create the new group.

Set the desired application group name.

If you selected Link Group, do the following:

1.
2.

Select the desired group you want to link to.

Click Save.
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If you are going to use the group push with rules, the setup differs slightly. Let’s see how that is done.
Click Push Groups and then follow these steps:

1. Select Find Groups by rule.

2. Give the rule a name.

3. Create the rule with either name conditions or description conditions - for example, Push all
groups with “Sales” in the name to the target app.

4. Optionally, you can select Immediately push groups found by this rule. If you do not choose
this option, groups added to the list will be inactive until they are set to active.

This will only allow new groups to be pushed.

Group push rules will find all groups across all applications and directories. This means it can have a
huge impact if certain applications have similar group names that are found by the group push rule.

( A
Tip
If you have multiple groups with the same name from incoming directories or groups, place
those named groups into a new Okta group with a more unique name, and synchronize that
into the target application. Alternatively, you can utilize the group description to be even more
granular and filter those values for mass group push actions.

. J

It can be that groups that have been pushed to the target app won't respond or have trouble synchronizing
users. Turning the push rule off and on will trigger a new synchronization. It is a common mistake
that users are added to the pushed group but not to the provisioned group and are therefore not visible
in the target app or directory.

Sometimes, new groups in the target app don’t appear for linking. Using the Refresh App Groups
function will do a fresh import of the groups from the target app:

Push Groups to Google Workspace

© Push Groups v l #2 Refresh App Groups J l # Bulk Edit J e Search...

Figure 2.17 — The Refresh App Groups button

If, for some reason, you want to delete a pushed group, you can choose to deactivate the group push.
This will stop any further synchronization of the group toward the target app or directory, but the
current pushed group in the app or directory will keep existing with its current set of users. You can
also choose to unlink the group; this will present you with the extra option of deleting the group in
the target app or directory:
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Unlink Pushed Group

What do you want to do with this group?

No user accounts are deleted with either option

@ Delete the group in the target app (recommended)

Delete the group in the target app. User accounts will not be deleted.

O Leave the group in the target app

Okta stops pushing memberships and the group remains in the
target.

Figure 2.18 - Dialog window with options to unlink pushed groups

By selecting the recommended option, Okta will delete the group, and users in that group will not be
deprovisioned or lose access to the application or directory. The group itself will no longer be available
and functionalities within the application or directory will no longer apply to those users based on
the group that’s been pushed.

You can also bulk edit groups by selecting the Bulk Edit option. Additional tick boxes will appear
beside the groups. You can then either choose to deactivate the group sync or delete the groups from
the target application or directory:

Push Groups to Google Workspace

© Push Groups v [ =2 Refresh App Groups J l # Bulk Edit J e Search...

Figure 2.19 — How to bulk edit pushed groups

When setting up a pushed group, Okta allows linking groups from within Okta to the target application
or directory. By default, the group will be named as the group it’s linked to. Optionally, you can turn that
off and allow the original name to exist within the target application or directory. It can be somewhat
troublesome to find the correct links if those names differ a lot, but if there are justified reasons not
to change them, this option will be your method of choice:
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Push Groups to Google Workspace

© Push Groups v [ i Refresh App Groups J # Bulk Edit J o] Search...

Figure 2.20 - Icon to access settings

Turning off this feature after you have already linked groups will not reinstate the original names of the
target groups. These will stay changed. Only new groups that have been pushed will follow this option:

Sales Jan 25, 2023
G Active v
No description 11:23:58 PM

Deactivate group push

Stop pushing group memberships.

Existing memberships are unaffected.
@ Unlink pushed group

Stop pushing group memberships and

optionally delete the pushed group.

Push now

@)

Push this group's memberships to

Google Workspace

Figure 2.21 — Options for pushed groups

If you choose not to push immediately during the setup of a group push, you can force it to push in
the main screen after saving the group push. This will trigger a forced push to the target group.

Deleting groups

Deleting a group can sometimes be a good habit to keep your directory clean. Having all these groups
in the group list can create unwanted double entries and longer loading times, and make it harder to
find groups using search.
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The different types of groups can be deleted in different ways, but there are some common elements
to consider:

o Okta groups can be deleted regardless of applications and user assignments.

o Application groups can be deleted in bulk through the Integrations tab of the provisioning
settings, by unticking the Import Groups box.

o Application groups won't be deleted if they're still in use by group rules, policies, and push
group mappings.

o Directory groups can be deleted by deleting or removing them from synchronized OUs in the
directory. Okta will update accordingly during an upcoming import.

o Using the API, Okta and application groups can be deleted if previous steps are considered.

o Application groups that are deleted through the API will be re-imported by the application
on the next import.

By not being too dependent on imported groups, application groups won't have too much impact on
the directory setup of Okta.

( 7
Important note

Additionally, nowhere in the group interface is it clear if the group is used for policies. When
you have workflows, you can use cards to list the group usage. Deleting groups can have an
impact on how policies behave. Be aware of this and double-check whether the group is used
in any way before deleting a group from Okta.

- J

Assigning applications to groups

Setting up applications can be quite daunting, and doing it on a per-person basis is simply tedious work.
Using groups can alleviate the pain and allow for more structural management of app assignments.
Any type of application can be added to any type of group in Okta. This allows granular management
based on Okta, directory, and application groups.

Applications that have been assigned to groups have no hierarchical priority, and management is
done in one simple interface. Depending on the type of application being provisioned, or the sign-on
settings being configured, the group can be used in different and combined methods.

The simplest method is to add single sign-on (SSO) applications. Users are assigned to the application
based on their group membership, and will therefore follow the needed sign-on method, configured
for that specific application.

Applications that have been assigned to groups with provisioning will ask for more group-based
configurations to make sure all assigned users receive the same provisioning in the application.
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Lastly, you can combine sign-on methods with provisioning in an assigned application in a group.

As applications might need more than one group to configure their users, multiple groups can allow
more granular management of the following (you are not limited to these options):

o Profile attributes
e Licenses

e Roles

In certain cases, a combination of groups can be used to add multiple attribute values to the user
while provisioning the user into the target application. Think of combining license types for Office
365 by using and assigning them through different groups, or combining multiple permission sets in
Salesforce by having users be part of different groups to do just that.

Setting up the various provisioning methods will be discussed in more detail in Chapter 5, Automating
Using Lifecycle Management.

Now that we've learned about different types of groups and how to use them, we will look at some
best practices.

Some best practices for group usage
Here are some best practices on how to use the different types of groups in Okta:

o Structuring the groups: Creating structure in groups helps with better oversight, organization,
and management of what they do and what they are used for. Reflecting on your organization
will make it easy to understand what access is based on, and normally, that organizational
structure will be the cornerstone for any application setup needed. Trying to map out the
deepest and smallest end groups will allow you to be as granular as possible.

o Using the groups: Setting up a policy for how you will be using groups that make sense to
your organization will help in your overall group usage in other ways as well. The same group
that’s used to assign sales applications can also be used for sales policies, and be pushed into
applications as the sales group. This means that one group can do multiple things.

o Specific application groups: In some scenarios, you can't simply automate within the organizational
structure. But by numbering a group range specifically for applications, you can always find
and structure it in a way that shows the different groups that are used for different applications.
Usually, these are used for provisioning different licenses or roles. Creating a group prefix
that separates the groups, such as APP - Salesforce - sales team -US, helps
with distinguishing the groups from each other. Having that prefix will keep the Okta groups
together, and make them easier to find in the search functionality. Import only as necessary.
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If you are setting applications up with provisioning, but you see no need for the groups to be
imported, don’t turn it on. Okta will be able to import quicker and the groups will not show up
in your search queries. If you want to do this from AD, you can filter just the groups you want
to import by using the Group Filter function. This will not import all groups. Group filtering
is only available for directories.

« Using directory groups: If you are heavily reliant on your directory, it may be the best move
not to recreate the group structure again with Okta groups. Even though they might have some
more benefits, managing two sides of the coin will allow more error and more interpretation
when troubleshooting. As AD and LDAP have a special relationship with Okta, it might be
wise not to do so.

On the other hand, if you are looking for a way to divert from your directory, or legacy decisions
have resulted in a messy structure, recreating a fresh and strong Okta group structure can be
very helpful for your usage toward applications and other possible directories.

« Using application groups: Usually, application groups already exist before Okta integrates with
the app. Most of the time, the structure of the app has been owned by someone other than the
IT or security team that is going to manage Okta. This can lead to fragmented and possible
overuse of groups within that application. Using that as a structure to manage your users in
Okta and toward other applications and directories is not considered a wise method; especially
when the groups are used for policies, the application owner might unknowingly scramble the
groups and in doing so remove access management.

Using the application groups to allow group push or group rules to synchronize users from an
application group to an Okta group is considered the best way to use these. Alternatively, if the
import simply adds to many groups, but you still want to manage users in those, workflows
might be the second-best thing. We discuss this in more detail in Chapter 7, Okta Workflows.

If you are setting up the structure with specific naming conventions, consider turning off the
overwrite application group names function since this can have an impact on the application.
This is highly dependent on your situation and setup.

« Removing deactivated users from groups: For a simple overview of users in any one group,
it’s good to make sure you clean out deactivated users from them. The smartest way to do this
is by setting up an Okta workflow, which goes through Okta groups and removes deactivated
users on a schedule.

We will discuss these features and more in Chapter 7, Okta Workflows.

Now that we’ve covered how to work with groups and some best practices, let’s look at the last thing
that can be managed by UD - devices.
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Overview of devices

With the Devices section in UD, organizations can get a better picture of which devices have access
to Okta. It adds end user context and can be used in contextual-based access policies. Lastly, the use
of Fastpass provides an opportunity to leverage a passwordless experience on an Okta-connected
device. Fastpass will be discussed in more detail in Chapter 3, Using Single Sign-On for a Great End User
Experience. It’s important to note that this is not a replacement for any mobile device management
(MDM) system. It’s a function to connect a certain device to Okta and cross-connect that device to a
user to give more security to the organization. Let’s discover what we can do.

Registering a device

An administrator can’t register a device in the Okta administration portal. Instead, the device is
registered when a user uses a device to enroll with Okta Verify. If you navigate to Directory >
Devices, you will see a list of all devices that have been registered in your Okta org. Any user can be
associated with multiple devices, and vice versa. When you go to a user profile in Okta, you can find
the associated devices there too:

HenkJan de Vries

henkjan@oktaadministration.com

Jy User . Active View Logs

Applications Groups Profile Devices Admin roles
Devices
Device name Platform Status
[] iPhone Apple i0S Active
_[:I_ Henk-Jan's MacBook Pro Apple Mac OS Active

Figure 2.22 — Registered device in a user profile

In the list of devices, you can see if the device is Managed or Not managed. This status indicates
whether a separate MDM system is integrated with Okta, and if the device is managed by that MDM.
With this integration in place, management hints (for mobile devices) or management attestation
certificates (for desktops) are deployed to the devices and checked when needed for access to Okta
and/or applications.
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Additionally, the device overview section will show what type of platform the devices are being used
on. Lastly, it will allow you, as an admin, to suspend or deactivate a device. This can be useful when
a device might be compromised or when the user switches devices.

Summary

In this chapter, we learned about UD and what we can do with it. We looked at how to integrate
with existing directories, and you now have a good understanding of how to install and configure
the different agents you might need. We also looked at the different kinds of users that Okta handles,
and how to work with their attributes using profile sourcing. Then, we took a deep dive into the
different types of groups available, and how to use them to make workloads easier - for instance, for
assignments. Additionally, we highlighted some best practices for when you set up and work with
your groups. Lastly, we described the Devices section and how it can be interpreted and used from
an administrator’s perspective.

In the next chapter, we will dive into Okta’s SSO capabilities, showing how to utilize OIN and
custom applications.
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3
Using Single Sign-On for a
Great End User Experience

Single sign-on (SSO) is a very end user friendly feature. But it also has great security benefits that
will make any IT administrator happy. Bringing all authentication into one place doesn’t only make
it easier for end users; it also delivers a single pane of glass for administrators with ease.

In this chapter, we will look at Okta’s SSO functionalities and how they will help your end users. We
will look at how you can utilize the Okta Integration Network (OIN), but before that, we will look into
the different connections you can make with various applications. We will also look at the difference
between Okta and application-initiated sign-on flows, as well as IdP discovery.

We will look at the following topics in this chapter:
o Using single sign-on with Okta
o Using Fastpass for easy sign-on
o Using the Okta dashboard
o Setting up Agentless Desktop single sign-on
o The Okta Integration Network
o Using Secure Web Authentication applications
o Using SAML and OpenID Connect applications
o Managing inbound SSOIdP discovery

Using single sign-on with Okta

While we will talk a lot about logging into different types of applications and their security steps, Okta,
of course, has its own sign-in options. This is, in general, the cornerstone of every end user’s experience.
When a user signs into Okta, it won’t require any further password inputs in any application. This
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first encounter with Okta’s SSO ensures that the user has identified themselves according to the global
session policies. They are now allowed to sign in to any integrated applications assigned to them unless
specific application policies have been set up.

The login process for Okta is straightforward and doesn’t ask for any high-level understanding of the
process. Signing in is as simple as any other application, but on the backend, you will see that Okta
allows for a much more granular methodology, making sure all sign-ins are checked against any
policy that has been set up.

Every Okta organization (org) is created with an Okta . com subdomain. These subdomains are
determined at the moment the contract is signed with Okta, and changing them is difficult for Okta
to do. Making sure you have the right one that your users remember is key.

Note

You can also create your own (sub)domain for accessing Okta. This will allow it to be even
more part of your organization’s strategy, visibly attached to your corporate structure. We will
discuss this in detail in Chapter 6, Customizing Your Okta GUL

As Okta wants to keep security as strong as possible, you will find that any subdomain will show you a
login screen. This is to fend off bad parties in search of Okta orgs to start doing password spray attacks.
Your end users could therefore also end up on a dummy subdomain, so making sure that your org is
identifiable to your end users is important. Using Okta’s option to set a sign-in background and login
widget logo will help to identify the correct Okta org.

The sign-on policies are created in hierarchical order. When the Okta org is created, a default login
policy is added to ensure anyone can log in from the start. Adding more policies to reflect your
organization is highly preferable. Okta can offer different policies for different needs. Let’s take a look
at the different policy options and their settings.

Understanding global session policies

In the Okta Identity Engine (OIE), passwords are no longer a central requirement to access Okta.
The access policy for Okta itself is now under the global session policy (GSP) section. Even though
it might seem logical to have separate policies for logging in to Okta and perhaps adding sign-on
policies for applications, in OIE, every access is considered an application access. This means that the
Okta dashboard, the Okta Admin Console, the Okta browser plugin, and applications can all have
separate access policies.

GSPs are contextual policies that help the user advance to authentication policies depending on their
requirements. They control how long the overall session will be valid. Controlling for authentication
is done via authentication policies. We will go through the setup of these later in this chapter.
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When in the admin console, go to Security | Global Session Policy to create, edit, and manage all
your global session policies. Global session policies are set up in several steps.

First, you create a new GSP by clicking on the Add Policy button. You will be presented with the
option to name the policy, add a description to it, and assign it to a group:

Add Policy

Policy name

TIP: Describe what this policy does

Policy description

Description

Assign to groups

Assign to groups

Create policy and add rule Cancel

Figure 3.1 - Setting for Global Session Policy

After this is done, you can create a first rule in that policy. Without one, the policy will not be functional.

A rule contains three separate sections:

o General information
o DPolicy settings
o Session management
In the general section, you can set a descriptive Rule name and exclude any individual users who

should bypass this rule. It is wise to be as descriptive as possible for the Rule name, as one policy can
have multiple rules, understanding the meaning of each is of great value:
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Add Rule

Rule name TIP: Describe what this rule does

Exclude users Exclude users

Figure 3.2 - Settings for adding a rule

In the policy settings, a simple IF/AND/THEN method is used to make sure users are correctly filtered
through. The second part of the policy setup is creating the outcome a user needs to abide by. Here,
we set the security elements for the users. Let’s go through each part of this section:

o IF User’s IP is: This is the option to select whether a user has to be part of a zone or whether
the rule applies to users coming in from any specific IP

o AND Identity Provider is: This filter allows you to choose between any IdP, specifically Okta
or an IdP you have set up

o AND Authenticates via: Additionally, a choice can be made for whether the users authenticates
via any source or an LDAP interface

o And Behavior is: This is any behavior set up as part of the behavior detection that you want
to add as a condition for this rule

o THEN Access is: Lastly, here you can choose whether the user is allowed access or is denied
based on the combination of outcomes

In Figure 3.3, we see these settings with the dropdowns. They are not mandatory, but can help refine
your policy rule:

Policy settings

IF User's IPis Anywhere o

Manage configuration for Networks

AND Identity provider is

Any ¥
AND Authenticates via Any v
THEN Accessis Allowed v

Figure 3.3 - Policy settings
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If access is allowed, that means we can determine how a user needs to authenticate. The next part of
the Policy settings screen provides further options. With Establish the user session with, you can
choose to allow any factor that meets the authentication policy for the access required. Alternatively,
you can select Password as a requirement, regardless of any additional authentication policies. Let’s
go through these options:

Note

If a user hasn’t set up a password, the user might be denied access based on this setting. We
will go through the sign-in options later in this chapter.

o Multifactor Authentication (MFA): Here, you determine whether MFA is required for access
or if you allow the authentication policies to determine general access to Okta. If you set this
setting to Required, the next setting will become available.

o Users will be prompted for MFA: This setting allows you to dictate when the user is prompted
for MFA. It can be set to the following options:

* Atevery sign in: This will prompt the user every time it is required to authenticate against Okta

* When signing in with a new device cookie: This will challenge users when they try to log
in with a new device or have cleared their browser cookies during the last session

Note

Using device cookie sign-in should be considered a low-risk use case setting.

The last section of this process is Session management. Here, we establish what a user needs to do
to keep their Okta session alive.

o Maximum Okta session lifetime: You can decide to set no limit to the session or have the
session expire after a certain period of time.

« Expire session after user has been idle on Okta for: This is a secondary expiry setting that
makes sure the session is killed if the user has been inactive for a prolonged period.

Note

Okta considers inactivity to be the period in which the user is not active and doesn't click on
an Okta page. For example, a user logs in in the morning and has the Okta dashboard open in
a tab but never goes back to it.

o Persist session cookies across browser sessions: This will allow the use of cookies in the
browser to make sure the user is not re-prompted to log in. Turning it off means that users
might be prompted more often to sign in.
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We will go through MFA and how to set this up in Chapter 4, Increasing Security with Adaptive
Multifactor Authentication.

Now that we have added a Global Session Policy, let’s look at adding authentication policies.

Authentication policies are rules that conditionally look for group assignments, applications, and
rules that are used to grade the user’s login attempts with a risk factor. Based on those conditions, a
user is either allowed, denied, or required to step up their security.

To set up the policy, click on the blue Add a policy button:

Authentication policies © Help

Define how a user must authenticate to gain access to an app

Add a policy Search...

Policy name Applies to
Any two factors 9 Apps View all
Default
@ Workflows “bamboor Google Workspace

Require two factors to access.

Figure 3.4 — Adding a new Okta authentication policy

Then, you will be presented with a small window with a couple of text fields, as seen in Figure 3.5:

Add Authentication Policy

Name

Description

Y

Figure 3.5 - Okta general sign-on policy settings

The window contains the following fields:

« Name

o Description
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After you click on Save, you will be presented with an overview of the rules for that policy. A default
rule is created, and you can’t make any changes to the conditions in that rule. The actions are editable.
We will go over that part in the next section, and it will apply to the default rule too. To create an
additional rule, click Add Rule.

Add Rule

Rule name TIP: Describe what this rule does

Exclude users
Exclude users

Figure 3.6 — Okta sign-on policy rule settings
In this window, you can use multiple conditions to check and set the security that is needed. This rule
engine also works with an IF/AND/THEN methodology.

The options are as follows:
« Rule Name
The following options under IF are as follows:

o User’s user type is: Any usertype or One of the following user types let you search any user
types you have created in the Profile Editor

The options under AND are as follows:

o User’s group membership includes: You can search for and select any groups that this rule
should apply to.

o User is: Here, you select one or multiple users who are specifically required for this rule.

o Device state is: Select between Any or Registered (which requires Okta Verify as an enabled
authenticator). When Registered is selected, the next option appears:

* Device Management is: You can choose between Not managed or Managed. The actual
settings for device management are changes in the device management menu. See Chapter 4,
Increasing Security with Adaptive Multifactor Authentication, for details on how to do this.

o Device Assurance policy is: This can be set to No policy or Any of the device assurance
policies. The predefined device assurance policies you have set up under the device assurance
policy menu will be visible to choose from in a drop-down menu.
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o Device platform is: This setting will be available if the previous is set to No policy. Here, you
can select Any or One of the following platforms, where you get a dropdown with all available
platforms (such as Windows, macOS, and iOS).

o User’s IP is: Any IP, In any network zone defined in Okta, In any of the following zones,
Not in any network zone defined in Okta, and Not in any of the following zones are options
allowing you to select from zones you have set up (see how to do this in Chapter 4: Increasing
Security with Adaptive Multifactor Authentication).

o The following custom expression is true: Here, add any statement with expression language.
This will allow you to add even more specific device granularity by filtering or referencing
device attributes that seem required for this authentication rule.

Note

See the following link for a detailed list of options, expressions, and device attributes you can
add to your policy rule:

https://help.okta.com/oie/en-us/Content/Topics/identity-engine/
devices/el-device-attributes.htm

o Options under THEN are as follows

o Access is: Allowed after successful authentication or Denied
If access is allowed, the following AND statements will become available:

« User must authenticate with: Here, you can pick an option from a selection of combinations
of passwords and factors. It will also allow you to have the user use any two factors the user is
enrolled with. It can be that the types required to authenticate are not present for the user. A
window will show you which factors would allow authentication to happen.

o Possession factor constraints are (optional): Select between Phishing resistant, Hardware
protected, and Exclude phone and email authenticators. These constraints can help fortify
your security measures for accessing applications. They allow you to be even more rigorous
with regard to the type of device used, its posture, and its functionality.

« If Okta FastPass is used: Choose whether a user needs to approve a prompt on the desktop
for Okta or, alternatively, use biometrics. This is seen in Figure 3.7 (Chapter 4 covers more on
how to set up FastPass):
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Using single sign-on with Okta

THEN

THEN Access is Denied
© Allowed after successful authentication

AND User must authenticate with Password / IdP + Another factor

Learn maore about authentication scenarios (3

AND Possession factor constraints are Phishing resistant
Hardware protected
@ Exclude phone and email authenticators

AND If Okta FastPass is used © The user must approve a prompt in Okta Verify or provide biometrics
The user is not required to approve a prompt in Okta Verify or provide
biometrics

Your org's authenticators that satisfy this requirement:

Password

Additional factor types

Okta Verify
Figure 3.7 — Okta sign-on policy rule settings

Lastly, we have a couple of settings for re-authentication, which have AND statements. These are
divided between passwords and all other factors, allowing you to have stricter rules for passwords
compared to more secure factors:

o Password re-authentications frequency is: Every sign-in attempt, Never re-authenticate if the
session is active, and Re-authenticate after where you set a number of minutes, hours, or days

o Re-authenticate frequency for all other factors are: Every sign-in attempt, Never re-authenticate
if the session is active and Re-authenticate after where you set the number of minutes, hours,
or days
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You enter a number and select a unit in the drop-down menu, as shown in Figure 3.8:

Re-authentication frequency

« Users with FEDERATION or SOCIAL authentication providers bypass password re-authentication.

= All other users are prompted for password upon re-authentication, even if they authenticated through a trusted
Identity Provider.

AND Password re-authentication frequency is Every sign-in attempt
Never re-authenticate if the session is active
© Re-authenticate after:

2 Hours v

Re-authentication frequency for all other factors is Every sign-in attempt
Never re-authenticate if the session is active
© Re-authenticate after:

12 Hours v

Figure 3.8 — Okta sign-on policy rule settings

Tip
Since you set these rules per application, you can have stricter rules for business-critical systems
and lower rules for non-critical systems.

These frequency settings are separate from the session times you might have set up in the Global
Session Policy, so make sure you coordinate them in a way that makes sense to your security policies
in general while also balancing the aspects of security versus friction for your end users.

There have been a lot of settings, but now you are ready to click Save. You can create more rules and
have them apply to different groups, user types, or users. It’s a good idea to list your applications and
divide them into different categories and see if you can set the same authentication policy and rules
for multiple apps. This will save you some work.

Using the Okta dashboard

Okta gives users a great experience by having a dashboard that all the user’s applications are on. End
users can arrange which apps go where and move them into different tabs to manage their environment
even better. Okta’s dashboard allows end users to set their personal passwords in applications and
change and update these passwords later on. We will go through this in more detail later in this chapter.
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Depending on the settings, they can also add personal applications through the personal application
store, which has over 5,000 applications. This only includes applications with passwords because end
users cannot integrate Okta with other applications themselves.

okta

A My Apps
- Recently used
Work
Personal
HR

Add Section @
App Catalog

Notifications

Albert
Admin
Settings
Sign out

2019 Oxta, Inc. | Privacy

Q_ Search your apps

Recently used

@ Jira Software

Jira

Work #
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Figure 3.9 — An end user’s application dashboard
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Once a new application is added, the users will see a notification bubble after they get onto the dashboard.
If they don’t read it, the notification will stay available in the menu on the left under Notifications.

Within the same menu, the user can also edit their profile, which they can manage themselves. We
will further deep-dive into this in Chapter 6, Customizing Your Okta GUI. Next, let’s look how we can
set up Agentless Desktop single sign-on.

Setting up Agentless Desktop single sign-on

To allow Desktop Single Sign On, Agentless Desktop single sign-on (ADSSO) is required in an Okta
Identity Engine tenant. If you have a classic Okta tenant, you can use either the Integrated Windows
Authentication (IWA) agent or ADSSO. For the IWA agent, we refer you to the Okta help pages.
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To set up ADSSO, you are required to set up a service account and set up a Service Principal Name
(SPN) for that account. The service account itself doesn’t require additional privileges, but it will need
permission to set the SPN.

Please read Microsoft’s documentation on delegating authority to SPNs:

https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/

windows-server-2012-R2-and-2012

Tip

ADSSO doesn’'t work if a user is a member of more than 600 security groups or if the Kerberos
token is too large for Okta to consume. In those cases, the user will be redirected to the regular
sign-in page with a 400 response.

Please follow the next steps to create a service account to set up ADSSO:

1.

AN

To open the Active Directory Users and Computers (ADUC), and then Microsoft Management
Console (MMC) console on the Active Directory server, click Start > Run, enter dsa . msc,
and press Enter.

Select the location where you want to create the service account and select New > User.
Fill in the minimum required fields according to your user policies and AD’s requirements.
Click Next.

On the next screen, make sure you set a password, confirm your input, and untick the User
must change password at the next logon box.

After that, click Next and Finish.

After step 6, go to the newly created users, right-click for properties, and select the Account
tab. Here, select This account supports Kerberos AES 128-bit encryption or This account
supports Kerberos AES 256-bit encryption check boxes in the Account Options area. Then,
click Apply.

Additionally, create a group policy that enables AES encryption. This group policy can be set
up on a domain controller or on the server the Okta agent is installed on. Policies such as these
apply to the entire domain.

Lastly, we need to configure an SPN for the service account by opening a command prompt
and running the following command:

setspn -S HTTP/<oktasubdomains>.kerberos.<okta/
oktapreview/okta-emea>.com <serviceaccounts
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Once we have set up the service account with SPN privileges, we can now configure browsers to work
with ADSSO on Windows and macOS.

In the following steps, we will explain how to set up Chrome on a Windows device. ADSSO does
support multiple browsers and different operating systems. To make ADSSO available, you can follow
the next steps:

1. Add a Group Policy Object (GPO) on a Windows server to apply IWA and URL settings to
all domain-joined windows devices.

2. Enable IWA on the browser.

3. Add Okta’s URLs to the local intranet in Internet Explorer (IE). Okta URLs added should be

in the format: https://subdomain.kereberos.okta.com.

To make sure Chrome will work with the mentioned settings, we need to add the Okta URL to the
Chrome allowlist. Simply add the following entry as a string value in the registry:

[HKEY LOCAL MACHINE\SOFTWARE\Policies\Google\Chrome]
"AuthServerAllowlist"=subdomain.kerberos.okta.com

For other browsers and OS types, the setup is likely to be similar, but follow this link to understand
the steps for each of them if required:

https://help.okta.com/en-us/Content/Topics/Directory/ad-dsso-configure-
browsers.htm

Now, let’s turn on ADSSO. Follow the next steps to turn on ADSSO:

1. In Okta, go to Security > Delegated Authentication.
2. Go to the Agentless Desktop SSO section.
3. Click on Edit and select the desired ADSSO state:

* Off: This means no active ADSSO service is running.

= Test: This allows you to test the endpoint; for example https://subdomain.okta.
com/login/agentlessDsso.

On: This will set ADSSO to active and allow users to sign in with ADSSO.
4. Inthe Allowed Network zones, add any zones that are used with machines accessing services

combined with ADSSO. Identity Provider routing rules will overrule any zone rules if IdP
Discovery is turned on.

5. In the section for AD Instances, select the AD in which you set up the SPN.
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6. Complete the last steps to activate ADSSO:

* Desktop SSO: Enable this to turn DSSO in production.

* Service account username: Fill in the service account username with the SPN privileges
you created. It needs to be a correct (and case-sensitive) User Principal Name (UPN)
or samAccountName.

Service account password: This is the password of the service account.
Validate service account credentials on save: This will test the credentials. If the AD agent
is down or has no connectivity, this step can be skipped.

7. Save your progress at this point.

We are almost there. Once the ADSSO has been turned on, we need to configure a newly created IdP
routing rule specifically created for ADSSO.

1. In Okta, go to Security | Identity Providers | Routing Rules.

2. Select the ADSSO routing rule and click Edit.

3. Fill out the following fields to make sure the ADSSO will be used during authentication requests:

User’s IP is: Anywhere means no zone is selected. In zone means a specified zone is
appointed to this rule. Not in zone refers to when you want this rule to kick in if the users
are outside of any specified zones.

User’s device platform - here you can select a type of device you want the ADSSO agent to
trigger on. This can be particularly interesting if you specifically want to exclude devices such
as Linux machines or Macs.

User is accessing — Here, you can specify whether the rule kicks in when accessing a specific
application, all applications, etc.

4. Use the identity provider. Choose AgentlessDSSO.
5. Click Update rule.

6.  When back in the overview, change the rule status to active to activate this rule for users that
fit the profile of the settings we just filled out.

These settings can be as rigorous or user-friendly as you decide. By using device metrics, selection
and filtering become much more granular.

Lastly, we need to validate the entire setup to make sure a user can use the ADSSO and that it does
what it needs to do without any issues.
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Log into a domain-joined device that is active within an Active Directory where you have enabled
ADSSO. The user on the device needs to be active in Okta to proceed. We need to add the Kerberos
URL to the security settings in the browser (if not already populated through the GPO setup earlier).

Now go to your Okta org, and if all settings are correct, the ADSSO will capture your authentication
request and grant access without any interaction from the user. One last check is to go to the system
logs of Okta and confirm the user logged in using ADSSO as the method.

That’s it. We've set up an ADSSO service account, added SPN privileges, integrated the setup with Okta,
and added the required IdP routing rule. Let’s move on to learn more about the Okta Integration Network.

Simplifying administration with the Okta Integration Network

For many organizations, a reason to start using Okta is to avoid the upkeep of multiple integrations.
This was a problem Okta saw early on, and the OIN has been an important cornerstone of Okta
for a long time. At this time, the OIN is gathering over 7,500 integrations to applications within a
variety of product types. What’s unique about this collection is that all protocols for SSO and APIs
for provisioning are maintained by Okta. Integrations are not only for cloud apps; a collection of
on-premise, web-based applications are also represented within these integrations. The integrations
are for Secure Web Authentication (SWA), Security Assertion Markup Language (SAML), and
OpenID Connect (OIDC) integrations. For applications supporting any of these methods, even if
it’s on-premise or VPN services, it’s possible to integrate with Okta, even though there is no existing
integration in the OIN. All of this will be explained.

SAML has been around since 2002 and is the most commonly used SSO option by vendors and identity
providers. SAMLs protocols have gone through a few iterations, from 1.1 to the current standard,
2.0. There are still vendors that incorporated it when it was an earlier version. It’s important to know
that the older federations will work with Okta, but they are not cross-compatible with each other to
set up and use.

As an administrator, there are two ways to interact with the OIN. You can go to Okta’s website and
search for different integrations, applications, or product segments. This is useful if you are thinking of
selecting a new system, for instance, an HR system. Then you can easily go in and search for different
applications and see what HR system has an integration that fits your needs.

The way you will most frequently interact with the OIN is through the admin console. From there,
you will navigate to Applications | Applications. By clicking Browse App catalog, you will end up
in what is basically a searchable catalog of all OIN-available integrations. The applications are divided
into use cases:
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Use Case

All Integrations T492
Apps for Good 9
Automation 26
Centralized Logging 1
Directory and HR Sync 19
Bot or Fraud Detection 3
|dentity Proofing 10
|dentity Governance and T

Administration (1GA)
Lifecycle Management 546

Multi-factor Authentication (MFA)2T

Risk Signal Sharing T
Social Login 18
Single Sign-On LT
Zero Trust 49

Figure 3.10 — Available OIN categories
Most applications are available in the Single Sign-On category. Under Directory and HR Sync, you
will find applications you can use as a directory source. You will probably search for an application.
The tile of the application you want to integrate shows what available integration options you have

(for instance, SWA or SAML, which will be explained later) and whether provisioning is enabled, as
you can see here:

+ Jira

Atlassian Jira Server
SAML, SWA, Provisioning

Figure 3.11 — The application tile when finding an integration
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Clicking on a tile will bring you to a complete page about the integration. Here, you can read more
about its capabilities. You will find the following:

o Overview: A description of the application
o Use case: The OIN categories you will find this application under

o Functionalities: What access protocol the integration supports and what provisioning features
are available

Now that we have looked into the OIN, we will deep dive into the two different kinds of SSO integration:
SWA and federated (e.g., SAML or OIDC).

We will specifically talk about the standardized ways to add an application that doesn’t already have
a pre-configured setup. Applications available in the OIN mostly come with extensive integration
documentation and usually are well managed by both Okta and the Service Provider (SP).

Setting up a basic integration with Secure Web
Authentication

As mentioned earlier, there are a few different kinds of integrations, and one of them is SWA. This
integration type was created for any application that doesn’t support federated authentication. That
means that the application does not support or allow an SSO flow where a user’s authentication token
is trusted across multiple systems or platforms. With SWA, Okta stores a user’s credentials in a secure
way, with strong encryption and a customer-specific private key. When an end user clicks on the
application tile, the credentials are sent to the application login page over SSL. When setting up an
SWA integration, you can configure the credentials settings in the following ways:

o The user sets the username and password

o The administrator sets the username and password

o The administrator sets the username and the user sets the password

o The administrator sets the username and the password is the same as the Okta password

o Users share a single username and password set by the administrator

The different configurations are quite self-explanatory, but we'll go through some things to think about.

The use case where users set their username and password might be used when an organization is
already using an application and where the username and password already exist. It could also be for
personal accounts you want to enable through Okta, such as LinkedIn.

The use case where the administrator sets both would be, for instance, when a company rolls out a
new application. It provides strong administrator control, as the end user never sees their credentials.
For this approach to work, the best thing would be to disable any possibility for end users to reset and
change their password within the application.
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The following are the steps to get this configuration to work:

1. Create the user and set a password in the application.
In Okta, create the integration via the OIN.

Navigate to the Sign On tab on the Applications page.
Edit the SIGN ON options.

AN

Assign the application to the user and set the credentials.

It’s good to know that, after this step, the password will never be visible in Okta again to either the
end user or the administrator.

For the option where the password is the same as for Okta, the application must have provisioning
capabilities. After the account is created in the downstream application, the username is connected
through provisioning.

The last option is when multiple users share one account. This could, for instance, be an organization’s
social media account. As an administrator, you set the credentials, and by assigning the application
to users, they get access without ever seeing the credentials. This adds multiple security measures,
and when a user leaves the organization, they will not be able to access the application again after
losing access to Okta.

For SWA applications to work, the user needs to install the Okta Browser Plugin. The plugin is available
through the app stores of the main, commonly used browsers. The plugin is needed for security
reasons. When an end user clicks on an SWA application, a new tab is opened. The credentials are
collected from Okta through encrypted SSL and posted to the application. The plugin only works
with trusted and verified sites:

okta @ 8% Admin

l Q Search for an app HCo0
Work . o | OktaAccess .
| | Requests

‘. “ ‘ Okta Access ee

| Certification Reviews

‘ i ‘BambooHR ees

(Workplace Workplace by ™
o bomabook Facebook
ServiCendaw ‘ ServiceNow UD e

Figure 3.12 — Interface of the Okta Browser Plugin
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The plugin can do a lot of things:

o Initiate an Okta login: If an end user clicks on an application in the Okta Browser Plugin but
isn't logged in to Okta, the user will be prompted to log in to Okta on the application page.

o Automatically sign-in to apps: If the user is already signed in to Okta and navigates directly
to the application’s login page, the plugin will fill in the credentials and sign the user in.

« Fill in credentials: If the user previously hasn’t used an SWA app and fills in the credentials
and then navigates to that application, the user will get to enter the data and save it to Okta.

o Update passwords: If a user is in an application and changes the password, the plugin can save
the new password. It can also enter the previous password if needed for the password update.

o Switch users: You can easily switch the active user by clicking the person symbol and choosing
the account to see.

o Admin console quick access: For admins, there is a link to go directly to the admin console
instead of the end user dashboard.

For applications without an SWA application in the OIN, you can easily create one yourself with the
templates available. There are three main template types:

o Template App
o Template Plugin App
o Template Frame Plugin App

The Template Plugin App has the following subcategories:

o Template App 3 fields
o Template 2 Page Plugin App
o Template Basic Auth App

So, how and when should we use these? Navigate to Applications | Applications, and click Browse
App Catalog. Search for Template and click See All Results.

Use the Template App if your application supports authentication via a form POST. On the General
settings page, enter the following information:

« Application label: Enter the name you want for this new integration (usually the system name).

o URL: Enter the URL of the form you are posting to. Note that this is not the URL of the page
where you see the form.

o Username and password parameters: Enter the parameters that contain the credential data.

« Optional parameters: Possibly more static data that is needed and sent during login.
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o Application visibility: Select whether the application should be visible to users.

o Browser plugin auto-submit: Select this option if you want to submit the user’s credentials
immediately when a user navigates to the applications.

The Template Plugin App and its subcategory templates are configured similarly, so we’ll go through
them together. Start the same way by searching for the Template application you want to set up on
the Browse App Catalog page. As before, in the General settings, make the following configurations:

o Application label: This is the name you want to be shown to your end users

o Login URL: This is the URL to the page where the sign-in form is visible

o Redirect URL: If the URL to the sign-in page redirects you, enter that URL here

o Regular expression: This is optional; you can define a pattern to restrict access to URLs
o Username field: This is the Cascading Style Sheets (CSS) selector for the username field
o Password field: This is the CSS selector for the password field

« Login button: This is the CSS selector for the login button

o Checkbox: This is the CSS selector for a checkbox (for example, this can be for a “Remember
me” or “Agree to terms” checkbox on a login page)

As you might have noticed, the Template Plugin App is using the CSS selectors rather than providing
parameters. So, how do you find these CSS selectors?

1.  Open the page with the login form.

2. Click on one of the fields, right-click, and select Inspect in the menu that appears.
This opens the Chrome developer tool. In the Elements pane, you'll find the ID and type needed for
your CSS selector:

»edts </dr>
v <dd>
=input name='"ctlee$contentPlaceHolder1SLoginNameTextBox"

Welcome to the RepliCOn Customer Zone type-"text' maxlength-"128" id-"LoginNameTextBox' style
'display:block;"> == #8
=/dd=

»=dtz </dt
b =dd>..</dd
=fdl=

»<div id-"PwdForgot” class-"forgotPassword" style-"margin-

input#LoginNameTextBox 228=x28 bottom: 5px;"=.</div
»=div id="ButtonRow' class="buttonRow'= =/div=
User Name »<div class-"loginareachild’=.</div

input type-"hidden' name
'ctlansContentPlacedolderishdnalternatelooinProviders id=
Password « t#loginPanel #pnlintemnallogin  div  #LoginFields dd  inputfLoginNameTextBoi

Forgot your Passward or User Name? Styles  Event Listeners  DOM Breakpoints  Properties  Accessibility

(LT | Remember Me Filter thov cls +

Figure 3.13 — An example of an input in a CSS selector
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That’s the basic configuration possibilities of the different SWA applications. Let’s move on to look at
how to set this up using the App Integration Wizard.

SWA with the App Integration Wizard

An easy way to get integration with an application with SWA is to use the App Integration Wizard by
navigating to Application | Application and then clicking on Create App Integration. You will be
prompted to choose SWA, SAML, OIDC, or APL

Choose SWA. After clicking Next, you will be prompted to fill in some information:

o App name: This is the name visible to your end users
« App’s login page URL: This is the URL to the login page

o App logo: Optionally, you can upload a logo picture, which makes it easier for end users to
navigate to the right icon on their dashboard

o App visibility: You can choose to not show the icon to end users on their dashboard

o App type: If this integration is with an internally created application that is not intended to be
used outside of the organization, check this box

After these settings, you will be able to decide how the username and password are to be set, as per
the earlier instructions. In general, if you want to find more information on adding applications, refer
tohttps://help.okta.com/en/prod/Content/Topics/Apps/Apps Apps.htm

Let’s look at the standard protocols of SAML and OIDC.

Using SAML and OpenID Connect applications

To fully embrace the capabilities of Okta’s SSO, it is recommended to use federation protocols such as
SAML and OIDC. Both handle and look at login flows differently, but they share one common feature;
they allow an application to delegate their authentication to an IdP such as Okta. This means that
there is no reason to have a password in your application anymore. The user is no longer responsible
for a strong unused password, but the application will refer to the IdP for authentication. We will be
looking at both to see what they have in common and where they differ.

SAML is a framework built upon XML and allows interactions between an IdP and SP to communicate
user authentication, entitlement, and attribute information. The flexibility of the XML allows it to
be modified and to send different relevant information based on the integration of the IdP and SP.

Every message is secured using a signed X.509. During the setup of the SSO integration, a public
certificate is given to the SP to verify any incoming requests. A SAML response sent by the IdP will
be signed with a private key and can be verified against the uploaded public certificate. This allows
the SP to check the origin and trust the IdP.
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An example of what a typical login flow from the SP looks like is shown in Figure 3.14:

Identity End User Service
Provider Browser (Agent) Provider
1. End User access service =
provider from browser
3. g Service Provider redirects 2. L
Browser relays SAML request : SAML request back to browser [SP-InI'TIUTed flow
<€ begins herel
4 To IDP
[IDP-iniﬂ(;fed flow Identify/Authenticate
begins here] 5 the user
: IDP generates SAML assertion <

and sends it back to browser 6 Browser relays SAML assertion N
’ back to the SP d

4 If user is authenticated, SP sends 7

security context to browser '
8 Request resource »
. »

from SP
SP responds with
< 9.
requested resource
v v v

Figure 3.14 — An SP-initiated login flow

While the flow shown in the preceding figure starts with the user going to the SP (SP-initiated login
flow), it can also be that a user starts at the IdP (IdP-initiated flow). They look similar, but the start of
the request originates from the IdP side.

While nowadays it's more common that authentication flows also require consent requests (for example,
to allow access to parts of the data in the underlying application), SAML doesn’t have that built into its
core. It can be custom-added into the login flow, but this only happens on the SP side and is usually
not configurable for users and admins to turn on or set up.

In any application with SAML possibilities but without available integration options in the OIN, its
possible to set up your own integration with the Application Integration Wizard (AIW). What this
kind of integration does is it creates the XML required for the SAML request. To set this up, you will
need information from your application provider, either from the documentation or via their support.
To start the setup, navigate to Application | Application and click Create App Integration. Select
SAML and click Next. On the first page, you will only enter the General settings:

o App name: This is the name visible to your end users

o App logo: Optionally, you can upload a logo picture, which makes it easier for end users to
navigate to the right icon on their dashboard

o App visibility: You can choose to not show the icon to end users on their dashboard
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Next, configure the SAML settings:

Single sign-on URL: This is the URL where the assertion is to be sent to with an HTTP POST.
This can be called an SAML assertion consumer services URL in the application documentation.

Audience URI (SP Entity ID): This is the unique identifier defined by the application, usually

called an SP Entity ID.

Default RelayState: This field identifies a specific application resource if an SSO has been
initiated from an IdP. It’s usually left blank.

Name ID format: These are the processing rules and constraints for the assertion’s subject
statement for SAML. Leave as the default Unspecified unless your application requires

something specific:

Name ID format @

Application username @

Unspecified

Unspecified

EmailAddress

Update application username on x509SubjectName

For Application username, there are a variety of options to choose from:

Persistent

Transient

Figure 3.15 — Options for the Name ID format

ow Advanced Settings

Application username: Select the format you want the username in, for this specific application
— used for the assertion’s subject statement.

Update application username on: The only option is Create and update.

Okta username

Okta username prefix

Email
Email prefix
Custom

(none)
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If needed there is an array of advanced settings:

Response @

| Signed -
Assertion Signature @ | Signed .
Signature Algorithm @ | RSA-SHAZSS .
Digest Algorithm @ | SHAZES .
Assertion Encryption @ | Unencrypted .
Signature Certificate @ Browse files
Enable Single Logout & Allow application to initiate Single Logout
Signed Requests @ Validate SAML requests with signature certificates.

SAML request payload will be validated. 355G URLs will be
read dynamically from the request. Read more

Other Requestable S50 URLs URL Index

+ Add Another

Assertion Inline Hook |

Mone (disabled) -

Authentication context class @ | PasswordProtectedTransport

Honar Force Authentication @ | Yes -

SAMLIssueriD @ | http:/www.okta.com/${org externalKey}

Figure 3.16 — Options for advanced settings
After that, you are able to set attribute statements, both per user and/or group. This can be used if

the application needs any values set in a specific way or if any additional values are needed. To create
these, you need to set Name, Name format, and Value or Filter:
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Attribute Statements (optional) LEARM MORE
Name Name format Value
(optional)

| | Unspecified v‘ ‘ | -
Add Ancther

Group Attribute Statements (optional)

Name Mame format Filter
(optional)
| | Unspecified v ‘ ‘ Starts with -

Add Another

Figure 3.17 — Options to set attribute statements

It’s possible to use Okta Expression Language to change the values. Read more about that in Chapter 5,
Automating Using Lifecycle Management. If you need to set more than one statement, you can use the
Add Another button. If you need help or more information to fill in the statements, you can use the
Learn More link, which leads you to Okta’s help site.

When you’re done with all your settings, you can preview your SAML assertion before you start using
it. If you have documentation from the application supplier, you can compare that against what you
have set up the app with using this feature. If your application needs a certificate from Okta, you can
download it from the right-side pane. When you're satisfied, click Next and you’ll get the option to
give feedback to Okta before you click Done.

Now let’s take a look at OpenID Connect and how that is built and used.

OIDC is built on top of OAuth 2.0, which is a framework that grants limited access to scopes of data
requested by one service to another service. Think of an email plugin in Gmail asking for access to
read, write, and delete contacts. While this doesn’t seem like an authentication process, OIDC was
created to use OAuth 2.0 to ask for and give limited access to accounts, and by doing so, it creates a
single sign-on method. Some very common and widely used OIDC methods are Google’s Login with
Google+ or almost any other main social login option:
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Sign in manually

Login with Facebook

Username or email

L Login with Twitter OR Password

8+  Login with Google+ Remember me LOGIN

Registernow | Forgotpassword?

Figure 3.18 — Social logins using OIDC

The main idea is that identity tokens are used to authenticate with the IdP. This can be done through
various OIDC flows (for example, implicit flow, authentication flow, and hybrid flow). All of these
methods have distinct ways of allowing secure communication between the relaying party and the
IdP. During this process, the flow will check, verify, and secure the data and information while
authenticating the user.

As there is no other way to log into the application other than using the IdP as the authentication
server, it cannot overstep any additional policies and security features added to the flow. Okta is
capable of adding policies as we already discussed. But if there’s already a session ongoing for Okta,
Okta can even then use application policies to add conditional risk assessment and add multifactor
authentication to secure access to the application. This allows for more checkpoints before someone
accesses the requested application.

Setting up an OIDC application with the wizard can be done quite quickly. As before, you navigate to
Application | Application and click Create App Integration. By selecting OIDC, you get additional
choices: Web application, Single Page application or Native application. The setup, however, is similar:

o App integration name: Enter the application name.
o Logo: Optionally, upload a logo for the tile.

o Grant type: This option can vary depending on what type of app you are integrating, but the
most common are authorization codes or refresh tokens. If you need more information on
what to pick, click the Learn More link in the setup window.

o Sign-in redirect URISs: This is where Okta will send the OAuth responses to. Due to how OIDC
works, the URIs must be absolute. You can set more than one.
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o Sign-out redirect URIs: Optionally, you can also set URIs for logout. There can be more than
one. It’s the same here; they have to be absolute.

o Base URDs: This is an optional setting but is required if you plan to host the Okta sign-in
widget yourself.

o Controlled access: Here, you can assign who should have access. This can be everyone or by
group. You can also leave it blank and decide later.

By clicking Save, you have created the initial integration. You now enter additional configurations
on the General settings page. The page opens automatically. There are a couple of different kinds
of applications here where settings differ a little. For web apps and single-page apps, you have the
following settings:

« Login initiated by: Here, you have some available selections:

App Only: There is no tile for the application for the end user to click; the application is
instead started in the background

Either Okta or App: You get to choose the Application visibility option, then pick a Login
flow option

App Embed Link: This is a link you can use to log into the OIDC client from outside of Okta
Then, you can move on to the following:
o Initiate Login URI: You can enter or change the existing link to initiate the sign-in request

Click Save. If you need to, you can generate a new client secret. Do so by clicking Edit in that section
of the page, then click Generate New Client Secret.

For native apps, you have your initial configurations in the General Settings section. In the section
for Client Credentials, you can select an option for Client Authentication:

o Use Proof Key for Code Exchange (PKCE) (for public clients): This ensures that only the client
that initially requested the token can redeem it and is recommended for native applications.

o Use client authentication: With this, the client secret is included in the client and sent with
requests to prove the identity. This is not recommended for native distributed applications
since it’s less secure.

As with web apps, you can generate a new client secret if needed.

That’s all for integrations. Let’s move on to inbound SSO.
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Managing inbound SSO

Okta allows the users to use external identity providers to log in to Okta with their own user database
and login methods. This can be a Microsoft, Google, or a generic OIDC or SAML application. You
could have contractors or outside partners needing access to some of your applications that want their
IdP to be the source to log in with. Using inbound SSO with Okta makes it possible to connect with
other IdPs and have their users login.

Even though Okta can easily connect to one of the aforementioned methods, we will focus specifically
on connecting with an SAML IdP, allowing users to log in and have additional options to use. This is
shown in the following IdP list:

Identity Providers © Help
Identity providers Routing rules
© Add identity provider E] Search...
Name Type Account mode Profile source

> ] Custom OIDC Qibc JIT v Active v Actions ¥
[>] Azure AD Microsoft JIT v Active ¥ Actions ¥
] Facebook Facebook JIT Active v Actions ¥
©  Github Github JT Active v Actions v

Figure 3.19 — An overview of the identity providers configured

When navigating to Security | Identity Providers, you end up on the overview page for all inbound
SSO connections.

Clicking on the Add Identity Provider button allows you to choose the type of IdP. We will be setting
up SAML 2.0 IdP:
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Configure SAML 2.0 IdP

©
Select provider

General settings

Name

Authentication Settings

IdP Usage 550 only .

IdP username @ Enter expression or pick from list... M

M Expression Language Reference

Filter @ Only allow usernames that matech defined
RegEx Pattern

Match against @ Okta Username N

Choose the user attribute to match against
the IdP username.

Account Link Pelicy @ Disabled M

If no match is found @ © Create new user (JIT)
Redirect to Okta sign-in page

JIT Settings optional
Profile Source @ Update attributes for existing users

Group Assignments @ None v

®

Configure

General settings

All fields are required to add this identity provider
unless marked optional.

Authentication Settings

Expressions allow you to reference, transform, and
combine attributes before you store them on a
user profile or before passing them to an
application for authentication or provisioning.

IdP Usage

Specifies how users from this |dP will be evaluated.

SS0 only: Okta evaluates requests coming from
the IdP as a password (knowledge factor).

Factor only: Okta evaluates requests coming from

this IdP as a possession factor.

JIT Settings

JIT account creation and activation only works for
users wha are not already Okta users.

Figure 3.20 — Adding an identity provider

You will get a new window with settings to go through:

o Name: This is a name for the integration.

o IdP Usage: Select between SSO only or Factor only. This specifies what Okta will look for

from the IdP: a knowledge or possession factor.

o IdP Username: This is an open field to add condition expressions to determine the IdP login
name of the inbound user. You can also just use the default values.
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o Filter: This allows you to filter the inbound users using regex patterns.

o Match against: This allows you to choose the attribute you want the inbound username to be
matched with to secure authentication.

 If no match is found: Let’s look deeper into this one.
If no match is found, you get two options, where one has more features to it:

o Redirect to Okta sign-in page: This will send the user to manually authenticate to Okta

o Create new user (JIT): This option will open up more options to set

Just-in-Time (JIT) provisioning was touched upon in Chapter 2, Working with Universal Directory.
Let’s look at the possibilities for how it works during IdP discovery:

o Profile Master: If JIT is allowed, you can allow users to be mastered by the inbound SSO and
have their attributes updated every time they log in

« Group Assignments: This provisions users directly into the predefined groups they should be
part of, based on their SAML insertion

For group assignments, we get the following options:

o None: This means no group assignment.
« Assign to specific groups: You can preset the groups users get added to.

o Add user to missing groups: If the SAML assertion has a SAML group attribute with groups,
you can have Okta check and assign the user to groups that are in that filter.

o Full sync of groups: This is the same as the Add user to missing groups setting, but Okta will
sync all the groups from this group filter. However, it will also remove the user from any Okta
groups that are not in the filter.

Back to the initial set up, there are a few more settings to finish off:

o IdP Issuer URI: The inbound IdP issues this URI
o IdP Single Sign-On URL: The sign-on URL provided by the IdP to log into
o IdP Signature Certificate: A certificate provided by the IdP to upload into Okta

If advanced settings are needed, you can further set the values for Request Binding, Request Signature,
Request Signature Algorithm, Response Signature Verification, Response Signature Algorithm,
Destination, Okta Assertion Consumer Service URL, and Max Clock Skew.

Click Finish to save the configuration.

https://t.me/learningnets



IdP discovery

After saving, the added identity provider will be on the list and active immediately. To complete the
setup, you need to copy the ACS URL and the Audience URI and possibly the SAML metadata. These
details can be added to the IdP setup:

5 SAML SAMLidP

Edit profile and mappings

Summary

IdP ID
SAML metadata

Assertion Consumer Service
URL

Audience URI

Ooa70dp578fHWEAYz1d7
Download metadata

https://atlasidentity-labs-
henkjan.oktapreview.com/sso/sam|2/00a70dp578fHWEAYz1d7

B Copy

https://www.okta.com/sam|2/service-provider/spwuefwmlsamuudncpjd

E Copy

Figure 3.21 - An active identity provider

Depending on the inbound IdP, after configuration, it’s wise to test the SSO into Okta by having a user
that is either in both systems or pushed from the inbound IdP through JIT and test to login.

Once this works, you can also use IdP discovery and route how a user needs to log in to Okta. We will
discuss that in the following section.

IdP discovery

IdP discovery can also be called IdP routing rules, which might be a more telling name. With these
routing rules, end users can be routed to different IdPs depending on the context. The context can be,
in this case, device-related, IP or network zone-related, or simply looking at the email subdomain.
Rules can be set for each identity provider or combinations of user criteria. The rules are set in a
hierarchy, and if there is more than one rule that matches the current situation, the topmost will be
used. Let’s look into how to set this up.
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The first prerequisite is that at least one IdP needs to be set up. Navigate to Security | Identity
Providers. If you don't have any set up, go back to the beginning of this section to set one up. Even
without an additional IdP, you can still set up routing rules for networks, and if you have the IWA
agent installed, you can set up rules for DSSO. The same goes for ADSSO. For both, an inactive rule
is created once the integration is set up. If and when required, you can utilize the IdP routing rules to
manage the way users are sent to the correct IdP. Go to the Routing rules tab. There is one set up by
default where Okta is the IdP. Click Add Rule to create a new one:

Add Rule

Rule Name

h’IP: Describe what this rule does l

IF User'sIPis Anywhere .
Manage configuration for Networks
AND User's device platform is © Anydevice
Any of these devices:
AND Useris accessing @ a Any application

Any of following applications:

AMND User matches Anything .

THEN Use this identity provider Use specific IdP(s)

1dP(s)

Manage configuration for Identity Providers

If no matching ldentity Provider is found, Okta will be used as the

ldentity Provider.

Figure 3.22 - The configuration of routing rules
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Routing rules are IF, AND, and THEN statements:
o Rule Name: Give your rule a name that makes it easy to understand what the rule entails
Under IF:

o User’s IP is: If you want to use a zone here, you need to have that configured—see Chapter 4,
Increasing Security with Adaptive Multifactor Authentication. Otherwise, you can set a rule that
works in any zone (default).

Under AND:

o User’s device platform is: Set any combination on mobile and desktop devices
o User is accessing: It’s possible to select one or multiple applications that this rule is targeting

o User matches: Here, you select the login attribute that must match
You will have the following options:

o Anything: It will apply to anyone.

o Domain list on login: If you log in from a specific domain, this rule applies to you. As the
name implies, you can enter a full list of domains.

o User attributes: Select a user attribute; for instance, you might want a rule for a specific department.

« Regex on login: If neither the domain nor attribute is enough, you can combine them with
any valid regular expression.

Under THEN:
o Use this Identity Provider: Select one of your available IdPs from the dropdown

So, what are the use cases for these kinds of rules? For instance, if you use a hub-spoke model with
multiple Oktas interconnected (or alternative directories such as Azure or Google) or have multiple
domains in your organization, you can easily set different IdPs for them. If you have both on- and
off-network users, you might need to keep legacy authentication for off-network but use Okta for
on-network. The sky is the limit.

As mentioned before, you can also use other social logins as methods to sign into Okta. These options
need to be set up in a similar way and require changes to be made on the login page of Okta to be
used. Alternatively, you can use these routing rules to use the normal login page but have the user be
transferred to their own social IdP for authentication. The choices are quite extensive.
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Summary

In this chapter, you have been through the different integration methods supported by Okta and how
to integrate your organization’s applications using the tools available. For your end users to access
these applications via SSO securely, we've also looked into how to set password and sign-on policies
and rules. To simplify the login process and the end user experience, we also learned about inbound
SSO and IdP discovery. We also lightly touched upon the user dashboard and Okta Mobile application
to see how end users will integrate with Okta on a daily basis.

In the next chapter, we will go into the possibilities around multifactor authentication and the different
settings and policies available.

https://t.me/learningnets



4

Increasing Security with
Adaptive Multifactor
Authentication

Two-factor authentication (2FA) and multifactor authentication (MFA) are security features that
are growing in many organizations to keep their users and data more secure. The two terms mentioned
here are not the same, but rather an evolution from having two authenticators to having multiple
authenticators. Instead of one type of authenticator, based on the context, users are asked to confirm
who they are by presenting something they know, such as their username and password, something
they have, such as a physical card, token, or soft token on a device, and/or something they are, such
as using biometrics.

After introducing single sign-on (SSO) to your organization, MFA is the logical next step to increase
security and progress in your journey to zero trust. You will learn different ways to implement this here.

In this chapter, we will look at Okta’s capabilities within this field, as well as more advanced features
such as Adaptive MFA. You will increase your skills in the following areas:

o Factor types

o Authenticators and enrollment
« Different types of authenticators
o MFA enrollment

o Contextual access management
« Enrolling end users in MFA

o Securing a VPN with MFA
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Factor types

Factor types are the way a user can authenticate in Okta. They deliver an indication of the strength of
the authenticators that are used with that type. Factor types in Okta have been aligned with standards
from NIST to make sure that the options and functionality will abide by strict governmental rules
and guidelines.

Info

To read more on NIST and the Computer Security Resource Center (CSRC), please go
tohttps://csrc.nist.gov/glossary/term/Multi Factor Authentication.

Following the factor type standards, Okta has divided them into three categories. Let’s take a look.

Knowledge factors

These are authenticators of something you know. The most typical knowledge factor would be a password,
which we all use every day. However, a pin code, an answer to a security question, or security phrase
authenticators can be used as knowledge factors. In all cases, it requires the characteristic of user
presence — the user proves they have control of the authenticator (that is, the password) by actively
authenticating (submitting it in a field).

Possession factors

These factors use physical or digital means to “unlock” access. Anything that you own (possess) can be
a key to unlock and grant access. Nowadays, a lot of these authenticators are digital or have a digital
method on a physical device. A combination of methods determines it is a possession factor. These
are some of the characteristics:

o User presence: As explained earlier.

o Device-bound: This is a device that’s dedicated to delivering the required authentication. This
can be a physically small token, phone, or computer. It cannot be transferred unless a new
device is re-enrolled.

« Phishing-resistant: This is an authenticator that cryptographically verifies the login server.

o Hardware-protected: This characteristic is offered by certain authenticators that safeguard
secrets or private keys. These devices store the device key in either a secure enclave, the Trusted
Platform Module (TPM), or on a separate hardware token. It's important to note that not all
devices offer hardware protection.

Biometric factors

These factors are an additional layer on top of possession factors. They include physical characteristics
of the user that can be scanned by a device, such as a fingerprint reader or facial scanner, to verify
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Authenticators and enrollment

the user’s identity. A scan is used to confirm that the individual requesting authentication is the
same person who initially established this type of authentication. The characteristics associated with
biometric factors are as follows:

o Device-bound
o User presence
o Phishing-resistant

o Hardware-protected

With this knowledge, let’s continue to the specific authenticators Okta offers and how to enroll them.

Authenticators and enrollment

Authenticators are the actual methods and devices used to abide by the required factors to gain access.
Okta has a section in the security menu called Authenticators where you can manage, add, and set
up enrollment methods, as well as set policies for some of these authenticators.

When you land on the Authenticators page, you’ll be given an overview of all the current
active authenticators:

Authenticators Authenticator documentation

Setup Enroliment

Set up and manage authenticators used for authentication and recovery.

Add authenticator

Name Factor type Characteristics Used for
Email Possession Recovery Actions ¥
Okta Verify Possession Device bound Authentication, Actions ¥
Possession + Knuwledge1 Hardware protected Recovery (Push only)
Possession + Biometric' Phishing resistant (Okta Fasﬂ:'ass]2
Password Knowledge Authentication Actions ¥
Phone Possession Authentication, Actions ¥
Recovery
Security Question Knowledge Authentication, Actions ¥
Recovery

1 Multiple factor requirements may be satisfied based on the device used to enroll

2 Phishing resistance may vary based on combinations of apps, browser, operating system, and more. Learn more.

Figure 4.1 - Default authenticators in Okta
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Some of these authenticators are turned on by default when the Okta org is created by Okta. In this
window, a quick overview is given of the Factor type, Characteristics, Used for scenarios, as well as
Actions that can be taken when applicable.

In some cases, an authenticator can be used just for self-service recovery or used with authentication.
Security questions and email authenticators are good examples of this.

Under the Factor type column, you can see what types that authenticator can fulfill. This is helpful to
understand how strong or strict it is, and what might be required to make sure the security is up to par.

For example, Okta Verify is an authenticator that is capable of fulfilling all factor types with a single
authenticator. This means that you, as an admin, can use it, without having the users be frustrated
with multiple authenticators, but still fulfill your factor type requirements.

Let’s go over the different types of authenticators available for each factor type.

Knowledge factors

Knowledge factors are the authenticators you need to memorize. The first is your password, which
needs to abide by the password requirements set up in Okta. The password authenticator has its own
policy rules. When you click on the Actions function and select Edit, you will be presented with a
new page that allows you to set up password policies. This is done in the same way as with the global
session policies, as we went over in Chapter 3.

Here, the same type of priority is utilized; users will go through these policies until their conditions
are met.

A default, undeletable policy is preset to make sure the org is accessible with a default password policy.

A password policy consists of the following elements:

o Add Policy: In this section, you can give the policy a name, description, and assigned group,
as shown here:

Add Policy

Policy name

TIP: Describe what this policy does

Policy description

Description

Add group

Add group

Figure 4.2 - The Add Policy section
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o Authentication Providers: In this field, you can choose from Okta, LDAP, or Active Directory:

Authentication Providers

Applies to Okta

Figure 4.3 - The Authentication Providers section

o Password Settings: In this field, you can determine the complexity and password strength settings:

Password Settings

Minimum length g characters

Complexity requirements Lower case letter
Upper case letter
Number (0-2)
Symbeol (e.g., |@#$%ME*)
Does not contain part of username
Does not contain first name

Does not contain last name

Common password check @ Restrict use of common passwords
Figure 4.4 — The Password Settings section

o Password age: These settings allow you to determine the duration and management of password
changes when their lifetime is nearing its end or has been exceeded:
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Common password check @ Restrict use of common passwords

Password age Enforce password history for last | 4 passwords

Minimum password age is = 2 hours =

Password expires after | 120  days

Prompt user 5 days before password expires

Figure 4.5 — Password age management

o Lock out: This section allows you to determine when a lock-out should happen and whether
the user needs to be notified of issues:

Lock out Lock out user after unsuccessful attempts

Account is automatically unlocked after 60 minutes

Show lock out failures

Send lockout email to user

Figure 4.6 — Lock out settings

When you save the password policy settings, you will be able to add rules to the policy. These rules
determine in what scenarios the policy will be triggered, such as IP zones, geographical zones, and
more. After saving, you will be presented with a window where you can create your first rule in the
new policy.

The first part will be a section where you can define and name the rule, as shown in Figure 4.7:

Add Rule

Rule name

TIP: Describe what this rule does

Exclude users

Exclude users

Figure 4.7 - The Add Rule section
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Secondly, any zones will be considered if they’re set in this section:

IF User'sIPis Anywhere _

Manage configuration for Networks

Figure 4.8 — Rule zone setup

Then, you can define the options a user is allowed to perform as part of self-service actions:

THEM Users can perform self-service @ Password change (from account settings)
Password reset
Unlock account

Figure 4.9 - Self-service settings

Lastly, the Recovery authenticators section is available to determine whether any other authenticators
are required to start any self-service process. This will help you strengthen these actions as you can
add or change the type of authenticator and initiator for recovery:

Recovery authenticators

Determine which authenticators a user will be asked for when recovering via self-service password reset or unlock account.

Certain combinations of settings between Password Recovery, Authenticator Setup, and Enrollment Policy may prevent users

from completing recovery. Learn how to avoid this in documentation.

AMND Users can initiate recovery with Okta Verify (Push notification only)
Phone (SMS [ Voice call)
Email
AMD  Additional verification is Mot required

© Any enrolled authenticator used for MFA/SSO
At least two non-email authenticators should set to Required in Enrollment
Policy for groups assigned to this policy

Only Security Guestion

can ce'

Figure 4.10 — The Recovery authenticators section
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When you click Create rule, the policy will be ready and available to be used in your setup. If you have
no other policies, this first policy will be your top policy in the list. If you do have multiple policies,
any new policy will be set to position 2 of the priority list. Here, with the help of drag and drop, you
can move the policies so that they’re in the right order.

If you ever need to edit or delete a policy, you can select the policy from the list and click on one of
the options shown in the following screenshot:

‘ Active ¥ * Delete

‘ # Edit |

Figure 4.11 — Policy actions

If you want to add more rules within a policy, priority can be set for them here. You can, for example,
add specific zone rules and set their priority to make sure the policy acts correctly.

The rule section will show a summary of what it does:

Priority Rule name Access Status

i 1 In zone Change, o ’ w
Reset, Unlock
i 2 Mot in zone Change o ’ w

Figure 4.12 — Order of rules

Note

At the time of writing (June 2023), the Password policy section has a note explaining that
password policies will be considered alongside enrollment policies. We will discuss enrollment
policies later in this chapter. The most important aspect to understand is that when the rule of
a policy requires other authenticators, of which the user is not enrolled, or not even capable of
enrolling based on their conditions for the enrollment policy, they will still be asked to enroll
to fulfill the requirement of the password policy.

L J

Now that we have discussed how to set up one of the most common authenticators, let’s look at a
second knowledge authenticator.
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A security question is used as a knowledge factor too. By enabling the security question authenticator
for your end users, a window will appear, asking whether you only want the authenticator to be used
for recovery flows, such as password reset, or also for authentication:

Add Security Question

If Security Question is selected the next time the user signs into Okta, they are prompted to

answer the security question before access is granted. Learn more in documentation.
Used for

This authenticator can be used for: O Authentication and recovery
© Recovery

Figure 4.13 — The option to use a security question as an authenticator

When you select Authentication and recovery, users will receive a notification saying Extra verification
is required for your account if their behavior requires them to enroll into the authenticator. When
end users enroll, they are required to follow these steps:

1.  Click the security question authenticator setup button.

2. Choose a security question and enter the answer.
This security question has just a few limitations:

o The answer needs to be a minimum of four characters long
o The answer cannot be the user’s username or password

o The answer cannot contain parts of the question

With these limitations, you can expect that this type of factor isn’t the strongest one available. But
perhaps in certain situations, it is a good way to allow users to log in with limited access.

The next category in line is possession factors.
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Possession factors

Possession factors — that is, authentication by something you possess (something you have) - include
the following:

o Okta Verify

o Google Authenticator

« Phone authenticator

o Email as a factor

o 'Third-party authenticators such as Duo, RSA tokens, and YubiKeys

Let’s look at these one by one.

Okta Verify

Okta Verify is an application developed by Okta. It can be used either with a one-time password
(OTP) or with a push option. Additionally, it can be set up to require biometric security. This is the
reason why the Okta Verify authenticator can fulfill all factor types and requirements in one go. With
its simple OTP option, the user opens the application, sees a rotating six-digit code, and enters it in
their browser for verification:

okta Verify + @ -

oktaadministration.okta.com S
CGED

149 568

Launch Dashboard 4
Figure 4.14 - Okta Verify with a six-digit code

Okta Verify can also be used as a regular OTP application for alternative codes from other applications.
This allows the user to have one app that can do multiple things.
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With the push functionality, the user receives a push notification on their device and must accept it
by clicking Yes, It’s Me:

Did You Just Try to Sign In?

n Okta Dashboard

-/ D
& MAC_0S_X
@ Justnow

@ https://oktaadministration.okta.com

Yes, It's Me

No, It's Not Me

Figure 4.15 — Okta Verify push notification
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Okta has also introduced a number challenge as an additional security measure. This requires the user
to select a presented number on the screen in the Okta Verify app or directly in the push notification:

Verify the Sign-in Attempt

Which number do you see on your
other screen?

‘ 33 ‘ ‘ 37 ‘ ‘ 94 ’

n Okta Dashboard

-+ G
& MAC_OS_X
@) Just now

@ https://oktaadministration.okta.com

Cancel the Sign-in Attempt

Figure 4.16 — Okta Verify push notification with a number challenge

With recent upgrades, Okta has extended its Okta Verify functionality, adding a device-bound option.
This is called FastPass. FastPass is a way to allow passwordless entry to Okta and applications using
an on-device-registered application and is used in global and authentication policies:
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okta

Sign In

& sign in with Okta FastPass

CR

Username

|_| Keep me signed in

Figure 4.17 - The Sign in with Okta FastPass button on the login screen

Enrolling yourself into Okta Verify on a mobile device is fairly simple. It is required for the user to
download the Okta Verify application from any known app store for mobile devices. Once the user
has the app, they can set up enrollment by authenticating with Okta Verify on a separate device, after
which FastPass will activate and enroll itself and verify whether biometrics are required. This makes
the authenticator device-bound:
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Devices > Henk-Jan's MacBook Pro

Henk-Jan’s MacBook Pro

l Il Suspend I

X Deactivate

A Active

Device users

User

HenkJan de Vries

HenkJan de Vries

Device security signals

08 version

asVersicn

Secure Enclave

secureHardwarePresent

Disk encryption

diskEncryptionType

If the requirement for user verification is turned on, the user will have to enroll in Okta Verify with

Enrollment date Management status
01/28/2023 Not managed
04/08/2023 MNot managed

13.1.0

Supported

Allinternal volumes encrypted

Figure 4.18 - Okta device registration

a device that supports a form of biometric security.

Now that we have discussed the Okta Verify app for mobile devices, we will learn more about Okta’s
newest addition to the app, which is the FastPass function for machines that use Okta Verify on a laptop.

Okta Verify for FastPass

At the time of writing, Okta Verify for FastPass is available for Windows and macOS devices. It can be
installed by the user during enrollment or pushed via a mobile device management (MDM) service.

The actual setup and enrollment will always require the user.

There are three steps you need to follow to set up FastPass:

1. Configure a global session policy.

2. Enable Okta FastPass.

3. Configure a specific authentication policy for FastPass.
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Once you've done this, you must make sure users are enrolled in the latest version of Okta Verify, or
that they enroll. We covered Step 1 in Chapter 3. Let’s take a closer look at the other two steps.

Enabling Okta FastPass

To enable Okta FastPass, navigate to Security | Authenticators, as we did earlier in this chapter. For
FastPass, Okta Verify is used, so to enable it, click Action at the end of the row of Okta Verify and
click Edit.

There are two settings to consider here. Under Verification options, you need to check Okta FastPass
for users to verify with. Under Okta FastPass, you can choose Show the “Sign in with Okta FastPass”
button. If you don't, users will automatically be authenticated with FastPass after they are enrolled. If
you do check it, users can authenticate by clicking the button if the silent flow fails. The best practice
here is to start with this unchecked for a slower rollout:

Verification options

TOTP (on by default) (Android and iOS only)
Push notification (Android and iOS only)
Okta FastPass (All platforms)

User can verify with

(<< JC

Okta FastPass

Sign-in page option Show the "Sign in with Okta FastPass" button

okta
© —
I
What does this button do? [3
Figure 4.19 — Settings for Okta FastPass enablement
Below these two settings, you can select whether this should be the Preferred sign-in option or
Required by clicking the dropdown. Preferred is the default and works for users even though they

don’t have biometrics. If you select Required and users don’t have devices that support biometrics,
the enrollment will fail:
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User verification

User verification Preferred .

Choose whether biometrics (fingerprint or face scanning) is preferred or required when users

sign in with Okta Verify.

Preferred (default for all platforms) - Users can enable biometrics during setup or later in the
app.
Required (applies to all platforms) - During setup, users must enable biometrics on all

platforms they are using. During authentication, only Okta Verify Push reguires biometric

verification. Mote: On Apple Watch, authentication with biometrics is not supported.

Figure 4.20 - Settings for Okta Verify User verification

After that, click Save.

The last step is that we have to have a specific Authentication policy for FastPass. Follow the instructions
that we went through in Chapter 3, Using Single Sign-On for a Great End User Experience. You can
add multiple rules in the same policy, where the top rule should be the most restrictive. An example
of this could be that the first rule is for users to authenticate on trusted and registered devices that
are compliant and can authenticate seamlessly with FastPass. The second could be for registered but
unmanaged devices where users also need to authenticate with another authenticator. The last rule
would deny all attempts that didn’t meet the conditions of rules one and two.

Excellent — you have now set up authenticators and created policies and rules for your users to
authenticate safely to Okta.

Now, let’s look at the alternative possession authenticators Okta has to offer.
Google Authenticator

Google Authenticator is an application developed by Google that has the same function as Okta Verify
OTP. To use it, the end user needs to open the Google Authenticator app and use the six-digit OTP
to authenticate to get into Okta.

( 7
Information

Even though this authenticator is branded with Google, you are not required to use Google
Authenticator. This OTP is standard and can be used with any digital OTP application. Scanning
the QR code with your application of choice will generate the six-digit code, just like the Google
Authenticator app.
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To enroll, a user will need to be prompted by Okta. The steps to take are as follows:

1. Select the mobile OS type.
2. Scan the QR code with the app.
3. Input the generated OTP code to verify it worked.

And done! Now, the user has an alternative authenticator to use when required.

( 7
Tip
Some MFA options are available in the SSO licenses. It’s possible to set MFA both when signing
in to Okta and when signing into applications. Different levels of security and authenticators
can be set for different logins. As an example, if Okta Verify is determined as safe enough to log
in to Okta, a biometric type might be added as an authenticator to log in as an administrator
to the Okta admin console or a business-critical system.

N J

Phone authentication

Most people have experienced the phone authenticator, where some sort of code is sent via SMS or a
phone call. As an administrator, this is a typical authenticator to enable since end users are used to
it and most people have a phone that can receive SMS or phone calls. What would enrollment look
like for your end users? If the user is required to enroll into the phone authenticator during login
application access, they will be asked to enroll:

okta

Set up security methods

(0)

Security methods help protect your Okta
account by ensuring only you have access.

Set up required

\‘ Phone

Verify with a code sent to your phone
Used for access

Setup

Back to sign in

Figure 4.21 — Phone screen for enrollment to the phone authenticator
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End users will receive a notification saying Set up required. End users will need to follow these steps:

1. Click Setup.

2. Select the country the number is registered in.
3. Enter their phone number.
4

Confirm by entering the security code that was sent to that phone number.

After that, youre done!

( 1
Tip
Even though phones are easy for your end users to handle and enroll in, it’s not as secure as many
people think. If this will be an active authenticator in your organization, you should consider
alternative authenticators to utilize. If the phone is lost or replaced, having extra authenticators
to use to log in to Okta diminishes disruption for the end user.

. J

To set up the phone authenticator, you must simply enable it in the Security | Authenticators section.
Here, you can also determine whether the phone authenticator is solely used as a self-service recovery
option or also for MFA. This allows you to be more granular with the functionality and usage of the
authenticator type.

Email as an authenticator

Email as an authenticator is exactly what it sounds like — end users will receive the OTP via email, and
they need to enter it on the login screen. If this authenticator is set as required, the user’s primary email
will automatically be used to send the OTP. The lifetime of the emailed OTP is set to five minutes. It
can be increased by increments of 5 minutes up to 30 minutes. Just like the security question, email as
an authenticator can be considered a weak choice and should not be used as a primary authenticator.
This authenticator can also be set to just a self-service authenticator or both MFA and self-service.
This can be set in the same editing window as the selection for the lifetime:
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Email

If ermail is selected, Okta will send an email magic link and security token (code) to the email
address enrolled by the user. The user can click on the link or enter the token (code) to gain

access. Learn more in documentation.

Settings

Email challenge lifetime (minutes) 5 (default) .

Used for

This authenticator can be used for: Authentication and recovery
O Recovery

Figure 4.22 - Settings for email as an authenticator

Third-party authenticators such as Duo, RSA tokens, and YubiKeys

Okta supports an array of third-party authenticators, such as an RSA token, Symantec VIP, and
Duo Security. These are set up differently, but with easy-to-follow instructions when enrolling
the authenticators. For instance, a certificate is needed for setting up Symantec VIP. With the RSA
hardware dongle, it’s possible to use an on-premises agent from Okta to enable on-premises MFA.
The Okta agent then acts as a Remote Authentication Dial-In User Service (RADIUS) client and
communicates with your RADIUS-enabled MFA server.

YubiKeys have a wide range of options and functionality, where they also use Fast IDentity Online
2.0 (FIDO2). FIDO is a web API that uses cryptographic keys that are unique for every website. The
authentication tokens cannot be compromised, and the private keys never leave the end user’s device.
This eliminates all forms of password theft, as well as reduces the risk of phishing and replay attacks.
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Biometric factors

Biometric factors include WebAuthn FIDO2 (such as Windows Hello and Apple Touch ID). This is
the most advanced and secure MFA option. End users with a MacBook with Touch ID or a Windows
laptop with Windows Hello can simply identify themselves with their fingerprint on the reader or face
scan. After the end user has enrolled with their machine to the Okta service, they will be prompted
to authenticate with their biometrics upon logging in.

Regarding any authenticator a user needs to enroll in, they will be prompted to do so based on the
enrollment setup. Depending on the type of authenticator, instructions are given to make sure the
user enrolls successfully.

With FastPass, this has taken an even more secure posture, where the device is registered against the
user. Okta will not allow the user to switch to a device PIN or password if the biometrics fail, which
is the case with WebAuthn options.

With that, we have learned what types of authenticators and factor types Okta supports and how they
are set up by the end users. Now, let’s look at how to set them up from the admin panel and manage
them from there. First, we'll discuss the basic features.

MFA enrollment

Before we can do anything, we must enable the different kinds of authenticators that we want to allow
our end users to be able to enroll in. Navigate to Security | Authenticators. On the first tab, you will
choose which authenticators you want to be available. Remember, any authenticators you enable aren’t
mandatory to all end users and are not active until end users enroll themselves in them. You can have
your end users enroll in them by using a combination of global session policies, enrollment policies,
and authentication policies. We will be able to create policies and assign them to different groups or
users in the same way as we did for sign-on in Chapter 3, Using Single Sign-On for a Great End User
Experience. Figure 4.23 shows the authenticators that are available when you click Add Authenticator:
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Add Authenticator

-

Duo Security

Users verify with Duo

Security

©

Okta Verify

TOTP, Push, Okta

FastPass

authentication

Already added

RSA SecurlD

Enter a TOTP code from

RSA SecurlD

Email

Link or code sent to an

email address

Already added

N

On-Prem MFA

Custom on-prem TOTP

authenticator

Security Question

Users are prompted for

a security question

Add

Google Authenticator

OTP via the Google
Authenticator app

L2 2

Password
Configure Password

Already added

v

Symantec VIP

Users verify with the
Symantec VIP app

©

IdP Authenticator
Add an integrated

QIDC or SAML

authenticator

<

Phone

Phone (SMS/Voice)

authentication

Already added

®

YubiKey OTP

Authentication using
YubiKeys

Cancel

Figure 4.23 — Authenticators that are available to add and information on which are already enabled

Click Add under any of the authenticators you want to enable. You will be able to read some information
about the authenticator and then click Add to enable it. For some authenticators, you have to add more
information, such as security keys or certificates. Each type has instructions and is easy to enable.

When it comes to what authenticators to enable for your organization, there are some conditions to

take into consideration. Security is, of course, very important. Authenticators such as hard tokens with
FIDO2 are the strongest across different risk levels, but they are not the easiest to deploy among end
users. In some organizations, employees don't receive a corporate phone, don’t have a phone, or simply
aren’t allowed to use one during work. Setting up an authenticator such as Voice Call Authentication
can be a problem in such scenarios.
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After the authenticators you want to use are enabled, you can set how end users can enroll in them.
There is always a default policy available. Navigate to the Enrollment tab, then click Add a policy:

Add a policy
1 Super admin Enrollment .
policy Default Policy

Description The default policy applies in all situations if no other policy
2  C-Suite enroliment
applies.
policy
Assigned to groups o Everyone

3 Sales enroliment

4 Default Policy Eligible authenticators

E=8 | Emalil Disabled
& Google Authenticator Optional
& Oxtaverify Optional
& | Password Required
\. Phone Optional
e Security Question Optional
Priority Rule name Status
1 Default Rule Active o
Figure 4.24 - The hierarchy for enrollment policies
When clicking the Add a policy button, you can add an additional enrollment policy.
( 2

Tip
Keeping your organization’s structure in mind, you can set up policies to enforce enough security
as per the requirements. Assigning department groups allows you to fine-grain access with
accompanying authenticators based on requirements and level of access, all while combining
different factors.

L J

Setting up an authenticator is easy; you just have to enter the following details:

 Policy name: Give the policy a name that is easy to understand.

« Policy description: Give it a description.
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o Assign to Groups: Add what groups should be assigned to the policy. When you start typing,
you will see a list of available groups matching what you have written. These groups can be of
any type: Okta, application, directory, and more.

The last step is to select Optional, Required, or Disabled for the available authenticators. With the
best practices tip preceding this, you would enter Optional or Required on only one authenticator
and Disabled on the rest. Finish off by selecting Create Policy. Once you've done this, it’s time to
create a rule for the policy. This rule states under what conditions the policy will take place. Here is
how to set it up:

1. Rule Name: Give the rule a clear name.
2. Exclude Users: If any users in the assigned groups should be excluded from this rule, you can
subtract them here.
After that, it’s the usual IF, AND, and THEN statements:
1. IF User’s IP is: Select Anywhere, In zone, or Not in zone from the dropdown. How to set up
zones will be explained later in this chapter.
2. THEN Enrollment is: Select from Denied or Allow if the required authenticator is missing.
Click Create Rule. As you can see, you can add multiple rules to a single policy so that you have

granular management of your users. You can activate and deactivate rules as you see fit; you can also
edit them after creation if needed.

So, with all these sections and steps, we are ready; we have set up basic MFA for your organization.
Now, let’s take a look at the additional features that come with Adaptive MFA.

Contextual access management

Important note

Some functionalities explained in this chapter - for instance, contextual access, dynamic zones,
and behavior detection — are only available with licenses for Adaptive MFA and Adaptive
SSO products.

With Okta’s contextual access, it becomes possible to use different technologies and combine them
into a more complete picture of the user’s situation and requirements. Instead of assigning roles or
groups to corresponding policies, Okta can act much more fluidly with a multitude of security vectors
that are accessible and known by Okta during authentication activity.

By allowing this context to be used, Okta decides in a much more fine-grained way what to do and
how to allow the user to sign in to Okta or the required application(s). Okta can build a risk assessment
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based on a stack of vectors, such as location, device posture, type of request, timing, and so on. From
this, together with group assignments and roles, Okta can either ease or restrict access.

It is required that these requests are quickly assessed and automatically assigned to the user for that
specific instance. Any delays can result in a different risk assessment because of changed conditions
in any of the vectors used.

Part of the adaptive elements is that users are notified about these decisions and changes. If the risk
goes up during the process, users are informed that additional authenticators are required. If a login
attempt seems suspicious, send an email to the user to allow them to assess the incident and notify
Okta administrators if it seems necessary.

Allowing self-service resets not only relieves the IT and support staff from manually helping users but
also allows the users themselves to better understand and have control over the situation. They can
affect what happens and bring their own risk down by repeating conditions to ensure lower risk scores.

Think of a user always going to the office; their risk assessment can be set to low because of the
following vectors:

o 'The wide area network (WAN) address of the office is added to a zone
o The user logs in regularly around the same time and on the same days

o The user is using the same device, which is enrolled on their MDM, or they are using FastPass
to log in

o The user is using the same OS and browser, and the device is sending device posture information

Perhaps in this scenario, you would allow the user to access all applications, with a lower threshold
for MFA.

But say this user wants to do the same work but with these vectors changed in the following ways:

o The user is hopping from Wi-Fi to mobile data, thus changing IP addresses constantly
 They're doing so while being based in different time zones, or at different hours of the day
o The user is using their own devices, such as an iPad, an Android mobile, and a self-owned laptop

o They are using different OSs and browsers

The risk assessment will evaluate the situation to be riskier and will prompt the user to identify themselves
using more secure authenticators, and perhaps even deny access to some or all business-critical applications.

This way, the assessment is done using a lot of different elements. The role of the user within the
organization and the assignment to different groups can help create these policies and methods.
Prompting the user to change passwords because their risk assessment became much higher, enrolling
new authenticators, and receiving notifications allows them to go through this process completely
self-managed and in control. They could decide not to do it at that point and allow Okta to restrict

https://t.me/learningnets



Contextual access management 107

their workspace for the time being. Once they comply with more secure requirements by enrolling
into authenticators, they can continue to work with all their required applications.

Eventually, Okta wants to make sure security doesn’t get in the way of productivity. By allowing the
user to do their own assessment, they are in control of the situation. Users can decide whether they
think it’s required to fall in line with the restrictions, or whether they are going to forgo them and
work using a more restricted workplace.

Implementing these context-aware policies requires an understanding of the different situations and
needs a user-focused approach.

At the beginning of this book, we spoke about the zero-trust approach, using Okta’s contextual access
management, which allows you to move on to higher levels of zero trust. This doesn’t mean that
implementing contextual access management means you tick off the box to be in the zero-trust model
and you can raise the flag. It means you are changing your focus from an organizational perimeter
to a user-centric perimeter.

Now, let’s see how signals from your device can help increase security postures.

Device security signals

Okta has extra device signal options that will allow you, as an administrator, to add more context to
your policy building. Using the Okta Verify app (either on mobile or on the desktop with FastPass),
the device’s posture is sent to Okta. The application will register a device under the user’s account
and highlight specific details. But it can also send over signals regarding the device’s posture. These
signals can be used in authentication policies. First, device profile information can be used to add
context — think of the OS’s type or whether the device is managed or registered. Secondly, even without
an MDM solution, Okta can use Windows Security Center on a Windows device to understand its
posture utilizing Okta Verify. Signals such as AntiVirus, FireWall, securityCenterService, and more
can be used as context in the authentication policy.

If you also utilize a product such as CrowdStrike, Okta can integrate with that and use its signals to
add more context to authentication policies. At the time of writing, only CrowdStrike is integrated,
but additional vendors are expected to be added in the future.

( 7
Tip

To understand these signals and how to set them up in authentication policies, Expression
Language is required. Go to the Okta device profile page to learn more about Expression Language
and the signals different sources send to Okta: https: //developer.okta.com/docs/
reference/okta-expression-language-in-identity-engine/#okta-
device-profile.
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Additionally, you can add device assurance policies to the authentication policies to fine-tune the
security risk. Device assurance policies are meant to be used as sets of checks for security-related
device attributes. Okta will activate the option for device assurance in an authentication policy if
the device is at least registered via the Okta Verify application. At that point, you can add the device
assurance policy or policies. In Chapter 3, Using Single Sign-On for a Great End User Experience, we
explained how to set up the basics of the authentication policy. Here, we will explain how to create
and add the device assurance policy.

The Device Assurance Policies menu can be found under the Security menu in the Okta admin
console. Once you are there, you will find two sections:

« The main policy section, which will look similar to what’s shown in Figure 4.25:

Device Assurance Policies @ Help

Policy name Platform Conditions

( _l'EH:lJ.'_

Mo device assurance policies added

Figure 4.25 — Adding a policy for device assurance policies

o A User help section, which you can use to determine how to support a user when access is
denied because of the device assurance policy:

User help Edit

When a user is denied access due to device assurance policies, the Sign-In Widget will provide a link to help the user meet device compliance.

Help display Link to Okta help documentation

Link to a custom help page

Figure 4.26 — The User help section
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The last section gives you the option to determine whether Okta will present a standard help page or
if you want to add a custom link to a help page for users.

Let’s add a policy. Click on Add a policy in the top section. A new pop-up window will open where
you can determine the name of the policy and the OS type it is applied to:

Add device assurance policy

Policy name |

Platform Android
i0s
macOs

Windows

Figure 4.27 — Add device assurance policy

When you select any of the platform types, a bottom section will open and allow you to determine
the settings that apply to that platform type.

These settings are straightforward; we will explain these settings using the iOS and Windows options.

Once you select i0S, you will be presented with the following settings:
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i0s

Minimum iOS version © Useapresetversion = Any version -

Customize

Major Minor Patch

Current minimum iOS: Any version
Lock screen Passcode must be set
Touch ID or Face ID must be enabled

Jailbreak Device must not be jailbroken

Figure 4.28 - Policy settings for iOS

Here, you can set the following options:

o Minimum iOS version: Either select a standard version or customize and specifically determine
a version using the Major, Minor, and Patch versions

o Lock screen: This setting will determine whether at a bare minimum, the passcode is set or
not, and additionally requires Touch ID or Face ID

o Jailbreak: This will determine whether access to the device is allowed or not when the device
is jailbroken
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For Windows, the settings are similar but there are nuances. This is what this section looks like:

Windows

Minimum Windows version

o Use a preset version | Any version v
Customize
Major Minor Build Rev

Current minimum Windows: Any version

Lock screen Windows Hello must be enabled
Disk encryption Device disk must be encrypted
Trusted Platform Module Device uses a Trusted Platform Module

Figure 4.29 - Policy settings for Windows

You also have options to set here:

o Minimum Windows version: Here, you can either select a standard OS version or specify one
using the Customize option

o Lock screen: This will require Windows Hello to be enabled and used for accessing the device
o Disk encryption: Selecting this option will make disk encryption mandatory to allow access

o Trusted Platform Module: Here, you can specify whether using a TPM will be required

The combination of these settings will give you a device assurance policy that can be added to the
authentication policy.

So, let’s take a look at that specifically. Once you have created your authentication policy, under any
rule you have added, click on Action | Edit. Scroll down to the AND Device state is setting. If you
select Registered, a new setting will appear, where you can select one or more device assurance policies:
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AND Device state is Any

o Registered
Setup Okta Verify as Authenticator 2

AMD Device management is O Not managed

Managed
Go to Device Management 2

R D#vice nesurance policy le ‘ Any of the following device assurance policies:

| MacOS x| | Windows %

Go to Device Assurance Policies [3

AND Device platform is

Figure 4.30 - Settings for the authentication policy

The Device assurance policy is setting will give you the option to select the policies you want to add.
If you select a policy, you will see that the next setting, Device platform is, will become unavailable.
This is due to conflicting settings if both were to be available.

And there you go - you now understand device signals, device posture, and device assurances. Now,

let’s look at even more device security by integrating Okta with an MDM solution.

Integrating with MDM

Okta allows MDM solutions to integrate with Okta to exchange possible information on the user
and device. This adds a more consolidated security experience around a user and its access. Okta
offers integrations with Microsoft Endpoint Manager (MEM) (formerly known as Intune), Jamf,
or a custom CA.

We will discuss the high-level requirements and features of the MDM integrations.

When you go to the Security | Device integrations section, you will find a section where you can set
up MDM integrations. First, you have the opportunity to integrate with existing endpoint security
systems. By clicking on Add platform, you can start the process of adding one.
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This will give you the choice to select a platform - either iOS, Android, or Desktop (Windows and
macOS only):

Device Integrations

Endpoint management Certificate authority Endpoint security

Add device management platform

®

Select platform

Select platform

Select platform 0O ios
Android
Desktop (Windows and macOS only)

Figure 4.31 - Endpoint management settings
If we select Desktop (Windows and macOS only) and click Next, we will be presented with the next
window, where we can configure management attestation.

If we want to set up MEM, this means we need to select Dynamic SCEP URL and then Microsoft
Intune (delegated SCEP):

' N
Note

Simple Certificate Enrollment Protocol (SCEP) is a way for devices such as computers and
phones to get digital certificates, which are like digital ID cards that let them securely connect
to networks and services. MEM can add these certificates to enrolled devices to ensure security
and identification.
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Configure management attestation

Integrate Okta with your device management provider. View setup documentation (3
For an improved end-user authentication experience on macOS, configure SSO

extension profile (3

Certificate authority © Use Okta as certificate authority

Go to certificate authority (5

SCEP URL challenge type Static SCEP URL
© Dynamic SCEP URL
Generic
© Microsoft Intune (delegated SCEP)

AAD client ID
AAD tenant

AAD secret

Figure 4.32 — Configure management attestation
By following the documentation for the setup, you can eventually pass the AAD Client ID, AAD
tenant, and AAD secret properties.

After that, click Save; the integration will be set. This is just a part of the required setup. To allow the
device management to be utilized by Okta, the following is required:

o Okta Verify must be installed on the machine and registered by the user to their profile in Okta
o 'The user profile must be associated with the MDM solution

o The user must have authenticated at least once with FastPass

This will make sure the SCEP certificate will be picked up by Okta Verify and that the information
is passed along to Okta.
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Note

For other MDM solutions, Okta has detailed information available to help you set that
up: https://help.okta.com/oie/en-us/Content/Topics/identity-
engine/devices/managed-main.htm.

In the second tab of the Device Integrations menu, you will find Okta’s own certificate authority
(CA). You can add your own if you want to, but it will require understanding, resources, and upkeep,
which can quickly become costly. Using Okta’s CA allows you to outsource this to Okta:

Device Integrations

Endpoint management Certificate authority Endpoint security

Add certificate authority

Certificate authority Description Status Actions

Okta CA Active

K
Expires on 3/31/2028

Figure 4.33 - View of Okta’s CA

The CA certificate can be uploaded to an MDM (Jamf Pro or VMware Workspace ONE) so that it
can be integrated with their solution with Okta. You can also add the static SCEP URL as the endpoint
that the MDM solution can call upon.

For details on how to set this up, please go to https://help.okta.com/oie/en-us/Content/
Topics/identity-engine/devices/configure-ca-main.htm.

Okta also allows other vendors to integrate and use their signals as part of the assessment. By having
third-party MDM tools manage the device, you can generate a trusted certificate exchange with
Okta. This device trust can then be used in application sign-on rules as an extra vector. This allows
you to add to the security by using your Okta global session and authentication policies to assess the
user’s situation.

Beyond that, with the help of device trust, you can use custom SAML attributes to inform the application
about the status of the device and have the application itself use that status for more granular limitations.
This is called device context for limited access.

For device context - for limited access as well as dynamic authentication context — the service provider
(SP) must be able to consume these extra values during authentication. Based on this, the SP acts
upon the values to do its own risk assessment and guide the user according to its policies that have
been set up for the different risk level