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Motivation 1: So many ASUS routers WebUI exposed
4

ASUS Synology Realtek SDK- based
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• In April, Tokyo Metropolitan 
Police Department released 
advisory “Warning about the 
unauthorized used of home 
routers” 

• APTs have been known to use 
hacked residential routers as 
proxy
• BlackTech
• APT31

Motivation 2: Police warns about home routers being exploited
5
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ASUS Router app and Router, DDNS Service
7

User’s 
Router

ASUS Router app
ASUS DDNS 

Server

① Set up router for 
ASUS Router app

② Register 
Router IP 
Address

③Allow access from the WAN to the WEBUI.

MAC address-based
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• Two methods to set up a new router.
• Configuration using a PC (web browser)
• Configuration using a smartphone app

• What you can do with the  app
• Initial setup
• Save administrator’s credential
• Change Configurations (VPN, DDNS, other services)
• Check the router's Connection status (Remote/Local)

Initial setup and ASUS Router app
8
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Just one click and the WebUI is now exposed to the internet
9

Pressing 'Accept' automatically configures the 
forwarding of port 8443/TCP to the WAN 
side and registers DDNS.

When connecting to your router for the 
first time, a pop-up screen shows up.
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When trying to connect to WebUI from the internet
10

② Resolving the WAN address via DDNS.

User’s 
Router

ASUS Router app
ASUS DDNS 

Server① Start the app

③Connect to router
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Possible attack vectors
11

② Resolving the WAN address via DDNS.

User’s 
Router

ASUS Router app
ASUS DDNS 

Server① Start the app

③Connect to 

router

(ID and password are only 

decoded in Base64.)

Certificate 
Validation is
Disabled L

Change the registered IP 
address to steal packets
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DDNS domain is based on Router’s MAC address
12

Router MAC Address
Upper Case

MD5HASH

a + [hash] + asuscomm.com ASUS DDNS Domain

DDNS domain name is determined from MAC address

Ex) MAC address: 
58112221A4D8

https://t.me/learningnets



The method to update the DDNS address.
13

There’s a open source tool to change the registered IP address 
for ASUS DDNS
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No authentication to change DDNS entry (PIN doesn't matter
14

https://github.com/RMerl/asuswrt-merlin/wiki/DDNS-Sample-
Scripts/2749c035b1705b731755d5294755f6a7f60cf4c4#asus

It‘s asking for a Wps PIN code(secret_code), but with MAC address-based DDNS, 
any eight-digit number seems to go through.

https://github.com/BigNerd95/ASUSddns
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Ref. Update the entry with random PIN code
15

dummyBefore

After

https://t.me/learningnets



There's a possibility that if the MAC address 
is correct, the PIN code isn't checked.

Ref. PCAP data when updating DDNS record
16

Connnection to nwsrv-ns1.asus.com（52.250.42.40）
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Ø Asus Router app equipped with features for easily exposing 
the web UI to the internet and enabling remote connections.
Ø TLS is used,

but the ID and password are only decoded in Base64.
Ø Possible to update DDNS with the OSS tool
Ø Possible to guess DDNS address from MAC address

Four factors that lead to possible attacks
18

The road to hell is paved with good intentions.
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Preparation for an attack
19

The MAC address and IP address of the target user need to be found.

name resolution

User’s router

ASUS DDNS 
Server

Check MAC address of 
target router

attacker

ASUS Router app
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STEP 1. Find ASUS router’s MAC prefixes

How to find the target MAC addresses?
20

We found  20 
MAC prefixes 

• Check at an electronics retailer
• Written in the package

• On-line/Off-line search
• News website
• YouTube
• ebay
• War Driving

• Brute-force the possible 
combination of each 
prefix

STEP 2. Brute Force
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Easy to find target MAC address @ News website
21

A0:36:BC:56:46:0C

72cfce46700348b01b36e949bb38af34
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Easy to find target MAC address @ YouTube
22

A0:36:BC:56:45:C8

974358340a070f10ae7eee5f37e17a66
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Easy to find target MAC address @ ebay
23

3C:7C:3F:DB:12:D0
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Easy to find target MAC address @ War Driving
24

BSSID == MAC Address
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Completed preparations, so 
we'll explain the attack step by step.

25
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Attack scenarios Step1
26

Victim

ASUS Router app
ASUS DDNS 

Server

attacker

⓪ Update the target DDNS 
to attacker’s IP address

Check MAC address of target 
router in advance
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Attack scenarios Step2
27

② Resolving the WAN address via DDNS,
but Return fake IP address

Victim

ASUS Router app
ASUS DDNS 

Server① Start the 
app

attacker
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Attack scenarios Step3
28

Victim

ASUS Router app
ASUS DDNS 

Server

attacker

③Connect to 

fake IP address
④ It's possible to steal 

authentication credentials.

Users may not realize when their 
communications are being relayed.
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Waiting for victim’s connection to get base64 id/pass
29

YWRtaW46MTIzNDU2Nzg:admin:12345678

Easy decryption due to Base64

By listening on 8443/TCP, it's possible to steal authentication credentials.
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Demo of MITM Attack using ASUS DDNS
30

Demo Movie
Next Page
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Simple Attack 
Large Impact!!!

32
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Impact
34

With the stolen authentication information, 
you can make these types of setting changes.

Enable SSH Service

Enable VPN 
Server/Client Service

Potential Problems
Victims are not aware of these changes

The VPN functionality is a selling point

https://t.me/learningnets



SSH Server
35

SSH Server function can perform various tasks.

• Port Forwarding 
• Access to the connected USB-HDD.

Files connected to the router 
via USB-HDD with SCP

https://t.me/learningnets



• VPN Server
• There's a possibility of being used as a 

jump server and being utilized as a residential proxy.

• VPN Client
• There's a risk of embedded settings connecting to a 

malicious VPN server, leading to packet interception.

VPN function can act as both a server and a client
36
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Ø Over 1 million ASUS routers in the world

Ø Users may not be aware of the compromise

Ø High degree of freedom of attack when the attack is 
successful
Ø After changing the router settings, targeting the internal network 

of the router, etc.

Impact
37
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Long-Term Monitoring of DDNS Records
39

335,544,320
combinations of FQDN

A0:36:BC:56:46:0C

ASUS’s Prefix
We have 20 of them

16^6 combinations

1,629,000 
FQDN monitored 

a72cfce46700348b01b36e949bb3
8af34.asuscomm.com
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Number of FQDN
• 1,629,000
Period
• 3.5 months (June 19 to September 30, 

2023)

Resolution
• Onece a day

Dataset
40

Elements
Date
MAC Address
DDNS Domain (MAC address-based)
IP Address
Country (GeoIP)

AS number (GeoIP)

2023/06/19,A036BC50D870,a1602b0db667bea49456e0fca5a0e8961.asuscomm.com,172.200.200.158,United Kingdom,8075
2023/06/20,A036BC50D870,a1602b0db667bea49456e0fca5a0e8961.asuscomm.com,172.200.200.158,United Kingdom,8075
2023/06/21,A036BC50D870,a1602b0db667bea49456e0fca5a0e8961.asuscomm.com,172.200.200.158,United Kingdom,8075
2023/06/22,A036BC50D870,a1602b0db667bea49456e0fca5a0e8961.asuscomm.com,172.200.200.158,United Kingdom,8075
2023/06/23,A036BC50D870,a1602b0db667bea49456e0fca5a0e8961.asuscomm.com,172.200.200.158,United Kingdom,8075
2023/06/24,A036BC50D870,a1602b0db667bea49456e0fca5a0e8961.asuscomm.com,172.200.200.158,United Kingdom,8075
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United States China Hong Kong Sweden Taiwan Singapore Canada Japan United Kingdom Australia

Russia South Korea Norway Malaysia Netherlands Poland Ukraine Denmark New Zealand Finland

Germany Spain Romania South Africa Hungary Czechia France Italy Macao Philippines

Brazil Switzerland Indonesia United Arab Emirates Thailand Vietnam Turkey Belgium India Israel

Austria Portugal Mexico Slovakia Lithuania Bulgaria Ireland Slovenia Iran Bangladesh

IP Address by Country (Top 50)
41

Reached 1.62 
million domains

Vendor published 
advisory Gradually 

descreasing…
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Sweden United Kingdom Russia Norway Netherlands Poland Ukraine Denmark Finland Germany Spain Romania Hungary

Czechia France Italy Switzerland Turkey Belgium Austria Portugal Slovakia Lithuania Bulgaria Ireland Slovenia

IP Address by Country (Europe)
42

Reached 1.62 
million domains

Vendor published 
advisory
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Possible change of the DDNS algorithm
43

• # of MD5Hash based DDNS domain is decreasing

• On the other hand, domain staring with ’b’ is increasing

• DDNS domain generation algorithm is updated on ASUS Router App 

https://t.me/learningnets



Change of the domain generation algorithm
44

Before
// str = MAC_Address
return "A" + md5hash(str.replace(":", "").toUpperCase()) + ".asuscomm.com";

After
String upperCase = md5hash((str.replace(":", "").toUpperCase() + "_" + 

System.currentTimeMillis()).toUpperCase())
.substring(0, 28).toUpperCase();

String upperCase2 = md5hash(upperCase).substring(28, 32).toUpperCase();
return "B" + upperCase + upperCase2 + ".asuscomm.com";

• It is still MAC address-based
• System UNIX TIME ms is added as a salt 
• 2 times hash() and string split/concat. 

Harder / more 
computation 

to guess

https://t.me/learningnets



Suspicious MAC Address
45

Total MACs(FQDNs) brute-forced
(= 20 MAC prefix)

335,544,320

MACs that returned A records

1,629,035
Private/shared address excluded 1,502,726

IP Address changed 502,135

AS changed 54,268
Country changed 18,835

Unique IP addresses 6,567,920
ASs 12,978
Countries 221
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• Frequent AS/Country change will not occur under normal use

• DDNS domain and IP address should be 1 to 1 relationship
• DDNS : IP Addr == N : 1 is suspicious

• IP address should mostly belong to residential internet service 
provider
• Cloud pvovider, hosting provider and DOD are suspicious

• The host is a ASUS router
• 8443/tcp shows ASUS WebUI

Assumptions
46
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1. IP address alternates but both of them are accessible via  
8443/tcp (WebUI)

2. Multiple domains for one IP address
3. IP address is not of residential ISP
4. U.S. DoD’s address
5. It’s not ASUS router

Possible Compromise (or misuse)
47
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1. IP address alternates but both of them are accessible via  
8443/tcp (WebUI)

2. Multiple domains for one IP address
3. IP address is not of residential ISP
4. U.S. DoD’s address
5. It’s not ASUS router

Possible Compromise (or misuse)
48
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1. Both IPs are accessible via  8443/tcp (ASUS WebUI)
49

Is it possible that one of them is proxied?

Victim

ASUS DDNS Server

attacker

ip:xxx.xxx.xxx.xxx

ip:yyy.yyy.yyy.yyy

nslookup

one day

another day

ip:xxx.xxx.xxx.xxx:8443ASUS Router App

Fake Web UI?

https://t.me/learningnets



1. Both IPs are accessible via  8443/tcp (ASUS WebUI)
50

Does the router‘s WAN IP change?
-> No

2023/05/10 22:02:21,708BCDCFEA68,a47a922a54b5110503450d043473e3560.asuscomm.com,106.89.244.47,China,4134
2023/05/21 01:22:10,708BCDCFEA68,a47a922a54b5110503450d043473e3560.asuscomm.com,121.161.88.28,South Korea,4766
2023/05/21 12:28:29,708BCDCFEA68,a47a922a54b5110503450d043473e3560.asuscomm.com,121.161.88.28,South Korea,4766
2023/05/21 23:43:17,708BCDCFEA68,a47a922a54b5110503450d043473e3560.asuscomm.com,121.161.88.28,South Korea,4766
2023/05/23 01:18:39,708BCDCFEA68,a47a922a54b5110503450d043473e3560.asuscomm.com,106.89.246.197,China,4134
2023/05/23 12:08:47,708BCDCFEA68,a47a922a54b5110503450d043473e3560.asuscomm.com,106.89.246.197,China,4134
2023/05/24 01:19:33,708BCDCFEA68,a47a922a54b5110503450d043473e3560.asuscomm.com,121.161.88.28,South Korea,4766
2023/05/25 00:47:15,708BCDCFEA68,a47a922a54b5110503450d043473e3560.asuscomm.com,106.89.241.239,China,4134
2023/05/25 11:54:45,708BCDCFEA68,a47a922a54b5110503450d043473e3560.asuscomm.com,106.89.241.239,China,4134
2023/05/27 06:14:24,708BCDCFEA68,a47a922a54b5110503450d043473e3560.asuscomm.com,106.89.243.146,China,4134
2023/05/28 06:10:57,708BCDCFEA68,a47a922a54b5110503450d043473e3560.asuscomm.com,106.89.243.146,China,4134
2023/05/29 00:07:03,708BCDCFEA68,a47a922a54b5110503450d043473e3560.asuscomm.com,106.89.243.146,China,4134
2023/05/30 00:34:53,708BCDCFEA68,a47a922a54b5110503450d043473e3560.asuscomm.com,106.89.246.194,China,4134
2023/05/30 12:03:40,708BCDCFEA68,a47a922a54b5110503450d043473e3560.asuscomm.com,106.89.246.194,China,4134
2023/06/01 01:10:42,708BCDCFEA68,a47a922a54b5110503450d043473e3560.asuscomm.com,106.89.245.139,China,4134
2023/06/01 14:42:18,708BCDCFEA68,a47a922a54b5110503450d043473e3560.asuscomm.com,106.89.245.139,China,4134
2023/06/06 02:17:57,708BCDCFEA68,a47a922a54b5110503450d043473e3560.asuscomm.com,106.89.244.175,China,4134
2023/06/06 15:09:12,708BCDCFEA68,a47a922a54b5110503450d043473e3560.asuscomm.com,106.89.244.175,China,4134
2023/06/07 01:53:27,708BCDCFEA68,a47a922a54b5110503450d043473e3560.asuscomm.com,106.89.244.175,China,4134
2023/06/13 04:23:32,708BCDCFEA68,a47a922a54b5110503450d043473e3560.asuscomm.com,106.89.240.190,China,4134
2023/06/13 16:49:51,708BCDCFEA68,a47a922a54b5110503450d043473e3560.asuscomm.com,106.89.240.190,China,4134
2023/06/14 05:07:52,708BCDCFEA68,a47a922a54b5110503450d043473e3560.asuscomm.com,121.161.88.28,South Korea,4766
2023/06/14 14:47:21,708BCDCFEA68,a47a922a54b5110503450d043473e3560.asuscomm.com,121.161.88.28,South Korea,4766
2023/06/15 02:37:28,708BCDCFEA68,a47a922a54b5110503450d043473e3560.asuscomm.com,106.89.242.70,China,4134
2023/06/15 14:14:17,708BCDCFEA68,a47a922a54b5110503450d043473e3560.asuscomm.com,106.89.242.70,China,4134
2023/06/15 23:16:45,708BCDCFEA68,a47a922a54b5110503450d043473e3560.asuscomm.com,106.89.242.70,China,4134
2023/06/20 00:39:53,708BCDCFEA68,a47a922a54b5110503450d043473e3560.asuscomm.com,106.89.243.148,China,4134
2023/06/22 02:18:46,708BCDCFEA68,a47a922a54b5110503450d043473e3560.asuscomm.com,106.89.247.195,China,4134

South Korea
China

Victim (CN)

Attacker (KR)
always the same IP address

https://t.me/learningnets



1. Both IPs are accessible via  8443/tcp (ASUS WebUI)
51

Accessible by both IP addresses, why? Phishing site?

Victim (CN) Phishing site? (KR)

https://t.me/learningnets



1. Another case in India (University)
52

2023/07/28,50EBF609FBB0,a8d2d9a072b5ae4ba84a018d1c19e717a.asuscomm.com,14.139.187.225,India,55824
2023/07/29,50EBF609FBB0,a8d2d9a072b5ae4ba84a018d1c19e717a.asuscomm.com,14.139.187.225,India,55824
2023/07/30,50EBF609FBB0,a8d2d9a072b5ae4ba84a018d1c19e717a.asuscomm.com,14.139.187.225,India,55824
2023/07/31,50EBF609FBB0,a8d2d9a072b5ae4ba84a018d1c19e717a.asuscomm.com,103.249.82.242,India,56272
2023/08/01,50EBF609FBB0,a8d2d9a072b5ae4ba84a018d1c19e717a.asuscomm.com,14.139.187.225,India,55824
2023/08/02,50EBF609FBB0,a8d2d9a072b5ae4ba84a018d1c19e717a.asuscomm.com,103.249.82.242,India,56272
2023/08/02,50EBF609FBB0,a8d2d9a072b5ae4ba84a018d1c19e717a.asuscomm.com,14.139.187.225,India,55824
2023/08/03,50EBF609FBB0,a8d2d9a072b5ae4ba84a018d1c19e717a.asuscomm.com,103.249.82.242,India,56272
2023/08/04,50EBF609FBB0,a8d2d9a072b5ae4ba84a018d1c19e717a.asuscomm.com,103.249.82.242,India,56272
2023/08/05,50EBF609FBB0,a8d2d9a072b5ae4ba84a018d1c19e717a.asuscomm.com,14.139.187.225,India,55824
2023/08/06,50EBF609FBB0,a8d2d9a072b5ae4ba84a018d1c19e717a.asuscomm.com,14.139.187.225,India,55824
2023/08/07,50EBF609FBB0,a8d2d9a072b5ae4ba84a018d1c19e717a.asuscomm.com,14.139.187.225,India,55824
2023/08/08,50EBF609FBB0,a8d2d9a072b5ae4ba84a018d1c19e717a.asuscomm.com,14.139.187.225,India,55824

https://t.me/learningnets



1. IP address alternates but both of them are accessible via  
8443/tcp (WebUI)

2. Multiple domains for one IP address
3. IP address is not of residential ISP
4. U.S. DoD’s address
5. It’s not ASUS router

Possible Compromise (or misuse)
53
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2. Multiple domains resolve to one IP address
54

Victims

ASUS DDNS Server

attacker

ip:xxx.xxx.xxx.xxx:8443

ip:yyy.yyy.yyy.yyy:8443

nslookup

one day

another day
VPS?

Register ip: yyy.yyy.yyy.yyy for multiple devices

An attacker awaiting for multiple connections?

more than 2

IP : Device = 1 : N

https://t.me/learningnets



Number of IPs that is registered with 10+ domains
55
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201.163.114.46 100.64.1.10 65.66.76.1 38.43.63.255 64.250.40.193 100.64.1.11 194.14.207.37 96.36.37.39 192.0.0.2 82.113.63.126 100.64.1.15
100.64.1.12 100.64.1.13 100.64.1.14 14.222.183.12 140.109.48.44 50.205.73.1 70.63.25.42 100.64.1.18 12.0.0.234 183.236.60.233 183.236.60.238
66.219.220.26 104.153.230.41 12.0.0.219 183.236.60.237 204.14.37.204 100.64.1.16 132.147.113.194 183.236.60.232 66.60.96.131 100.64.1.25 109.105.39.6
130.51.175.193 183.236.60.235 72.28.3.80 100.64.1.27 104.153.228.224 132.147.113.205 172.254.99.20 60.250.207.66 99.99.99.3 100.64.1.19 104.244.243.145
109.105.39.22 12.0.0.247 132.147.113.195 132.147.113.204 142.147.56.33 142.147.58.140 142.147.58.81 60.47.205.59 61.238.243.238 64.250.39.177 100.64.1.21
100.64.1.22 100.64.1.37 104.153.228.206 104.153.230.40 104.244.243.144 104.244.243.241 109.105.39.2 12.0.0.223 12.0.0.235 132.147.113.201 183.236.60.234
185.176.247.168 185.176.247.170 185.177.68.4 185.21.220.2 188.95.38.225 199.68.205.246 204.14.36.124 71.157.176.212 1.160.146.220 100.64.1.24 100.64.1.26
100.64.1.40 118.163.110.208 12.0.0.201 183.236.60.230 183.236.60.236 185.176.247.163 188.121.15.8 193.28.84.0 66.60.96.46 69.162.253.115 85.204.137.45
89.23.224.170 100.64.1.23 100.64.1.28 132.147.119.118 185.176.247.184 85.204.120.8 85.204.132.58 183.236.60.225 183.236.60.226 183.236.60.229 185.176.247.174
185.176.247.183 185.176.247.185 185.176.247.189 85.204.121.44 85.204.194.20 185.176.247.162 36.93.37.154 185.176.247.173 212.237.97.62 43.228.181.21 1.161.150.220
103.252.200.231 183.236.60.231 58.84.52.72 65.66.76.129 85.204.136.18 43.228.181.22 58.84.52.67 58.84.52.70 58.84.52.76 1.160.183.217 130.51.172.1

https://t.me/learningnets
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201.163.114.46

Example) 201.163.114.46
56

This IP address always had multiple devices registered

• 445/TCP scan from this 
IP has been observed 
since 2022-09-23

• Target: Taiwan, US, 
Ukraine, Germany, 
Japan, Israel, UK, etc

https://t.me/learningnets



Example) 201.163.114.46
57

Could be waiting for access from multiple devices as a proxy

date

8443/tcp on this IP is restricted

https://t.me/learningnets
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Sweden 194.14.207.37 Czechia 82.113.63.126 Czechia 109.105.39.6 Czechia 109.105.39.22 Czechia 109.105.39.2 Sweden 185.176.247.168 Sweden 185.176.247.170

Sweden 185.177.68.4 Czechia 185.21.220.2 Sweden 188.95.38.225 Sweden 185.176.247.163 Poland 188.121.15.8 Poland 193.28.84.0 Denmark 85.204.137.45

Denmark 89.23.224.170 Sweden 185.176.247.184 Denmark 85.204.120.8 Denmark 85.204.132.58 Sweden 185.176.247.174 Sweden 185.176.247.183 Sweden 185.176.247.185

Sweden 185.176.247.189 Denmark 85.204.121.44 Denmark 85.204.194.20 Sweden 185.176.247.162 Sweden 185.176.247.173 Denmark 212.237.97.62 Denmark 85.204.136.18

Number of IPs that is registered with 10+ domains (only EU)
58

Sweden(VPS) 194.14.207.37

Czech 82.113.63.126

https://t.me/learningnets



Sweden 194.14.207.37
59

• Data Center / VPS
• VPN service detected
• Crawler/DDoS client running

https://t.me/learningnets



1. IP address alternates but both of them are accessible via  
8443/tcp (WebUI)

2. Multiple domains for one IP address
3. IP address is not of residential ISP
4. U.S. DoD’s address
5. It’s not ASUS router

Possible Compromise (or misuse)
60
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• More than 1,500 domains change to VPS IPs

• Company, AS Number
• Google, 15169/19527/36384/36492/396982
• Amazon, 7224/14618/16509/62785
• Microsoft, 3598/8069/8070/8075
• Alibaba, 45102
• Oracle
• etc

IP Address changed to that of VPS providers
61
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MITM attack in the wild?
62

Suspicious IP address fluctuations
Normal behavior -> VPS(waiting for MITM by attacker?) -> return normal

2023/05/19 05:59:08,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.71,Nigeria,37004
2023/05/23 03:14:03,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,81.22.184.8,Hungary,59869
2023/05/23 14:01:27,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.69,Nigeria,37004
2023/05/24 03:12:09,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.77,Nigeria,37004
2023/05/24 14:09:07,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.69,Nigeria,37004
2023/05/25 02:50:12,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.69,Nigeria,37004
2023/05/25 13:41:45,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.69,Nigeria,37004
2023/05/26 02:26:31,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.71,Nigeria,37004
2023/05/26 14:07:57,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.67,Nigeria,37004
2023/05/27 08:13:28,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.67,Nigeria,37004
2023/05/28 08:21:28,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.71,Nigeria,37004
2023/05/29 01:58:02,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.71,Nigeria,37004
2023/05/29 13:25:58,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.71,Nigeria,37004
2023/05/30 02:19:59,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,44.75.53.150,United States,7377
2023/05/30 13:53:46,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,44.75.53.150,United States,7377
2023/05/31 02:45:41,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.66,Nigeria,37004
2023/05/31 17:40:44,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.67,Nigeria,37004
2023/06/01 04:34:43,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.67,Nigeria,37004
2023/06/01 17:43:29,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.77,Nigeria,37004
2023/06/02 06:08:56,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.77,Nigeria,37004
2023/06/02 18:17:41,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.69,Nigeria,37004
2023/06/03 13:28:55,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.69,Nigeria,37004
2023/06/04 12:52:48,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.69,Nigeria,37004
2023/06/05 07:20:49,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.67,Nigeria,37004
2023/06/05 19:24:20,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,116.157.166.77,China,
2023/06/06 18:34:46,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.78,Nigeria,37004
2023/06/07 05:11:47,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.69,Nigeria,37004
2023/06/07 18:28:02,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.70,Nigeria,37004
2023/06/08 18:40:27,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.74,Nigeria,37004
2023/06/09 06:57:32,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.72,Nigeria,37004
2023/06/09 18:45:50,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.74,Nigeria,37004
2023/06/10 13:02:35,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.69,Nigeria,37004
2023/06/11 12:59:55,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.74,Nigeria,37004
2023/06/12 07:01:07,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.67,Nigeria,37004
2023/06/12 19:22:39,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.75,Nigeria,37004
2023/06/13 08:24:56,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.77,Nigeria,37004
2023/06/13 20:34:19,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.77,Nigeria,37004
2023/06/14 08:18:25,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.77,Nigeria,37004
2023/06/14 18:51:18,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.77,Nigeria,37004
2023/06/15 05:43:52,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.77,Nigeria,37004

2023/06/19 16:11:28,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.70,Nigeria,37004
2023/06/20 03:07:17,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,114.31.90.154,Japan,10021
2023/06/20 15:28:49,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,4.245.227.65,Ireland,8075
2023/06/21 02:58:14,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,4.245.227.65,Ireland,8075
2023/06/21 15:56:12,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.75,Nigeria,37004
2023/06/22 03:47:29,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.67,Nigeria,37004
2023/06/22 15:07:34,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.67,Nigeria,37004
2023/06/23 02:47:12,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.74,Nigeria,37004
2023/06/23 16:44:00,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.67,Nigeria,37004
2023/06/24 08:35:37,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.72,Nigeria,37004
2023/06/25 07:58:33,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.77,Nigeria,37004
2023/06/26 02:10:35,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.74,Nigeria,37004
2023/06/26 14:09:55,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.71,Nigeria,37004
2023/06/27 03:30:56,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.71,Nigeria,37004
2023/06/27 14:38:00,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.71,Nigeria,37004
2023/06/28 02:58:24,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.71,Nigeria,37004
2023/06/28 15:14:41,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.71,Nigeria,37004
2023/06/29 02:51:34,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.71,Nigeria,37004
2023/06/29 15:14:32,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.71,Nigeria,37004
2023/06/30 03:25:54,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.71,Nigeria,37004
2023/06/30 15:04:26,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.71,Nigeria,37004
2023/07/01 09:18:59,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.71,Nigeria,37004
2023/07/02 09:22:36,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.71,Nigeria,37004
2023/07/03 02:18:58,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.66,Nigeria,37004
2023/07/03 14:30:28,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.74,Nigeria,37004
2023/07/04 02:55:42,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.74,Nigeria,37004
2023/07/04 14:33:52,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.66,Nigeria,37004
2023/07/05 03:05:09,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.75,Nigeria,37004
2023/07/05 15:19:22,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.78,Nigeria,37004
2023/07/06 03:20:35,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.74,Nigeria,37004
2023/07/06 14:57:06,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.69,Nigeria,37004
2023/07/07 03:15:33,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.69,Nigeria,37004
2023/07/07 15:33:07,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.75,Nigeria,37004
2023/07/08 09:36:32,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.72,Nigeria,37004
2023/07/09 09:22:36,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.78,Nigeria,37004
2023/07/10 03:23:44,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.78,Nigeria,37004
2023/07/10 15:11:36,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.75,Nigeria,37004
2023/07/11 03:38:58,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.68,Nigeria,37004
2023/07/11 16:12:22,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.78,Nigeria,37004
2023/07/12 03:40:06,7C10C9E91B58,a6b4552521572266ba8b81a8ac1fcfbeb.asuscomm.com,41.73.1.73,Nigeria,37004

UC San Diego

Jupinet Kft, Hungary

China Unicom

AzureCloud

Victim’s router is in Nigeria 
(Residential ISP)
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Data Center (VPS) IP address
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Normal behavior -> VPS(waiting for MITM by attacker?) -> return normal
2023/06/22,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.154.57,Kenya,36866
2023/06/22,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.154.57,Kenya,36866
2023/06/23,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.154.57,Kenya,36866
2023/06/23,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.154.57,Kenya,36866
2023/06/24,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.154.57,Kenya,36866
2023/06/25,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,1.116.106.133,China,45090
2023/06/26,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,1.116.106.133,China,45090
2023/06/26,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,1.116.106.133,China,45090
2023/06/27,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,41.57.98.145,Kenya,36866
2023/06/27,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,41.57.98.145,Kenya,36866
2023/06/28,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,41.57.98.145,Kenya,36866
2023/06/28,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,4.245.5.6,Netherlands,8075
2023/06/29,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,4.245.5.6,Netherlands,8075
2023/06/29,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,4.245.5.6,Netherlands,8075
2023/06/30,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,4.245.5.6,Netherlands,8075
2023/07/01,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,4.245.5.6,Netherlands,8075
2023/07/02,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,4.245.5.6,Netherlands,8075
2023/07/03,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,4.245.5.6,Netherlands,8075
2023/07/03,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.154.57,Kenya,36866
2023/07/04,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,41.57.98.145,Kenya,36866
2023/07/05,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,41.57.98.145,Kenya,36866
2023/07/05,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,41.57.98.145,Kenya,36866
2023/07/06,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,41.57.98.145,Kenya,36866
2023/07/06,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,41.57.98.145,Kenya,36866
2023/07/07,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,41.57.98.145,Kenya,36866
2023/07/08,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,41.57.98.145,Kenya,36866
2023/07/09,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,41.57.98.145,Kenya,36866
2023/07/10,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,41.57.98.145,Kenya,36866
2023/07/10,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,41.57.98.145,Kenya,36866
2023/07/11,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,41.57.98.145,Kenya,36866
2023/07/11,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.154.57,Kenya,36866
2023/07/12,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.154.57,Kenya,36866
2023/07/12,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.154.57,Kenya,36866
2023/07/13,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.154.57,Kenya,36866
2023/07/13,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,14.69.242.160,South Korea,4766
2023/07/14,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,14.69.242.160,South Korea,4766
2023/07/14,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,41.57.98.145,Kenya,36866
2023/07/15,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,41.57.98.145,Kenya,36866
2023/07/16,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,41.57.98.145,Kenya,36866

2023/08/20,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.154.43,Kenya,36866
2023/08/21,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.154.43,Kenya,36866
2023/08/21,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.154.43,Kenya,36866
2023/08/22,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.154.43,Kenya,36866
2023/08/22,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.154.43,Kenya,36866
2023/08/23,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.154.43,Kenya,36866
2023/08/23,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.154.43,Kenya,36866
2023/08/24,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.154.43,Kenya,36866
2023/08/24,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.154.43,Kenya,36866
2023/08/25,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.154.43,Kenya,36866
2023/08/25,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.154.43,Kenya,36866
2023/08/26,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.154.43,Kenya,36866
2023/08/26,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.154.43,Kenya,36866
2023/08/27,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.154.43,Kenya,36866
2023/08/27,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.154.43,Kenya,36866
2023/08/28,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.154.43,Kenya,36866
2023/08/28,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.153.176,Kenya,36866
2023/08/29,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.153.176,Kenya,36866
2023/08/29,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.153.176,Kenya,36866
2023/08/30,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.153.176,Kenya,36866
2023/08/30,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.153.176,Kenya,36866
2023/08/31,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.153.176,Kenya,36866
2023/08/31,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.153.176,Kenya,36866
2023/09/01,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.153.176,Kenya,36866
2023/09/01,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.153.176,Kenya,36866
2023/09/02,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.153.176,Kenya,36866
2023/09/02,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.153.176,Kenya,36866
2023/09/03,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.153.176,Kenya,36866
2023/09/03,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.153.176,Kenya,36866
2023/09/04,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.153.176,Kenya,36866
2023/09/04,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.153.176,Kenya,36866
2023/09/05,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.153.176,Kenya,36866
2023/09/05,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.153.176,Kenya,36866
2023/09/06,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.153.176,Kenya,36866
2023/09/06,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.153.176,Kenya,36866
2023/09/07,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.153.176,Kenya,36866
2023/09/07,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.153.176,Kenya,36866
2023/09/08,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.153.176,Kenya,36866
2023/09/08,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.153.176,Kenya,36866
2023/09/09,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.153.176,Kenya,36866
2023/09/09,04D4C4BDC160,a3aa2a92520e7d0127a997b412c7955e2.asuscomm.com,197.232.153.176,Kenya,36866

Tencent VPS (CN)

Microsoft (NL)

Korea Telecom (KR)

Victim’s router is in Kenya and 
proxing attacks
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• Maybe innocuous, maybe not
• Someone else is testing like us J

Public DNS IPs
64
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1. IP address alternates but both of them are accessible via  
8443/tcp (WebUI)

2. Multiple domains for one IP address
3. IP address is not of residential ISP
4. U.S. DoD’s address
5. It’s not ASUS router

Possible Compromise (or misuse)
65
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Maybe DoD agent is traveling around the world J
66

2023/05/10 16:48:19,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,82.40.2.226,United Kingdom,5089
2023/05/18 13:12:31,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,82.40.2.226,United Kingdom,5089
2023/05/18 21:59:43,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,82.40.2.226,United Kingdom,5089
2023/05/19 05:27:21,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,82.40.2.226,United Kingdom,5089
2023/05/19 22:11:12,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,82.40.2.226,United Kingdom,5089
2023/05/20 23:08:47,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,82.40.2.226,United Kingdom,5089
2023/05/21 10:17:12,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,82.40.2.226,United Kingdom,5089
2023/05/21 21:38:50,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,82.40.2.226,United Kingdom,5089
2023/05/22 09:45:43,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,22.199.220.61,United States,749
2023/05/22 22:52:27,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,22.199.220.61,United States,749
2023/05/23 09:35:00,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,22.199.220.61,United States,749
2023/05/23 22:47:48,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,22.199.220.61,United States,749
2023/05/24 09:44:48,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,22.199.220.61,United States,749
2023/05/24 22:15:41,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,22.199.220.61,United States,749
2023/05/25 09:31:28,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,22.199.220.61,United States,749
2023/05/25 22:39:16,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,22.199.220.61,United States,749
2023/05/27 03:34:27,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,22.199.220.61,United States,749
2023/05/28 03:32:39,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,22.199.220.61,United States,749
2023/05/28 21:35:42,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,22.199.220.61,United States,749
2023/05/29 08:42:33,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,22.199.220.61,United States,749
2023/05/29 21:57:26,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,22.199.220.61,United States,749
2023/05/30 09:30:32,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,22.199.220.61,United States,749
2023/05/30 21:32:37,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,22.199.220.61,United States,749
2023/05/31 09:57:57,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,22.199.220.61,United States,749
2023/05/31 21:34:04,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,22.199.220.61,United States,749
2023/06/01 10:00:30,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,22.199.220.61,United States,749
2023/06/01 21:41:16,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,22.199.220.61,United States,749
2023/06/02 09:52:19,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,22.199.220.61,United States,749
2023/06/03 04:15:11,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,22.199.220.61,United States,749
2023/06/04 22:03:46,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,22.199.220.61,United States,749
2023/06/05 10:11:25,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,22.199.220.61,United States,749
2023/06/05 21:36:43,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,22.199.220.61,United States,749
2023/06/06 10:08:16,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,22.199.220.61,United States,749
2023/06/06 21:38:45,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,22.199.220.61,United States,749
2023/06/07 21:48:47,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,22.199.220.61,United States,749
2023/06/08 10:09:20,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,22.199.220.61,United States,749
2023/06/08 21:59:05,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,22.199.220.61,United States,749
2023/06/09 10:02:47,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,22.199.220.61,United States,749
2023/06/10 04:05:47,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,22.199.220.61,United States,749
2023/06/11 04:07:04,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,22.199.220.61,United States,749
2023/06/11 22:03:37,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,22.199.220.61,United States,749
2023/06/12 10:11:25,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,22.199.220.61,United States,749
2023/06/12 23:06:04,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,22.199.220.61,United States,749
2023/06/13 11:37:31,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,22.199.220.61,United States,749
2023/06/14 00:11:30,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,22.199.220.61,United States,749
2023/06/14 10:07:08,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,22.199.220.61,United States,749
2023/06/15 10:04:32,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,22.199.220.61,United States,749
2023/06/15 21:31:12,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,22.199.220.61,United States,749
2023/06/16 09:13:05,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,22.199.220.61,United States,749
2023/06/17 03:44:32,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,22.199.220.61,United States,749
2023/06/18 03:51:49,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,22.199.220.61,United States,749
2023/06/18 21:34:03,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,22.199.220.61,United States,749
2023/06/19 10:06:35,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,65.33.193.232,United States,33363
2023/06/19 21:34:49,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,65.33.193.232,United States,33363
2023/06/20 21:32:41,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,65.33.193.232,United States,33363
2023/06/21 10:03:38,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,65.33.193.232,United States,33363
2023/06/22 00:43:42,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,65.33.193.232,United States,33363
2023/06/22 09:48:04,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,65.33.193.232,United States,33363
2023/06/22 21:32:24,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,65.33.193.232,United States,33363
2023/06/23 09:51:01,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,65.33.193.232,United States,33363
2023/06/24 03:43:26,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,65.33.193.232,United States,33363
2023/06/25 03:31:19,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,65.33.193.232,United States,33363
2023/06/25 21:31:55,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,34.188.181.18,United States,19527
2023/06/26 09:35:21,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,34.188.181.18,United States,19527
2023/06/26 21:33:10,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,34.188.181.18,United States,19527
2023/06/27 09:29:10,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,34.188.181.18,United States,19527
2023/06/27 21:31:21,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,34.188.181.18,United States,19527
2023/06/28 09:41:26,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,34.188.181.18,United States,19527
2023/06/28 21:34:24,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,34.188.181.18,United States,19527

2023/06/29 09:40:41,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,34.188.181.18,United States,19527
2023/06/30 09:37:32,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,34.188.181.18,United States,19527
2023/07/01 03:46:37,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,34.188.181.18,United States,19527
2023/07/02 03:35:42,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,34.188.181.18,United States,19527
2023/07/02 21:33:48,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,34.188.181.18,United States,19527
2023/07/03 09:34:44,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,34.188.181.18,United States,19527
2023/07/03 21:34:25,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,34.188.181.18,United States,19527
2023/07/04 09:47:37,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,34.188.181.18,United States,19527
2023/07/04 21:37:05,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,34.188.181.18,United States,19527
2023/07/05 09:41:06,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,34.188.181.18,United States,19527
2023/07/05 21:44:33,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,34.188.181.18,United States,19527
2023/07/06 09:34:44,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,34.188.181.18,United States,19527
2023/07/06 21:32:42,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,34.188.181.18,United States,19527
2023/07/07 09:41:36,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,34.188.181.18,United States,19527
2023/07/09 03:35:53,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,41.20.70.0,South Africa,
2023/07/09 21:33:24,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,41.20.70.0,South Africa,
2023/07/10 09:49:02,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,41.20.70.0,South Africa,
2023/07/10 21:34:44,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,41.20.70.0,South Africa,
2023/07/11 09:51:06,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,41.20.70.0,South Africa,
2023/07/11 21:34:58,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,41.20.70.0,South Africa,
2023/07/12 09:41:17,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,41.20.70.0,South Africa,
2023/07/12 21:34:34,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,41.20.70.0,South Africa,
2023/07/13 09:48:00,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,41.20.70.0,South Africa,
2023/07/13 21:46:53,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,41.20.70.0,South Africa,
2023/07/14 09:59:13,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,41.20.70.0,South Africa,
2023/07/15 04:01:32,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,41.20.70.0,South Africa,
2023/07/16 03:49:44,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,41.20.70.0,South Africa,
2023/07/17 03:34:50,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,41.20.70.0,South Africa,
2023/07/17 21:34:53,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,41.20.70.0,South Africa,
2023/07/18 10:37:08,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,41.20.70.0,South Africa,
2023/07/18 21:35:48,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,41.20.70.0,South Africa,
2023/07/19 09:40:52,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,41.20.70.0,South Africa,
2023/07/19 21:33:29,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,41.20.70.0,South Africa,
2023/07/20 09:45:17,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,41.20.70.0,South Africa,
2023/07/20 21:51:50,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,41.20.70.0,South Africa,
2023/07/21 10:02:48,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,41.20.70.0,South Africa,
2023/07/23 03:55:11,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,41.20.70.0,South Africa,
2023/07/23 21:33:47,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,41.20.70.0,South Africa,
2023/07/24 09:37:28,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,41.20.70.0,South Africa,
2023/07/24 21:38:56,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,41.20.70.0,South Africa,
2023/07/25 21:34:34,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,41.20.70.0,South Africa,
2023/07/26 10:02:30,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,41.20.70.0,South Africa,
2023/07/26 21:35:25,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,41.20.70.0,South Africa,
2023/07/27 21:35:26,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,87.169.255.17,Germany,3320
2023/07/28 10:05:37,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,87.169.255.17,Germany,3320
2023/07/29 04:03:14,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,87.169.255.17,Germany,3320
2023/07/30 04:07:58,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,87.169.255.17,Germany,3320
2023/07/30 21:36:15,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,87.169.255.17,Germany,3320
2023/07/31 10:07:29,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,87.169.255.17,Germany,3320
2023/07/31 21:34:40,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,87.169.255.17,Germany,3320
2023/08/01 10:08:43,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,87.169.255.17,Germany,3320
2023/08/01 21:35:24,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,87.169.255.17,Germany,3320
2023/08/02 10:04:37,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,87.169.255.17,Germany,3320
2023/08/02 21:34:36,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,87.169.255.17,Germany,3320
2023/08/03 10:02:01,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,87.169.255.17,Germany,3320
2023/08/03 21:51:22,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,87.169.255.17,Germany,3320
2023/08/06 04:03:42,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,87.169.255.17,Germany,3320
2023/08/06 21:57:57,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,87.169.255.17,Germany,3320
2023/08/07 21:37:20,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,87.169.255.17,Germany,3320
2023/08/08 21:38:52,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,87.169.255.17,Germany,3320
2023/08/09 10:06:01,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,87.169.255.17,Germany,3320
2023/08/09 22:31:38,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,87.169.255.17,Germany,3320
2023/08/10 09:58:51,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,87.169.255.17,Germany,3320
2023/08/11 09:43:59,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,87.169.255.17,Germany,3320
2023/08/12 09:38:10,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,87.169.255.17,Germany,3320
2023/08/13 10:08:17,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,87.169.255.17,Germany,3320
2023/08/13 21:35:41,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,87.169.255.17,Germany,3320
2023/08/14 09:39:44,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,87.169.255.17,Germany,3320
2023/08/14 21:34:45,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,87.169.255.17,Germany,3320
2023/08/15 09:51:28,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,87.169.255.17,Germany,3320
2023/08/15 21:34:28,04421AA4D690,a4c32cc107bd8a26ae1ef734c50f0c0b2.asuscomm.com,87.169.255.17,Germany,3320

DoD, US

Virgin Media, UK

Charter Communications, US

Google Cloud, US

Vodacom South Africa, ZA

Deutsche Telekom, DE

12 days

28 days

9 days

10 days

18 days

20 days

More than 2,500 domains have changed to
DoD’s IP addresses at least once
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1. IP address alternates but both of them are accessible via  
8443/tcp (WebUI)

2. Multiple domains for one IP address
3. IP address is not of residential ISP
4. U.S. DoD’s address
5. It’s not ASUS router

Possible Compromise (or misuse)
67
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Cisco router, MikroTik router, Microsoft IIS,  etc
68

Free riding ASUS’s DDNS

12.0.0.201 10

132.147.113.204 10

61.238.243.238 10

132.147.113.205 10

172.254.99.20 10

Cisco router
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1. Introduction
2. Remote connection functionality of ASUS routers

1. How it works
2. MAC address based DDNS

3. Intercepting router’s admin credentials (w/ DEMO)
4. Impact
5. Long term monitoring of ASUS DDNS
6. Summary

Agenda
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• The ASUS router contains a design flaw that permits the App to  
leak admin credentials to host controlled by an  attacker

• About one million ASUS routers are still vulnerable to the attack

• Long-term observation of ASUS DDNS revealed potential victim 
of the attack as well as various misuse of the DDNS
• We are happy to share our data set w/ security vendors/national CERT 

for further analysis or investigation

Summary
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• 2023-05-12 Reported  vulnerability to ASUS PSIRT

• 2023-05-24 Ack from ASUS with proposed mitigation

• 2023-07-25 Vendor released advisory
• “Strengthening DDNS Security for RT-AX1800U, RT-AX3000, RT-

AX3000 v2, RT-AX86U, TUF-AX3000 and TUF-AX5400”

Responsible Disclosure
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