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Different devices
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Desktop
43%

Worldwide device market share - 2023

MRS ALREIRASNINGDetStcounter.com/platform-market-share/desktop-mobile-tablet/worldwide/#monthly-202301-202311-bar
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Desktop Mobile
65%

Worldwide Internet traffic share - Q1 2023

MRS ALREIRASINGRGIS similarweb.com/platforms/ 8
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65 Mobile devices T
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Worldwide mobile Internet traffic trend

RS HLRENIRBSINGRGIS statista.com/statistics/277125/share-of-website-traffic-coming-from-riobile-devices/
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@©CBS NEWS

Ehe New Alork Times

oo ‘Password,” ‘Monkey’ and the Other Terrible

Common passwords like "123456" and Passwords We Choose
"admin" take less than a second to
crack, research shows

BY CAITLIN O'KANE /_\

Forbes

% Share full article A~ m

This year’s worst passwords, according to one creator of security applications, include
“starwars,” “iloveyou,” “monkey,” “hello,” “freedom,” “qazwsx” and “trustnol.” Damian
Dovarganes/Associated Press

By Niraj Chokshi

INNOVATION * CYBERSECURITY

These Are The

|
World S MOSt HaCked Google is on a mission to stop you from reusing passwords
Passwords -- Is / It's adding its Password Checkup tool to the Security

Yours On The List? Checkup dashboard

Kate O'Flaherty Senior Contributor ® m By Jay Peters, a news editor who writes about technology, video games, and virtual worlds. He's

Menu +

TECH / GOOGLE / SECURITY

Cybersecurity and privacy journalist submitted several accepted emoji proposals to the Unicode Consortium.

Jun 23, 2020, 5:30 PM GMT+5:30 | [J O Comments / O New

https://t.me/learningnets 21, 2019, 12:0%ar 15
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Log in with

S+ Google

Username or Email

Password

Login
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blackhat Background

Password Managers (PMs)

Store & manage ‘—g

Choose stronger passwords

Automatically fill (autofill)

https://t.me/learningnets 19
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blackhat Background

PMs are becoming increasingly common
Computers as well as mobile devices (e.g., smartphones) [1, 2]

[1] Sean Oesch, Anuj Gautam, and Scott Ruoti, “The Emperor’s New Autofill Framework: A Security Analysis of Autofill on iOS and Android,” In Annual Computer

Security Applications Conference. 996-1010, 2021.
[2] Sean Oesch and Scott Ruoti, “That was then, this is Now: A Security Evaluation of Password Generation, Storage, and Autofill in Browser-based Password

HRs A mallePANEREtS rity Symposium. 2165-2182, 2020. 20
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PMs on computers
Generally, implemented as browser extension
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PMs on computers
Generally, implemented as browser extension

Handles everything
Storing, rendering, prompting, autofilling
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blackhat Background

PMs on computers
Generally, implemented as browser extension

Handles everything
Storing, rendering, prompting, autofilling

Autofill ceremony involves only two parties

PASSWORD
MANAGERS

https://t.me/learningnets
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PMs on mobile OSes (e.g., Android)
System-wide autofill frameworks & sandboxing

Autofill ceremony involves at least three parties
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PMs on mobile OSes (e.g., Android)
System-wide autofill frameworks & sandboxing

Autofill ceremony involves at least three parties

ER)
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blackhat Background

PMs on mobile OSes (e.g., Android)
System-wide autofill frameworks & sandboxing

Autofill ceremony involves at least three parties

User focuses on an input field onFillRequest(Fillinfo)

App Androi
A P N

Input fields are filled onSuccess(FillResponse)

https://t.me/learningnets 28
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Mobile OSes have developed WebView controls
Act as a minimalistic browser

Empower an app to render web content within itself

Prevents redirection to main browser app
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blackhat Background

Mobile OSes have developed WebView controls
Act as a minimalistic browser

Empower an app to render web content within itself

Prevents redirection to main browser app

https://t.me/learningnets 30

Open web links in app
Turn on for faster browsing

ACLIOIT Lommdauornis
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PM is invoked to fill fields in an app

= \
Q. Prompt
Select &
Q authorise
Q
< \T/
Fill
. 7
R 7
gusername;‘/
gpassword?/
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PM is invoked to fill fields in an app

= 1
0 Prompt
Select &
Q. authorise
Q
< \T/
Fill
000 | 7
.................... 7
gusername;‘/
: i password /
elements il = 0| e
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PM is invoked to fill fields in a WebView

=
L
=
|0
o >
= G
L =
Q s username:
<
: password ;
App
elements ’
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PM is invoked to fill fields in a WebView

=
o Prompt
Select &
3’\ authorise
< —
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§ Fill
f’_\ _Q
< o . T
L = 7
% gusernameg
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: password
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https://t.me/learningnets 35



O

blackhat AutoSpill
PM is invoked to fill fields in a WebView
Example 1

“Login with Apple/Facebook/Google/etc.” buttons
https://t.me/learningnets 36
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PM is invoked to fill fields in a WebView
Example 2

Signin

Enter your work, school or personal Microsoft

& namaste | to

T2 41s]e) 71812

1 r-vlivrvrti 1

alelelilala il <l
¢ B E R ©

(@] < EN(IN) > . .com

Logging in OneDrive app, which supports 3rd party authentication
https://t.me/learningnets 37
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PM is invoked to fill fields in a WebView

E Xa I ' I p I e 2 B N 74%
o\
INTERNATIONAL INSTITUTE OF
INFORMATION TECHNOLOGY

o Nl I 74% @

Ll
. R
. Central Authentication
Signiin Service (CAS)

Enter your work, school or personal Microsoft
account

check@iiit.ac.in)

Login

Email

I Password

LOGIN

< namaste | to @ Autofill <

T2 41810716190 1.2 3 4 5 6 7 8 9|0
“rr1vLuotpLi1p1

11111111

“tt-1trvrvt111:
sheale ot bil].

¢ zZ X ¢ Vb nm ®

¢ EEE B ©

< EN(IN) > . .com < English(India) >

Logging in OneDrive app, which supports 3rd party authentication
https://t.me/learningnets 38
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PM is invoked to fill fields in a WebView

Example 2

https://t.me/learningnets

o NS T 74% e o N Y 74% @ I 74% &

INTERNATIONAL INSTITUTE OF INTERNATIONAL INSTITUTE OF
INFORMATION TECHNOLOGY INFORMATION TECHNOLOGY
" n DERABAD

. Central Authentication Central Authentication
Sign in Service (CAS) Service (CAS)
Enter your work, school or personal Microsoft
account

check@iiit.ac.in)

Login Login
Email Email
check
I Password I Password
...... |
LOGIN LOGIN

< namaste | to 0 Autofill 3

12121516071 519]0 N B2 BSH §43 £53 KON /A RSH oA R0 1T 2184151071190
1Lt Lr A EIEE DD EE

111711011 11111011

“tt-1trvvt111
aleale ol

¢ zZ X ¢ Vb nm & ¢ zZ X ¢ Vb nm &

Z X ¢ Vb nm &

< EN(IN) > . .com <  English(India) > . ] | <  English(India) >

Logging in OneDrive app, which supports 3rd party authentication
39



O

Syt AutoSpill
Credential leakage from HW to H, = AutoSpill 'g[ N
.
2 | | aore

Violation of secure autofill process
Responsibility for leakage is stranded between PM and Android

https://t.me/learningnets 40



biack hat AutoSpill

Autofill in HW

A real-world credential AutoSpill from Facebook page
https://t.me/learningnets 41
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Biggest benefit (rather risk!) of AutoSpill

+ Phishing is not required
1. Benign app with input fields

2. Invokes HW
3. Code for processing

+ No malicious code in app
Reside on official app store

https://t.me/learningnets 42
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blackhat  AutoSpill - Investigation

Created a custom autofill service
Information exchanged during autofill ceremony

- = E=E

https://t.me/learningnets 43
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blackhat  AutoSpill - Investigation

Created a custom autofill service

Information exchanged during autofill ceremony
1. Autofill request from Android to autofill service

AssistStructure [3]

e T

[3] AssistStructure, https://developer.android.com/reference/android/app/assist/AssistStructure
https://t.me/learningnets 44
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blackhat  AutoSpill - Investigation

Created a custom autofill service

Information exchanged during autofill ceremony
1. Autofill request from Android to autofill service
2. Processing and response from autofill service

AssistStructure [3]

e DT T e T T A

Datasets [4]

[3] AssistStructure, https://developer.android.com/reference/android/app/assist/AssistStructure

MitBsAtSRE/IRBERINGRE o per.android.com/reference/android/service/autofill/Dataset 45
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| FillRequest |

1. Autofill request from L

FillContext

FocusedID: 1073741826:196608

Android to autofill service v

| AssistStructure |

v

| WindowNode |

v

| 1. RootView |
|

v v

1.1 NativeView 1.2 WebView

ChildrenCount: 2 ChildrenCount: 2
AutoFillld: 1073741829 AutoFillld: 1073741826
WebDomain: null WebDomain: m.facebook.com

https://t.me/learningnets

2

v

v

v

1.1.1 Username

1.1.2 Password

AutoFillld: 1073741824
Dimension: 300x100
AutofillType: 1
AutofillHints: null
WebDomain: null
AutofillOptions: null
HtmlInfo: null

ViewlID: 2131231192

InputType: 1 (text)

AutoFillld: 1073741825
Dimension: 300x100
AutofillType: 1
AutofillHints: null
WebDomain: null
AutofillOptions: null
Htmlinfo: null

ViewlD: 2131231055

InputType: 129 (password)

1.2.1 Username

1.2.2 Password

AutoFillld: 1073741826:196608
Dimension: 300x100
AutofillType: 1

AutofillHints: on

WebDomain: null
AutofillOptions: null

HtmlInfo: [Pair{name email},
Pair{type email},

Pair{label Mobile

number or email address},
Pair{ua-autofill-hints null},
Pair{id m_login_email},
Pair{fmaxLength 2147483647}]

ViewlD: -1

InputType: O

AutoFillld: 1073741826 :196609
Dimension: 300x100

Autofill Type: 1

AutofillHints: on

WebDomain: null
AutofillOptions: null

HtmlInfo: [Pair{name pass},
Pair{type password},
Pair{label Password},
Pair{ua-autofill-hints null},
Pair{id m_login_email},
Pair{maxLength 2147483647}

ViewlD: -1

InputType: O




blgt’:k hat

EURORPE 2023

AutoSpill - Investigation

| FillRequest |

1. Autofill request from L

FillContext

FocusedID: 10737418261 96608’-

Android to autofill service ;

| AssistStructure |

v

| WindowNode |

{
| 1. RootView | ¢
I .

*
v v R
1.1 NativeView 1.2 WebView o*
ChildrenCount: 2 ChildrenCount: 2

AutoFillld: 1073741829 AutoFillld: 1073741826 “
WebDomain: null

https://t.me/learningnets

v

v

WebDomain: m.facebo‘ok.tom

P\

v

.®

IA‘v
‘V

v

1.1.1 Username

1.1.2 Password

AutoFillld: 1073741824
Dimension: 300x100
AutofillType: 1
AutofillHints: null
WebDomain: null
AutofillOptions: null
Htmlinfo: null

ViewlID: 2131231192

InputType: 1 (text)

AutoFillld: 1073741825
Dimension: 300x100
AutofillType: 1
AutofillHints: null
WebDomain: null
AutofillOptions: null
HtmlInfo: null

ViewlD: 2131231055

InputType: 129 (password)

v

1.2.1 Username A"

1.2.2 Password

AutoFillld: 1073741826:196608

Dimension: 300x100
AutofillType: 1
AutofillHints: on
WebDomain: null
AutofillOptions: null

HtmlInfo: [Pair{name email},
Pair{type email},

Pair{label Mobile

number or email address},
Pair{ua-autofill-hints null},
Pair{id m_login_email},
Pair{maxLength 2147483647}]

ViewlID: -1

InputType: 0

AutoFillld: 1073741826 :196609
Dimension: 300x100
AutofillType: 1

AutofillHints: on

WebDomain: null
AutofillOptions: null

HtmlInfo: [Pair{name pass},
Pair{type password},
Pair{label Password},
Pair{ua-autofill-hints null},
Pair{id m_login_email},
Pair{maxLength 2147483647}

ViewlD: -1

InputType: 0
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sackhat  AutoSpill - Investigation

2. Request processing and response from autofill service

Add WebDomain to
DomainCheckList

A

Traverse
AssistStructure to find
domain of request

A

Use FocusedID to
identify input field that
triggered the request

A

Autofill service
receives FillRequest

Request
processing: Pass 1

https://t.me/learningnets

48
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AutoSpill - Investigation

2. Request processing and response from autofill service

Select next view,
> whose domain is null

or matches
DomainCheckList
Add WebDomain to A
DomainCheckList
Process No more
A selection nodes
Return
Traverse i
AssistStructure to find \ 4
gemain ofireqliest . . Add AutoFillld of
} Traverse next node in If node is .
A selection input field il TE2(E1
autofillTargetList
Use FocusedID to
identify input field that

triggered the request

A

Otherwise

No

Autofill service
receives FillRequest

Traverse children
Is null or

WebDomain

Check

of node

matches
________ f_ e o DomainCheckList
L Start 3
L J L J
Al RS
Request

Request

processing: Pass 1 processing: Pass 2

https://t.me/learningnets
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Select next view,
whose domain is null

AutoSpill - Investigation

2. Request processing and response from autofill service

Traversal complete

| > or matches v
DomainCheckList
s W Sl A Use DomainCheckList
DomanEhechils: to create Dataset(s)
for autofillTargetList
Process No more
A selection nodes v
Return

Traverse l Return Dataset(s) to
AssistStructure to find \ 4 Android system via

domain of st FillRespons

PRI . . Add AutoFillid of | | | ooPonSe

Traverse next node in If node is .
A —> : : . this node to v
selection input field autofillTargetList _ .

Use FocusedID to 0 Areliee displays

identify input field that
triggered the request

A

Otherwise

Autofill service
receives FillRequest

Traverse children

Check

No

WebDomain

suggestions to user;
user selects and
authorises

v

Android fills selected
suggestion in fields,
whose AutoFillld is

50

I;;:JCILZ; ol sl described in Dataset
P f ________ DomainCheckList S _+ ________
Seeeee- Start ______ ‘__._Complete. ___
J L
RS RS RS
Request Request Post-processing,
processing: Pass 1 processing: Pass 2 response
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blackhat  AutoSpill - Investigation

+ Always renders NativeView data
- Even for requests from a WebView
- Creates confusion for autofill service

https://t.me/learningnets 52
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Report

+ Always renders NativeView data
- Even for requests from a WebView
- Creates confusion for autofill service

+ Parses entire AssistStructure
- No track of parent view’s WebDomain

. (e . . . PASSWORD
- Identifies incorrect target input fields MANAGERS

https://t.me/learningnets 53
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PASSWORD
MANAGERS

https://t.me/learningnets
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PMs considered

PM Version PM'’s autofill approach

Google Smart Lock 13.30.8.26.arm64 | OpenYOLO

DashlLane 6.2221.3-arm64-v8a | OpenYOLO

1Password 7.9.4 | Autofill Framework
LastPass 5.11.0.9519 | Autofill Framework
Enpass 6.8.2.666 | Autofill Framework
Keepass2Android 1.09¢-r0 | Autofill Framework
Keeper 16.4.3.1048 | Autofill Framework

Configurations of devices used

Model Type Android version Android security patch
Poco F1 Smartphone Android 10 December 2020
Samsung Galaxy Tab S6 Lite Tablet Android 11 January 2022
Samsung Galaxy A52 Smartphone Android 12 April 2022

https://t.me/learningnets
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Without JavaScript support

Native fields present in H,
2 1 1 1
PM J.a\{aSc.rlpt
Both Injection
username, Only Only Only
password username password none
Google Smart Lock v v v v
Dashlane v v v v
1Password X X P U
LastPass U+P U P U
Enpass U+P U P U
Keepass2Android U+P U P U
Keeper U+P U P U
v': No AutoSpill, safe
X : Autofilling not working at all
U: AutoSpills username
P: AutoSpills password
U+P: AutoSpills both username and password

https://t.me/learningnets
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Results

With JavaScript support

Native fields present in H,

2 1 1 1

PM J.a\{aSc.rlpt

Both Injection
username, Only Only Only
password username password none
Google Smart Lock U+P U/P U/P U/P
Dashlane U+P U/P U/P U/P
1Password X X U/P u/pP
LastPass U+P U/P U/P U/P
Enpass U+P U/pP u/p u/p
Keepass2Android U+P U/pP u/p U/P
Keeper U+P U/pP u/p u/p

X : Autofilling not working at all.

U+P: H, accessed and stole both username and password
U/P: H, accessed both username and password, stole credential of choice.

https://t.me/learningnets
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PASSWORD

MANAGERS
r--T--TTTTTT s s T T T ETETETEFTETEFTEFTE—_-——-——_—-—--—-—-"""""---"-""--"-"-""" T"""""""""""""& """"""""""""""" :
: 1.1 NativeView 1.2 WebView E
1
E ChildrenCount: 2 ChildrenCount: 2 E
! AutoFillld: 1073741829 AutoFillld: 1073741826 |
: WebDomain: null WebDomain: m.facebook.com :
: | I 5
1
; v v v v |
E 1.1.1 Username 1.1.2 Password 1.2.1 Username 1.2.2 Password E
i AutoFillld: 1073741824 AutoFillld: 1073741825 AutoFillld: 1073741826:196608 AutoFillld: 1073741826 :196609 i
| Dimension: 300x100 Dimension: 300x100 Dimension: 300x100 Dimension: 300x100 E
I ————————————————————————————————————————————————————————————————————————————————————————————————————————————

https://t.me/learningnets 59
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mackhat Countermeasures

AssistStructure data for request-triggering view only

No excess
information!

PASSWORD

MANAGERS
r--T--TTTTTT s s T T T ETETETEFTETEFTEFTE—_-——-——_—-—--—-—-"""""---"-""--"-"-""" i~ - - -------" """"""'& """""""""""""" :
: 1.1 NativeView 1.2 WebView E
1
E ChildrenCount: 2 ChildrenCount: 2 E
| AutoFillld: 1073741829 AutoFillld: 1073741826 |
: WebDomain: null WebDomain: m.facebook.com :
: | I 5
1
; v v v v |
E 1.1.1 Username 1.1.2 Password 1.2.1 Username 1.2.2 Password E
i AutoFillld: 1073741824 AutoFillld: 1073741825 AutoFillld: 1073741826:196608 AutoFillld: 1073741826 :196609 i
| Dimension: 300x100 Dimension: 300x100 Dimension: 300x100 Dimension: 300x100 E
I ————————————————————————————————————————————————————————————————————————————————————————————————————————————
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mackhat Countermeasures

AssistStructure data for request-triggering view only

Non-null WebDomain into HTML elements

No excess
information!

PASSWORD
MANAGERS

| 1.1 NativeVi 1.2 WebView |

ChildrenCount: 2 ChildrenCount: 2
! AutoFillld: 1073 AutoFillld: 1073741826 !
WebDomain: nul WebDomain: m.facebook.com

i | I :
1 1
! 2 v v v !
E 1.1.1 Username 1.1.2 Password 1.2.1 Username 1.2.2 Password E
i AutoFillld: 1073741824 AutoFillld: 1073741825 AutoFillld: 1073741826:196608 AutoFillld: 1073741826 :196609 i
| Dimension: 300x100 Dimension: 300x100 Dimension: 300x100 Dimension: 300x100 E
I ————————————————————————————————————————————————————————————————————————————————————————————————————————————
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mackhat Countermeasures

AssistStructure data for request-triggering view only

Non-null WebDomain into HTML elements

No excess
information!

= Keep a track of parent view’s WebDomain

MANAGERS
No excess A i """""""""""" I --------------------------& --------------------------- i
processing! 1.1 NativeView 1.2 WebView |

ChildrenCount: 2
AutoFillld: 1073741829
WebDomain: null

: ! : ' !

ChildrenCount: 2
AutoFillld: 1073741826
WebDomain: m.facebook.com

! 1.1.1 Username 1.1.2 Password 1.2.1 Username 1.2.2 Password
i AutoFillld: 1073741824 AutoFillld: 1073741825 AutoFillld: 1073741826:196608 AutoFillld: 1073741826 :196609
| Dimension: 300x100 Dimension: 300x100 Dimension: 300x100 Dimension: 300x100

https://t.me/learningnets 62
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mackhat Countermeasures

AssistStructure data for request-triggering view only

Non-null WebDomain into HTML elements

No excess
information!

= Keep a track of parent view’s WebDomain

MANAGERS

No excess
processing!

Run-time AutoFillld from AssistStructure to
ldentify & process request-triggering field j@

Supply values back only for request-triggering view

https://t.me/learningnets 63



blackhat  B|3ck Hat Sound Bytes

 PMs work under the constraints of Android’s app sandboxing

 Excess information (from Android) and excess processing (by
PMs) lead to credential AutoSpill

* Android and PM developers must work together to fix AutoSpill
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