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Preface

Cloud Networking is revolutionizing the field of networks by proposing a
complete paradigm shift. The Cloud imposes a completely different vision of the
Internet with centralized controls and a virtualization of all the functions necessary
to the life of a network, the latter consisting of the replacement of hardware
equipment by software equipment which runs in the Cloud. As a result, physical
networks are replaced by logical networks that run in data centers that are more or
less remote from the network nodes themselves.

The broad categories of Clouds, with data centers ranging from infinitely large to
infinitely small, are examined and described in detail. Data centers within 10 km
form the Edge and support real-time applications with latencies of less than 1 ms.
This set of data centers takes the shape of the Cloud Continuum, which becomes
the core environment for Cloud Networking. The logical devices that replace the
physical devices must be urbanized in this environment, that is, positioned in the
Cloud Continuum in the optimal location for the network to work best.

This book then introduces the digital infrastructure of the 2020s, which is
composed of three elements: an antenna that collects the signals from users, an
optical fiber that carries the signal and the data center that receives this signal,
processes it and performs all the functions requested by the user. All material
devices and intermediary equipment are recreated as virtual machines. Thus, it is
possible to add many functions such as control, management, security, intelligence,
automation and so on.

Another feature is the use of open source software, which seems to be

self-evident since the whole point of this new generation of Cloud Networking is to
be able to reduce costs despite the increase in user throughput that doubles every
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year. The agility and flexibility of this approach makes it an incomparable solution
that is widely introduced in this book.

This new generation of software-defined networking technology translates into a
number of products, described in detail, including SD-WAN, which constitutes the
main requirement of large enterprises along with vCPE (virtual Customer Premises
Equipment) and data center access fabrics. The impact of Cloud Networking is
equally important in carrier networks and network providers. It is the foundation of
5G and even forms the revolutionary aspect of this generation. Indeed, what is
typically called 5G relates to the radio part of this technology, but that is not the
most important part. The revolutionary part is the MEC (Multi-access Edge
Computing) data centers that sit on the edge of the Edge with response times that
support a whole new set of real-time services such as vehicular network automation,
Industry 4.0, touch networks and so on.

SDN has a special role in Cloud Networking, providing automated control of the
digital infrastructure through centralization. However, this solution has not yet fully
imposed itself due to its overly disruptive aspect, simultaneously providing
automated control of a new generation of equipment through the migration of
intelligence to the central controller but also a level of centralization that can seem
too exacerbated.

Finally, we introduce in this book a whole set of important points like security,
reliability, intelligence and acceleration. It ends with a vision of what Cloud
Networking could become in the future, especially with 6G. Indeed, a return to
hardware is more than likely to both improve performance and consume much less
energy.

We hope to fulfill the expectations of all those interested in Cloud Networking
with a relatively high-level vision of all the elements necessary to fully understand
the path of this technology toward 6G.

Kamel HADDADOU and Guy PUJOLLE

July 2023
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1

Introduction to Edge
and Cloud Networking

1.1. Introduction to digital infrastructure

For the next 10 years, digital infrastructure in Cloud Networking will establish
itself as the basic standard. This standard has been adopted by all network and
telecommunications equipment manufacturers. It consists of four elements: the
terminal equipment, an antenna, an optical fiber and a data center. To understand the
reasons that led to this architecture, we must start with the basic element:
virtualization.

The virtualization process is described in Figure 1.1. This process is a result of
moving from a physical machine to a logical machine. The first step is to write code
that does exactly the same thing as the physical machine. Assuming the physical
machine is a router, the virtual router code must perform the same routing and send
the incoming packet processed by the logical code on the same outgoing line as the
physical machine would.

The next step is to compare the performance of the physical machine and the
logical machine by running it on the processor of the physical machine. Without
accelerator hardware such as ASICs (application-specific integrated circuits) or
Field-Programmable Gate Array (FPGAs), performance will easily drop by a factor
of at least 10 and possibly as much as 100. If we assume this loss by a factor of 20, it
would take a processor 20 times more powerful to achieve the same performance,
which is not a problem with data center power. However, since energy consumption
is very roughly proportional to processor power, it jumps to a high level.

Cloud and Edge Networking,
by Kamel HADDADOU and Guy PUJOLLE. © ISTE Ltd 2023.
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2 Cloud and Edge Networking

The next step is to try to minimize the energy expenditure. To do this, the
processor of the physical machine supporting the logical machine must be occupied
as close to 100% as possible. As this is not really possible, we must try to stay
around 80%. To achieve this, a sufficient number of virtual machines must be
multiplexed to achieve a very good CPU utilization.

Figure 1.1. The virtualization process. For a color version
of this figure, see www.iste.co.uk/haddadou/edge.zip

The solution is to group virtual machines so that there are exactly the right
number of them. If demand is too high, virtual machines must be migrated to other
servers and vice versa to maintain high CPU utilization. We can also see from
Figure 1.1 that data center utilization is the solution since the many servers are either
put into sleep mode if not in use or they run at high utilization. Optimization of
energy consumption is therefore achieved by migrating virtual machines so that all
servers not in standby mode are heavily used. Virtual machine migrations, that is,
the movement of virtual machines from one server to another, are in the vast
majority of cases carried out in the same data center and much more rarely between
separate data centers.

Figure 1.2 shows a data center with its virtual machines. As shown, there are
continuous migrations to optimize operation. We also need to be able to give the
virtual machines the power they need to perform the requested task. To do this, we
need an orchestrator of the data center resources that are allocated to the virtual
machines.

This software virtualization should be replaced gradually by hardware
virtualization because of reconfigurable processors, but it will take many years
before this new generation arrives, which will consume much less energy and
greatly increase performance.

https://t.me/learningnets



Introduction to Edge and Cloud Networking 3

Figure 1.2. A data center and its virtual machines. For a color
version of this figure, see www.iste.co.uk/haddadou/edge.zip

The question arises as to which physical elements can be virtualized and which
cannot be virtualized. In fact, it is better to look at the second part of the question
since everything is virtualizable except for three elements: the sensors, the wireless
communication cards and wired communication cards. Sensors are not virtualizable
because they have to capture something, which cannot be done by a code. For
example, we cannot measure the temperature in a room by writing a code. In the
same way, we cannot capture an electromagnetic signal with a code, nor can we
always send a light in an optical fiber by a code. Otherwise, everything is
virtualizable: a Wi-Fi box, a firewall, a key, a switch, etc.

Cloud Networking is precisely the network solution that uses the digital
infrastructure that was described at the beginning of this chapter, that is, based on
four elements: the terminal equipment, the antenna, the optical fiber and the data
center. We will start by describing a few types of Clouds and their importance.

The Cloud is above all a mechanism that consists of grouping the resources of a
company in the Internet rather than having them directly in the company, in order to
share them with other users and benefit from a strong multiplexing of the resources

https://t.me/learningnets



4  Cloud and Edge Networking

and therefore a reduced cost. Cloud providers also benefit from multiplexing by
selling shared resources to users who may be located on different continents.

In the early 2000s, the utilization of hardware, software and personnel resources
was not optimized, since these resources were heavily used only during peak hours
and hardly at all at night. Average utilization calculations showed that resources
were used at less than 20%. By connecting several companies to the same common
resources at different peak times, it is possible to achieve utilization rates of around
80% without increasing the resources.

Figure 1.3. Virtualizable and non-virtualizable devices. For a color
version of this figure, see www.iste.co.uk/haddadou/edge.zip

The problem that immediately arose concerned the data of companies that are in
a public Cloud and are therefore often at the mercy of attackers or states requesting
information from their providers for cybersecurity reasons.

Private Clouds have been democratized to take this issue into account and have
become the majority. The data is often installed on several private clouds within the
framework of either large companies with several sites or companies with a single
site but independent departments.

Today, there are different types of Clouds that have become more complex to
accommodate new diversification and availability parameters needed by businesses.

The first type concerns distributed Clouds. As shown in Figure 1.4, these are
different types of Clouds offered by the same provider: public, private, close to the
user, on the Edge, or in the core of the Internet network but much further from the
user, which we will call the Core Cloud.

https://t.me/learningnets



Introduction to Edge and Cloud Networking 5

The Edge (data centers on the edge of the core network) or Cloud (data centers
inside the core network) provider can offer several types of services that we will
detail later: an infrastructure, a platform or an application software.

Figure 1.4. A distributed Cloud. For a color version of
this figure, see www.iste.co.uk/haddadou/edge.zip

Another widely used term is Hybrid Cloud, in which the data centers can be both
private and public but can come from different Cloud providers. The hybrid Cloud is
therefore a solution that combines a private Cloud, one or more public Cloud services
and often proprietary software that enables communication between each service. By
opting for a hybrid Cloud strategy, companies gain greater flexibility by shifting
loads between different Cloud providers as needs change, and costs can vary rapidly.

An illustration of this type of Cloud is provided in Figure 1.5, where we see the
connection of the two Clouds realized by access to multiple applications carried by
the public or private part.

Other types have also been defined, such as multi-Clouds, which bring together
several providers to support all the services requested by companies and which
allow better availability in the event of overload of one of the Clouds in the
environment. These multi-Clouds bring together both public and private Clouds and
different types of services, platforms, infrastructure and applications.

https://t.me/learningnets



6 Cloud and Edge Networking

Finally, the term omni-Cloud is the most general to take into account the
multitude of possibilities of associations and structures of Clouds.

Figure 1.5. A hybrid Cloud. For a color version of this
figure, see www.iste.co.uk/haddadou/edge.zip

Figure 1.6. Hypervision and containerization. For a color
version of this figure, see www.iste.co.uk/haddadou/edge.zip

https://t.me/learningnets



Introduction to Edge and Cloud Networking 7

In Figure 1.6, we describe the internal architecture of servers inside a data center.
There are two main possibilities: hypervisor and containerization. The first is the
older one, it concerns the support of virtual machines as it was originally conceived.
The second solution is gradually replacing the first with a simpler, less expensive
and more flexible architecture.

Hypervision consists of using a hypervisor on a standard physical machine
(commodity) which is a software able to support several virtual machines
simultaneously through one or several operating systems (OSs). The hypervisor
supports domains formed by an operating system and the virtual machine running on
it. The Domain 0 or DomO is specialized in processing the I/O of the other domains
on the base physical machine.

There are different types of hypervisors. Paravirtualization requires that the
operating systems be slightly modified so that all the processing requested by
the virtual machine can be done natively on the basic physical machine. On the
contrary, the second solution is to accept the operating systems without modification
but with the introduction, above the hypervisor, of an emulation software able to
adapt the execution of certain functions to the underlying physical machine.

Containerization is gradually replacing hypervisor with a division of services
into microservices that each run in a container. In this case, a single operating
system is used that supports containers that are isolated from each other to avoid
“jumping”, allowing a user to move from one container to another. Each
microservice runs in a container and application interfaces between microservices
allow the service itself to be realized. We will study this microservices technology in
more detail in the following section, as it allows for simpler updates without
completely stopping the service, and also allows for simplified development of
services.

This microservices technology is itself beginning to be replaced by a function-
based solution that we will study in detail in the following section, which consists of
building services with a succession of functions. This last solution is called
serverless to indicate that the programmer who develops a function-based service is
no longer at all aware that there are underlying servers.

1.2. Cloud services

Figure 1.7 explains the three major types of Clouds that are complemented by
two new Clouds that fall between the solutions shown in Figure 1.7.

https://t.me/learningnets



8 Cloud and Edge Networking

The first protocol stack on the left represents the case where a company has all
the resources to run its information system. These resources include the network,
storage and computing elements on hardware servers. To this must be added the
virtualization and the operating system that support the company’s data and
applications.

(e )
Classic model \ ( IAAS \ ( PAAS \ SAAS

[ Application ]

[ Application ]

[ Application ]

Application ]

[ Database ]

[ Data base ]

[ Data base ]

Data base ]

[ Operating syst. ]

[ Operating syst. ]

[ Operating syst. ]

Operating syst. ]

[ Virtualization ]

[ Virtualization ]

[ Virtualization ]

[ Hardware ] [ Hardware ] [
[ Storage ] [

J
[ Network ] [ Network ]

J G S

[ Operated by the company ]

Hardware ] Hardware ]

Storage [ Storage ] Storage ]

(
(
(
[ Virtualization ]
(
(
(

Network Network ]

J { )

[ Operated by the Cloud provider ]

Figure 1.7. The three main types of Clouds. For a color
version of this figure, see www.iste.co.uk/haddadou/edge.zip

(CIassic model \ (Colocalization\ ( \ ( IAAS ) ( PAAS \ ( SAAS \

Hosting
[ Application ] [ Application ] [ Application ] [ Application ] [ Application ] Application l
| Data bases I Data bases l [ Databases | [ Databases | [m [W
[m] W [ Operating Syst.] [ Operating syst.] [ Operating syst. ] [ Operating syst,]
[ Virtualisation ] [ Virtualizati ] [ Virtualization ] [ Virtualization ] [ Virtualization ] [ Virtualization ]

[Hardware server] [Hardware server] [Hardware server] [Hardware sewer] [Hardware server] [Hardware server]

[ Storage ] [ Storage ] [ Storage J [ Storage ] [ Storage ] [ Storage ]
[ Nework [ wework ][ | Nework (mework [ [ Nework | [ Neworc ]
rData center Data center [ Data center Data center Data center [ Data center

J
[ Operated by the company ]

[ Operated by a Cloud provider ]

Figure 1.8. The first service architectures. For a color
version of this figure, see www.iste.co.uk/haddadou/edge.zip
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Introduction to Edge and Cloud Networking 9

When using an laaS (Infrastructure as a Service) provider, the provider delivers
the lower layers corresponding to the network, storage and computation with the
virtualization environment and the company takes care of the upper layers. In PaaS
(Platform as a Service), the provider takes care of everything except for the
application. Finally, for SaaS, the provider offers all the layers including the
applications. An example of the latter is Microsoft’s Office 365 service. SaaS
represents approximately 50% of installed Clouds, and the other two share the rest.

We show in Figure 1.8 more classical cases that have been used for a long time
and are gradually being replaced by the three cases we have described above. These
are mainly colocation and hosting.

Now that we have introduced virtualization and the Cloud, we can move into
Cloud Networking.

1.3. Cloud Networking

Cloud Networking is a group of network technologies that are based on the
Cloud and thus on virtualization. The digital infrastructure is the basis: all the
physical machines, all the services of the digital infrastructure and the application
services form the Cloud Networking. First, let us define the virtual networks that
form the basis of Cloud Networking.

Figure 1.9 shows a set of virtual networks that are made up of virtual machines,
routers, switches, firewalls, authentication servers, etc. to perform all the functions
necessary for a network to function properly. Each virtual network is made up of its
own virtual machines which can be very different from each other. One network can
be made up of IPv6 routers, another of Ethernet switches, a third of LSRs (Label
Switch Routers) found in MPLS networks and finally a fourth that has very specific
and proprietary equipment. These networks use the same data centers and cable
infrastructures or microwave links between the virtual equipment. The number of
virtual networks that can coexist on the digital infrastructure depends on the will of
the environment manager and the traffic on each network. These virtual networks
are called slices, and we will mainly use this word in 5G core networks. These
different virtual networks must be independent and isolated from each other to
prevent an attack from spreading from one network to another.

Figure 1.10 shows a virtual network built on data centers that become the

network rooms of the digital infrastructure. In this figure, apart from the routers or
switches, the equipment is not virtualized, such as the Internet boxes at the users’

https://t.me/learningnets



10 Cloud and Edge Networking

premises or intermediate boxes such as the DPI (Deep Packet Inspection) or the
firewall or an authentication server.

Figure 1.9. A set of virtual networks. For a color version
of this figure, see www.iste.co.uk/haddadou/edge.zip

Figure 1.10. A virtual network with non-virtualized boxes. For a
color version of this figure, see www.iste.co.uk/haddadou/edge.zip
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Introduction to Edge and Cloud Networking 11

Figure 1.11 introduces slicing, that is, as we have seen, the presence of several
virtual networks on the same physical infrastructure. These networks may belong to
different operators, each with its own packet transfer technology and specific
functions. Slicing is most notably introduced in the 5G core network, the network
that interconnects antennas to allow the transfer of information from one region to
another. However, the slices are defined from end to end, so they continue on the
access and radio parts as we will detail in Chapter 8. At the beginning, the 5G
network will have only one slice to support user connections, and gradually the
number of slices will increase to specialize in the connection of objects, the
connection of vehicles, the connection of machine tools, etc. Then, these slices could
become enterprise networks, enabling the different sites of the same company to be
interconnected.

Figure 1.11. Slicing. For a color version of this
figure, see www.iste.co.uk/haddadou/edge.zip

The step shown in Figure 1.12 is the complete virtualization of the physical
infrastructure to allow the arrival of the digital infrastructure. All functions are
virtualized, from the Internet box to the DPI, including the firewall and the
authentication server, to name just a few.
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Figure 1.12. Virtualization of all network functions. For a color
version of this figure, see www.iste.co.uk/haddadou/edge.zip

Let us look, for example, at the case of the Internet box that is being set up by
the operators. The antenna cannot be virtualized and therefore it is necessary to keep
a box that will contain the Wi-Fi antenna and/or the 5G antenna. Behind this
antenna, an optical fiber connects the electromagnetic signal reception box to a data
center of the operator. These centers are those being deployed for 5G. They will be
located less than 10 km from the antenna to allow for an extremely short latency
time, in the order of a millisecond. Indeed, a 20-km round trip at the speed of light
on an optical fiber takes 0.1 ms. With the access time to the antenna and the
processing time of a short request, we are in the order of a millisecond. This
value corresponds to the maximum latency time for real-time applications such as
the control of a vehicular network, between the start of braking of one vehicle and
the start of braking of the next vehicle. Similarly, for the control of robots and
machine tools, one millisecond is the recommended time. Similarly, for performing
remote surgery where the surgeon needs to see what he is doing, a time lapse in the
order of one millisecond is acceptable. The functions integrated in the Internet box
are virtualized in the operator’s data center. The name of the data centers of 5G
operators is MEC (Multi-access Edge Computing), which succeeded the first
definition of Mobile Edge Computing that referred only to mobile networks, while
5G is interested in all types of networks whether fixed or mobile. For example, a
LAN (Local Area Network) using Wi-Fi is one of the connected systems in the 5G
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universe. The DPI function, which analyzes streams bit by bit, allowing the
detection of anomalies by not recognizing the signatures of certain applications, is
also virtualized in the Cloud. Similarly, the firewall and authentication server are
virtualized in one of the operator’s MEC data centers or possibly in a data center of
a Cloud provider.

The question of where the virtual machines or containers are positioned must be
asked. Today, we work with the four levels that are represented in Figure 1.13. The
level called the Cloud represents the large data centers that are at the heart of the
Internet, the core Clouds. The other three levels make up the Edge Cloud, which is
abbreviated as the Edge. The Edge itself has three levels: the MEC, the Fog and the
Embedded Edge.

Figure 1.13. The four levels of Cloud and Edge Networking. For a
color version of this figure, see www.iste.co.uk/haddadou/edge.zip

MEC is the furthest level from the customer, specified and realized in the 5G
environment that introduces these data centers to define a digital infrastructure that
will be built on top of the MEC data centers. 5G antennas or terrestrial access via
Wi-Fi or other LAN techniques are connected over the MEC via fiber optics. The
MEC data centers are intended to host all the virtual machines of the physical
equipment and software located between the terminal equipment and the data center:
signal processing, localization functions, control and management algorithms,
environment autopilot, artificial intelligence processes, business applications, etc. In
particular, there are real-time applications with strong constraints such as latency
time, which must be in the millisecond range.
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The name Fog Computing comes from the company CISCO, which in 2012
proposed to connect emerging objects (sensors, actuators and the like) on an
intermediate data center to have a pre-processing before routing the selected
information to a central Cloud to be processed. The term Fog has remained, and
today it refers to data centers in companies but more particularly data centers on
campuses, very close to the users, that is, a few hundred meters at most. The idea is
to replace all physical equipment with virtual machines and to bring all business
processes together as virtual machines or containers in the Fog data center. The
latencies are very small, less than a millisecond.

The third level has several possible names including Embedded Edge, which we
will use, as well as Skin, Mist or Far Edge. It is located very close to the user, within
range of Wi-Fi or private 5G, which have the same range (a few tens of meters at
most) since these two technologies transmit on free bands with the same constraints.
The data centers are embedded computers of relatively low power at first. However,
these embedded devices will become more and more powerful and will accept
containerization and serverless technologies. The advantages of this solution are
numerous: extremely low latency, data security while remaining in the user’s lap
and minimization of energy consumption. The objective is also to have a mobile
environment, the embedded Edge can be in a vehicle, in a mobile object, in a
smartphone or in a specific equipment in a user’s pocket. The embedded Edge
equipment is itself connected either to a more distant antenna such as an operator’s
5@G antenna or to other embedded Edges to form an embedded Cloud. This solution
automates vehicular networks or oversees the control of mobile robots, and more
globally may realize intelligent mobile environments.

1.4. Network Functions Virtualization

The basis of the technologies used in the previous sections comes from NFV
(Network Functions Virtualization), which consists of virtualizing all the functions
of the various boxes, such as a NAT device, a firewall, a DPI, a controller, a router,
etc., as shown in Figure 1.14.

The problem with NFV comes from the potential non-compatibility of virtual
machines between them. As a result, operators, who were at the origin of the
request, wanted to standardize virtual machines to allow simple interconnection
between operators. The first request for standardization was addressed to ETSI, the
telecommunications standardization body for Europe, and at the request of many
companies from all over the world, they opened the doors to a worldwide
standardization. Furthermore, ETSI approached the Linux Foundation to create an
open-source code reflecting this standardization of virtual machines. But a few
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months after the start, ETSI wished to go further by proposing an open-source
software package associated with each function to allow them to interact to realize a
complete and operational platform. This platform took the name of OPNFV (Open
Platform Network Functions Virtualization) and, at the end of the development
process on December 31, 2021, more than ten thousand people-years of work (i.e.
the equivalent of ten thousand people working for 1 year) to realize this software.
The final name that was given to it is Anuket, coming from the LF-Networking
(Linux Foundation Networking). The project lasted 6 years with the development of
intermediate releases from A to 1.

Figure 1.14. Network Functions Virtualization (NFV). For a color
version of this figure, see www.iste.co.uk/haddadou/edge.zip

This Anuket platform of LF-Networking includes much open-source software of
the Linux Foundation. The main work was to agglomerate all software while
completing it. The general structure of this platform is described in Figure 1.15. It
has three main parts:

— NFVI (NFV Infrastructure), which is the infrastructure element required to run

virtual machines not only for networking but also for storage and computation.

— VNF (Virtual Network Function), which represents all available virtual
functions from which the system will draw to perform the services requested by the
users.

— NFV MANO (Management and Orchestration), which is the autopilot of the
platform.
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Figure 1.15. The architecture of the LF-Networking Anuket platform. For a
color version of this figure, see www.iste.co.uk/haddadou/edge.zip

The more precise architecture of the LF-Networking Anuket platform will be
described in a later chapter.

1.5. Conclusion

We have seen in this chapter an introduction to the digital infrastructure that has
greatly simplified the network environments we knew with a strong centralization of
functions, whether they are digital infrastructure functions like signal processing or
routing or infrastructure service functions with control, management, intelligence,
automation, etc. or application functions corresponding to the large applications
requested by the users. This change is revolutionary and has led to Cloud
Networking, which is slowly coming into place as many pieces of the puzzle are not
yet really available, such as MEC data centers or slicing.
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The Cloud Continuum

2.1. Cloud Continuum levels

The Cloud Continuum refers to the continuity in the types of Clouds that can be set
up. We defined four levels in the previous chapter, which we will detail a little more
with respect to their main functionality: the ability to move a virtual machine from one
level to another to position it in the place that optimizes a set of criteria ranging from
performance to energy consumption through security, availability and other functions
to be determined according to the optimization criteria requested by the customer.

These virtual machine migrations can be performed either hot or cold. In the first
case, an identical machine is started on the server receiving the migration, then the
configuration is transported from the sending virtual machine to the receiving virtual
machine and finally the starting machine is shut down. The two virtual machines can
run synchronously or quasi-synchronously for a short period of time. In the case of a
cold migration, the starting virtual machine is stopped and it will restart only after
the transfer of the virtual machine or its configuration only if an identical virtual
machine is available at the receiver.

The Cloud Core can be divided into two types of data centers: hyperscalers and
core data centers. Hyperscalers are intended for massive computing, whether it is
Cloud Computing or intelligent processes from Big Data or machine learning. The
hyperscale infrastructure must also enable very high levels of performance as well as
fail-safe availability through redundancy, ensuring high fault tolerance.

Core data centers are large, more traditional data centers with several hundred to
several hundred thousand servers. These data centers are the heart of the Internet, far
from the customers, and through their power allow quick work on phenomenal
amounts of data.

Cloud and Edge Networking,
by Kamel HADDADOU and Guy PUJOLLE. © ISTE Ltd 2023.

https://t.me/learningnets



20 Cloud and Edge Networking

Figure 2.1 shows five core data centers, surrounded by a belt of Multi-access
Edge Computing (MEC) data centers. These MECs, which are being deployed by
5G operators, are necessary to define the infrastructure of this new generation of
networks capable of virtualizing all processes from the antenna to the user, passing
through the intermediate boxes.

Figure 2.1. The data center infrastructure of operators and Cloud providers.
For a color version of this figure, see www.iste.co.uk/haddadou/edge.zip

The goal of 5G operators is to support all the business data and processes that
require very low latency. The GAFAM companies (Google, Amazon, Facebook,
Apple and Microsoft), and more generally the big web companies, cannot handle
these data because the latency times are too long compared to the needs. In reaction
to this constraint, the big web companies are playing on several approaches to not
stay out of these new markets, either by contracting with 5G operators to build the
operators’ MEC infrastructure or by going directly from the customer to their data
centers using satellite constellations. The latter solution is however not satisfactory
from a latency point of view, but it is a solution to maintain direct communication
between the customer and the core data center.

The MEC data center gathers the connections to the different antennas that are
within a radius of 10 km. It manages all the processes from signal processing to
application services and control and management processes. This new paradigm has
been developed to facilitate the digitalization of companies through this coupling
with telecom operators.
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Figure 2.2 allows us to get even closer to the terminal equipment by introducing
the Fog Networking layer. As we saw in the previous chapter, this layer corresponds
to the enterprise. It contains the data centers in which the company’s virtual
machines, such as switches or routers, security and control equipment, application
services and artificial intelligence processes are virtualized.

The maximum distance between the endpoint and the Fog data center is the size
of a corporate campus, which can be reduced to a single room. A local area network
is required to carry the data from the end device to the data center. This network is
very typically an Ethernet/Wi-Fi network, but networks using private 5G are rapidly
emerging. Companies like Amazon Web Services (AWS) are marketing private 5G
networks to get closer to customers. The case of AWS is very telling : the company
is encouraging its customers to install small Fog data centers that are managed by
Amazon and connected to the entire Amazon digital infrastructure.

Figure 2.2. The Fog layer in the digital infrastructure. For a color
version of this figure, see www.iste.co.uk/haddadou/edge.zip

Several types of local networks are possible. The most classical one comes from
an Ethernet/Wi-Fi network connecting the client wirelessly on the Wi-Fi antenna
and to go back to the data center through the Ethernet network. Another solution, as
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we have just seen, that should rise strongly comes from private 5G that uses private
bands that might be available in some states, but more likely using free ISM
(Industrial, Scientific and Medical) bands already used by Wi-Fi and other
technologies like Bluetooth. The band that actually allows this introduction was
opened in 2020 in the United States and late 2021 in Europe. It includes frequencies
from 5.945 to 7.155 GHz and therefore covers 1.2 GHz. The maximum power being
200 mW, the range is quite similar to that of a 100 mW Wi-Fi but on a much lower
band, that of 2.4 GHz. The range of private 5G should therefore be quite similar to that
of Wi-Fi. Private 5G should be particularly useful for industrial manufacturing automation
in competition with industrial networks. Its advantage comes from directional antennas
enabling the simultaneous control of several machine tools or robots or cobots.

The last level, the Embedded Edge, puts the client within a short distance of the
terminal equipment, that is, in the range of Wi-Fi. The embedded data center can
embed an intelligent processor that accelerates artificial intelligence processes in the
algorithmics of complex systems. It can also embed powerful processors capable of
responding in real time with high reliability to support complex processes. An
important example that can be cited for these embedded data centers comes from the
control of vehicular networks. Behind this automated driving application lies all the
data from the vehicular world. The volume of this data is growing exponentially and
represents a fabulous potential windfall for those who will process it.

2.2. Cloud Continuum Networks

The Cloud Continuum consists of a suite of data centers, ranging from the
infinitely small to the infinitely large, located anywhere from a few millimeters to
thousands of kilometers from the user. On this platform, virtual machines, containers
and functions must be urbanized, that is, precisely positioned on the different levels
of the Cloud Continuum.

We have represented a Cloud Continuum in Figure 2.3 to reflect the different
levels explained. The data center connections are generally made with the tier above
or the tier below, but of course all cases are possible. For example, a Fog data center
can very well be connected directly to a hyperscale data center.

Generally speaking, a latency of less than a tenth of a millisecond corresponds to
an embedded data center, a millisecond or a little more to a MEC data center, and
several tens of milliseconds to Cloud or hyperscale data centers.

A difficult problem, which has no simple solution, concerns urbanization as soon
as several performance criteria come into play. Moreover, the optimization can
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change at any time and processes must be migrated from one level to another while
taking into account the latency time to perform these migrations. Security and
reliability criteria are particularly complex to take into account, but despite this they
will be increasingly integrated into urbanization algorithms.

Figure 2.3. A Cloud Continuum. For a color version of
this figure, see www.iste.co.uk/haddadou/edge.zip

2.3. The Cloud Continuum and the digitization of companies

The digitization of companies aims to produce new values in the world of
production, in business models, in business software and more globally in the
internal capabilities of companies to support new business processes. It is a method
of value production based on the creation of consumer benefits through the use of
digital technology.

Going digital is about rethinking the entire business model and understanding
where the boundaries of value lie. Understanding these new boundaries may include
creating entirely new businesses.

Figure 2.4 shows the different levels of the digital enterprise and their associated
functions.
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Figure 2.4. The digitization of companies. For a color version
of this figure, see www.iste.co.uk/haddadou/edge.zip

The basis of the digital enterprise comes from the digital infrastructure that must
be put in place to allow the introduction of the necessary intelligence to automate
and optimize the functions that make the company live. This requires a basic
physical environment that consists of antennas, optical fibers and data centers that
form the Cloud Networking. The key words are 5G, NFV, SDN and Cloud Native
Architecture.

This basic infrastructure enables digital operations in an open-source
environment with open interfaces. All this leads to the digital infrastructure which
must be automated and in real time. This infrastructure must support all business
processes and services related to industry, audiovisual, games, metaverse, tactile
applications, etc.

The importance of the digital infrastructure, shown in Figure 2.5, comes from the
consolidation of all the functions needed by the business into the data center or data
centers associated with the business. The other elements come from the connection
of the equipment to the data centers.
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Figure 2.5. The digital infrastructure. For a color version
of this figure, see www.iste.co.uk/haddadou/edge.zip

The advantage of this digital infrastructure is that it allows easy scalability of
companies by adding virtual machines, at will, of any type and for any function.

2.4. Example of digital infrastructure

The big web companies were the first to set up a high-level digital infrastructure
with a vision of the Cloud Continuum. They started with large Cloud or hyperscale
data centers and then started to develop Edges especially in the enterprise context.
Concerning MEC datacenters, big web companies cooperate with telcos. They are
now tackling the embedded Edge, but there is still a lot to do in this direction,
especially to decide how to get in. To illustrate this implementation, we will develop
the case of Google but we would find very similar elements at Amazon and
Microsoft.

Google deploys a world-wide network that is shown in Figure 2.6.
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Figure 2.6. The Google network (© Google). For a color version
of this figure, see www.iste.co.uk/haddadou/edge.zip
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Figure 2.6 shows Google’s points of presence corresponding to three levels of
data centers: global data centers, regional data centers and area data centers. There
are 27 very large data centers called Jupiter, the largest of which reaches one million
servers and consumes 100 MW. We are in the 2 GW range of energy expenditure on
the highest level network, the B4 network that connects the 27 Jupiter data centers.
The total throughput is 100 Tbit/s, which represents 40 Tbit/s for each data center.
There are 82 zones in total covering the world. Each zone has several data centers,
which can be called Edge, to connect the customers. These data centers form
Google’s B2 network, which interconnects with the Internet and allows any user to
reach Google’s network.

Figure 2.7 represents this infrastructure.

Figure 2.7. Google’s infrastructure. For a color version
of this figure, see www.iste.co.uk/haddadou/edge.zip

To manage this infrastructure, Google uses a technique called ZTN (Zero Touch
Network). This architecture carries many features such as autoconfiguration,
security and automation. The B4 network uses Google’s proprietary SD-WAN
technology with a triplicated control center.

https://t.me/learningnets



28 Cloud and Edge Networking

2.5. Conclusion

The Cloud Continuum is a new digital generation for building intelligent and
automatable environments. These environments must enable high flexibility and
high reliability and provide security for the data used in them. This continuum is
being put in place. However, there are still many issues to be resolved, such as
strong security and optimal urbanization.
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Digital Infrastructure
Architecture

3.1. The evolution of enterprise information system architectures

There are major steps forward every 20 years or so in information systems
architectures for businesses. In Figure 3.1, we have represented the major steps since
1960, and the digital infrastructure architecture corresponds to the years 2020—-2040.

In the 1960s, there was a hardware infrastructure composed of computers
ranging from mainframes to minicomputers. On these devices, application services
written in languages adapted to the category of applications were running (and
sometimes still are). From 1980 onward, infrastructure services appeared between
the hardware infrastructure and the application services, that is, all the common
processes used to control and manage the environment. From the 2000s onward, the
first datacenters appeared, supporting a first generation of digital infrastructure and
in particular storage virtualization. Infrastructure services continue to develop by
providing more and more common functions to the enterprise such as security or
resilience. Finally, the 2020s only consolidate this architecture by integrating Cloud
Continuum into the standard infrastructure and developing many functions to
completely virtualize all physical devices. Infrastructure services continue to
increase with intelligence, automation and flexibility features. This increase is such
that many functions that were individualized in application services are being
integrated into infrastructure services. This reduces the complexity of the application
services, which will need only to use the numerous functions of the infrastructure
service.

Cloud and Edge Networking,
by Kamel HADDADOU and Guy PUJOLLE. © ISTE Ltd 2023.
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Figure 3.1. Enterprise information systems architecture. For a color
version of this figure, see www.iste.co.uk/haddadou/edge.zip

In the following, we will detail the functions of the different levels of the
architecture for the years 2020-2040.

Figure 3.2 details the layer that contains the application services, that is, more
precisely the virtual machines, containers or functions for the application services.
Classically, we find all the software that appears on our smartphone or personal
computer. Many new applications will appear, not yet monopolized by the major
web manufacturers. These new forms of software will come mainly from the 5G
specifications. They are grouped into three major classes: applications requiring
very high throughput, applications based on large numbers of objects and
applications that require very small latency times (of the order of a millisecond)
with high reliability. Within these three classes, we can cite Industry 4.0, which
must automate industrial production, the smart grid, which automates electricity
management and control processes, the Internet of Things and its extension called
the Internet of Behaviors, vehicular networks with controls that require
millisecond latencies, tactile networks with real-time management and haptic
communications.
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Figure 3.3 focuses on the second layer, which corresponds to infrastructure
services. The applications at this level offer services that are common to the other
layers. In particular, we find security, control, urbanization of services and
microservices, resource allocation, intelligence through machine learning or Big
Data analysis, digital twin services or management services. This layer tends to
grow strongly by including more and more functions that are found today in the
application layer. Instead of finding similar processes in each application service,
these are pooled by a single application in the infrastructure services layer. This is
the origin of the new vision of programming by functions instead of coding
microservices. The number of functions available in this layer increases to simplify
the development of new application services.

Figure 3.2. Application services. For a color version
of this figure, see www.iste.co.uk/haddadou/edge.zip

Figure 3.4 shows the virtual machines of the digital infrastructure. The network
machines mainly include routers, switches, firewalls, authentication servers, DPI
(Deep Packet Inspection) but also the signal processing needed in Wi-Fi boxes or
4G or 5G antennas. It also includes location management and handover processing
systems. For the 5G world, this layer deals with the controls and management of the
systems such as the setting up of a D2D connection or the management of a private
5G antenna. We can place the virtualizations of the eNodeB electronic cabinets or
the box of a Wi-Fi router here.
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Figure 3.3. Infrastructure services. For a color version
of this figure, see www.iste.co.uk/haddadou/edge.zip

Figure 3.4. The digital infrastructure. For a color version
of this figure, see www.iste.co.uk/haddadou/edge.zip

For all virtual machines, security must be provided to avoid cyber-attacks. Let us
review some new directions in this area. First of all, a strong axis concerns the SIM
cards which will be replaced by iSIM (integrated SIM) cards. These new SIM cards
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are very small, less than 1 mm?, and they are integrated in the SoC (System as a
Chip) of machines that have a processor, whatever the size of the processor. This
solution will make it possible to secure objects that are easily attackable today.

These iSIMs can be eSIMs (embedded SIMs), that is, they can have multiple
profiles that are all, with the exception of the main profile, virtualized in secure
equipment located in companies that may be far away. In other words, we are dealing
with a remote card that is accessed via a secure link from the smartphone or tablet.

Figure 3.5. Cybersecurity and independence. For a color
version of this figure, see www.iste.co.uk/haddadou/edge.zip

Another direction comes from secure DNS resolvers. Indeed, today the main
DNS resolvers used by companies are located at the big web and telecom operators
who can easily spy on the companies’ requests. It is necessary to secure DNS
resolvers by using for example DoH (DNS over HTTPS) or DNS over TLS.

On the attack side, in contrast to the classic solution of reactive detection of an attack,
carried out by a firewall or an IDS, we must oppose proactive solutions that monitor the
Internet to detect future attacks in advance, for example, by monitoring domain names.

Another solution that is on the rise concerns the containment of the Edge by

cutting off the Internet connection that brings the attacks. This requires repatriating
all the data and processes needed for businesses to function properly to the Edge.
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For example, attacks against hospitals could have been avoided, like ransomware, by
disconnecting from the Internet and working in a partitioned way. This solution is
obviously not easy to implement, if not impossible for some configurations that need
to reach data all over the world. However, statistical studies show that two-thirds of
companies could very well work locally.

3.2. The Open Infrastructure Foundation architecture

There are two main infrastructure models that have similarities and elements in
common, the Open Infrastructure Foundation (OIF) and the Cloud Native. We will
take a look at them to see the characteristics.

Let us start with OIF. This architecture is based on OpenStack which is an open-
source Cloud management system. In 2019, the developers of OpenStack realized
that there was a whole section of infrastructure missing in addition to the
management system, in particular the Edge part, containers that were replacing
hypervisor systems, hybrid Clouds integrating a public and a private part, artificial
intelligence processes and agile programming systems. These different
characteristics can be found in Figure 3.6, which form the key elements of OIF.

x Open Infrastructure k/

Edge Computing Foundation Continuous
delivery
Container-based Artificial
infrastructure intelligence

<

Public/Private/
Hybrid Cloud

Figure 3.6. The basic elements of OIF architecture. For a
color version of this figure, see www.iste.co.uk/haddadou/edge.zip

Before we look at the main additions to OpenStack to form this new foundation,
let us explain the structure of this management system, which is the main
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management system adopted around the world. It is mostly used by Cloud providers
and telecom operators. Enterprises often prefer commercial management software
such as VMware.

Figure 3.7. An overview of OpenStack modules. For a color
version of this figure, see www.iste.co.uk/haddadou/edge.zip

OpenStack is a Cloud operating system that controls computing, storage and
network resources in a data center, all managed and provisioned via application
programming interfaces (APIs) with common authentication mechanisms. A
dashboard is available, giving administrators control while allowing their users to
provision resources via a web interface. Beyond the standard Infrastructure as a
Service (IaaS) functionality, additional components provide orchestration, fault
management and service management. The software guarantees high availability of
user applications.

Most proprietary solutions are run on software designed by and for a single
organization. OpenStack is different. This management software is operated across
multiple Cloud providers. OpenStack can be managed as a public or private Cloud,
operated by a single organization with its own goals and making its own decisions.
These Cloud management systems may have overlapping sets of users. This leads to
some specific requirements for OpenStack.
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Development done on a vendor’s Cloud operating under OpenStack must be
transportable to another OpenStack system. In other words, an application must be
able to be migrated with only minor modifications to various public and private
OpenStack Clouds. Where the requirements for deployment differ (e.g. between a
public and private Cloud), OpenStack should strive to design mechanisms that can
be used in either environment so that applications can be migrated from one
OpenStack Cloud to another. Deployment implementation details, such as the choice
of different backend or configuration drivers that may be specific, should not intrude
on the consumer experience to the extent possible. In particular, these choices
should not change the behavior of the application interfaces.

Improvements to OpenStack Cloud management software are compatible with
older versions, making it easy to upgrade to newer versions. However, when users
interact with several different Clouds simultaneously, this assumption no longer
holds. A wuser interacting with a newer version of OpenStack may then have
problems running their applications on an older version of OpenStack. Services
developed under OpenStack must therefore evolve in such a way that they can work
properly for both older and newer clients.

Not all OpenStack Clouds include the same set of services, and deploying new
services requires additional work on the part of Cloud operators. While OpenStack
encourages new services under development to reuse functionality from other
already supported services, reuse should not be maximized by adding hardware
dependencies. Choosing to add a hardware dependency always involves a trade-off
between design simplicity and operational flexibility. Projects should add a
hardware dependency when they judge that it ultimately benefits users, for example,
by reducing the area of security-sensitive code, reducing the possibility of duplicate
bugs, enabling desirable properties such as scalability or resiliency, or increasing the
team’s development speed. Particular weight should be given to the security benefits
for operators and users.

A region in an OpenStack Cloud is defined as a distinct set of service endpoints
in the Keystone service catalog, allowing a registered user to access any region in
the Cloud from the same authentication URL. In contrast, resource groupings
defined by hardware or physical data center topology are under the control of
individual Cloud operators. For example, many Clouds include the concept of
“availability zones”, or groupings within a region that share no common point of
failure. OpenStack software has no way to enforce this property for multiple Clouds.
OpenStack projects are encouraged to allow operators to create arbitrary,
hierarchical groupings of the resources they manage and to avoid assigning physical
meanings to groupings.
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The following design goals represent the functionality that OpenStack services
as a whole provide to applications and users. Each service or feature is not expected
to address goals already listed. Instead, any service that contributes to one or more
of the goals is likely to help advance the mission of the OpenStack project.

OpenStack does not assume the existence of an operational data center; it
provides the tools to operate a data center and make its resources available to
consumers. There is no layer required under OpenStack as a whole. It provides the
abstractions needed to manage external systems such as compute, storage and
networking hardware, domain name system and identity management systems. The
OpenStack APIs provide a consistent interface to these systems, each of which can
potentially be implemented by a variety of vendors and open-source projects. This
broad base provides an abstraction that can host more specialized services, both
from OpenStack itself and from third parties.

OpenStack supports and encourages additional abstraction layers including
platforms as a service, serverless compute platforms and container orchestration
engines. OpenStack provides tools to support tight integration into an OpenStack
Cloud of popular third-party open-source projects that provide these layers.

OpenStack projects that include an abstraction layer on multiple potential
backend services can also offer this abstraction layer as a standalone entity, to be
consumed by external services independently of a true OpenStack Cloud.

For any service from specialized hardware, OpenStack aims to provide a vendor-
independent API that gives consumers software-based control over resource
allocation in a multi-tenant environment. This is not limited to virtual servers, but
can include things such as storage, routers, load balancers, firewalls, HSMs,
GPGPUs, FPGAs or ASICs (e.g. video codecs). Some of these categories of
hardware may have purely software equivalents that can be used behind the same
API, allowing applications to be portable even to Clouds that do not have
specialized hardware in these cases.

OpenStack strives to provide application developers with interfaces that allow
them, in principle, to efficiently scale from very small to very large workloads
without re-architecting their applications. This allows consumers to use capacity as
needed and share the underlying resources with other applications and tenants, rather
than allocating discrete blocks to particular applications and wasting excess capacity
in the blocks.

In an environment with unreliable hardware, making an application reliable is
difficult and, for small applications, very expensive. OpenStack aims to provide
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primitives that allow developers to create reliable applications on top. The
underlying resources can be shared between applications and tenants so that the cost
is amortized between them, rather than requiring each application to pay the full
cost. The existence of these primitives allows some other services to be simpler and
more scalable.

OpenStack does not impose any particular deployment model or architecture on
applications. Each application has unique requirements, and OpenStack
accommodates them by allowing services to be linked together in the user space via
public APIs rather than through hardwired actions taken in the background that only
support predefined deployment models.

This allows application developers to customize any application using client-side
glue. OpenStack services are integrated enough that they can be connected together
by the Cloud client without requiring client-side interaction beyond the initial wiring.

Security models must enable both types of interaction, between OpenStack
services and between applications and OpenStack services, in both directions. They
must also allow the Cloud consumer to delegate only the minimum privileges
necessary to allow the application to function as intended, and allow for regular
revocation and replacement of credentials to maintain the highest possible security
in an environment where Internet-connected machines are susceptible to
compromise at any time.

Certain components of an application (for example, databases) often benefit from
a specialized skill set to operate them. By abstracting the management of some of
these more common components behind an API, OpenStack allows the relationship
between these components and the rest of the application to be formalized. For
organizations that have access to specialists, this allows them to cover more
applications by working centrally. For other organizations, it allows them to access
specialized skills they might not otherwise have access to, via a public or managed
OpenStack Cloud.

Not all reusable components of an application guarantee their own OpenStack
service. Suitable candidates typically have complex configuration, ongoing lifecycle
management needs, and sophisticated OpenStack infrastructure requirements (such
as virtual server cluster management).

A graphical interface is often the best way for new users to approach a Cloud and
for users in general to experience unfamiliar areas of it. The graphical presentation
of options and workflows makes it much easier to discover functionality than
reading the API or command-line interface (CLI) documentation. A graphical

https://t.me/learningnets



Digital Infrastructure Architecture 41

interface is also often the best way, even for power users and Cloud operators, to get
a broad overview of the state of their Cloud resources and to visualize the
relationships between them. For these reasons, in addition to the API and any other
user interface, OpenStack should include a web-based GUI (Graphical User Interface).

To OpenStack we need to add the Edge infrastructure to achieve a complete
environment. Among the additional open-source software to OpenStack in OIF is
Magma, which is open-source software for the Edge infrastructure offering both
cellular (5G) and Wi-Fi services. There is also Openlnfra Labs, which brings
together open-source software. For example, there is the Wenjua project, which
provides services to shorten the introduction time, often important for deploying
artificial intelligence. There is also the well-known Kubernetes container
orchestration software that actually comes from the Cloud Native, which we will
look at as the main architecture for the Edge and Cloud. This orchestrator is
described in Figure 3.8.

Figure 3.8. The Kubernetes orchestrator architecture. For a
color version of this figure, see www.iste.co.uk/haddadou/edge.zip

The basic element is the pod. The pod is used to host an application instance. A
pod is a Kubernetes abstraction that represents a group of one or more application
containers (such as Docker) and a number of resources associated with those
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containers. These resources include storage, an IP address and information about the
execution of each container.

A pod models an application-specific “logical host” that can contain different
tightly coupled application containers. For example, a pod may include both a
container for the application as well as a container for feeding data to be published
by the web server. Containers in a pod share an IP address and a port number. They
are always collocated and coplanar and run in a shared context on the same node.

Pods are the atomic unit on the Kubernetes platform. When deploying an
application on Kubernetes, that deployment creates pods with containers inside (as
opposed to creating containers directly). Each pod is bound to the node where it is
scheduled and remains there until termination or deletion. If a node fails, identical
pods are scheduled on other available nodes in the cluster.

A pod always runs on a node. A node is a working machine in Kubernetes and
can be a virtual or physical machine, depending on the cluster. Each node is
managed by the control plane. A node can have multiple pods, and the Kubernetes
control plane automatically manages the scheduling of pods on the nodes in the
cluster. The automatic scheduling of the control plane takes into account the
resources available on each node.

Each Kubernetes node runs Kubelet, a process responsible for communication
between the Kubernetes control plane and the node. The node manages the pods and
containers running on a machine.

The ETCD module is an open-source key store used to store and manage critical
information that distributed systems need to keep running. Specifically, this module
manages configuration data, state data and metadata for Kubernetes.

The master contains the previous modules but also a scheduler and a controller
that form the control system of Kubernetes.

3.3. The Cloud Native Computing Foundation architecture

The Cloud Native Computing Foundation (CNCF) is a project of the Linux
Foundation that was founded in 2015 to help advance container technology and push
this technology into the enterprise. This project was announced at the same time as
Kubernetes 1.0, which, as we just saw, is an open-source container cluster manager
that was provided to the Linux Foundation by Google as a starter technology.
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Figure 3.9 introduces the four basic elements of the Cloud Native. First, there are
containers and microservices, which we have already explained in the previous
paragraphs. To these must be added the DevOps technologies of agile programming
that enable the continuous delivery of programs and their updates.

Figure 3.9. The four basic elements of Cloud Native. For a color
version of this figure, see www.iste.co.uk/haddadou/edge.zip

A DevOps approach is one of many techniques used by IT staff to execute IT
projects that meet business needs. DevOps can coexist with Agile software
development. Some IT professionals believe that simply combining Dev and Ops is
not enough, and the term DevOps should explicitly include business (BizDevOps),
security (DevSecOps) or other areas.

DevOps is a philosophy that fosters better communication and deeper
collaboration between development and operations teams in an organization. In its
narrowest interpretation, DevOps describes the adoption of iterative software
development, automation, deployment and maintenance of programmable
infrastructure. The term also covers culture changes, such as building trust and
cohesion between developers and system administrators and aligning technology
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projects with business needs. DevOps can change the software delivery chain,
services, jobs and IT tools.

Although DevOps is not a technology per se, DevOps environments generally
apply common methodologies. These include tools for integration, continuous
integration or continuous deployment (CI/CD), with an emphasis on task
automation. Also included are systems and tools that support DevOps adoption,
including real-time monitoring, incident management, configuration management
and collaboration platforms.

Figure 3.10 introduces the complete architecture of the Cloud Native. There are
four parts. The bottom part deals with the infrastructure, which can be public,
private or hybrid. The middle part supports containerization or function-based
techniques, with all the service, management and application layers above, that is,
function integration and application interfaces for application management. On the
right are all the entities that can be observed and finally, on the left of the figure are
all the management and control processes.
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Figure 3.10. Cloud Native Architecture. For a color version
of this figure, see www.iste.co.uk/haddadou/edge.zip

There are other infrastructure projects for both the Edge and the Cloud. We can
cite the work of the ONF (Open Network Foundation), which has defined open
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architectures around Cloud networking. Examples include the SEBA (SDN-Enabled
Broadband Access), Treillis (Open-source multi-purpose leaf-spine fabric), ODTN
(Open and Disaggregated Transport Network), OMEC (ONF’s Open-Source Mobile
Evolved Packet Core) and AETHER (Open-source platform for 5G, LTE and Edge
as a Cloud service).

Another development that could also play a role, at least in Europe, comes from
the EECC (European Edge Computing Consortium) project, which defines a rather
complex three-dimensional architecture. This architecture aims to pool research and
development efforts to provide technology stacks for Edge data centers. In
particular, the components must be homogeneous to enable simple interconnection
of Edge data centers in industrial [oT and smart manufacturing.

Finally, we can mention an architecture coming from the operators: the Telco
Edge Cloud. The Edge inherits most of the principles, mechanisms and tools of the
traditional Cloud, but provides customers with additional benefits, as the Edge
brings proximity to users’ devices, enabling features such as low latency, which is
relevant for reaction time sensitive applications. The Operator Platform Group
(OPG) has defined Edge capabilities for operators, resulting in the Telco Edge
Cloud (TEC) Taskforce.

The initiative aims to create an interoperable architecture of the Edges of many
telecommunications operators. In addition, this architecture should facilitate the
work of developers of applications located on the Edge. To support this initiative,
the GSMA Platforms Group has developed the required specifications.

The two major architectures, OIF and Cloud Native, are based on containers and
microservices. As shown in Figure 3.11, this architecture succeeded virtual
machines, which in turn followed Bare Metal servers. The future, from the time of
writing, will be found in function-based techniques.

Containers, microservices and Kubernetes have now become the standard for
Cloud computing. What remains to be defined are the necessary software layers
between the developer and the Kubernetes orchestrator. The solution that is
developing and that should become the standard is serverless: the developer does not
have to worry about the machine or the containers on which the programs will run.
The two major solutions of today and tomorrow are CaaS (Container as a Service)
and FaaS (Function as a Service). To distinguish between them and place them in
relation to the major [aaS, PaaS and SaaS standards, we need to examine the exact
architecture, which is described in Figure 3.12.
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Figure 3.11. Cloud Computing Architectures. For a color
version of this figure, see www.iste.co.uk/haddadou/edge.zip

Figure 3.12. CaaS and Faas architecture. For a color
version of this figure, see www.iste.co.uk/haddadou/edge.zip

We can see that CaaS is an architecture in which the container comes from the
Cloud provider but the management of the container is handled by the user. In FaaS,
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all layers come from the provider except for the application, which comes from the
provider’s functions but is managed by the user.

All architectures integrate containers and Kubertenes (or the equivalent since
there are other possibilities, though not widely used). The serverless technology is
therefore placed on top of Kubertenes, but the latter becomes transparent to the user.
There are many implementations of the serverless mode. For example, on top of
Kubernetes, we can put the open-source software Knative (Cloud-native serverless)
which allows the deployment of serverless applications and their execution on all
Kubernetes platforms. Knative provides a set of middleware components to create
modern, container-based applications that can run anywhere: on-premises, in the
Cloud or even in a third-party data center.

Knative can be replaced by OpenFaaS which works from functions in a
serverless mode supported by Kubernetes and Docker.

Apache OpenWhisk is a third solution for implementing a serverless
environment. It is an open-source distributed platform that runs functions in
response to events at any scale. OpenWhisk manages infrastructure, servers and
scaling using Docker containers to focus all developer efforts on building
applications in a very simple way. The OpenWhisk platform supports a
programming model in which developers write functional logic, called Actions, in
any supported programming language that can be dynamically scheduled and
executed in response to events from external sources or HTTP requests. The project
includes a REST API-based CLI as well as other tools to support packaging, catalog
services, and numerous container deployment options.

Finally, the three major Cloud Computing companies of the GAFAM, Amazon,
Google and Microsoft, have their own software stack to achieve serverless. For
example, Amazon uses AWS Lambda. AWS Lambda is a serverless computing
service that allows you to run code without worrying about the servers on which the
code will run. Applications run under AWS Lambda without any administration.
The term “lambda” refers to serverless functions. Most programming languages can
be used.

Figure 3.13 summarizes the three architectures that follow one another but are all

in use today: the monolithic remains very present, the microservice is at the top, and
the functions are arriving quickly.
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Figure 3.13. The three architectures for Cloud Computing. For a
color version of this figure, see www.iste.co.uk/haddadou/edge.zip

Another representation of these different solutions is described in Figure 3.14
with the main differences between these architectures.

Past Present Future
Menolithic Microservices Nanoservices
Managed Server Managed Server Containerization Serverless
laas laas FaaS

Key Differences

e Hard to scale * Scalable ® Highly Scalable
* High development *  Orchestration tools ® Low Development
cost * High Development Cost Cost

Figure 3.14. Comparison of the three Cloud Computing architectures.
For a color version of this figure, see www.iste.co.uk/haddadou/edge.zip
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3.4. Gaia-X

To conclude this chapter, we will introduce the European Gaia-X project, which
is an attempt to react against GAFAM companies to try to free up data and allow
them to simply migrate from one provider’s data center to another provider’s data
center. Figure 3.15 introduces the main elements of this project. On the right side of
the figure are the providers and on the left side are the consumers. The basic idea is
to be able to migrate virtual machines, containers or functions from one data center
to another for various reasons ranging from cost to performance, security, latency,
etc. In this scheme, we find the urbanization of virtual machines that must be
positioned in the best possible place with respect to a whole set of constraints. The
migration can go from a core network to an Edge and vice versa. One of the
important paradigms is Cloud federation, that is, a set of Clouds whose providers
have agreed to carry out these migrations in a flexible and secure way.

Figure 3.15. The architecture of the Gaia-X p