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Chapter 1: Cloud Security Overview

Frank Kim
SANS Faculty Fellow and Curriculum Lead

“Cloud computing has become a major defining factor in the current and future state of
information security, with the business reasons for moving to the cloud simply too overwhelming
to ignore.

However, the cloud represents big change for almost all organizations, and security must be
part of that evolution in order to succeed. In terms of industry momentum, we've now reached
the point where every cybersecurity professional needs to be knowledgeable about the cloud to
varying degrees.

As a security professional, you need to do three things in parallel:
«  Understand how the major cloud providers work and the plenitude of services
that they offer.
« Understand the technical details of each platform to ensure that you have
secured your specific implementation appropriately.

«  Ensure your teams transform the way they do their work in order to leverage
cloud services and automation in a way that improves the effectiveness of
security itself.”

5




This book provides you with a comprehensive collection of technical resources that you can use to arm
yourself with the foundational knowledge required in today's cloud-first world.

Taken together, these resources model the whole life cycle of security, touching on aspects of the
functions of the NIST Cybersecurity Framework—Identify, Protect, Detect and Respond.

This collection is a good place to start if you're looking to build out your cloud security knowledge base,
because the technical detail provided in these reports and guides will enable you to start crafting a
technical roadmap for your organization'’s transition to the cloud.

The reason | say that this is a good place to start, however, is that it's what you do next with the
information you learn that matters most. Building and leading a cloud security program is not just about
the technical controls; it's about the management, governance, people and process items as well. It's

not just about implementing the right technology; it's also about the overall mission and vision of the
organization.

So the question becomes, how do you align with that mission to ensure that you're achieving the larger
business objectives in addition to your technical activities?

It might not be obvious, but the topics described in these resources are the foundational elements

of your overall cloud security journey. Think of each resource as a piece of the puzzle that, once put
together, creates a bigger picture. Now, it's up to you to connect the dots. As you read, | encourage you
to challenge yourself to think about how these papers come together to create a broader view of the
cloud. Doing so will enable you to build an overall cloud security roadmap for your business—not just a
technical roadmap, but a business roadmap for the cloud.

It's a valuable exercise, to be sure, and it will make all the difference if you go into it with a strong
understanding of your business objectives and drivers. With your business reasons for moving to the
cloud top of mind, you'll be better able to lay out your objectives and roadmap to ensure that you
accomplish what you need to in your first year and beyond.

It can be challenging to see how the day-to-day security activities discussed in these resources contribute
to achieving your overall business goals, but you can treat this book as a checklist of sorts, and check
things off in your mind as you read about the capabilities you need to implement in your organization.
By doing so you will steadily improve the maturity of your overall cloud security program.




Just as the web has defined the previous 20 years of technology change, | believe that the cloud will
be the defining element of the next 20 years. If you haven't already started building your cloud security
knowledge and roadmap, there's no better time to start than now.

About the Author

Frank Kim leads the management and cloud security curricula for SANS, developing courses on strategic
planning, leadership, DevSecOps and cloud security. He is also a SANS faculty fellow and author of
MGT512, MGT514, and SEC540. Previously, Frank served as CISO at the SANS Institute, leading its
information risk function, and was executive director of cybersecurity at Kaiser Permanente, where he
built an innovative security program to serve one of the nation's largest not-for-profit health plans and
integrated healthcare provider. Currently, as founder of ThinkSec, a security consulting and CISO advisory
firm, Frank helps leaders develop business-driven security programs.
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Chapter 2: What to Expect and Why it Matters

Rob Lee

SANS Fellow and Chief Curriculum Director and Faculty Lead

Section 1: Automating Compliance and Securing Data and Applications in AWS

"The rapid adoption of moving to cloud infrastructure across an organization has only accelerated
recently, due to supporting remote workforce and customer needs universally. Addressing compliance in
the face of such rapid change should ensure that critical data and applications remain secure across this
technological shift."

Section 2: Enhancing Protection of Applications, Devices, and Networks

"Security should never be an afterthought, even in the cloud. Securing cloud data and capabilities

is a critical step in proper deployments and should not be quickly implemented without adequate
understanding. Cloud security mechanisms are not insurmountable and can be applied to ensure lower
risk profiles and key monitoring to detect threats. This is the cloud equivalent of not skipping “leg day” at
the gym—don't skip cloud security.”

Section 3: Improving Visibility, Threat Detection, and Investigations in AWS

"Cloud threat hunting, detection, and mitigation should not be frustrating. Cloud capabilities to enable
threat detection and response over the past few years have enabled organizations to get ahead of
threats before they become the next headline. The challenge, though, has been educating security teams
to understand how to leverage these new capabilities into their security operations capabilities. This
section covers many areas that are now required reading for organizations to operationalize a proper
detection, response, and mitigation capabilities across the cloud.”




Section 4: Solution Guidance in AWS

" always joke with my friends and family that | can fix anything with duct tape and YouTube.
Understanding concepts and capabilities in cloud security are good to know. Having a useful how-to
guide is key to solving quick problems and gaining experience effectively—just like having duct tape and
YouTube. Having key cloud walk-throughs on where to begin is the best thing about this book.”

About the Author

Rob graduated from the U.S. Air Force Academy and served in the U.S. Air Force as a founding member of
the 609th Information Warfare Squadron, the first U.S. military operational unit focused on information
operations. Later, he was a member of the Air Force Office of Special Investigations (AFOSI) where he

led a team conducting computer crime investigations, incident response, and computer forensics. Prior

to starting his own firm, he directly worked with a variety of government agencies, U.S. Department

of Defense, and intelligence communities as the technical lead for a vulnerability discovery and an

exploit development team, lead for a cyber forensics branch, and lead for a digital forensic and security
software development team. Rob was also a director for MANDIANT, a company focused on investigating
advanced adversaries, such as the APT, for five years prior to starting his own business.

Rob co-authored the book Know Your Enemy, 2nd Edition. Rob earned his MBA from Georgetown
University in Washington DC. Rob is also a co-author of the MANDIANT threat intelligence report
M-Trends: The Advanced Persistent Threat.
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Chapter 3: A Practitioner's Process to Mapping
Frameworks and Standards to Technology

Josh Thurston
Sr. Category Lead, Security at AWS

“The digital world has gravitated towards building a cybersecurity practice based on frameworks
and standards. The number of frameworks has grown in volume, spanning industries including
healthcare, financial services, retail, government, and just about everything in between.
Framework adoption growth is driven by mandates such as the Payment Card Industry mandate
for any organization processing payment cards (credit and debit cards) to be PCI-DSS compliant.
Other frameworks are used as a matter of choice. Take the NIST Cybersecurity Framework as an
example. U.S. President Donald Trump signed the Cybersecurity of Federal Networks Executive
Order, which requires federal agencies to follow the NIST CSF. The NIST CSF is a mandate for
federal agencies, while private sector organizations may choose to follow the NIST CSF.

To consolidate the usage of the terms “frameworks” and “standards,” this chapter will combine
them into a single term: “blueprint.”

The ideology of using a blueprint has changed from a nice-to-have to an expectation. This
movement stems from regulations and, in some cases, executive orders, as previously described.
While the mindset of a buyer has shifted to blueprints, a challenge still exists. Industry blueprints
are complex, and it can be challenging for buyers to know which products or services are
available as they relate to a ‘control’ within the buyer’s blueprint. To overcome this, security
vendors began mapping their products and services to various blueprints. This can be an
exhaustive exercise for sellers who ultimately want to meet buyer's needs, but the mappings




often do not perfectly align with the blueprints. Buyers and sellers both require an in-depth
understanding of the blueprints available for use, and how to correctly map services to the
blueprint controls.

The community needs a methodology to help individuals, organizations, and software vendors
overcome the mapping challenge so that they are equipped to accurately map a blueprint to a
product or service while understanding the true intent the blueprints are aiming to provide.”

Practitioner’'s Process

The process may vary slightly between each of the blueprints, but this process can be followed to
achieve the mission by using a small set of key primitives.

Primitive One

Read the control and ask: Is the control looking for People, Process, or Technology? For activities or
actions that are manual, the answer is People. This can and should include people interfacing with
technology, such as manually recording information on an asset. Process includes activities such as
documentation, communications, escalations, analysis, and logic. Technology may be the most confusing
of the three because it has become an integral part of people and process. Technology provides value to
people by helping them scale, gain useful insights, automate processes, and accelerate work output.

An example to describe the difference between People, Process, and Technology

A bank has a datacenter with restricted physical access. Susan needs to enter the datacenter to update
the firmware on several servers. When Susan approaches the entrance to the datacenter, she is greeted
by a security guard. Susan signs the datacenter sign-in sheet, and the guard checks her identification

and looks her up in the system to verify she has the authorization to enter. The security guard assigns an
escort who accompanies Susan and monitors what servers she works on. This is all about People because
the security guard is manually checking her identification and looking her up in the system.

Process comes into scope because the security guard has a checklist of tasks to complete for any
datacenter visitor. The security guard validates identification, records the visitor with date and time, and
finally assigns an escort who logs what servers the visitor gains physical access to. This process is set by
the organization for historical reference. Very little technology has come into play, but the introduction of
technology can make this example more modern. Susan approaches the datacenter and scans her
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employee badge at the entry door. The back-end technology validates she is authorized to enter while
recording her identity and the date and time of her entry. Technology can also track what server racks
she swipes her badge at to create a trail of physical access to the racks. When Susan logs into any of the
servers another trail of events is recorded. Technology may not have eliminated the security guard, but it
may be possible to eliminate the need for the escort.

*The remainder of the primitives and examples will focus on technology.*

Primitive Two

The definition or true meaning of a control within the blueprint needs to be understood. To accurately
identify a technology, ask the question: Does the primary function of the technology meet the control?
Consolidating and packaging multiple capabilities into a single solution has become increasingly desirable
and serves as a driving force to evolve technology. Vendors work continuously to provide more value in

a solution while meeting customer consolidation demands. In other words, customers want to do more
with less, and vendors want to streamline development and delivery.

Unfortunately, there is not a universal security solution that can deliver total security coverage. Products
should have a primary function that is the basis for why a customer buys and uses it. Additional features
are beneficial and provide value, but there is risk in delivering too many features with less quality. Outliers
exist, but it is recommended to think of products for the primary function first when mapping.

Let's look at a mapping exercise using the NIST CSF Sub-category PR.DS-1: Data at Rest is Protected.

A product such as Data Encryption for Files and Folders protects data at rest, thus preventing
unauthorized access.

The primary function of the Data Encryption for Files and Folders software is to protect data at rest and
it meets the control requirement as described in the NIST CSF. Notice that the product is Data Encryption
for Files and Folders, not the term Encryption alone. The term Encryption has too many options. People
shop for products with a use case or a problem to solve in mind. One person may shop for encryption to
encrypt data (files) while another person may shop for encryption to encrypt network traffic. The need
to use very specific product categories or types is essential. Look back at the title of PR.DS-1. Now notice
the three words that are in bold and recognize that this requires technology (primitive one), and the true
meaning of the control is Protect + Data + [at] Rest. Primitives one and two have been achieved.

If someone rushed through the mapping exercise, they could do this incorrectly in several ways resulting




in mapping a data discovery tool, an email encryption solution, or even a SIEM, as explained in the
next example.

Also, of note is that Data at Rest could define a couple of different things in that they may have varying
solutions. Data at Rest could be interpreted as data on a drive, stored in something like an Amazon S3
bucket or a database, and even in a cloud storage and sync solution such as Dropbox. The compensating
controls for each of those may vary from disk encryption, removable media encryption, or database
encryption, and much more. Mapping seldom yields one solution, but the primitives hold up for

every iteration.

Improper mapping

A product such as a SIEM solution can be used to log, aggregate, and correlate events related to data

at rest. The primary function of a SIEM does not protect data at rest and does not meet the control
requirement. A SIEM receives information (events) from various data sources in the environment that
provide context (Who, What, When, Where, Why, How) to reveal unauthorized access and usage related
to data at rest. Mapping a SIEM solution to PR.DS-1 would be incorrect because it cannot protect the
data. All of the logs and events collection are after the fact. Primitive one is achieved by identifying
Technology, but the second primitive is failed because the true definition was not matched properly with
the technology capability based on a single word.

Primitive Three

Is the mapping believable? The second primitive is often difficult and takes a lot of time to complete.
This third primitive is equally important because products are typically purpose-built. The notion that a
product can identify, protect, detect, respond, and recover is false for most technologies today.

Let us look at a new example using the Functions of the NIST CSF and endpoint protection technology.
Essentially, we are working the opposite direction as the previous examples where we looked at the
control and mapped technology to it. Now we will look at a technology and break it apart to map it

to controls.

A modern-day endpoint protection technology typically cannot identify, protect, detect, respond, and
recover against vulnerabilities, threats, and exploits. The very name of the technology group signals the
primary function, Protection. To better understand this concept, it is important to dig deeper into each
of the five functions. Then we can accurately map to controls by narrowing the scope of the functions to
examine and use the primitives for mapping.

https://t.me/learningnets 13



The five functions of the CSF

This first of five functions in the CSF, Identify, is speaking to the identification and inventory of assets
within an organization. In addition to assets, Identify also includes the inventory and identification of
threats in the world. Both Inventory and Identification are not primary functions for most endpoint
protection products. Those products are typically using one or more backend services such as
signatures, reputation lookup services, or machine learning (ML) and artificial intelligence (Al). Those
backend services are designed to identify and inventory threats AND provide the inventory with threat
information to endpoint technologies. The inventory and threat information doesn't have to be part of
the endpoint protection product either. In many of the solutions available today, that information can
be available as a quick reputation lookup. Endpoint protection products extract information such as
MD5 hash and check the reputation of the file in a service. Lastly, ML and Al technology typically do not
have threat information baked in. These offerings are most often created to quickly examine attributes
and even behaviors to determine if the sample is good or bad rather than referencing a signature or
even a reputation service. The cybersecurity ML/Al technology space is complex and requires a separate
discussion. For simplicity purposes, note that they do not have an inventory capability.

The Protect function of the CSF is speaking to the primary function of many endpoint technologies.
These technologies are deployed and configured to protect and reduce risk. This is achieved by reducing
access and eliminating the ability to exploit a vulnerability. Evidence is seen in the form of blocking an
unauthorized attempt to access a service, registry key, port, credentials, etc. The key to success or failure
is the configuration and the upstream technology mapped to the Identify function. If an endpoint
protection product is configured improperly, it will produce a false negative or false positive. The product
may miss something it was intended to stop, and the product may stop something it was intended to
allow. Configuration is crucial to success and depends on the organizational risk tolerance (too tight vs.
too lenient). This balancing act is a driving force for years of innovation within the endpoint protection
space resulting in signature-less, ML/Al products, sandboxing, and even reputation services to

integrate with.

The Detect function of the CSF aligns to a subset of endpoint technologies, including but not limited to
Endpoint Detection and Response (EDR). EDR solutions came to fruition because endpoint protection
solutions are not perfect. Not only do endpoint protection products miss threats from time to time,
they often collect a different type of data compared to EDR products. If an endpoint technology fails to
protect an asset, it is typically because it was:

1. Configured incorrectly




2. Not capable of protecting a vulnerability (known or unknown)
3. Not informed of the threat from an upstream service (DAT, Reputation, ML/AI)

In these three scenarios where an endpoint technology creates an event for a successful exploit, it
essentially means that Protect failed. Failing to protect while logging the event does not mean that the
product is meeting the Detect function because the product is technically logging security events, not
a threat.

Some individuals experience cognitive dissonance because they are trained to think that endpoint
protection products detect threats. This is false when the product failed the primary function of
detecting the threat based on unique identifiable attributes. Endpoint protection products leverage
signatures and reputation lookup services while monitoring for suspicious behavior associated to a
known vulnerability. If and when suspicious behaviors occur, the product alerts on the behavior but has
no knowledge of the threat. In that moment, the separation of failures occurs. The product is revealing
an incorrect A) configuration where the product was set to allow a threat, B) failure to protect a known
vulnerability, or C) the failure to source information about a known threat.

Another issue with Detect is false positives. Often technology will match a behavior and create an alert in
the absence of threat information.

A supporting example:

« An endpoint technology may be configured to protect a known threat that sends
mass emails out from an endpoint. If the product is truly protecting, it will recognize
the unique identifiable attributes and stop it.

. If the product alerts because a mass email was sent, the alert is based on the
behavior. In this case, the product may false-positive when an actual user sends
an email to a large number of recipients because it recognized the behavior in the
absence of a threat.

The Respond function is once again a very small subset of endpoint technology. If a technology fails
to identify a threat, fails to protect an asset vulnerability from a known threat, and properly detects an
attempt on an unknown vulnerability then it will, in most scenarios, not be equipped to automatically

respond. The Respond function requires human decision making and/or configuration.

The small subset of products that are truly Respond technologies are built with ML/AI to rapidly or
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automatically make human decisions as a means to meet scale and scope. Using the EDR product
category as an example should hold up. EDR products do not protect or reduce security risk, but they do
have the capability to detect suspicious behaviors. But where does Response fit in? An EDR administrator
or user can create rules in an EDR product for a response capability. Often an administrator recognizes a
set of behaviors that are not desirable within the organization. The behaviors may be based on company
policy or they are known malicious behaviors. Perhaps an organization does not want PowerShell to
launch a specific behavior. These behaviors can be blocked (Response) automatically by configuration.
Users can also learn of behaviors and leverage EDR to manually issue a response, such as terminate
process or delete a file.

Another area where cognitive dissonance sets in relates to automation technologies such as Security
Orchestration Automation Response (SOAR). These are labeled as Response technologies, but they have
two fallacies.

1. SOAR products typically do not directly respond to the event. They send an action or
command via integration to another product to execute the response. Ex. SOAR sends
a command to an endpoint technology to terminate a process in an automated rule or
configuration within the SOAR solution.

2. SOAR products require a human to create the workflow, aka Playbook, that includes
the steps to send a respond command. These workflows include logic gates with Who,
What, When, Where, Why, and How. Some SOAR products include thresholds and/or
limits, but they seldom have prioritization and categorization for an asset, vulnerability,
or threat.

Responding to a security event is process-driven because it requires a significant amount of log and
analysis before the response activity is carried out. Respond technologies are highly desirable because
they can reduce significant amounts of time and resources once they are configured to execute a set of
actions based on human intellect and experience. More simply put, they are used to automate repetitive
activities that humans have performed in the past.

The final function, Recover is perhaps the most dependent on People and Process. Very few Recover
technologies are able to return an asset (device, application, network data, user) back to a known state

of good health automatically or out-of-the-box. If the technology has this capability, it is most likely a
micro Recover function because the technology does not facilitate learning and enhancing the rest of the
environment to avoid security issues in the future.




This brings up the concept of "Pets vs. Cattle” (introduced by Bill Baker). At a very high level, Pets are
personal assets that we care about deeply, assets like our laptops which are personal to us and hold
sensitive data. We depend on these assets daily and fear their loss. Cattle are functional assets that serve
a purpose, but we may have many of them for scalability and redundancy purposes. If something were
to happen to a functional asset, we typically care less because we have multiple, or we can replace them
with very little effort or impact.

Security practitioners unknowingly think about personal and functional assets as they approach recovery
from a security event. When a functional asset is compromised, it may be very easy to re-deploy or even
revert to a backup. Change procedures may be more relaxed for these assets because the risk and impact
to the business are low. When a personal asset is compromised, it may be extremely difficult and require
lengthy amounts of time to plan and execute a recovery. Security analysts will likely need to coordinate
with asset owners and other teams within the organization to minimize data loss and disruption. The risk
and impact may be very high. Recovery procedures for personal assets require heavy amounts of People
and Process, but little to zero Technology.

Summary

Evaluate frameworks and standards using this information to build a defensible and operational
security architecture. With this guidance and the use of the primitives, foundational and layered security
technologies can be deployed in any environment to truly meet the control requirements. Know that
vulnerability assessments and risk management is an iterative process that never ends. Technology
should be accompanied by Process and People to be fully effective in utilizing a blueprint.

About the Author

Josh Thurston is a cyber security veteran and leader in driving company strategy and innovation. Over
fifteen years, Thurston has helped organizations solve complex security challenges and mature their
security programs. He has helped bring new innovative products to market, designed and managed
Security Operations Centers, and advised organizations on architecture and strategy in the public and
private sector. At AWS, he is responsible for several product categories in the AWS Marketplace Security
catalog including SOAR, DFIR, Cloud Workload Security, and Cloud Posture Management.
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Chapter 4: How to Optimize Security Operations in the
Cloud Through the Lens of the NIST Framework

John Pescatore
SANS Director of Emerging Security Trends

“Before coming to SANS in 2013, | was the lead security analyst at Gartner for almost 14
years. In early 2000, | began to see enterprises moving rapidly to application service providers,
which quickly turned into use of software-as-a service (SaaS) providers. By 2010, those early
adopters were starting to use infrastructure-as-a-service (laaS) offerings, first for test and dev
environments and then for production workloads. Over that period | wrote a series of “Critical
Security Questions to Ask...” research notes that served as checklists of the important security
controls that should be in use by any well-run cloud-based service provider. They were extremely
popular Gartner research notes, and as | talked with Gartner clients that were making secure
and business-enabling use of the cloud, | identified a core set of processes in use by the leaders:
attention to a foundation of basic security hygiene; a referenceable framework to base gap
analyses against and to justify strategy and resource needs to management; and a focus

on having an integrated approach to monitoring, protecting and restoring critical business
capabilities and sensitive information across both on-premises and cloud-based resources.

Flash forward to 2019: The use of laaS has become mainstream and key core security processes
to focus on remain the same. This chapter focuses on using the NIST Cybersecurity Framework
to make sure cloud-enabled business functions are at least as secure, and ultimately more
secure, than they were before the availability of cloud services. Like everything we do at SANS,
the goal is to provide security teams with actionable advice for supporting business goals with a
secure approach to gaining the benefit of the cloud while avoiding or mitigating risk.”




Introduction

The use of cloud services by businesses and government agencies has grown rapidly, with the movement
of production workloads to infrastructure as a service (laaS) growing at more than 35 percent per year.'
This move to cloud-based services has required security programs to extend operations beyond the data
center and to re-evaluate security architectures, processes and controls to maintain effectiveness and
efficiency in their efforts to secure their sensitive business applications, be they local or cloud-based.

Some common success factors have emerged from enterprise cloud use cases where security has been
maintained and even improved while moving critical services to 1aaS:

- Integrate security services available from cloud service providers with third- party security
products/services to secure business-critical cloud workloads. The virtualized infrastructure
of 1aa$S offers native security services and capabilities that greatly reduce the attack aperture,
and that can be augmented by additional third-party security controls when risk assessments
require higher levels of protection.

«  Extend security architecture, processes and controls across local data center applications and
cloud laaS implementations. Most enterprises use a mix of applications that run in local data
centers, on external 1aaS services and in hybrid configurations of both environments. Using
common security controls and products across environments reduces the skills gap, eliminates
data islands and silos, and makes it simpler to maintain a single security dashboard with a
meaningful set of security metrics.

«  Use an established framework to plan, implement and justify the changes needed to enable
secure business use of laaS. While securing cloud services relies on the same basic security
ingredients used in traditional data center systems, the overall security architecture, processes
and security controls must change to ensure that the necessary levels of reliability and safety
are maintained. Basing the process on an established framework, such as the NIST Cyber
Security Framework, ensures a thorough risk evaluation and implementation and provides a
solid basis for justifying plans, strategies and resource requests to management.

Many businesses and government agencies have followed these guidelines to maintain their on-premises
levels of security for production applications as those applications were moved to 1aaS services. Even
better, though, as new cloud security approaches emerged, they were able to raise the security

level overall.

"laaS Emerges as Fastest-growing Sector of the Global Public Cloud Market,” ComputerWeekly, April 12, 2018, www.
computerweekly.com/news/252438790/laaS-emerges-as-fastest-growing-sector-of-the-global-public-cloud-market
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“Today, organizations can build in security as an
integrated part of the migration to IaaS services,
optimizing security processes so they can be extended to
work seamlessly across both local and external services.”

Keeping Business Safe—or Even Safer—in the Cloud

Cloud services security has evolved pretty much as security has evolved for all new technologies and
innovations. Initially, security teams, with a healthy fear of the unknown, rated external cloud services as
high risks because of reduced visibility and control, and so attempted to prevent their use. As the benefits
of cloud services became apparent to business units and IT organizations, they adopted them, even if it
meant bypassing the security organization. Security teams considered those cloud deployments to be
rogue efforts, and therefore did not even evaluate the security arrangements.

In the face of security's resistance, CEOs began to tell CISOs, "We are moving to use cloud services, so
tell us how to secure them or just get out of the way.” Only then did most security teams begin to try to
reactively add security controls on top of cloud services and replicate on-premises data-centric security
processes at virtualized cloud-based services. Their efforts did usually reduce risk, but at a high cost of
business disruption. What's more, the tacked-on security processes were redundant and inefficient.

But things have improved. Today, organizations can build in security as an integrated part of the
migration to laaS services, optimizing security processes so they can be extended to work seamlessly
across both local and external services. Similarly, security operations teams can focus on selecting
products to implement security controls that are integrated across both environments, often minimizing
vendor count, employee staffing and training requirements while enabling a single view of situational
awareness and risk.




Differences in Securing Cloud Workloads

Just as any recipe for a meal can be broken down into the five basic tastes (sweet, sour, salty, bitter and
umami), securing information always comes down to providing three basic security functions, the "CIA
triad" of confidentiality, integrity and availability.? Security processes based on one or more of those basic
functions deliver protect/detect/respond services using common security practices and products such as
vulnerability assessment, configuration management, firewalls, anti-malware, SIEM and data protection.

All these security controls are necessary because of three key ongoing vulnerabilities:

«  Applications and operating systems continue to have vulnerabilities that are not known until
researchers find them and/or attackers exploit them.

- System administrators often make mistakes in configuring and maintaining servers and PCs.
«  Users will always fall victim for scams such as phishing and malvertising.

The adoption of cloud services does not eliminate any of those areas of vulnerability— and can in fact
magnify them, because the power of the cloud can greatly expand the vulnerabilities that result from
weak practices in IT or security operations and administration.

On the other hand, laaS brings the opportunity to significantly reduce the frequency of dangerous
errors in operations and administration. The virtualized infrastructure of cloud services supports internal
security mechanisms that evolving security processes can use in a number of ways:

o Containers — A container is a packaged unit of software that includes the application, the
runtime operating systems, tools, libraries and so on.* Well-prepared security teams can
bake in configuration baselines and security agents that ensure that security controls will run
anytime an application is launched.

o Isolation — Network segmentation has long been a proven way to limit exposure from
attackers to an isolated segment and limit the spread of malware or other payloads. laaS
offerings can provide virtual private clouds that support segmentation at a granular level,
with automated placement and enforcement when new servers are enabled. Containers also
provide process isolation that enables CPU and memory utilization to be defined and limited
on a granular basis.

2"Security Best Practices for IT Managers,” June 2013, www.sans.org/reading-room/whitepapers/bestprac/security-practices-project-
managers-34257

$"Security Assurance of Docker Containers,” October 2016, www.sans.org/reading-room/whitepapers/assurance/security-assurance-
docker-containers-37432
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e Orchestration and automation — Many security processes are relatively static IF-THEN
sequences that are often documented in playbooks. Orchestration defines the conditions
and sequences, but implementation can be a highly manual process. Integration of security
processes into cloud service management capabilities can automate many steps in security
operations playbooks.

In this section we outlined the differences in securing cloud workloads. Next, we discuss using a security
framework to address the needs security teams face.

The NIST Cyber Security Framework

The NIST Cyber Security Framework (CSF) came out of the Cybersecurity Enhancement Act of 2014,* with
the charter to be "a voluntary, consensus-based, industry-led set of standards, guidelines, best practices,
methodologies, procedures, and processes to cost-effectively reduce cyber risks to critical infrastructure.”
While there is nothing revolutionary about the NIST CSF, the “consensus-based, industry-led” approach
resulted in widespread acceptance and adoption of the CSF by U.S. enterprises and the governments of
several other countries.

The top level of the framework lists the five major functions (identify, protect, detect, respond and
recover) of cybersecurity. These functions, which are intended to include all basic cybersecurity activities,
are broken into 22 categories representing program-level outcomes required to maintain cybersecurity,
as illustrated in Figure 1. These categories are further decomposed to list 98 subcategories that list
specific results required to successfully implement the appropriate level of security.

“Securing information always comes down to
providing three basic security functions, the “CIA
triad” of confidentiality, integrity and availability.”

“"National Institute of Standards and Technology, www.nist.gov/news-events/news/2018/04/nist-releases-version-11-its-popular-
cybersecurity-framework
>Cybersecurity Enhancement Act of 2014, www.congress.gov/bill/113th-congress/senate-bill/ 1353 /text




The identify/protect/detect/respond/recover construct has proved to be a powerful tool in explaining

to upper-level management the necessary core functions for protecting business systems, but in
operational environments, very few processes or products perform just one of the top-level functions.
For example, while firewalls are most closely identified with protective technology, they also play key
roles in identify, protect, detect and respond. The construct also does not differentiate functional areas,
processes and products that are important to use for proactive (before the attack) or reactive (during and
after the attack) reduction of risk.

A more effective and efficient approach to selecting the most appropriate and effective security products
and services to secure both data center and cloud-based systems is a scenario-based approach, which is
covered in the next section.

Moving from Frameworks to Features, Talk to Walk

NIST Cyber Security Framework

IDENTIFY PROTECT DETECT RESPOND RECOVER

Anomalies and

Access Control Events

Asset Management Response Planning Recovery Planning

Awareness and

Security Continuous
Training

Monitoring

Business

Environment Communications

Improvements

Governance Data Security Detection Processes Analysis Communications

Info Protection
Processes and
Procedures

Risk Assessment Mitigation

Risk Management

Strategy Maintenance

Improvements

Protective
Technology Figure 1. The NIST CSF®

S“Introduction to the NIST CyberSecurity Framework for a Landscape of Cyber Menaces,” Security Affairs, April 20, 2017, https://
securityaffairs.co/wordpress/58163/laws-and-regulations/nist-cybersecurity-framework-2.html
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Business units have been demanding the use of cloud-based services because of advantages they
provide to efficiently deliver business services and adapt to changing needs. In order for security controls
to be successful across both data center and cloud environments, security architectures, processes,
controls and operations need to meet those same demands and provide the same seamless integration
achievable in hybrid cloud services.

Why a Framework?

Regardless of the existing level of operations maturity, security teams face
common needs:

« Adapting to changing business demands and evolving threats

«  Obtaining management support for necessary resources and
changes in IT or other areas

«  Demonstrating improvement and providing risk assessment
and forecasting

«  Reducing the burden of satisfying auditors that security operations
are compliant

A security framework, with its recommended set of security processes and
controls, along with a risk assessment and management approach to match
the appropriate set of controls to the business and threat environment, is an
efficient way to meet these needs. Using an established framework can take
the guesswork out of the process for smaller organizations, while allowing
larger and more mature security operations to justify their decisions and
resource requests to management and auditors.




Delivering Seamless Security Services

There are three key focus areas for delivering seamless security services across the data center and laaS-
based applications.

Integration of Infrastructure and External Security Controls at Each Boundary

Most organizations already have standard architectures for delivering identify/protect/detect/respond/
restore services to data-center-based systems. When working with physical servers, organizations rely on
a mix of security capabilities built into the Linux and Windows operating systems, as well as third-party
host-based and network-based security controls. As local data centers moved to virtualization, another
element was added to the mix: security primitives available in VMware or other underlying virtualization
platforms. Similar, and often enhanced, security primitives are available from all major laaS providers.

For companies other than startups, extending existing architectures to secure cloud-based services is
the key first step. Those organizations should focus on integrating services at each boundary layer. See
Figure 2.

In the early days of using the internet, many enterprises felt that there was a security gain by using
products from different vendors at different layers in the architecture. However, real-world results proved
this thinking to be false.” For most security organizations, keeping the security architecture consistent
across cloud services and the data center will support running the same security products across both
environments. This will reduce training costs and administrative errors and also support more timely and
accurate situational awareness and continuous monitoring.

Common Practice/Due Diligence Controls

Many security controls, such as firewalls, log monitoring and even intrusion detection systems, are
mandated by compliance regimes (e.g., PCI DSS, HIPAA, FISMA, etc.) and represent due diligence controls.
Any system containing sensitive or mission-critical data connected to the internet without a firewall and
without log collection/monitoring/analysis would be considered noncompliant. While compliant does not
always mean secure, noncompliant almost always represents unacceptable business risk.

’https://www.gartner.com/document/5008907ref=solrResearch&refval=214539204&qid=d3f5b689a39463b6c77406155a9672a
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Figure 2. Integrated Services at Each Boundary Layer

Best Practice/"Lean Forward Risk Reduction” Controls

As the continuing news of breaches makes clear, for many organizations “common practice” is insufficient
to mitigate their actual. Best practice approaches that increase identify and protect levels and decrease
time to detect, respond and restore are key, but require additional resources and skill levels. “Lean
forward” organizations that have the staff skills and product/service budgets to deploy, tune and monitor
advanced and proactive risk reduction controls generally are not the ones showing up in the

breach headlines.

Using the NIST CSF Framework as a Starting Point for
Putting Controls in Action

As mentioned earlier, the major security functions listed in the NIST CSF do not represent distinct product
areas. However, Table 1 assigns a primary mapping for each major product area. This mapping can be

used as a starting point in conjunction with a scenario-based approach to ensure that 1) you have no due
diligence/compliance gaps, and 2) you have a solid baseline to which advanced capabilities can be added.




The decision on when to move beyond due diligence should be based on your own risk analysis. The
NIST CSF points to the NIST Risk Management Framework,® but many organizations have their own risk
assessment and tracking processes that are outside the scope of this paper. The selection of architectures
and products to implement security controls to protect cloud-based applications should be based on
that assessment and the particular cloud deployment scenarios you face. The NIST CSF details the use of
profiles and implementation tiers for this purpose. We will focus on a simplified approach based on the
three most common cloud adoption scenarios facing businesses and government agencies:

«  Dev/test environment

«  Business app launched on or moved to 1aaS

«  Hybrid architecture
These scenarios represent the most frequent scenarios for securely moving business applications to cloud
services in the typical order of adoption. While they do not represent every possible situation, these three
scenarios generally provide a proven starting point you can tailor to your unique situation.
At the due diligence level, the basic security controls required are largely the same across the scenarios

when business-critical or sensitive data is involved. The sections that follow describe the different drivers
for each scenario with the assumption that such sensitive data is involved.

Risk Management https://www.gartner.com
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Table 1. Mapping Cloud Controls to the NIST CSF Framework

Primary Product Categories
NIST CSF Functions Due Diligence Advanced/Lean Forward
Configuration management AppSec testing
System management GRC
Identify
Vulnerability assessment Penetration testing
Awareness training
[}
% Access management Encryption
(1]
a_c-’ Data masking Intrusion prevention systems
DDOS filtering Secure image/container
Protect
Endpoint protection Strong authentication
Firewall Firewall policy management
Ops skills training
Intrusion detection systems Data analytics
Detect Network monitoring Data loss prevention
(]
2 SIEM
g
& Incident response services Endpoint detect/respond
Respond
Trouble ticket systems Forensic analysis
Recover System/endpoint backup High-avail/mirroring services

Dev/Test Environment

Moving a development and test environment to the cloud is often the first toe in the water for enterprise

use of laaS. The “pay as you go, not when you don't need it" nature of laasS is well-suited for this

application. Rather than waste dedicated resources for development and test efforts that might only be
used a small percentage of the time, an laaS-based dev/test environment can be spun up and paid for

only when actually needed.




All too often, the security organization is not involved in the migration, a circumstance with three
downsides:

« Test data used in the laaS instantiation often puts sensitive customer and business data
at risk.

«  That same environment can be used to rapidly evaluate operating systems and application
patches, reducing exposure.

«  Theinitial movement to dev/test on laaS is an ideal chance for the security operation team to
"plus up” its skills and develop knowledge around cloud capabilities and risks.

Data masking, obfuscation or encryption is a critical due-diligence requirement for dev/test
environments. While realistic test data is necessary, you should never expose live customer data in
dev/test usage. Similarly, standard boundary/perimeter network segmentation and monitoring as
implemented by firewalls and IDS are required between this environment and the corporate network.
If dev/test requires a live internet connection, the same controls are required at the internet
connection side.

Because the entire purpose of a dev/test environment is to support an environment to deliver product-
ready applications, the due diligence level includes application security (AppSec) testing tools/services
that compliance regimes do not always require. Embedding AppSec testing into the development and
test cycle is especially important in the rapid iteration cycles in agile/DevOps methodologies.

The traffic and user/endpoint behaviors on dev/test networks differ greatly from those on production
systems, and advanced analytics and behavior-based detection/ prevention usually generate large
volumes of false positives. With data masking in use, there is less of a need for data loss prevention, and
dev/test environments generally do not require full DDoS protection. See Table 2.
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Table 2. Security Control Set for Dev/Test Migration to laaS

Primary Product Categories
NIST CSF Functions Due Diligence Advanced/Lean Forward
AppSec testing GRC
Configuration management Penetration testing
Identify
System management
o
% Vulnerability assessment
S
g Access management Encryption
Data masking Intrusion prevention systems
Protect - i :
Firewall Secure image/container
Ops skills training Strong authentication
Intrusion detection systems
Detect
) SIEM
2
E Incident response services Endpoint detect/respond
& | Respond ) - )
Trouble ticket systems Forensic analysis
Recover System/endpoint backup High-avail/mirroring services

Business App Launched on/Moved to laaS

When a production application is launched from or moved to laaS, the full range of confidentiality/
integrity/availability services is required across all five NIST CSF functions to reach the due diligence level.
From a product perspective, only data masking is typically not included in the architecture, because real
product data is required and must be safeguarded. A typical example is a new web-based commerce
application that will be first launched from an laaS platform, but the same security principles apply to an
existing application being updated and moved to laas.

The due diligence level of this scenario has two key goals:

o Extend security configuration standards and continuous monitoring to laaS.
Every organization should have standards for the baseline configuration of all servers,
applications, security controls and the like used in the production environment. These
same standards, such as the Center for Internet Security Benchmarks,® should be applied

°CIS Benchmarks, Center for Internet Security, www.cisecurity.org/cis-benchmarksdocument/500890




to applications running on laaS. The processes for monitoring for misconfigurations and
vulnerabilities should be identical for both data center applications and those running in laas.
When it comes to product selection, it is key to have logging, monitoring and configuration/
vulnerability analysis that integrates with a common SIEM platform and supports all
applications.

e Use common products for protect/detect infrastructure functions where possible.
Most firewall, intrusion detection/protection, and endpoint protection products (and those like
them) have both data center products and cloud-centric versions. Using the same vendor on
laaS as is used for data center security has all the advantages previously discussed.

When risk analysis requires higher levels of protection and resources (people, skills, budget) to support it,
moving to the advanced security level generally means being proactive in avoiding or quickly mitigating
vulnerabilities (AppSec testing, penetration testing); reducing unnecessary access privileges through
secure access management, encryption and strong authentication (as a minimum for admin access); and
reducing time to detect/respond/restore through the products and services listed.

In addition, you can raise the security bar for applications running on laaS with such advanced cloud
security capabilities as secure images and containers (discussed earlier). DDoS protection becomes more
critical when an application is fully cloud- based. While cloud management platforms are not strictly
security products, their use can increase the accuracy of asset management and vulnerability data, as
well as support compliance reporting requirements. Governance, risk and compliance (GRC) platforms
can greatly reduce the cost of demonstrating compliance (allowing more of the security budget to

be focused on security), but they require large up-front investments in both procurement costs and
administrative time and skills. See Table 3.

Hybrid Architecture

The final scenario is when organizations begin to run applications that span both local data centers

and laa$S services in a near seamless manner. A common situation is expanding an application that has
been running in a data center servicing one geographic region to global coverage using laaS to expand
capacity and proximity. The risk assessment used for the previous scenario ("Business App Launched on/
Moved to laaS") does not change for this scenario, but hybrid cloud environments do raise a number of
unique challenges and opportunities:
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« Changes in policy standards for identify and protect products must be distributed, validated
and audited in an integrated manner across the environments.

«  Detect products have a more complex environment to monitor, and behaviors in the more
rigid data center environment often differ from what is seen on the laaS environment.

- Forensic analysis as a respond function has more complicated attack paths to collect
and analyze.

. If the laaS environment supports a failover or mirroring capability, backup and recovery may
be simplified in hybrid cloud environments.

Table 3. Security Control Set for Business App Launched on/Moved to laaS

Primary Product Categories
NIST CSF Functions Due Diligence Advanced/Lean Forward
Awareness training AppSec testing
. Configuration management GRC
Identify . .
System management Penetration testing
g Vulnerability assessment Cloud management platforms
g Access management Encryption
S
= DDOS filtering Intrusion prevention systems
Protect ) ) - )
Endpoint protection Secure image/container
Firewall Strong authentication
Ops skills training Firewall policy management
Intrusion detection systems Data analytics
Detect Network monitoring Data loss prevention
o
>
5 SIEM
ko]
S . . .
o Incident response services Endpoint detect/respond
Respond
Trouble ticket systems Forensic analysis
Recover System/endpoint backup High-avail/mirroring services




For organizations that have not first moved through the first two scenarios, the migration to hybrid
cloud services should not proceed without establishing a baseline of due diligence cloud infrastructure
protection, monitoring and respond/restore capabilities, along with a security operations staff that has
already expanded its skills to include cloud environments. From this starting point, staff can integrate the
same advanced capabilities as in the previous scenario to raise security levels.

The primary difference in product selection for the hybrid cloud scenario is selecting products that you
can deploy, manage and monitor across both environments (see Table 4). The typical starting point is to
look at the security products in use on the data center side and see whether those vendors are listed in
the 1aaS provider's partners list or marketplace. Ideally you would use only products that are supported
across the major laa$S providers, but there are simple workarounds for many product areas if you have to
use different products:

«  Network policy management tools support change control, auditing and analysis of firewall
policies across multiple vendors.

«  Any host-based product that supports syslog generation can report to a SIEM console.

«  The output from disparate vulnerability assessment products that support the Security
Content Automation Protocol (SCAP) can be consolidated by SIEM products.

Using Metrics to Assess and Communicate Effective Security Operations

From a security perspective, the movement to use laaS does not change the need to collect meaningful
security metrics. Metrics are needed not only to assess, evolve and optimize security operations, but also
to provide accurate status, trend and risk data to management.

The minimal set of operations metrics that organizations should establish for their systems running on
cloud services include:

o Asset management accuracy — What percentage of assets are identified and profiled
correctly?

e Time to detect — How quickly is an attack detected?

e Time to respond — How quickly are incident response actions initiated?
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e Time to restore — How quickly is incident response completed and full business services
restored?

o Real-time risk assessment — \What percentage of business-critical operations is currently at
risk from known threats?

Table 4. Security Control Set for the Hybrid Cloud

Primary Product Categories
NIST CSF Functions Due Diligence Advanced/Lean Forward
Configuration management AppSec testing
System management GRC
Identify — ) )
Vulnerability assessment Penetration testing
Awareness training
(]
% Access management Encryption
1]
2 Data masking Intrusion prevention systems
DDOS filtering Secure image/container
Protect ] ] —
Endpoint protection Strong authentication
Firewall CASB
Ops skills training
Intrusion detection systems Data analytics
Detect Network monitoring Data loss prevention
] SIEM
2
E Incident response services Endpoint detect/respond
(7}
“ Respond Trouble ticket systems Forensic analysis
Network policy management
Recover System/endpoint backup High-avail/mirroring services

For most organizations, the metrics that security personnel show to CEOs and boards of directors will be
different from operational metrics—the focus needs to be more strategic and show more connection to
business services and less to attacks and threats. Figure 3 translates the key performance metrics into
points that will resonate with CXOs and boards.




For most organizations, the metrics that security personnel show to CEOs and boards of directors will be
different from operational metrics—the focus needs to be more strategic and show more connection to
business services and less to attacks and threats. Figure 3 translates the key performance metrics into
points that will resonate with CXOs and boards.

Translate Time to Detect and Time to
Respond Improvement to:

EFFICIENCY EFFECTIVENESS

Decrease the cost of dealing with known Increase the speed of dealing with a new
threats. threat or technology.

Decrease the time required to secure a new

Decrease the realized impact of residual risks. business application, partner, or supplier

Decrease the cost of demonstrating Reduce incident cost: )
compliance. + Less downtime - Few customer defections

Increase incident count with constant staff. Security as a competitive business factor

Maintain level of protection with less EBITDA
impact.

Figure 3. Connecting Metrics to Business Services

Summary

Thousands of businesses are successfully and safely using cloud services to meet business goals for
increasing the agility and decreasing the cost of IT services. SANS has seen several common patterns
across the security operations organizations that have been able to deliver the needed security
architectures, processes and controls to enable safe business use of cloud services:

«  Organizations use the NIST CSF Framework as a baseline and a tool to communicate and
justify strategy, plans and resource needs to management.

«  They involve the security team when IT first tries out laaS, typically when dev/test is moved to
the cloud. A robust selection of third-party security products in the cloud environment should
be a key input into the evaluation of the laaS provider.
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« Teams extend the security architecture and processes to include applications running in the
cloud, focusing on the most common business use cases.

«  They maximize both effectiveness and efficiency by using the same third-party security
products in the cloud that they use to secure on-premises applications (where possible).

- Once a secure baseline has been established for security operations in the cloud, security
teams investigate cloud-specific security processes and controls that can result in advances
over existing security practices.

Security teams will need to use mixes of people, processes and technologies to make sure business use
of cloud services is secure. These patterns apply across all three of those areas. An honest assessment of
your security operations team skills and processes completeness against the NIST CSF will enable you to
evolve and extend security operations to enable business services while justifying needed changes and
resources allocations.
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Chapter 5: How to Automate Compliance
and Risk Management for Cloud Workloads
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“As more and more services move to the cloud, organizations must be careful about the impact
of this movement. Compliance is one area where many organizations may believe that the cloud
offloads their responsibility-but nothing could be further from the truth. “Someone else’s server”
does not equate to “someone else’s problem.” Organizations must still be vigilant in protecting
their data and their customers, and ensure that they remain compliant with all necessary
regulations. In this chapter, | explore what compliance in the cloud means and the key things you
need to keep when transitioning some of your services to a third party.”
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Introduction

There seems to be a constant battle between how fast businesses can grow and whether they can secure
their customers’ data. Many organizations get so wrapped up in trying to expand and scale for customer
access that they make quick-fire, ad hoc decisions that negatively impact the security of the data of
those very same customers. Complicating matters, the explosion of cloud-based services and offerings
has led many organizations to quickly adopt services whose risks, quite frankly, they may not understand.

Of course, various compliance standards, such as PCI DSS and FedRAMP, have been developed to help
organizations establish models to combat the loose handling of customer data. But this is where many
organizations get lost. At the mere mention of the word “compliance,” business and process owners tend
to sink into an endless stream of acronym soup and never come up for air. But they do not have to fight
this battle alone. The cloud is easy to deploy, but so is compliance.

While moving various elements of your business to the cloud does not remove the need for compliance,
it does shape how you view, apply and assess compliance and risk management. In this paper, we focus
on how moving to the cloud presents new compliance opportunities and how to seize them for your
organization. We also examine a case study where a business has made a sudden shift to the cloud and
look at some of the additional risk considerations it needs to make.

Last, we ask you to consider what may be a potential paradigm shift in how your organization
approaches compliance and data security. In what we are calling "compliance-forward cloud planning,”
we encourage organizations to rethink the way they plan and deploy their cloud infrastructures, with
compliance a focus from the beginning and not an afterthought. By focusing on compliance at the onset,
organizations can make infrastructure decisions that will maintain compliance—not violate it.

Of course, if your organization has already moved to the cloud, compliance-forward planning may not
be applicable, but the concepts pertaining to how to remain compliant certainly are. At the end of this
paper, we hope you have some new thoughts and insight to bring to your team to discuss compliance
and risk management options.

“Compliance-forward cloud planning is the concept of making
cloud infrastructure planning decisions based on adhering to
compliance of data first—not as an afterthought.”
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Risk Management: Protecting Your Customers

Before we discuss techniques to secure your data and infrastructure within the cloud, it is important to
understand how your risk model changes within the cloud. Some organizations think that because the
data exists in the cloud—that is, on someone else’s system—compliance is no longer their responsibility.
This is not the case, and such an assumption is likely to put a business at risk.

When an organization takes advantage of services and/or infrastructure within the cloud, only a handful
of responsibilities transfer to the cloud provider. For example, the cloud provider is responsible for
ensuring that the network and hardware remain up and functional. However, the organization is still
responsible for the security of the data that is placed within the cloud resources. Figure 1 illustrates the
division of responsibilities between an organization and its cloud provider.

Cloud Provider Cloud Customer

Uptime Data integrity & protection

Data availability

Identity management

Networking Client data encryption

Computation Client-side networking security

Figure 1. Respective Responsibilities of Cloud Provider and Customer’

"Note that your cloud provider may offer its own shared responsibility model. Check with your provider to verify what it does and
does not provide.
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Breaking Out of “Compliance-Backward”

As mentioned earlier, one of our goals with this paper is to shift to a compliance-forward frame of mind,
where compliance becomes part of the design, not an afterthought or a nuisance. However, moving away
from a compliance-backward approach is much easier said than done. Understanding compliance and
what your data may be subject to can sometimes seem like a daunting task. In this section, we discuss
common compliance standards and how to bring them into your organization.

Common Compliance Standards

Table 1 lists some of the more common compliance standards that your organization may encounter.

Bringing Compliance into Your Infrastructure

Whichever compliance standards your data may be subject to, cloud infrastructure provides multiple
ways to achieve compliance. One of the most apparent is the ability to make use of multiple

third-party vendors. Furthermore, your cloud provider may offer native, compliant-ready solutions that,
when coupled with third-party integrations, can alleviate a lot of compliance headaches. Oftentimes,
cloud providers facilitate third-party integrations and automations that allow for various application and
infrastructure testing. Compliance is no different. Figure 2 describes techniques that you can use today to
ensure your business remains compliant.

Table 1. High-Level Compliance Standards

Standard What It Protects or Defines

FedRAMP The approach for security assessment and
monitoring that must be in place to provide
services to the U.S. government

HIPAA/ Standards for securing the privacy of protected
HITECH health information (PHI)
1SO 27001 Standards for security management and

program implementation

PCI DSS Payment cardholder data (CHD) or data
used in transaction authorization (sensitive
authorization data)

https://t.me/learningnets ol



Automated Compliance Testing

With an automated infrastructure comes automated testing. You can select
third-party providers and/or vendors to test your data on a frequent schedule.

Compliance testing can range from ensuring individual account access to
validation that well-known encryption standards are in place.

Automated Vulnerability Testing

Vulnerability assessments and scans can be automated within the cloud to
ensure that you are not exposed to known, widespread vulnerabilities.

Remaining patched from known vulnerabilities is your responsibility, as
discussed earlier.

Compliance Scheduled Adherence

Unfortunately, many organizations do not scan or test their systems as
often as they should. However, with data being accessible everywhere, you
can schedule scans during convenient periods and ensure you are staying
compliant.

The Benefits of Someone Else’s Technology

While the cloud presents lots of challenges, it also presents a unique benefit
in removing the technology “problem” from the organization.

By focusing instead on building secure applications, hardware and availability
are cleared.

Figure 2. Techniques for Achieving Compliance

Case Study: Protecting Data on Multiple Angles

In recent years placing customer data within NoSQL and key-value databases has been a common
strategy. With an easy-to-manage back end and rich front-end development options, NoSQL databases
provide developers an easy-to-consume data format to enhance the customer experience. However,
faster, compliance-second development also allows for compliance mishaps.
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Let's examine an organization called "Bobby’s Bits,” a company that recently moved its infrastructure
to the cloud. The following sections describe specific areas where compliance mishaps may negatively
impact the organization and how to potentially mitigate or implement better controls.

Bobby'’s Bits: A New Cloud-Based Model

Bobby's Bits, a fictional organization, helps small businesses accept and process payments for online and
in-store orders using payment methods other than cash or credit card. Bobby's business used to be fairly
local, but because of some recent word-of-mouth marketing, the business has grown quite significantly.
As a result, the owner had to hire a handful of developers and move his business away from the servers
in his garage to the cloud. This move provided Bobby and the team easier access to all of the business's
resources and allows them to automatically scale for busy days. Figure 3 shows a high-level diagram of
the new business structure.

With this new cloud-based model, the company can scale quickly to meet the demands of its
customers—and the demands of its customers' customers. But this rate of growth could be creating
a compliance risk. In the next section, we examine a few areas where Bobby should probably exercise
caution and slow down (and where you should too!).

Bobby's Bits Customers
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Figure 3. High-Level Diagram of the New Cloud-Based Model
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Protecting PCI Data

The challenge: Bobby is assisting his customers in facilitating payments for their customers. This is

an immediate escalation in compliance requirements, because Bobby is inserting his business into the
payment process, which contains sensitive, protected data (see Figure 4). Furthermore, Bobby is handling
payments for multiple merchants, which means he must also be segregating and protecting data.

The solution: During the development of Bobby's application and infrastructure, it is crucial that data
segregation and encryption are in place. This approach will help him adhere to necessary PCl standards,

as well as others concerning data integrity and confidentiality. Furthermore, when Bobby's customers
come to request their data, he must ensure that no commingling is happening.

o .
dah — l
1 Web Application

Customers

Figure 4. Customer PCl data within the
organization must be defended.

Unnecessary Data Exposure

The problem: Another issue that many organizations tend to gloss over is just how vulnerable they may
be internally. To make life easier, when Bobby hired and set up accounts for his developers, he simply
gave them all a shared administrative account (see Figure 5). Unfortunately, this is a dangerous practice
that may result in security and/or data concerns.

Let's examine a few possibilities:

«  The development team is likely working on the business during all hours of the day—and
potentially on multiple devices. Bobby needs to gain insight into whether the data is being
synchronized and/or used by his development team outside of his protected space.
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«  The sharing of credentials among the development team also poses a significant risk. For
example, what happens when developers leave? Are their credentials changed?

The fix: Identity access management is one of the cornerstones of cloud infrastructure. For this reason,
Bobby should take advantage of the robust authentication mechanisms put in place and ensure that his
team uses unique credentials. Furthermore, he needs to ensure that users have only the

privileges required.
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Figure 5. The development environment has potential data exposure.

Defaults Don’t Always Help
The Problem: One of the greater areas of risk that incident responders encounter as organizations

deploy applications and solutions within the cloud is a reliance on technology defaults.

Unfortunately, many applications are designed to be open sourced, hacked together and then secured
by the organization itself. Many NoSQL solutions, for example, used to be available with ports open and
available to the internet (see Figure 6).

In early 2017, this led to a massive global issue of data compromise and NoSQL databases being held
for ransom.

In Bobby's Bits, Bobby may not have hired the correct security personnel to help harden the various
applications. Furthermore, if Bobby's development team simply was working on a fix, it may have
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inadvertently left default ports and/or default accounts open and accessible to the world.

The Fix: The fix is twofold. First, Bobby and the development team should work to ensure that the
various applications and tools they use are hardened by—you guessed it— compliance standards. This
may include enabling encryption, setting up role-based access controls and limiting open ports/network
routes to the application.

Additionally, with Bobby's infrastructure being in the cloud, he can resort to automated compliance
scanning and verification tools. These scanning and vulnerability assessment tools will be kept up to date
by the various vendors and can help ensure that the application is protected against the latest as well as
pre-existing threats.

Furthermore, because Bobby's infrastructure is in the cloud, he can schedule scans much more frequently
than some organizations like to do at the physical level.

Auto-Scaling Services

..........................

NoSQL Database NoSQL Database NoSQL Database

NoSQL Database Cluster

Figure 6. The use of default settings can put
the organization at risk.
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Summary

Many decisions regarding data security and compliance are made utilizing standards set forth to
help protect that particular content. Unfortunately, as organizations experience growth and network
expansion, they often make decisions that may impact the safety and integrity of the data they store
and use.

This is not an intentional mistake. Many organizations are growing exponentially and are seeking
technology to facilitate that growth. This has driven a lot of organizations to the cloud—all in all, a
great thing! The cloud can solve unique challenges of scale and availability—something very crucial to
business. However, some organizations are also thinking that because the data is in the cloud, security is
no longer their problem.

In this paper, we examined the concept of compliance-forward thinking, which asks organizations

to consider compliance requirements when they are planning and building infrastructure, instead of
afterward. There is a wealth of options within the cloud service space that can assist in automating and
monitoring compliance of your organization and/or your customers' data.

As more organizations consider the options that cloud services can bring their business, it is crucial that
compliance is at the top of the list of requirements. We have found that by starting the conversation with
compliance in mind, what was once a tricky subject has become a guiding light to help organizations
make safer decisions about the handling of customer data.

A few parting thoughts for organizations that are currently facing these issues head on:

«  Look for areas within your cloud providers where compliance can be automatically monitored
and/or reported on. Furthermore, look for compliant-ready deployments that can help fix
requirements head on.

«  Almost all compliance requirements include basic access rights monitoring, to ensure that

employees are not sharing accounts and/or access mechanisms. If you set up individual
accounts from the start, this requirement will already be fulfilled.
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« Itis easy to take newer technologies, drop them in place and begin working. But time and
time again, we see organizations suffer breaches and noncompliance because of following the
defaults. Make sure your team knows how to harden—and maintain—a good state of security
within your applications and associated software.
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Chapter 6: How to Build a Data Security Strategy in AWS

Dave Shackleford

SANS Senior Instructor & Author

“It's clear that more organizations are moving sensitive data into the cloud, but what does this
mean for us? Security professionals have enjoyed a wide range of security controls for protecting
data on premises, including encryption, access controls, data loss prevention (DLP), classification
and life cycle tools, and more. For quite some time, many of these controls weren't readily
available in the cloud, but that time has passed.

Today, security teams have a great selection of security tools and controls for all different types
of cloud storage and data usage services, as well as lots of ways to monitor data access and use.
This chapter outlines the types of controls teams should consider for all aspects of data security
in AWS.”
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The Importance of Data Security in the Cloud

Global organizations are adopting cloud solutions for a variety of compelling reasons, ranging from
new business opportunities to reduction in costs to overall improvements in operational efficiency. That
makes security in the cloud more important than ever.

In the Cloud Security Alliance's Top Threats to Cloud Computing research from August 2018,
organizations ranked data breaches as the top concern for cloud deployments—no different from
the major concerns for on-premises assets.” Naturally, this also means that as part of the shared
responsibility model, organizations have the authority to enable controls in the cloud to protect data
from exposure and attack.

The good news is that more data security controls and products/services are available than ever, and
they are more fully mature.

In this paper, we break down key controls and considerations for protecting your data in the AWS cloud,
including encryption and key management, data loss prevention, classifying and tracking data, and more.

The Kinds of Data We're Putting in the Cloud

As organizations put more sensitive data into the cloud, they are increasingly willing to better
accommodate critical business needs by allowing such data in public cloud environments. In the most
recent SANS cloud security survey, respondents from a variety of organizations worldwide indicated that
they were storing business intelligence data (48%), intellectual property (48%), customer personal data
(43%) and financial business records (42%), among many other types of data, in cloud environments.?

At the same time, organizations have a need to meet regulations and compliance requirements focused
on data security. The same cloud security survey also revealed that, for more than half of respondents
(54%), privacy regulations such as the General Data Protection Regulation (GDPR) and the California
Consumer Privacy Act (CCPA) have impacted existing or planned cloud strategy, with another 12%
unsure of impact.

When storing sensitive personal information in the cloud, it is imperative to choose a provider that can
facilitate compliance to privacy regulations and has a global presence in the various regions needed

""Top Threats to Cloud Computing: Deep Dive," https://cloudsecurityalliance.org/artifacts/top-threats-to-cloud-computing-deep-
dive [Registration required.]

2"SANS 2019 Cloud Security Survey,” May 2019, www.sans.org/webcasts/state-cloud-security-results-2019-cloud-security-
survey-109760
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to support these important regulatory requirements. Over time, it's likely that more and more region-
specific privacy laws and requirements will come about, which will necessitate choosing cloud provider
partners that can keep pace with these changing controls and reporting needs.

“As part of the shared responsibility model,
organizations have the authority to enable controls in
the cloud to protect data from exposure and attack.
The good news is that more data security controls and
products/services are available than ever.”

Critical Aspects of Data Security in the Cloud

Mature organizations today need to address many considerations to adequately protect data, and that
applies for their cloud deployments. In the cloud, these considerations range from classification to
implementation of various controls to governance and process adaptation within cloud engineering and
operations teams.

Data Classification Policies

Identifying standard definitions for data is easy. Putting them into practice and maintaining them

is never as simple, but tools are definitely emerging to classify and track data in the cloud. Amazon

Macie is a security service that uses machine learning to automatically discover, classify and protect
sensitive data in the AWS cloud.®> Amazon Macie can recognize sensitive data patterns such as personally
identifiable information (PIl) or intellectual property, and provides organizations with dashboards and
alerting tools that provide visibility and insight into how this data is being accessed or moved. The service
automatically and continuously monitors data access activity for anomalies based on usage profiles (both
from individual accounts and metadata from the overall usage patterns of many accounts over time) and
generates detailed alerts when potentially illicit access or data leaks are occurring.

* This paper mentions product names to provide real-life examples of how security tools can be used. The use of these examples is
not an endorsement of any product.
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“When storing sensitive personal information in the
cloud, it is imperative to choose a provider that can
facilitate compliance to privacy regulations and has a
global presence in the various regions needed to support
these important regulatory requirements.”

Any organization planning to store sensitive data in the AWS cloud should strongly consider enabling
Amazon Macie to profile and monitor data of specific classification types, and send Macie events to
Amazon CloudWatch for even more detailed alerting and automation workflow enablement. And
Amazon Macie data, like several other security services' output, can be sent to a new Amazon service
called AWS Security Hub, which can aggregate security details across accounts and report on current
security posture in a centralized console.

Types of Controls

Let's explore some of the types of controls and focal areas most organizations rely on today for data
security in AWS.

Encryption

Encryption is a major area of interest for cloud implementations, primarily because it offers one of
the few true lines of defense when moving resources into outsourced environments. All types of data
encryption are encompassed, ranging from data at rest to data in motion and even data in use within
applications. Some challenges come along with this, however.

For data at rest in the cloud, organizations have several major types of encryption to consider:

« File/folder encryption — File and folder encryption relies on applying a policy that dictates
what to encrypt and who can access it.
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o  Full-disk encryption for cloud workload storage volumes — Full-disk encryption can help
solve the problem of data exposure within virtual machines, but key management is a major
concern.

o Specialized encryption (database, email) — Specific encryption for database columns or
tables, as well as email stores, can be implemented in the cloud too.

o Cloud-native storage encryption — For specialized storage options like Amazon S3 buckets,
encryption is easiest to implement through built-in AWS configuration options that allow for
selection of encryption keys and access controls.

Each method has its pros and cons, and products and services are available in every category to assist

in building a data encryption model that is sustainable and meets all necessary requirements. File and
folder encryption products are generally compatible with cloud environments. For example, users with
the appropriate rights to perform the encryption operation could easily encrypt files and folders in either
a platform-as-a-service (PaaS) or infrastructure-as-a-service (laaS) implementation. The encryption
product would need to be present within the instance, however, and the user profile would need to
retain some sort of key accessibility. This can be an issue for PaaS environments in particular, because
user and role management systems may rely on vendor-specific APIs or internal systems that do not
support the needed encryption key access. This can also be challenging for environments with numerous
access types, such as partners, vendors and various internal roles.

For most organizations, enabling full-disk volume encryption for workloads in PaaS and laaS
implementations is an easy and relatively low-cost option. While not all of these encryption types truly
support master boot record (MBR) encryption or granular recovery options, they really are not intended
for this anyway (because these options are usually for mobile devices that could be lost). Instead, volume
encryption protects any snapshots or replicas/backups taken automatically, and key management and
integration are usually vastly simplified within the native cloud provider environment. In AWS, enabling
Amazon Elastic Block Store (EBS) encryption is simple, using either the Amazon EBS customer master
keys for the account or unique keys that are either uploaded into the AWS Key Management Service
(KMS) or created there by the organization. Implementing the encryption is possible as a default option
for all new workloads and storage volumes, or security teams can enable encryption on a volume in the
web console in just a few steps.
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Protecting data in motion is important for the cloud, primarily in two places:

o Between the on-premises environment and AWS, where sensitive data may be passing
constantly in the case of hybrid architectures or intermittently for other cloud deployments.

e Internally within the AWS infrastructure, which would then rely on point-to-point tunnels
between workloads, data encryption or both.

Amazon makes site-to-site encryption simple with IPSec VPN connectivity to a virtual private gateway
(VPG) object within a customer's virtual private cloud (VPC). For more elaborate infrastructures, especially
those with high-speed requirements or multiple inter- and intra-cloud connections, organizations

may need customized hardware platforms and even acceleration solutions (available from a number

of third-party vendors). Organizations can establish a true point-to-point private connection with the
AWS Direct Connect service, too. This service provides a dedicated, guaranteed throughput connection
to an on-premises environment, which functionally allows the AWS cloud to become an extension of
the organization's network. One important point is that dedicated point-to-point services for network
connectivity, such as AWS Direct Connect, are not natively encrypted—this is a common misconception!
To encrypt data for transit across AWS Direct Connect links, organizations need to enable VPN tunnels
within them, or perform application- or data-level encryption.

Managing, storing and controlling encryption keys are critical factors when using encryption in the cloud.
AWS KMS is a managed hardware security module (HSM) service within AWS. It is possible to create

keys in a region or import them from in-house key-generation solutions. Numerous AWS services are
integrated with AWS KMS, including EC2 and S3. In fact, all major storage types within AWS now support
various forms of encryption, all of which can be integrated directly with AWS KMS. Amazon's KMS also
includes an in-depth audit trail with AWS CloudTrail, where all API requests and actions related to AWS
KMS and key access are logged securely.

“One important point is that dedicated point-to-
point services for network connectivity, such as AWS
Direct Connect, are not natively encrypted— this is a

common misconception!”
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Amazon also has independent management and auditing within AWS, so there is strong and
documented separation of duties in place within the environment. Numerous compliance certifications/
assertions are also in place for AWS KMS. For customers that need even more control over keys, AWS
CloudHSM is a full HSM that the customer can provision, enabling it to generate and use its encryption
keys on a FIPS 140-2 Level 3-validated hardware platform. AWS CloudHSM protects your keys with
single-tenant access to tamper-resistant HSM instances in your own VPC. You can configure AWS KMS to
use your AWS CloudHSM cluster as a custom key store rather than the default AWS KMS key store, too,
integrating the two services for simpler provisioning and use of keys within AWS storage services.

Data Loss Prevention

Data loss prevention (DLP) has been challenging for many organizations to implement in the cloud,
primarily because of a lack of solutions and difficulty integrating with the cloud provider's APIs. That
has significantly changed in the past several years, however. In addition to tools like Amazon Macie as
a cloud-native option, quite a few third-party providers have added products and services in the AWS
Marketplace to offer network DLP (usually through the implementation of a virtual gateway appliance),
as well as host-based DLP agents that can be installed into workloads and images, reporting back to a
central monitoring and policy platform also deployed in the cloud environment.

Implementing DLP is a subjective decision depending on whether your organization is subject to internal
or compliance-related requirements that may necessitate this particular control, but there are products
and services that can help you accomplish this if needed.

Data Life Cycle Controls

The most common data life cycle model has seven phases, as shown in Figure 1.

Generation

Phase 1 of the data life cycle is data generation. With regard to data generation and instantiation,
security teams should focus on the following areas:

e Ownership — Who owns and maintains the data that moves to the cloud? This will likely
be a business unit or some sort of cooperative effort between business and IT. Data owners
have a bad habit of forgetting that they are the data owners (placing this burden on the data
custodians), so it's a good idea to ensure that the actual stakeholders understand the risks and
that they sign off on the level of cloud deployment and security controls needed to ensure
the data remains safe.
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o Classification — \What types of data are we tasked with managing? Look at data classification
policies and cloud-enabled tools and services to help track and monitor specific data types.

e Governance — Who is responsible for the data throughout the entire life cycle? Again, this

could be one group or, more likely, a cooperative effort. For security professionals, ensuring
data security throughout the entire life cycle (not just when it's generated) is a top concern

Use

Data use, the second major phase of the life cycle, involves the following major security concerns:
o Data access — Enable data access controls that align with least-privilege business use cases.

e Legal acces — Determine whether the data will be accessible to legal counsel (for electronic
discovery, for example).

It's a good idea when planning cloud deployments to build a map or breakdown of the data types that
will be accessed and used in the cloud, where they will be stored and who will need access to them. This
exercise also enables teams to do a much more effective job of creating role and privilege strategies.

GENERATION
DESTRUCTION m

ARCHIVAL TRANSFER
STORAGE TRANSFORMATION

Figure 1. Data Life Cycle Model
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Transfer

The third phase of the data life cycle, data transfer, encompasses the movement of data between
systems and applications. The fundamental concerns for this phase include:

e Public/private networks — What kinds of networks are involved in data transfer (public or
private)? For a cloud implementation, a hybrid of internal and external network resources is
likely. Anything going across the internet, of course, is a public network.

- Encryption — Is the data encrypted during transfer? Data can be encrypted before transit,
sent through an IPSec VPN tunnel or both.

There are many options to control and encrypt data in transit, whether through using native cloud
technologies or third-party tools and vendor products. Many firewalls can now be used to create and
terminate VPN tunnels easily, too, so a cloud firewall strategy may be another possibility to help
with this.

Transformation

Data transformation, the fourth stage, is where some sort of processing occurs, typically through the
interaction with applications. The following are concerns and considerations during this phase:

e Integrity — How will data integrity be maintained in the cloud environment? Data integrity
will be handled through SLAs to ensure no corruption or data loss occurs.

e Sensitivity — Will the data still be considered PII after modification? This classification
largely depends on how the data is being sent to the cloud and processed. At one stage, it
may be considered sensitive data, whereas at another it may be obfuscated or not have any
recognizable qualities as personal or sensitive data.

e Attribution — Will the data be attributable to an individual or organization after
transformation? Again, this will depend on the applications in use and the manner of storage.

Storage

Cloud storage (stage 5) is a concern for obvious reasons. We have covered encryption for data at rest,
and this is one way to potentially offset some of the risks of sensitive data stored in a cloud environment.
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Along with encryption and access controls, it's a good idea to check on the SLAs for resilience, availability
and processing/transfer, as well as ensure you can export data easily as needed.

Archival

How is data backed up and archived? What are your data retention requirements for compliance and
internal policy? For cloud implementations, consider the following areas during the data archival phase
(stage 6):

e Legal/compliance concerns — How long must the consumer store the data? For example,
log files for PCI DSS compliance must be retained for a year.

e Storage types — Different types of storage within AWS may be more suitable for longer-
term archival. Amazon Glacier, for example, is an affordable way to perform backups and
archive data in the cloud, but performance is more limited. The service has several security
measures built in, including IAM-controlled access, automatic AES-256 encryption and TLS-
encrypted endpoints for secure transfer (both from the internet and within EC2 workloads).

Destruction

The last major phase of the life cycle is data destruction. For the cloud, you need to think about:
«  Getting a certificate of destruction from your cloud provider, if available

«  Simply encrypting all of your data and then shredding the key as a means of ensuring the
data is unrecoverable

Data can be recovered from AWS physically, too, by using the Amazon Snowball or Amazon Snowmobile
service. Amazon Snowball is a petabyte-scale data transport solution that uses devices designed to be
secure to transfer large amounts of data into and out of the AWS cloud. Amazon Snowball devices use
tamper-resistant enclosures, 256-bit encryption and an industry-standard Trusted Platform Module
(TPM) designed to ensure both security and full chain of custody for data, with all encryption keys stored
in AWS KMS. The Amazon Snowmobile service is similar, but it is an exabyte-scale data transfer service
used to move extremely large amounts of data to and from AWS via a 45-foot-long, ruggedized shipping
container, pulled by a semi-trailer truck.
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User Behavior Analytics + User Activity Monitoring

While not specifically a data security control, the need to monitor user access to data has grown
exponentially in recent years as a result of account compromise, insider threats and many other

attack vectors, all of which necessitate keeping a closer watch on data altogether. Within AWS, enable
Amazon GuardDuty to monitor for unusual activity or behavior related to users and workloads.

Amazon GuardDuty is a threat detection service that continuously monitors for malicious activity and
unauthorized behavior to protect customers’ AWS accounts and workloads. Amazon GuardDuty analyzes
billions of events across multiple AWS data sources, such as AWS CloudTrail, Amazon VPC Flow Logs and
DNS logs.

Differences in Security Controls for Hybrid Architectures

A number of data security concepts change in a hybrid architectures model. Some of the following are
the most important to consider when building and planning your cloud architecture and operations
strategy:

e Cloud provider SLAs and data availability/resiliency guarantees are now a part of your
shared responsibility strategy. For example, many AWS S3 and S3 Glacier storage types
offer 99.999999999% durability of objects over a given year (that's 11 nines). Most uptime
guarantees are 99.5% and above, and service credits may be contractually guaranteed when
these are not met. (Be sure to discuss with AWS beforehand and understand all contract
terms.) This is a prime example of shifting some of the traditional responsibility of service
uptime and integrity to the cloud provider. Being able to share the risk by transferring to the
provider some (not all) responsibility for data availability and resiliency can possibly free some
operational capacity to implement and maintain additional data security controls.

e Secure transport of data is critical across certain data paths. While secure transport of
data has always been important, creating a hybrid architecture requires transport of data
across the internet, an untrusted network. Fortunately, between dedicated connections like
AWS DirectConnect and industry-standard site-to-site encryption with IPSec, secure transfer
of data is easy to accomplish in a hybrid architecture. Using third-party encryption gateways
or network gateways can also facilitate secure data transfer in a larger deployment.

o Use of cloud-native data security controls is likely a requirement. Plenty of data
security options are available in the AWS cloud, both from AWS and third parties. However,
at least some of the cloud-native controls, such as AWS KMS, are likely needed to facilitate
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implementation of encryption easily. Other cloud-native services related to data security may
be more affordable and easier to implement in AWS. These include AWS Certificate Manager
(ACM) for the creation and life cycle management of digital certificates and AWS Secrets
Manager for secure storage of keys and credentials used in provisioning system and data
access in workloads, DevOps pipelines and more.

o Emphasis on bring your own key (BYOK) and better encryption oversight will be
paramount. Today, AWS readily supports import of keys generated on your own premises,
which may be a regulatory requirement or internal best practice. Having industry-leading
encryption storage available through HSMs may also facilitate better audit controls for keys
and key access, as well as key life cycle management. Given the increasing use of encryption
as a core data security control in the cloud, flexibility in key generation, storage and life cycle
management are need-to-have requirements for more organizations today.

e Technology needs to work internally and in the cloud in some cases. \When using a
hybrid architecture, you will already have some data security controls in place in your internal
environment, and for a variety of reasons, you may need or desire to continue using products
and services from third-party providers. Fortunately, an increasing number of providers have
partnered with AWS through the Marketplace program to offer data security controls that can
natively work in AWS alongside your existing implementations.

While some of these changes and shifts will be harder to accomplish than others, all are important to
consider when building a hybrid architecture.

Scaling Your Data Security Strategy to the Cloud

When moving to the cloud, or expanding your footprint within AWS, it's important to know your data
and look at tools and tactics to track your data in the cloud. Even if you don't need full-fledged DLP
tools (which are available), monitoring and tracking specific data types and access to these data stores
can significantly enhance your data security and privacy strategy altogether. Tools like Amazon Macie
can enable this capability for your organization simply and effectively, and you can then build specific
monitoring workflows for alerts from this service to detect illicit access or patterns of access that may
indicate insider abuse or compromise.

Implementing encryption in and to the cloud for transport and storage is a requirement for most
organizations today, and the use of encryption will only continue to grow. The earlier you plan to
leverage in-cloud tools and services to enable encryption (key creation, storage, access, auditing and
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life cycle management), the more empowered you will be as your cloud deployment expands. AWS
KMS, for example, is integrated with all AWS storage models and can be used to store, create, audit
and destroy keys. AWS CloudHSM provides an additional layer of security with dedicated hardware that
also integrates with AWS KMS if needed. By updating your key creation, import and life cycle policies
and processes to incorporate these cloud-native technologies where appropriate, you will be far better
prepared to expand encryption use as needed.

Ensure you have access controls on data stores and monitoring through audit logs, because all sensitive
data access within the cloud environment should be monitored and controlled. Many of the storage
types in AWS have access controls that can be enabled, and all data and storage access can be monitored
through AWS CloudTrail. Amazon S3, for example, has the following controls related to access control
and auditing.

Data access:
« |AM policies — User-, group- and role-based access control to storage buckets
«  Bucket policies — Policies applied to a specific S3 bucket and nowhere else
«  ACLs — Bucket- and data-specific access controls for users/groups

«  Query string authentication — REST-based access key strings that can be passed to AWS
for access control

o Access logs: All S3 access and activities can be logged to a separate bucket for collection and
analysis.

“The earlier you plan to leverage in-cloud tools and
services to enable encryption (key creation, storage,
access, auditing and life cycle management),
the more empowered you will be as your cloud
deployment expands.”
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Two new features added to Amazon S3 in 2018 are critically important and can enhance S3
deployments' security posture enormously. First, S3 Block Public Access is a default deny model for an
entire account that organizations can turn on to prohibit any S3 bucket from being made public. Amazon
S3 Object Lock can turn an S3 bucket into a write-once, ready-many (WORM) system, useful for legal
retention of data and evidence in chain-of-custody cases, too.

As another example, the Amazon Relational Database Service (RDS) offers the following access security
features:

e DB Security Groups — Similar to AWS EC2/VPC Security Groups, these are network ingress
controls that you can enable by authorizing either IP ranges or existing Security Groups. These
allow access only to the database port(s) needed and do not require a restart of the database
instances running.

e 1AM permissions — Can be used to control which Amazon RDS operations each user can call.

Security teams should enable a least-privilege access model for all storage services used within the AWS
cloud, and also make sure to turn on AWS CloudTrail and any additional logging.

Finally, plan for all phases of the data life cycle, from creation through destruction, as well as changes to
how data may be handled and controlled over time. In the cloud, there are many more storage and data
control options than you likely have accessible in-house, and you can leverage a hybrid data life cycle
strategy across them. For example, an organization may store certain sensitive data in Amazon S3 for a
year to meet PCl DSS access requirements, but then move the data to Amazon S3 Glacier after a year to
save money (where access is slower, but no longer required for compliance).

Case Study: Data Security Operations in
a Hybrid Architecture

Acme Corp. was planning a significant cloud migration to AWS and wanted to ensure that it didn't skip
or fail to implement any important data security controls and processes that could negatively impact
compliance. Additionally, Acme viewed a move into AWS as an opportunity to review data security
controls and practices at the corporation and hoped to improve its security posture in many ways by
taking advantage of many cloud-native options.

lAl.V.S Automating Compliance and Securing Data and Applications in AWS



First, Acme reviewed its existing data security and data classification policies to ensure that the language
in place accommodated cloud use cases. It determined that it was comfortable moving all but its most
critically sensitive data to the cloud to start and that it could revisit this decision periodically after it

had things up and running smoothly. Personal data on customers would be migrated, as would some
business financial data and human resources databases.

To prepare for data security in the AWS environment, the team enabled a BYOK strategy using AWS KMS.
Within AWS KMS, Acme chose a default expiration date for keys of six months to start—AWS KMS even
generated an automatic Amazon CloudWatch metric that tracks each key's expiration to alert Acme! The
enterprise security operations team that maintains the internal HSM at Acme updated its rotation and
key management processes to incorporate the use of AWS KMS, with console and AWS Command Line
Interface (CLI) operations documented to create new keys, upload them into AWS and monitor for key
life cycle thereafter. The team determined that it did not need to use AWS CloudHSM at the moment,
but it decided to revisit that later as well, especially if/when Acme opted to move its most sensitive data
into AWS.

For compliance and internal requirements, the team decided that it needed to implement a DLP solution
in AWS. Acme’'s existing in-house provider is an industry leader in the space, and the team preferred to
continue using this solution if possible. After investigating options, it found that the third-party solution
was available in the AWS Marketplace, and Acme would simply need to license a new virtual image
deployed in the cloud.

To take advantage of many of the security features in AWS, the team selected Amazon S3 as the main
storage location for some of the most sensitive data, primarily to take advantage of Amazon Macie for
monitoring and reporting on sensitive data access.

The S3 Block Public Access policy was enabled for Acme's account, and specific access controls were
created to enable a least-privilege access model through IAM privileges. Amazon S3 bucket logging was
also enabled, and AWS CloudTrail was turned on to further monitor all access to assets in the VPC. The
team also enabled Amazon GuardDuty to track account activity and behavior as the number of users and
groups using AWS grows.

For all EC2 instances, the team enabled default Amazon EBS volume encryption using AWS KMS keys
that it had uploaded from Acme. For all RDS databases, column-level encryption was implemented
where needed, and Security Groups controlled network access to the databases as well.
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All AWS VPC connectivity needed to be secured as well, because Acme chose to implement a hybrid
architecture. The team easily accomplished this by setting up an IPSec tunnel between Acme's on-
premises network gateway and the VPG within the VPC. As the environment grows, it's likely that Acme
will implement a DirectConnect pipeline, too, but this will come in the next deployment phase.

Summary

Securing data in the cloud is easier than ever, largely because of the plethora of cloud-native controls
and tools available. For many organizations, it's just a matter of choosing the right combination of
controls and services to meet their business and operating requirements. Encryption, access control
and monitoring are all available readily within the AWS cloud. Encryption key storage and life cycle
management are easily managed, but they require planning and likely adapting existing processes to
use in-cloud platforms like AWS KMS and AWS CloudHSM. Tracking sensitive data access is possible at
scale with services like Amazon Macie, and monitoring all user behaviors (for data access and more) is
easily done with Amazon GuardDuty. Protecting data at rest, in transit and in use has always been, and
will continue to be, a major priority for security teams. In the AWS Cloud, there are numerous ways to
accomplish this.
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Chapter 7: How to Design a Least Privilege
Architecture in AWS

Dave Shackleford

SANS Senior Instructor & Author

“Identity and access management (IAM) is one of the lynchpins of a sound cloud security
strategy, but many organizations struggle with this complex topic. Creating a sound set of roles
and identity policies for both user and service access in AWS is a critical area of focus for security
teams, alongside network access control with cloud-native microsegmentation. Rounding out the
core pillars of least privilege architecture for AWS is cloud security posture management, helping
to ensure the control plane itself is defended.

This chapter breaks down all these areas and more, enabling security teams to enable least
privilege access models throughout the entire cloud.”
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Introduction: What Is Least Privilege?

On the surface, the concept of least privilege is seemingly obvious: In any given scenario or use case,
only allow a user, service, application or system to operate with the bare minimum privilege necessary to
successfully accomplish the business goals desired.

However, over decades of computing, consistently implementing least privilege as a best practice has
been a challenge for a number of reasons, including:

¢ The ability to determine the appropriate “least privilege” for a given use case is a
surprisingly complex issue. It's often challenging for administrators, engineers and developers to
plan for and think through the exact set of privileges needed to implement a least privilege access
model because of widely differing access needs from different types of users and services.

o Itis easier to allocate more privileges than to limit access. Security professionals have
observed this classic problem in many different scenarios over the years, ranging from data center
administration to development and application interactions to end users on their workstations. It's
much more convenient for workers to do whatever they need to when they are assigned extensive
privileges.

e The range of permissions and privilege models varies widely between environments
and applications/services. Because there is little to no commonality across the use cases and
technologies we employ from one organization and environment to the next, developing a
consistent model of least privilege can be time-consuming.

That said, even successful least privilege implementations tend to shift and drift over time without
continuous monitoring and oversight.

Least Privilege Concepts in the Cloud

Security professionals are rethinking the approach to least privilege security concepts for the public
cloud. Some key factors to address include:

o Vanishing perimeter — The cloud is a cohesive ecosystem that relies on numerous service
and application interactions, and the classic idea of the perimeter is changing.
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o Application workloads — Security professionals need a better understanding of
application behavior at the workload level. They should be looking at the types of network
communication approved applications really should be transmitting.

e Trust relationships — The focus should be on trust relationships, system-to-system
relationships and service-to-service relationships within all parts of the cloud environment.
Most communications in enterprise networks today are either wholly unnecessary or irrelevant
to the systems.

Pillars of Least Privilege

Security teams need strong access controls to effectively secure who can do what and from where. The
"who" could be a user or app identity or systems/ subnets within the environment. Many cloud access
management strategies are starting to revolve around the idea of least privilege at all layers, which some
may call “microsegmentation” or a “zero trust” design. Whatever you choose to call it, the three elements
of this strategy, illustrated in Figure 1, are:

« Identity and access management (IAM)

«  Network access and segmentation design

«  Cloud security posture management

Least Privilege Strategy
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Figure 1. Least Privilege Pillars
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“Security teams need strong access controls to effectively
secure who can do what and from where.”

For many organizations, designing least privilege access controls often encompasses a blend of cloud-
native and third-party controls as well. This area is evolving quickly, so security teams should pay careful
attention to the market and open source communities too.

Although the first two pillars are more critical, all three are needed to enable a comprehensive least
privilege strategy. In the coming pages, we explore the three pillars of the least privilege model and look
at how they can work together to implement an effective least privilege strategy.

Least Privilege Pillar 1: Identity and Access Management

Arguably, one of the most important aspects of cloud security is IAM. If you think about it, IAM is a
linchpin to controlling most elements of security for who and what can access resources in the cloud.
Defining roles, enabling strict access models and limiting the resources available to users and systems
is a critical step in enabling a sound cloud security strategy overall. A key element of IAM that security
teams need to adapt to is the use of IAM for enveloping assets, allowing them to create least privilege
architectures with affinity policies in place.

User Relationships

IAM users are associated with credentials for making API calls to interact with cloud services and exist
only within the cloud environment itself. By linking directory services like Active Directory to the cloud,
security teams can leverage existing in-house users and map them to IAM groups and roles, but a
standalone user created within the cloud is only useful in the cloud. New IAM users have no permissions
(an implicit "Deny All" policy). This is a good thing, because permissions must be explicitly granted. This
policy can also help with the common problem of over-allocating privileges to users and groups in the
environment.
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IAM users can represent any asset/resource—an IAM user is a simple identity with associated permissions.
This means that IAM users can be enabled for application access to Amazon Web Services (AWS)'
resources too, not just as actual interactive user accounts. Once you create service-oriented users, place
them in defined groups, if warranted. Security teams can assign permissions and privileges directly to
users (not advised) or groups (better to manage and maintain).

Service Relationships

For service interactions within the environment, however, cloud security teams should focus on defining
specific roles. There are four types of roles:

e AWS services — This type is for provisioning roles that will be assigned to AWS services
like Amazon EC2 and AWS CloudFormation. In other words, what resources can access other
resources in AWS, and what actions can they take? This type of role forms the basis for
instance profiles, which we cover in a moment.

e Cross-account access — Teams can provision access to their AWS infrastructure to other AWS
accounts the organization owns or to third-party AWS accounts.

e Federation — For federating access with SAML 2.0 to in-house directories, a federation role is
available.

o Identity providers — These role types work with identity providers (IdPs) for single sign-on
(SSO) and federated access to resources. There are three types of IdP roles. The first focuses
on web IdPs like Google, Facebook and Amazon Cognito. The second grants web-based SSO
to Security Assertion Markup Language (SAML) providers, likely some of the most common for
management console access. For direct SSO access to APIs via SAML, a third type of IdP role is
available.

There are several distinct types of identity-focused least privilege orientation for cloud deployments
and infrastructure. First, there should be a focus on any privileged users that need access to the

cloud environment for administration, engineering or security-focused tasks. Ideally, even in large
organizations, this should be a relatively small number of users that are carefully set up and monitored.
The best practice for these users is to federate their internal user accounts directly to an assigned role
within the cloud environment that has the fewest privileges assigned.

"This paper mentions solution names to provide real-life examples of how cloud security tools can be used. The use of these
examples is not an endorsement of any solution.
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The second major type of least privilege access model that all organizations need to consider is
associated with deployment pipelines and associated systems and services. Whether on premises or fully
hosted within the cloud environment, deployment pipelines need certain privileges to update workload
images and containers, access code repositories, assign metadata tags to resources and monitor
performance and security metrics and activities.

The third major type of least privilege focus is mapping user, service and application relationships wholly
contained within the cloud environment. These might be Amazon EC2 workloads with instance profiles
assigned that allow access to other AWS services like Amazon S3 buckets, AWS Lambda functions that
need to interact with Amazon CloudWatch logs and database services, or service IAM accounts/groups
used to allow access between applications and services in the environment.

Finally, privileges should be carefully reviewed for accounts accessing other accounts' services when a
multi-account strategy is in place.

Relationship Mapping

For all of these different least privilege scenarios, organizations need to successfully map user and
service relationships to create the most restrictive privilege models needed. Fortunately, a number

of tools are available to accomplish this. During AWS IAM account creation, admins can use the AWS
Access Advisor feature. Access Advisor shows AWS services allowed by the assigned IAM policy, policies
assigned that grant specific permissions and last access times (if relevant). This information is especially
helpful for users that are members of multiple groups with a variety of different policies in place. Many
organizations have numerous groups, users and accounts that need to be handled differently, and it can
get confusing. With this feature, admins can get a sense of what permissions are being applied, ideally
before they are. The AWS Trusted Advisor service also informs account owners of some well-known
privilege allocation issues that may be present.

“When using a multi-account strategy, review for
accounts accessing other accounts’ services.”
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AWS IAM Access Analyzer, a feature within AWS Identity and Access Management (IAM), performs a more
thorough analysis of privilege models in use. This tool helps organizations identify potential security risks
in the AWS environment by analyzing the resource-based policies applied to resources within their zone
of trust (the current account). When AWS IAM Access Analyzer identifies any policy that allows access to
those resources by a principal that isn't within the zone of trust, the service generates a finding/alert.
Security teams can use the information in each finding, such as the resource, access level and principal
that has access, to determine whether the access is necessary or unintended. If the access is unintended,
and therefore a risk, security teams can modify the policy to remove the access and work toward a least
privilege identity model.

With an isolation and segmentation technique, each account is a completely isolated set of resources
that can be configured to access resources in other accounts. For multi-account strategies employed
to limit the post-compromise risk and provide highly granular least privilege access models, AWS IAM
is a critical element of managing the access between accounts. AWS Organizations is a service that
organizations can use to define policies and guardrails to apply across multiple AWS accounts from a
master control level.

With AWS Organizations, you can create service control policies (SCPs) that really govern the use of
other IAM policies. AWS Organizations can control the entire account, group and role life cycle with
regard to policy application, and can do so for accounts that need to interact or have some relationship.
Some basic examples of how AWS Organizations could be practical would be governing business unit
(BU) account use (because they may have totally different needs, but still need some central control or
billing), as well as governing and controlling DevOps and other team accounts (for the same reasons).
AWS Organizations is the linchpin of a multi-account scope of impact limitation strategy in AWS—
limiting the scope of impact to the smallest possible surface area prevents attackers from leveraging one
compromised asset to access another. Creating a centralized policy model within AWS Organizations can
allow security administrators to create different and least privilege policies for the appropriate accounts
and assign them and/or revoke them easily. The service also provides a “master” rollup account that is
often also the “"payer” account that gets the consolidated billing for AWS accounts.

Setup and configuration of multi-account architectures have long been considered challenging and
complicated tasks, especially for large organizations. Fortunately, numerous services and design models
have been created within AWS to help with this. A sample multi-account framework to start from,
called a "Landing Zone," was proposed by cloud engineering experts several years ago, but creating and
managing even this led AWS to create a new service, called AWS Control Tower, that can automatically
deploy a multi-account starting architecture. Enterprises can then use AWS Control Tower to create and
implement defensive guardrails such as AWS Config monitoring rules, infrastructure-as-code definitions
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in AWS CloudFormation, and strict identity policies that restrict permissions and privileges across
accounts, enable data encryption and much more.

Least Privilege Pillar 2: Network Segmentation
for Access Control

The second major component of a traditional least privilege design model is network segmentation that
is closely aligned with a specific type of system or workload. This is often termed "microsegmentation.”
A least privilege concept of network segmentation strives to prevent would-be attackers from using
unapproved network connections to compromise systems, move laterally from a compromised
application or system, or perform any illicit network activity regardless of environment. By potentially
eliminating lateral movement, a least privilege microsegmentation model also reduces the scope of
impact when an attacker has illicitly gained access to an asset within a data center or cloud environment.

The classic model for implementing least privilege at the network level starts with a network access
control policy of Deny All and then adds only those types of network access needed.

Microsegmentation with Cloud-Native Controls

The first category of focus for any cloud network isolation and segmentation should be the core network
zone associated with cloud accounts. In AWS, this is known as the virtual private cloud (VPC), and this
can contain any number of distinct network subnets. Cloud-native access controls can be created and
applied within the VPC and should be used for isolating and controlling traffic flow into the VPC subnets
altogether, as well as to and from instance workloads running applications and services.

“A least privilege concept of network segmentation
strives to prevent would-be attackers from using
unapproved network connections to compromise

systems, move laterally from a compromised
application or system, or perform any illicit network
activity regardless of 