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https://t.me/learningnets



© Black Hills Information Security | @BHInfoSecurity 

https://t.me/learningnets



© Black Hills Information Security | @BHInfoSecurity 

What We Are Covering

• Intro to Windows
• Intro to Linux
• Intro to TCP/IP
• Basics and fundamentals
• Core things to learn to work at 

the BHIS SOC
• This class is meant to feed into 

the Intro to Security class

Actually, yes. Today we are Grumpycat
https://t.me/learningnets
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A Note On Overlap

• For this iteration, there will be some 
overlap with the Intro to Security 
class

• Turns out, there is overlap in the 
topics.. Who knew?

• In the future, this class will feed into 
the Intro to Security Class

• The Intro to Security Class will feed 
to Cyber Deception

• For the near future, any class taught 
by me will be pay what you can

SOC Sec Deception

Intro Classes

Order of John’s Classes 
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5 Year Plan
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You Are Compromised? 
What Now?

A bad day in the SOC...
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Why?

• First steps are tough..
• Mistakes and paralysis
• Need to keep moving 
• Need to have a plan 
• I want to cover some basic first 

steps
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The Wrong Way...
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The Right Way
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IR “Legos”
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Don't Panic

• First step…  Don’t freak out
• I said DON’T FREAK OUT...
• DON’T FREAK OUT!!!!!!!
• This only comes with practice 
• Think weapons training
• Don't wait for an incident to try 

tools you have read about
• Memory forensics, Deep Blue CLI, 

IR Scripts, Logontracer, etc.
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Networking!!!
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IP Header
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TCP Header
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UDP Header
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TCP Three way Handshake
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Top Ports
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Shodan
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Shodan Ports
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tcpdump -D
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tcpdump -X and -A
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tcpdump: host, port and -r
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tcpdump -w
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LAB: TCPDump
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Wireshark
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Wireshark and Interfaces
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Watching the traffic

https://t.me/learningnets



© Black Hills Information Security | @BHInfoSecurity 

Wireshark and ping
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Packet Breakdown
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Follow TCP Stream
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Statistics > Endpoints
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Statistics > Conversations
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Statistics > Protocol Hierarchy
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Statistics > HTTP > Requests
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LAB: Wireshark
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Now..  Linux

• In this section we will go through some core “live forensics” 
commands

• These are commands you should know and love
• They can mean the difference between a quick incident and a long 

painful one
• They can mean the difference between knowing, and just staring at a 

screen waiting for blinky lights to tell you things
• Plus… Linux is fun
• Why start with Linux????
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Users and Privileges

Not Root

Becoming Root

I Am Root!

https://t.me/learningnets
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Home Directories and ”Hidden” Files
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mkdir
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Finding Files With locate
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Editing files with vi
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Editing files with nano
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Processes with ps aux

https://t.me/learningnets



© Black Hills Information Security | @BHInfoSecurity 

Processes with top
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IP info with ip a
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IP info with ifconfig
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ping
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Open Remote Ports With Nmap
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Ping, Port, Parse….
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Network Connections: netstat
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Network Connections: lsof -i -P
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Proc and Processes Part 1: proc

https://t.me/learningnets



© Black Hills Information Security | @BHInfoSecurity 

Proc and Processes Part 2: proc
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Proc and Processes Part 3: Strings
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Bash History
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LAB: Linux CLI
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Windows Endpoint Analysis
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Windows: When Bad Things Happen

• In this section we will go through some core “live forensics” 
commands

• These are commands you should know and love
• They can mean the difference between a quick incident and a long 

painful one
• They can mean the difference between knowing, and just staring at a 

screen waiting for blinky lights to tell you things
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Start with network connections

• We begin by looking at our system as a big, haystack
• Knowing where to start can be overwhelming
• I recommend starting with the network connections and then 

working backwards
• You have to start somewhere
• Core Windows network commands to know

• netstat
• net view
• net use
• net session

https://t.me/learningnets
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C:\> net view

• Let’s start by looking at shares
• Attackers like to have staging systems on the inside of a network
• Pull files to one location and then exfil out
• What is normal?

https://t.me/learningnets
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C:\> net session

• Who is currently talking with the current system?
• X -> Y -> Z: You may be investigating system Y.  But, it is compromised 

via system X
• Don’t think of incidents as just isolated systems to be reviewed
• Attacks are often a chain
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C:\> net use

• Who is the current system talking to?
• X -> Y -> Z: You may be investigating system Y.  But, it is attacking 

system Z
• This is kind of the opposite of net session
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C:\> netstat

• This one can get complicated…  Quick
• But, it is a go to for any SOC analyst
• netstat will show you network connections

https://t.me/learningnets
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C:\> netstat -naob

• Now we can see the open TCP and UDP connections
• -a: Displays all active TCP connections and the TCP and UDP ports on which 

the computer is listening.
• -n: Displays active TCP connections, however, addresses and port numbers 

are expressed numerically and no attempt is made to determine names
• -o: Displays active TCP connections and includes the process ID (PID) for each 

connection.
• -b:  displays the executable involved in creating each connection or listening 

port.
• https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/netstat

https://t.me/learningnets
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C:\> netstat -naob
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C:\> netstat -f

• -f shows the fully qualified domain name (when available)
• Does not work too well with -naob (unfortunately)
• Will require running netstat a few times and cross-referencing
• Saves a ton of time
• How about…  You know, killing ads?
• Look for things “out of the ordinary” 

• Weird domains
• Non-M$/Google/Yahoo connections

• Reduce the haystack, one piece at a time

https://t.me/learningnets
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C:\> netstat -f
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Windows Processes

• After we have looked at the network connections, we need to drill 
down on the processes

• Hopefully, we have a handful of “suspect” network connections 
• Armed with the data we get from commands like netstat -naob 

we can start to look at the actual process data
• Still can be a lot of data
• Takes time, practice, practice, practice
• Pro tip, do this first on a system that is not infected

https://t.me/learningnets
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C:\> tasklist 

• Just about the most boring command ever…  Or is it?
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C:\> tasklist /svc 

• Let's look at services!
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C:\> tasklist /m 
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C:\> tasklist /m ntdll.dll 
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C:\> tasklist /m /fi "pid eq [proc_id]"

https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/tasklist

https://t.me/learningnets
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C:\> wmic process list full
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C:\> wmic process get 
name,parentprocessid,processid
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C:\>wmic process where processid=[pid] get commandline
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Making it easier with Powershell: DeepBlueCLI
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LAB: Windows CLI
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DeepBlueCLI

• https://github.com/sans-blue-team/DeepBlueCLI
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DeepBlueCLI
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PowerShell
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DeepWhiteCLI
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LAB: DeepBlueCLI
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Server Analysis
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WebLogs Example1: access.log (Not in your VM)

https://t.me/learningnets



© Black Hills Information Security | @BHInfoSecurity 

WebLogs Example 2: error.log (Not in your VM)
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WebLogs Example 2: auth.log (Not in your VM)
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CIS Benchmarks
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What to look for?

• What are the key configs for the server?
• Files, Tables, GUI
• Hunt them down

• What are the key processes for the server to run?
• Ping, Port and Parse

• Where does it store users?
• File, Table, GUI
• How do you audit it?

• What are the core ports to be open?
• Ping, Port and Parse…  Again
• What ports can be open?

• Where are the logs?
• Attack and learn

This will make you an 
infosec Tyrannosaurus Rex

This, is how I learned 
enterprise security

Do this for every class of 
server your Org(s) have.

Every. Single. One.https://t.me/learningnets
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Example Walkthrough: PostgreSql

• I know you may not run this at work
• That is OK, we are just going to use it as an example

• However, it can cover all the topics I covered in the last slide
• If this was used in my Org, and I was tasked with protecting it, I 

would start here
• You can also use vendor hardening guides as well
• Or, any third party source for securing an app
• The point is to dig in and learn the app
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Key Configuration Examples
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User Example
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Ports and Services Example
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Memory Forensics
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Memory Analysis: A Nightmare

• Currently the state of open source memory analysis is a bit rough
• Microsoft is making this a bit more difficult than they should
• Projects like Volatility do a great job, but without clean memory 

maps full analysis is difficult
• Other up and coming projects like Velociraptor are really cool, but 

not quite there yet
• Velociraptor will be added in a future iteration of this class
• Good thing you can always come back

• But, the concepts are the same for Open Source and commercial 
analysis

https://t.me/learningnets
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Volatility
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Memory Analysis: Network 
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Memory Analysis: Processes
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Memory Analysis: DLL and 
Command Line
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Egress Traffic Analysis
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MITRE and Egress
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Need For Visibility

• Basic alerting is not enough
• The need for context
• further identifying gaps in endpoint coverage
• IoT, Shadow IT access
• When things go bad, you need answers
• This is why the mix between network and host-based data 

is key
• Even Gartner and I agree on this.
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Netflow

• Created by Cisco
• Collection of traffic statistics
• Quickly became a standard
• Exporter, Importer and Analysis
• Spawned off a lot of other companies creating their own 

flow
• Also, different implementations

https://t.me/learningnets
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Zeek

• Speed
• Large user base
• Lots of support
• Consistency
• Timestamps are key
• Many devices handle timestamps in different/odd ways
• Generates required log files
• We are moving away from signature-based detection
• Too many ways to obfuscate
• Encryption, Encoding, use of third-party services like Google DNS

https://t.me/learningnets
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Real Intelligence 

Threat Analytics

•Finds patterns in network traffic

•Specifically looks for beacons

•Also, Denylist checking, DNS views, Long Connections

•All for free

•Check it out!

•https://github.com/activecm/rita
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Con time
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Data Size

Interval
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Long Connections

111© Copyright 2019 BHIS. All rights reserved.https://t.me/learningnets



© Black Hills Information Security | @BHInfoSecurity 

Beacons

112© Copyright 2019 BHIS. All rights reserved.https://t.me/learningnets
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What Will You Find 

Other Than Malware?

© Copyright 2019 BHIS. All rights reserved. 113https://t.me/learningnets
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SNR

A special note on signal to noise….

Lets kill..

Ads

Weird beacons.
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It’s Free

115© Copyright 2019 BHIS. All rights reserved.https://t.me/learningnets
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It Will Be Free.

116© Copyright 2019 BHIS. All rights reserved.https://t.me/learningnets
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Full pcap

• Very portable
• Everything supports it
• Issues of size
• Encryption can cause issues
• Learning curve
• Tcpdump and Wireshark  are the key tools to learn
• Let’s play with it now.
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Egress Capture 

● First, you will need to have a system to capture the traffic

● Second, RITA is free and awesome

Pre NAT:

Zeek, RITA
https://t.me/learningnets



© Black Hills Information Security | @BHInfoSecurity 

Dedicated Capture Devices

• Gigamon
• Corelight
• Plug and Play
• Very expensive
• How much time?
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User Agent Strings
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JA3

https://t.me/learningnets



© Black Hills Information Security | @BHInfoSecurity 

Long Tail

• Key for any hunting is looking for outliers
• Never go looking for a needle in a haystack
• Sort, and look for anomalies
• True for endpoint
• True for Network
• A simple sort on connections
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Denylists
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Security Onion

• Security Onion is free and kicks most commercial tools to the curb
• They offer training
• Zeek, Suricata and so much more are included
• Works with RITA!!!

https://t.me/learningnets
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LAB: Zeek/RITA
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User Entity Behavior Analytics
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MITRE and UEBA
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Logs Are a Trainwreck 

• There is no “You have been Hacked!!!” Log
• Traditional Windows logs do not log useful data for 

security
• An example of changing the security policy
• Less than 5% detects are from logs
• Logs and percentages?
• Linux Logs are not much better

• Note on Bash logging

https://t.me/learningnets
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JPCert Tools Analysis
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Why UEBA?

• Let's look at behaviors of attacks
• Reflected in the logs
• Reflected across multiple logs!!!
• Can require AD, Exchange and OWA logs to tell a story
• Often requires log tuning
• For example: Internal Password Spray

• One ID, accessing multiple systems
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Lateral Movement
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“False Positives”

• Not a thing (Watch people's’ heads explode)
• Usually a problem of tuning
• Service accounts
• Help Desk
• Systems administrators
• Scripts
• Backups
• TUNING TUNING TUNING <- This is our job!
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How UEBA Works: Stacking

• Think of stacking cards
• A user logs on to a system there is a +1
• A user logs off there is a -1
• Set a threshold (say…  6)
• A user then sprays multiple computers with creds with a 

tool like Bloodhound
• They get a +2000

https://t.me/learningnets



© Black Hills Information Security | @BHInfoSecurity 

How UEBA Works: AI

• AI algorithm “learns” what is normal for each user account
• Bob logs into these three systems every day
• Now, Bob’s account logs into 40 systems
• We can also baseline what is “normal” for the amount of 

data Bob pulls
• For example, he usually pulls 30 MB of files off of a server 

per day
• Now, he pulls 3 gig
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Log Analysis
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Where Are Your Logs?

• Time to pull your logs
• I mean all of them
• Systems, Servers, Services
• Network logs
• Log, Log, Log

• But… 
• Getting the right log is a pain 
• Drill baby, drill….

https://t.me/learningnets



© Black Hills Information Security | @BHInfoSecurity 

AD Logs

• Time to tie  an account (or 
accounts) to activity

• UEBA is your friend
• “But it’s noisy..”  Yes, security 

is hard
• You know what is harder? 

Doing this without UEBA
• Activity path
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LogonTracer
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LogonTracer
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LogonTracer
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Logon Anomalies 

https://t.me/learningnets
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@BHInfoSecurity

Adventures in (just enabling proper) Windows Event Logging

Important Event IDs
● 4624 and 4634 (Logon / Logoff)
● 4662 (ACL’d object access - Audit req.)
● 4688 (process launch and usage)
● 4698 and 4702 (tasks + XML)
● 4740 and 4625 (Acct Lockout + Src IP)
● 5152, 5154, 5156, 5157 (FW - Noisy)
● 4648, 4672, 4673 (Special Privileges)
● 4769, 4771 (Kerberoasting)
● 5140 with \\*\IPC$ and so many more….

Wouldn’t it just be easier if SysMon?
Yes. We’ll get to that later. 
Here come the sysAdmin comments.
“You guys seriously don’t know how to do this?”
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SIEM and %

• Let’s play a game
• How much do you log?
• What do you log from?
• Who tells you what to 

log?
• What % of your logs have 

an alert or signature for 
them?

Because I know the power of a question!
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Command Line Logging is Easy

You must have Audit Process Creation auditing enabled
You must enable the policy setting: Include command line in process creation events
“When you use Advanced Audit Policy Configuration settings, you need to confirm that these 
settings are not overwritten by basic audit policy settings.” (cit. *MSFT, see links)
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Command Line Logging is Easy

Max log file size is small by default.
Command line logging is off by default.

“To see the effects of this update, you will need to enable two policy settings”
1. Admin. Templates > System > Audit Process Creation
2. Policies > Windows > Security > Advanced Audit > Detailed Tracking

Yeah, and one last thing: The second setting will likely be overwritten.
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Command Line Logging is Easy

To avoid the overwriting of Advanced Audit settings, a third setting is req’d.

Def. Domain Policy > Computers > Security > Local > Security > Audit
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@BHInfoSecurity

Command Line Logging is WORKING!!!!

net user /domain
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@BHInfoSecurity

PowerShell Logging is Easy. Some useful commands.

WevtUtil gl "Windows PowerShell" (list configuration)
WevtUtil sl "Windows PowerShell" /ms:512000000
WevtUtil sl "Windows PowerShell" /rt:false
WevtUtil gl "Microsoft-Windows-PowerShell/Operational" (list configuration)
WevtUtil sl "Microsoft-Windows-PowerShell/Operational" /ms:512000000
WevtUtil sl "Microsoft-Windows-PowerShell/Operational" /rt:false 
We will talk about Get-WinEvent a bit later

But….the profile.ps1 file below is where it’s at.
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@BHInfoSecurity

But, Now We Have PS Logs
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Sysmon - Install

SwiftOnSecurity’s default config is installed below.
It’s easy, like 10 seconds easy. 
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Sysmon Log Locations
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Log Detail
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GPO and Sysmon

• Great Article via Syspanda
• https://www.syspanda.com/index.php/2017/02/28/deploying-sysmon-

through-gpo/
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Winlogbeat
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Sigma
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6 Event IDs
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Lets say, this happens
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What does it look like?
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Lab: Enterprise Log Analysis
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Endpoint Protection Analysis
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Overlapping Fields of View

• The key is overlapping fields of visibility
• Endpoint
• SIEM/UBEA
• Network Monitoring
• Sandboxing
• Internal Segmentation Endpoint

AV/EDR NSM

UBEA
SIEM
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Everyone's a Winner!

https://t.me/learningnets



© Black Hills Information Security | @BHInfoSecurity 

Detection Categories

https://t.me/learningnets



© Black Hills Information Security | @BHInfoSecurity 

Or not?
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“Simple” Score
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Misses
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LAB: EDR with Bluespawn
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EDR!
Yay!

John Strand
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What is EDR???

• Endpoint Detection and Response 
can mean a lot of things.....

• Does it include prevention?

• Is it just the black box flight 
recorder?

• What about SOAR?

• What about eXtended Detection 
and Response (XDR)?

What do you see?
I am soo sorry....
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Vendors....
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MITRE Evaluations

https://t.me/learningnets



© Black Hills Information Security | @BHInfoSecurity 

Also... Vendors
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Why EDR?

• Because IR is a nightmare 
without it

• Quickly get information from 
multiple sources

• Correlate attack data < GOOD 
threat intelligence!!

• Because Windows logs are just 
bad
• Not you Sysmon... You cool.
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Why free and Open Source?

• Not a fan of vendors that don't have free or Open Source 
Products

• How do you know if it works? Cool GUI? Trial? They 
pinky promise?

• Also, many companies can't afford full solutions
• A quick note on pricing

• You are not paying for what a commercial tool does... You 
are paying for what the free/OS tools do not provide.

• No reason to not practice
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• Originally one of the more badass 
inventory systems

• Loved the query language across systems
• Full stack EDR
• Super easy to install, multiple agents
• Data feeds to an ELK stack... Because 

everything does...
• Easily one of the most asked about tools 

in my classes
• Just don't want to run a full ELK stack in 

my labs

I may be pronouncing it wrong
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• This is the one we use in my classes
• Setup to pulling data is very, very quick
• Standalone agent and server in one 

executable
• From the folks that brought us Rekall
• So... They kind of know what they are doing
• No detection and prevention capability
• Great way to complement existing 

AV/Protection
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Vendors and Free/OS

• A number of vendors are making 
their agents free/open source

• This is.... Huge.
• Que rant on people using your 

product before they spend huge 
amount of cash on them

• Let's talk about Elastic and 
Comodo What "Proudly Sucking At Capitalism" 

Might look like...

https://t.me/learningnets



© Black Hills Information Security | @BHInfoSecurity 

(Formerly Endgame)

• Almost everyone uses ELK
• Many commercial tools use ELK
• Endgame was a solid EDR
• All the "cool kids" use it

• Sorry Splunk

• Now, they give it away for free*
• They want the sweet, sweet ELK fees

• Even AMAZON uses ELK!! < -- Too 
Soon?
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Easy Install

https://t.me/learningnets



© Black Hills Information Security | @BHInfoSecurity 

Out of the box... ~5 min
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• Did not see this one coming...
• Wow.
• Full source code on Github
• Want to make your product better 

fast?
• Solid detection and EDR capabilities
• Works best with their server 

infrastructure
• Can integrate with ELK

From Comodo
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Mad marketing props...
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Enhance..
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Seriously, not a fluke
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“False Positives”

• Not a thing (Watch people's’ heads explode)
• Usually a problem of tuning
• Service accounts
• Help Desk
• Systems administrators
• Scripts
• Backups
• TUNING TUNING TUNING <- This is our job!
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John Strand's
Panic Leveling
System

https://t.me/learningnets



© Black Hills Information Security | @BHInfoSecurity 

Architecture

Endpoint

AV/EDR NSM

UBEA
SIEM
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LAB: Velociraptor
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Vulnerability Management
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Vulnerability Management

• Same as it was 10+ years ago
• Vendors have not changed with the times
• Test and scan for external vulnerabilities
• Some companies are moving towards credentialed scans
• Very little in actual innovation
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Vulnerability Prioritization

• New focus on prioritization

• Address the most critical issues first

• While prioritization can be a great approach it can also be a 
crutch

• Addressing only the High and Critical issues

• Many attackers will exploit Low and Informational issues

• Very difficult for vendors to do this without organizational and 
service context
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Low and Informational Blind Spots: Example
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Question: 

How Many of Your 

Organization's Address Low 

and Informational Issues?
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Addressing Vulnerabilities: 

The Wrong Way

• Many organizations address vulnerabilities by IP address
• For example: 1,000 IP addresses x ~25 vulnerabilities per IP = 

25,000 issues to address
• This can be daunting
• Because of this we can see why so many companies focus on 

prioritization
• However, this approach is almost always wrong
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Key Point: 

Focus on Grouping Issues 

by Vulnerability, Not by IP 

Address
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Addressing Vulnerabilities: 

The Correct Way

• Stop focusing on IP addresses and ranges
• Focus on the vulnerabilities 
• Instead of 25,000 total vulnerabilities you will be dealing with 

a few hundred that repeat on multiple systems
• Use automation and address them as groups of issues
• This approach works regardless of the tool you use
• Consider it an “Open Source Technique”
• With this method IANS faculty have addressed over 1 million 

IP address, all vulnerabilities in less than 3 weeks
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MITRE ATT&CK
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Threat Emulation

• Don’t just think of vulnerabilities as missing patches and 
misconfigurations on systems

• Think post exploitation
• What happens after an attacker gains access to a system
• There are a number of free tools that will automate parts of 

this process
• Currently, would take a bit of tuning and trial and error
• The collected data is invaluable
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Lab: Nessus Scan Review
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Security in Your SDLC

https://t.me/learningnets



© Black Hills Information Security | @BHInfoSecurity 

Executive Problem Statement

Basic Questions:
● How can we quickly secure our aps?
● Training is very expensive
● Tools can be very expensive
● Changing all processes to incorporate 

security takes a lot of time 

A helpful image of what an “executive” may look like
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Software Development Lifecycle

● Continuous builds
● Continuous improvement
● Security is often bolted on at the end
● This is expensive
● This is also dangerous
● Security testing is something that should 

be done throughout the process
● Beginning, throughout, and end
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But Security is Hard

● Not really
● Different skill set
● It is easier to teach a web developer 

security, than it is to teach a tester 
development

● Lots of free tools and tricks
● 80/20 rule
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Where and When to Test

● Many of the tools we will talk about are so easy 
they should be used every build cycle. 

● That is, nightly if possible
● Weekly at a minimum
● BHIS recommends a different member of the 

team test, review and address the issues each 
time

● Test everything, the tools are so easy to use 
there is no good reason not to

● Believe it or not, it will make you a better 
developer

Testing never seem to end.
It  just goes on and on my friends!

Kevin, started hacking and not knowing what it was..
Now he’ll just keep on hacking it forever
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What to Test For?

● Things which can be easily detected with 
an automate tool

● Cross Site Scripting
● SQL Injection
● Command Injection
● Misconfigurations
● The above attacks represent roughly 80 -

85% of the vulnerabilities bad folks attack
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Do the Tools Cover Everything?

● No
● Automated tools do a great job
● But they miss
● Logic errors
● Permission errors
● Stored Cross Site Scripting
● Cross Site Request Forgery
● These vulnerabilities require manual 

testing
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Tools, Tools, Tools

● Burp Pro – Not free, but cheap and 
awesome 

● W3AF – Automatic web security scanner
● $0.00
● Zed Attack Proxy – ZAP
● -$0.00
● Nikto – Free web scanner
● These tools are better than most tools 

which cost $20K or more
● If you know how to use them
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ZAP!

● Free from OWASP
● Setup is similar to Burp
● Free
● Strong Development Core
● Free
● Has the ability to intercept and modify requests
● Free
● Has the ability to do automated scanning
● Did we mention it was free?
● https://www.owasp.org/index.php/OWASP_Zed

_Attack_Proxy_Project
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Lab: ZAP! And Web Log Analysis
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Questions?
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