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RJ-45 requires a rollover cable (aka a “console cable”, provided with the box)
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vMX platforms don’t support J-Web.
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This interface DOES support configuration of IP addresses with masks OTHER than 
/32 if desired.

Unlike Cisco devices, which support the creation of as many Loopback interfaces as 
you wish…Juniper devices only let you create one.
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Multichassis Link Aggregation (MC-LAG) is designed so that a host device (i.e. 
server) with multiple Ethernet NICS can form a LAG with two, different switches.  
Provides more redundancy than when a LAG is simply point-to-point between two 
devices.
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MIC = Modular Interface Card
PIC = Physical Interface Concentrator
FPC = Flexible PIC Concentrator
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Take note that the command, “load factory-default” can be done from a Telnet or SSH 
session. HOWEVER, it you “commit” this command it will delete all IP-related config 
and you will be locked out of your session. Better to re-configure your interface IP 
information (and any authentication information) prior to issuing “commit”.
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This command can only be done from a Console connection.
-
If you want to reset your system to a truly factory-default state (including the lack of a 
root authentication password) then this is the command to use.
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This is like the “begin” keyword in Cisco IOS.
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Screen-length dictates how many lines of output are displayed before Junos pauses 
and displays the “more” output.

Notice that adjusting the screen width or length is done at Operational Mode, which 
means it only affects your current CLI session.
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● Prefacing the “delete” command with the keyword, “wildcard” allows you to 
use regular expressions with this command.
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Show system uptime (to display current clock when using “commit at” command).
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The “.txt” extension is optional and not required to save, or load, configs.

Saving the Candidate Configuration may be dangerous because it also saves any 
uncommitted changes.
-
Both of these commands save the configs in a hierarchical format.
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● Exactly the same behavior as ”configure replace” in Cisco IOS devices.

● JSON – Configs can be saved as JSON and subsequent JSON files can be 
loaded using this option (show configuration | display JSON)

● Terminal – allows you to copy and paste a configuration file saved locally on 
your laptop in hierarchical format.  End with “Ctrl-D” (for “done”)
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To bring the interface back up: ”delete interface <interface> disable”
(Yes…in this case a “double negative” is actually a good thing)
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In this example by using the asterisk after ”ge-” we are matching all GigabitEthernet
interfaces
Items that use wildcards or other regular expressions need to be enclosed within 
angled brackets.
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This can also be done in a single line by specifying the “class” first followed by the 
authentication password.
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● Notice that “configure exclusive” does NOT prevent someone else from 
entering configuration mode!  But once they are there, they can’t make any 
changes.
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The Junos CLI command, “show log” will display the same output.
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The “file show” command also supports CLI filters such as:
file show /var/log/interactive-commands | find “User 'root', command”  à This filter 

will display only the commands that “root” entered from the CLI

The “monitor start” command sends to the console in realtime every log file generated 
by the process you specify:

monitor start messages
monitor start interactive-commands

***Be careful as this could generate a TON of output depending on what is selected.
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A “Stratum 0” is an atomic clock.
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Here is a great URL that explains the difference between an NTP Server and an NTP 
Boot-Server:
https://community.juniper.net/communities/community-
home/digestviewer/viewthread?MID=65266
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If ONLY an NTP Boot-Server is configured, the device will get accurate time-and-date 
info upon booting.  However, after this point there is no way to prevent clock drift.
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The value of “authentication-key” (such as “1”) needs to match what has been 
configured on the NTP Server.
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The output of this command varies widely depending on your hardware platform.
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In this context, FPC (which technically means Flexible PIC Concentrator) and PFE 
are synonymous.

Other useful permutations of this command:
show chassis fpc [detail] [pic-status]
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PEM = Power Entry Module
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Capacity—Actual power input capacity with maximum capacity displayed (in 
parentheses) in watts.
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Access to the CLI is removed while this command is in-use.  Only after you quit the 
feature do you regain access to the CLI.
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n = move to the next numbered interface
---If command initiated on physical interface, "n" moves to next physical interface
---If command initiated on a logical interface, "n" moves to next logical interface
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On my vMX routers, running in a GNS3 environment it will default to capturing traffic 
on the lowest numbered physical interface that is up and with an IP address
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Unlike the “monitor traffic” feature which only captures and displays packets sent and 
received…traceoptions displays events that trigger movement through the FSM 
(Finite State Machine) of a protocol.

https://t.me/learningnets



By default the file you create is stored in the /var/log path.
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SSD = Solid State Drive
CF = Compact Flash
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In a traditional sense, a software package is simply multiple applications or code 
modules that work together to meet various goals and objectives.
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Domestic: Junos OS for customers in the United States and Canada and for all other 
customers with a valid encryption agreement. This edition includes high-encryption 
capabilities such as IPsec and SSH for data leaving the router or switch. Later images 
use a null, or empty, edition field for this category.

Limited: Junos OS for all other customers. This edition does not include any high-
encryption capabilities for data leaving the router or switch. Sometimes referred to as 
the Export edition, starting in Junos OS Release 15.1R1, this category is is renamed 
to the limited edition.

FIPS: Junos OS that provides advanced network security for customers who need 
software tools to configure a network of Juniper Networks routers and switches in a 
Federal Information Processing Standards (FIPS) 140-2 environment. For more 
information about Junos-FIPS, see FIPS 140-2 Security Compliance. In later images, 
FIPS, instead of being a separate edition, is an option you select on installation.
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Starting with Junos OS 15.1, FreeBSD (the underlying host OS) was upgraded from 
FreeBSD 6.1 to FreeBSD 10. Junos OS with upgraded FreeBSD 10 has two 
volumes: dev/gpt/Junos and dev/gpt/oam. The /Junos volume refers to SSD and 
the /oam volume refers to CF.

In Junos OS with upgraded FreeBSD 10, compact flash (CF) is not used to boot a 
device anymore (dev/gpt/oam). Only if SSD fails will the device boot from CF, that is, 
SSD and CF will not be used (or displayed in the output) simultaneously.
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The “/root” filesystem contains your currently installed version of Junos (among other 
things) and is copied to /altroot.
The “/config” filesystem contains your Active Config file as well as some of your most 
recent Rollback configs.  This is copied to /altconfig.
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Ensure that your software package is downloaded to the /var/tmp directory. If you’re 
not sure…login to the shell…change directory to /var/tmp and then log back into the 
CLI and perform the steps above.
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Junos 15.1 and more recent uses an upgraded version of FreeBSD (version 10)
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Junos 15.1 and more recent uses an upgraded version of FreeBSD (version 10)
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