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FOREWORD

I became closely involved with the field of vulnerability management
when I was a Gartner analyst starting in 2011. Immediately a few
things became obvious to me, as I started speaking with clients and
industry connections, as well as with vendors involved in the entire
vulnerability management process.

First, this is an area where many practices and processes seemed
to have originated in the 1990s and are modernizing very slowly, even
today.

Second, this is connected to the fact that vulnerabilities, their ex-
ploitation, mitigation, and remediation—such as patching—involve
a complex web of security issues as well as operational and business
issues.

Third, this area struck me as the best example where security
teams and other IT teams have frictions, arguments, and sometimes
outright fights. I've long used this domain as the best example of fears,
arguments, and battles between the silos within IT—and outside as
well. (Security: “We need to fix it.” IT: “This is too hard.” Business:
“Just accept the risk.”)

Fourth, this is a fascinating area where infrastructure and appli-
cation issues also come into contact, and again, often arguments and
frictions as well. It is very clear that the most popular way to remedi-
ate a vulnerability in a commercial operating system is to patch it. But
what about an application you wrote? What about an application that
somebody wrote for you? Looking for a patch is quite difficult if the

Xi

https://t.me/learningnets



xii FOREWORD

original developer of the application is no longer around and nobody
knows how to fix the code.

Over the years, vulnerability management gained an unhealthy
reputation among many security professionals. Those who are work-
ing for traditional, especially large, organizations are used to the scare
of a 10,000-page report produced by a vulnerability scanner. These
reports still occupy a painful central spot in the collective conscious-
ness of many security professionals involved with vulnerability
management.

In fact, the idea that there is a very, very, very long report pro-
duced by scanner that now needs to be transferred to the team that
can actually fix vulnerabilities first arose in popular consciousness in
the early 2000s. Now, in the early 2020s it still persists. This means
that in some areas of vulnerability management we are looking at lit-
erally 20 years of stagnation.

One critical theme that emerged as we progressed with vulner-
ability management research in my analyst years was the theme of
prioritization. We can debate the value and merits of a 10,000-page
report with scanner findings. But what is not debatable is that no
organization today can fix all vulnerabilities. Or, frankly, even find
them! Some organizations naively assume that they can only fix high-
severity or high-priority vulnerabilities, however defined (CVSS, of
course, comes to mind here). This leads to both working too hard and
not fixing the real risks sometimes, doing too much and not enough
at the same time.

Looking at the vulnerability management landscape, with that
in mind, it becomes obvious that the only magic in vulnerability
management is in vulnerability prioritization. How do we prioritize
vulnerabilities that represent real risk for your organization? Many
technology vendors have tried to answer it using different methods;
some looked at asset values, some tried to find exploitation paths. As
a result, one effective consensus approach has not emerged yet, de-
spite years of trying. It is very likely that data science and advanced
analytics would have to be part of the answer. However, until we, as
an industry, arrive at this approach, we will continue to be plagued
by vulnerabilities and their consequences—as well as conflicts and
burnout.

I first met Michael when I was an analyst at Gartner; I quickly
realized that he is one of the very, very few people (at least at the
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FOREWORD xifi

time) with a genuine expertise in both security and data science. His
work at Kenna Security was groundbreaking in terms of both value
for clients and novelty of approach. Moreover, it actually worked in
the real world—unlike many others’ attempts to marry security and
data science.

So, what is in store for vulnerability management? Frankly, many
of the 1990s problems that plague organizations are expected to per-
sist as many practices still haven’t changed. I have a suspicion that
when you, dear reader, refer to this book in 2025 you will recognize
many familiar practices and unfortunately many familiar problems
that still exist in your IT organization.

For sure, there are bright spots. Digital natives run immutable in-
frastructure where assets are never patched, but instead are destroyed
and replaced with safer versions. Modern IT practices such as DevO-
ps occasionally—and this word is important here—lead to rapid de-
ployment of system changes or even changed systems (such as when
immutable infrastructure is used).

Mitigation has also risen in popularity and more organizations
understand that the real goal is to reduce the risk rather than merely
patch the hole.

Later, a bright future is probably coming. While many organiza-
tions who use the public cloud follow traditional IT practices, and
migrate virtual machines to the cloud provider networks, thus suffer-
ing the old problems, digital natives and cloud natives use technology
and run their IT differently. Extrapolating forward from my analyst
years, I expect that the only way to “fix” vulnerability management is
to change and evolve how IT is done.

Thus, this book is exciting for me as Michael reveals impressive
data science magic that works to solve the tough vulnerability man-
agement challenges described here.

Dr. Anton Chuvakin

Office of the CISO at Google Cloud
Previously VP of Research at Gartner
responsible for vulnerability management
March 2023
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THE STATE OF THE VULNERABILITY LANDSCAPE

Late on the night of July 29, 2017, the Equifax countermeasures team
updated Secure Sockets Layer (SSL) certificates in the company’s Al-
pharetta, Georgia data center [1]. It was a task long overdue. One of
those certificates, installed on the SSL Visibility (SSLV) tool monitor-
ing Equifax’s customer dispute portal, had expired 19 months earlier.

After the installation, the countermeasures team confirmed they
had regained visibility for the first time in more than a year and a
half. One of the first packet requests they detected was from an In-
ternet Protocol (IP) address originating in China, one of many recent
requests. The server responses to many of these requests contained
more than 10 MB of data.

The next day, at 12:41 pm, Equifax shut down the consumer
dispute portal after the forensic team discovered the exfiltrated data
likely contained personally identifiable information (PII). In fact, the
attackers had made off with the financial data of 148 million Ameri-
cans, the result of an attack that went undetected and uninterrupted
for 76 days.

Much has been written about the Equifax breach, arguably the
most consequential data breach of all time. As with any cybersecu-
rity incident, the postmortems arrived in spades and continued in the
months and years after the attack. These postmortems certainly might
help Equifax avoid a similar fate in the future. But what Equifax—and
every other company—actually needs is a way to build forecasts to
prevent attacks before they happen.
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2 THE STATE OF THE VULNERABILITY LANDSCAPE

Why did the breach take 76 days to detect? Equifax had a mature,
well-oiled security team—and it turns out they did their jobs well.
They scanned their systems, they inventoried their assets, they ap-
plied patches and remediated vulnerabilities—thousands of them per
month. So why not this one?

Coverage of the breach focused on how Equifax had failed to
patch the Apache Struts vulnerability, CVE-2017-5638, which was
publicly disclosed on March 7, 2017. That’s more than two months
before attackers exploited that vulnerability to gain access to Equi-
fax’s data.

We know now that the breach was a legitimate hack, but Equi-
fax still should have seen it coming. The real reason for the miss
had nothing to do with Equifax or its security team, and everything
to do with the traditional approach to vulnerability management—
a numbers game born in the late 1990s and early 2000s that has
remained largely unquestioned since then. At the time of the
Equifax attack, looking at data from more than 300 enterprises with
a total of 1 billion vulnerabilities, more than a quarter of them
(259,451,953) had a Common Vulnerability Scoring System (CVSS)
score of 9 or 10.

So the CVSS score alone didn’t make the Apache Struts vulner-
ability stand out. But there were other clues to its criticality. First,
exploits were observed in the wild and revealed just a day after the
vulnerability was made public [2]. Then, a Metasploit module was re-
leased for this vulnerability on March 15, 2017, just eight days after it
was disclosed. For years, data has indicated that a vulnerability hav-
ing a weaponized, public exploit available is one of the single biggest
factors in predicting successful exploitations.

There were other common-sense attributes of the Apache Struts
vulnerability that increased the likelihood of exploitation, including:

e The target of opportunity represented by Apache Struts;
e The breadth of affected operating systems;
e The high impact of the vulnerability;

¢ The potential for remote code execution.

Clearly, this wasn’t just any other vulnerability. It stood out even
among the quarter of vulnerabilities with the highest CVSS scores.
But without a system to prioritize which vulnerabilities to fix, and
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THE STATE OF THE VULNERABILITY LANDSCAPE 3

to indicate exactly how critical this vulnerability was, Equifax was a
sitting duck.

Usually, failures of prioritization are swept under the rug. If you
fail to prioritize important tasks in your daily life, to the untrained
eye it looks like nothing is happening. Sure, you could be more effec-
tive. You could have accomplished more. But nothing catastrophic
occurs. When it comes to cybersecurity, and vulnerability manage-
ment in particular, the scale doesn’t allow for inefficiency. Enterprises
have threat actors—malicious ones—and they aren’t standing still.
What’s worse, without data-driven prioritization at scale, not only
do the number of potential risks like the Apache Struts vulnerability
increase over time, but so does the probability that something cata-
strophic does happen. To paraphrase the author Chuck Palahniuk, on
a long enough timeline, every risk becomes an event.

The real story here is that every enterprise is currently at risk of
the same system failure as Equifax no matter how good the security
or IT teams are at their day jobs. It’s the system itself that creates
the potential for failure. Vulnerabilities are relentless, growing by the
tens of thousands every year. The growth rate itself is growing. The
process of identifying, tracking, prioritizing, and remediating those
vulnerabilities is often haphazard. It’s a job every security program
must do, but none of them enjoy it, and few do it well. The result is
a patchwork of fixes applied to a tide of vulnerabilities, any one of
which could be the single point of failure in an otherwise formidable
defense.

But there’s a better way, one rooted in data science, machine
learning, and risk management. The result is a model that priori-
tizes—and even predicts—the vulnerabilities most likely to be ex-
ploited, most threatening to your organization, and most in need of
remediation.

But before we dive in, it’s important to lay a foundation of key
terms we will use throughout this book. With so many approaches,
tools, and systems available for vulnerability management, some
common security terms are poorly defined, misused, or overly broad
or specific. There is no playbook for vulnerability management—this
is an emerging science. As such, we need to reestablish some of the
terms you’ve likely heard before, as well as introduce new concepts
that we’ll return to again and again throughout the book.

Let’s get started.

https://t.me/learningnets



4 THE STATE OF THE VULNERABILITY LANDSCAPE

1.1 THE SECURITY CANON: FUNDAMENTAL CYBERSECURITY
TERMINOLOGY

One of the more important distinctions we have to make is the dif-
ference between a vulnerability and a threat, a distinction that could
have helped Equifax. Understanding the difference could save you
countless hours and resources as you work to secure the software and
hardware assets on your network.

There are billions of vulnerabilities, the flaws or weaknesses in
assets that could result in a security breach or event. Vulnerabilities
arise through a variety of vectors, from assets’ design or implementa-
tion to the procedures or controls designed to secure them. While all
bugs cause unintended effects in an asset, vulnerabilities are bugs
that could be used maliciously.

However, a vulnerability is distinct from a threat, which is the
potential for a specific actor to exploit, or take advantage of, a vulner-
ability. Tens of thousands of vulnerabilities are discovered each year,
but only a small fraction become threats. A vulnerability becomes
a threat when an exploit (code that compromises a vulnerability) is
written. Exploits are usually programs, sometimes just commands,
but always they are written in the same way all software is: with a
little motivation and some creativity. As we saw in the case of Equi-
fax, published exploit code that enables attackers to easily weaponize
a vulnerability is a good indicator of the probability of an exploitation
to take place.

An exploitation is the actual event of using an exploit to take
advantage of a vulnerability. This is the threat becoming materialized,
coming to pass. Not all exploitations will cause harm. If you exploit
the server that hosts the PDF of a sandwich shop’s lunch menu, you've
gained access to data, sure. But that data was never confidential to be-
gin with, and access to that machine can’t cause much trouble (hope-
fully). Other exploitations are far more impactful, such as the Equi-
fax Apache Struts exploitation above, causing millions of dollars in
damage.

Different exploits and threats carry different levels of risk. Ac-
cording to ISO Guide 73, risk is the “combination of the probability
of an event and its consequence.” Some risk is unsystematic, caused
by forces that are difficult to predict. Other risk is systematic and can
be accurately predicted over time in aggregate. Risk management, as
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1.1 THE SECURITY CANON: FUNDAMENTAL CYBERSECURITY TERMINOLOGY 5

defined by ISO Guide 73, is “the process of determining an acceptable
level of risk, assessing the current level of risk, taking steps to reduce
risk to the acceptable level, and maintaining that level of risk.”

This is the basis of what we’re going to explore in this book: How
to assess, manage, and reduce your risk by mitigating the security vul-
nerabilities that pose the greatest threat to your assets.

Risk is the core of what security teams deal with, so this particu-
lar definition demands our attention. We prefer a slightly more philo-
sophical formulation of risk, from Elroy Dimson of the London School
of Economics: “Risk means more things can happen than will.” At the
core of risk is uncertainty, and uncertainty about attackers, events,
systems, and ultimately the security of our systems is exactly what
this book will help you understand and reduce.

If there was exactly one outcome, a 100% probability of you get-
ting hit by a car going 60 miles per hour when you cross the road,
then there wouldn’t be any risk at all. You simply would not cross the
road. But if the probability of the event drops below 100%, risk enters
the equation. We process risk on a daily basis. Almost everything we
do has some degree of uncertainty, and we come up with a tolerance
to risk, or an amount of risk that we deem acceptable. There is a real,
nonzero probability of being hit by a car when we cross roads, and the
risk can vary based on the impact: Is the car pulling out of a parking
spot at 1 mile per hour, or driving down a freeway at 100 miles per
hour? Your risk when crossing the street is usually small, well miti-
gated by crosswalks, stoplights, and societal norms. The same is true
in vulnerability management, and because the number of decisions
vulnerability management requires is growing exponentially, we can
no longer afford to make risk tolerance decisions unscientifically.

A better approach starts with data, and we need to understand
the sources of data on existing vulnerabilities. The vulnerability as-
sessments that scan and analyze assets for existing vulnerabilities
and the vulnerability management efforts at mitigating relevant vul-
nerabilities both source data from several organizations and databases
are detailed below.

1.1.1  Common Vulnerabilities and Exposures

Common vulnerabilities and exposures [3] is a list of known cyber-
security vulnerabilities, including unique ID numbers (commonly
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6 THE STATE OF THE VULNERABILITY LANDSCAPE

called CVEs) and standardized descriptions that facilitate informa-
tion sharing among security professionals. It’s maintained by MITRE
and is free to use.

We will focus our research on discovered and disclosed vulner-
abilities contained in the CVE list because CVEs are publicly tracked,
readily available, extensive (although not exhaustive), and have
become the de facto standard adopted by many other projects and
products.

However, CVEs are neither comprehensive nor perfect. Many
vulnerabilities are unknown, undisclosed, or otherwise have not
been assigned a CVE ID. Furthermore, CVE listings are curated by
humans, which makes them vulnerable to biases, errors, and omis-
sions. Despite these challenges, the CVE list is a valuable community
resource that greatly assists the otherwise untenable task of vulner-
ability management.

Figure 1.1 shows the volume of published CVEs by month. From
the list’s inception through January 1, 2018, over 120,000 CVE en-
tries have been created. Of those, 21,136 are still in “reserved” sta-
tus, meaning they have been allocated or reserved for use by a CVE
Numbering Authority (CNA) or researcher, but the details have not
yet been populated. Another 4,352 have been rejected for various rea-
sons and eight are split out or labeled as unverifiable.

For all intents and purposes, each of these published CVEs
represents a decision and potential action for vulnerability manage-
ment programs. The criteria for those decisions may be simple in the

(monthly)
@ -
o N
o ~

Published CVEs

IS
o
o

. L |
2000 2002 2004 2006 2008 2010 2012 2014 2016 2018

Figure 1.1 Monthly volume of published CVEs from 1999 through 2017. (© 2018
Kenna Security/Cyentia Institute [4]. Reprinted with permission.)
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1.1 THE SECURITY CANON: FUNDAMENTAL CYBERSECURITY TERMINOLOGY 7

singular case (e.g., “Does that exist in our environment?”) but prove to
be quite difficult in the aggregate (e.g., “Where do we start?”).

1.1.2 National Vulnerability Database

The National Vulnerability Database (NVD) is “the U.S. government
repository of standards-based vulnerability management data” [5] that
syncs with and enriches base CVE information, providing additional
analysis, a database, and a search engine. NVD adds details by lever-
aging other community projects, including the CVSS, Common Weak-
ness Enumeration (CWE), and Common Platform Enumeration (CPE).

1.1.3 Common Vulnerability Scoring System

CVSS [6] provides a process to capture the principal characteristics of
a vulnerability and produce a numerical score that reflects its sever-
ity. CVSS was developed and is maintained by the Forum of Incident
Response and Security Teams (FIRST).

1.1.4 Common Weakness Enumeration

CWE [7] provides a common language for describing software security
weaknesses in architecture, design, or code. It was developed and is
maintained by MITRE. Each piece of enrichment data offers poten-
tially useful context for decisions. Basic remediation strategies may
rely on CVSS alone, while others will factor in the type of vulnerabil-
ity (CWE) along with the vendor and product and the exposure of the
vulnerabilities across environments.

1.1.5 Common Platform Enumeration

CPE [8] provides a standard machine-readable format for encoding
names of IT products, platforms, and vendors. It was developed at
MITRE, but ongoing development and maintenance is now handled
by the National Institute of Standards and Technology (NIST).

Each piece of enrichment data offers potentially useful context
for making decisions. Basic remediation strategies may rely on CVSS
alone, while others will factor in the type of vulnerability (CWE) along
with the vendor and product and the exposure of the vulnerabilities
across environments.

All of this data about vulnerabilities, however, might be useless
if you don’t have a strong understanding of which assets exist in your
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8 THE STATE OF THE VULNERABILITY LANDSCAPE

environment. As we’ll discuss later in this book, asset discovery and
management is a never-ending task. Your assets are constantly chang-
ing and evolving, and any understanding of what’s at work in your
environment is just a snapshot in time—your list of assets certainly
changes month to month, and likely day to day or even hour to hour.

What’s important is that you strive for the highest degree of
completeness, meaning that you have the most current and accurate
knowledge of as many assets as possible in your environment. That
includes not only the obvious devices and software, but also the shad-
ow IT and other assets that often operate under the radar. They too
contain vulnerabilities that could pose a threat to your organization.
Completeness is a measure of how many of the assets in your environ-
ment are included in your vulnerability management system so you
have as much visibility as possible into your risk.

But as we saw with Equifax, simply being aware of vulnerabili-
ties and assets is not enough. We need to know which vulnerabilities
to prioritize and also how to measure our success in doing so.

1.2 SECURITY METRICS: THE NEW GUARD

In a perfect world, all vulnerabilities would be remediated as they
were discovered, but unfortunately that doesn’t happen in reality. The
reality involves trade-offs between making the system more secure
and rendering it unusable while it updates—sometimes causing dis-
ruptions in payment systems. It involves multiple groups of people
with competing priorities: the security team that identifies the vulner-
abilities, the IT operations or business owners that determine when
the systems should be patched or a mitigating control is deployed,
and the users of the systems themselves, internal or external. Users
for whom security is at best a second-order benefit (“This new social
network is so fun! And I hear it’s secure.”), and at worst, a cost center
that looks bad on a balance sheet. With thousands of new vulnerabili-
ties discovered every year multiplied across disparate assets, reality
necessitates prioritization. It comes down to choosing a subset of vul-
nerabilities to focus on first.

It’s tempting to go for overall accuracy—proportion decided cor-
rectly—but this can be misleading when so many vulnerabilities are
never exploited. For example, if a company chooses to never remedi-
ate anything, that decision has an accuracy somewhere around 77%,
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seen in Figure 1.2. It might look like a good strategy on paper, but not
so much in practice. The other mode of failure for the accuracy metric
happens when maliciousness is rare, which is often the case in secu-
rity. Let’s say there’s one machine with one vulnerability that’s been
exploited. In an environment with 100 machines with 10 vulnerabili-
ties each, if every morning the vulnerability management director re-
ported to the chief information security officer (CISO) that “we have
no risky vulnerabilities across our entire network,” then they would
have an accuracy of 99.9%. Great score, but a useless metric here.

Instead of decision model accuracy, we will focus on the two
concepts of coverage and efficiency.

Coverage measures the completeness of remediation. Of all vul-
nerabilities that should be remediated, what percentage was correctly
identified for remediation? For example, if 100 vulnerabilities have
existing exploits, and yet only 15 of those are remediated, the cover-
age of this prioritization strategy is 15%. The other 85% represents
unremediated risk. Technically, coverage is the true positives divided
by the sum of the true positives and false negatives.

Efficiency measures the precision of remediation. Of all vulnera-
bilities identified for remediation, what percentage should have been
remediated? For example, if we remediate 100 vulnerabilities, yet
only 15 of those are ever exploited, the efficiency of this prioritization
strategy is 15%. The other 85% represents resources that may have
been more productive elsewhere. Technically, efficiency is the true
positives divided by the sum of the true positives and false positives.

Ideally, we’d love a remediation strategy that achieves 100% cov-
erage and 100% efficiency. But in reality, a direct trade-off exists be-
tween the two. A strategy that prioritizes only the “really bad” CVEs

0.6% of CVE's just have

1.2% of CVE's have published and observed exploits executed exploits in the wild

77% of CVE's have no

21.2% of CVE's just have
published or observed exploit

an exploit publicly released

Figure 1.2 Comparison of CVEs with exploit code and/or observed exploits in the
wild relative to all published CVEs. (© 2018 Kenna Security/Cyentia Institute [9].
Reprinted with permission.)
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10 THE STATE OF THE VULNERABILITY LANDSCAPE

for remediation (i.e., CVSS 10) may have a good efficiency rating, but
this comes at the cost of much lower coverage (many exploited vul-
nerabilities have a CVSS score of less than 10). Conversely, we could
improve coverage by remediating CVSS 6 and above, but efficiency
would drop due to chasing down CVEs that were never exploited.

Once you're set up to efficiently analyze the vulnerability data, a
new world of cybersecurity metrics and concepts opens up.

Organizations will all end up in different places with respect
to coverage and efficiency, as we discussed above, and they can take
dramatically different routes to get there. It’s useful, therefore, to un-
derstand remediation velocity, the measure of how long it takes to
remediate a vulnerability.

Assume an organization observes 100 open vulnerabilities today
(day zero) and manages to fix 10 of them on the same day, leaving 90
to live another day. The survival rate on day zero would be 90% with
a 10% remediation rate.

As time passes and the organization continues to fix vulnerabili-
ties, that proportion will continue to change. Tracking this change
across all of the vulnerabilities will produce a curve like the one
shown in Figure 1.3. From this curve you can observe that the overall
half life of a vulnerability is 159 days. Beyond that, there’s clearly
a long-tail challenge that results in many vulnerabilities remaining
open beyond one year.

Remediation time frames vary substantially. This is why we refer
to remediation velocity; there’s both a directional and a speed aspect
to these lines. To quantitatively benchmark time frames, we can use
several metrics from survival analysis, each of which gives a slightly
different measure of remediation timelines:

® Mean time to remediation (MTTR) is the average amount of
time it takes to close vulnerabilities;

® Mean time to detection (MTTD) is the average amount of time
it takes to detect vulnerabilities;

e Vulnerability half life is the time required to close exactly 50%
of open vulnerabilities;

e Area under the survival curve (AUC) represents live (open)
vulnerabilities. A lower AUC means higher velocity. Figure 1.3
shows an example of a survival analysis curve.
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75%

Halflife (time to 50% remediation): 158.6 days

50%
MTTR (mean time to remediation): 182.8 days

25%

Percent of open vulnerabilities

(AU 513 T
\.

3m  6m Ty 1.5y 2y 3y
Time to remediation

OA)]w

Figure 1.3 Graph depicting the survival analysis curve for vulnerability remediation
timelines. (© 2019 Kenna Security/Cyentia Institute [10]. Reprinted with permission.)

While some organizations have a high velocity within a limited
scope, others are playing the long game. Remediation capacity mea-
sures how many vulnerabilities you can remediate and how many
high-risk vulnerabilities build up in your environment over time, us-
ing two primary metrics. Mean monthly close rate (MMCR) measures
the proportion of all open vulnerabilities a firm can close within a
given time frame. Vulnerability debt measures the net surplus or defi-
cit of open high-risk vulnerabilities in the environment over time.

Think of MMCR as raw remediation capacity. To derive it, we
calculate a ratio for the average number of open and closed vulner-
abilities per month for each organization in our sample. On average,
organizations remediate about one out of every 10 vulnerabilities in
their environment within a given month.

Ultimately, these measures gauge the performance of your re-
mediation within a program of risk-based vulnerability management
(RBVM), a cybersecurity strategy in which you prioritize remediation
of vulnerabilities according to the risks they pose to your organization.

RBVM means using threat intelligence to identify vulnerabili-
ties attackers are planning to take action on externally. It means using
intelligence to generate risk scores based on the likelihood of exploi-
tation internally. It means using business context to determine the
segments of your network where intrusion may be more damaging. It
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12 THE STATE OF THE VULNERABILITY LANDSCAPE

means combining all these elements into a measure of asset criticality.
RBVM programs focus patching efforts on the vulnerabilities that are
most likely to be exploited and reside on the most critical systems.

Note that the operative term here is risk-based, but in order to
base our management decisions on risk, we need a set of metrics for
measuring risk. We need those metrics to be universal, consistent,
measurable, repeatable, and a slew of other semitechnical descrip-
tions of a metric that are not to be taken lightly. In the end we’ll use
these metrics to construct machine learning models that automate
some of the heavy lifting for us. But these metrics, or objective func-
tions, have to be as clean and clear as the data being processed.

At the turn of the twenty-first century, at the height of the hype
cycle of big data, machine learning practitioners and political pundits
alike have come to agree that when it comes to data, garbage in equals
garbage out. One piece that’s missing from this kind of thinking is
that data is only valuable in a particular context. We don’t care much
about the precision of the temperature in Antarctica on any given day.
For our purposes, “extremely cold” or “warmer than Chicago” is good
enough. To a climatologist, or someone studying phase-transitions
of metals, a decimal rounding error might be catastrophic. Machines
are context-aware only in the most notional of senses—it depends
on what we call context. Pay attention to the metrics we use to build
these models. A well-crafted metric will define what good data looks
like, and a good set of objective functions mathematically describes
the context that all models need to be useful.

RBVM paves a pathway to modern vulnerability management,
an orderly, systematic, and data-driven approach to enterprise vul-
nerability management. It leverages full visibility into a technology
stack to target the riskiest vulnerabilities, enabling companies to ad-
here to designated service-level agreements (SLAs), respond to threats
rapidly and have meaningful discussions about organizational risk
tolerance.

In a traditional vulnerability management system, like the meth-
od Equifax was using in 2017, nobody is using clear, undisputed data
that gives certainty into which actions matter. Modern vulnerability
management programs make order from this chaos.

The hallmarks of a modern vulnerability management program
are a consistent, systematic, and ongoing method to discover risk
within the enterprise environment. It’s a data-driven approach that
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helps companies align their security goals with the actions they can
take.

Developing a modern vulnerability management program isn’t
like flipping a switch. It’s an evolution, with several steps along the
way. Each chapter in the remainder of this book will guide you step by
step on how to design and implement such a program.
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DATA SCIENCE TO DEFINE RISK

The concept of risk management hasn’t changed much over the mil-
lennia. Some of the earliest examples include the Babylonians, who
assessed risk in sea voyages. Similar risk management practices con-
tinued for thousands of years until they were formalized as operations
research during World War II, helping the U.S. military assess vul-
nerabilities in airplanes. After the war, managing risk and projecting
rewards became business imperatives and lessons every MBA learns.

Cybersecurity, however, is different. While the concept of risk
management hasn’t changed, the approaches to it have. In cybersecu-
rity, the scale of vulnerabilities is orders of magnitude greater than in
other disciplines. It requires a different approach, one rooted in the
history of risk management but one that also leverages machine learn-
ing and data science to define, understand, and mitigate risk.

The problem requires that we build a decision engine for vulner-
ability management at scale, and the bulk of this chapter will cover
what you need to do so. But first, let’s look at the history of risk man-
agement to understand what it is we’re trying to achieve and why we
examine risk to make decisions.

2.1 RISK MANAGEMENT HISTORY AND CHALLENGES

One of the earliest forms of risk management was a proto-insurance
called bottomry, which was designed to limit the risks of seafaring.

15
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Dating back to at least ancient Babylonia and described in the Code
of Hammurabi, the practice was borrowed by the Greeks and then the
Romans. Shipping goods by sea had inherent risks—weather caused
delays, ships sank, crews mutinied, pirates plundered, and prices
changed before ships arrived in port.

Bottomry was a high-interest loan that merchants took out to
fund their journeys at sea and cover repairs or handle other emergen-
cies the ship might encounter, using the “bottom” of the ship as col-
lateral. If the ship arrived at its destination successfully, the master
of the ship would repay the loan with interest. If the voyage ended in
disaster, the loan was void and the borrower owed the lender nothing.
If the voyage was successful but the master of the ship didn’t pay back
the loan with interest on time, the lender could seize the ship.

Often called a precursor to maritime insurance, bottomry has
also been described as a “futures contract” in which the insurer “has
bought an option on the venture’s final value.” Interest rates were
high, and the creditors issuing the loans saw the high interest rates
as compensation for risk [1]. Interest rates would rise during stormy
seasons or for unreliable borrowers [2].

Approaches to managing risk evolved but remained largely the
same for the next 2,000 years. The first major shift came during World
War II with the first formalization of operations research. Mitigating
risk and addressing vulnerabilities became more complex and the
scale of the risk required a more systematic approach to management.

2.1.1 The Birth of Operations Research

Operations research is most often traced back to statistician Abra-
ham Wald and his work with the Statistical Research Group (SRG),
which comprised the brightest mathematical minds available to aid
the American effort in World War II.

At the time, the U.S. military was seeking ways to reduce the loss
of aircraft in combat. Ultimately, the planes needed better armor. The
only question was how much armor and where to place it. One option
would be to simply reinforce armor across the entire aircraft. But too
much armor weighed down the plane, burning fuel more quickly and
limiting its maneuverability. Another option was to apply armor only
to the most vulnerable parts of the plane. But which parts were most
vulnerable?
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The military gathered data. When planes returned to the U.S.
after battles in Europe, the military examined them and noted which
parts of the plane had the most bullet holes, measuring bullet holes
per square foot on the engine, the fuel tank, the fuselage, and other
parts of the plane. The distribution of bullet holes looked similar to
that of the plane in Figure 2.1.

It turned out that the fuselage and the other parts of the plane
had nearly twice as many bullet holes as the engine. Since those areas
had taken the most fire and were where the crew and key equipment
were located, the military decided to reinforce the armor on the fu-
selage and other parts. They turned to Abraham Wald at the SRG to
figure out how much armor would be necessary.

What they received in reply was a reframing of their assump-
tions about vulnerability. The armor, Wald argued, belonged not in
the area with the most bullet holes, but the area with the fewest: the
engines. The planes that had returned had managed to do so despite
all those bullet holes in the fuselage because they had taken fewer
shots to the engines.

Upon seeing the data, Wald understood that it was not statis-
tically accurate and was based on one major assumption: that the

Figure 2.1 Representation typical of bullet hole distribution on a plane returned from
battle during World War |Il. (Reprinted under a Creative Commons Attribution-Share
Alike 4.0 International Public License, © 2005, 2016, 2021 [3].)
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returning aircraft were a representative sample of all aircraft. Unfor-
tunately, the data left out a crucial component: the planes that hadn’t
made it back from battle. Data on the downed aircraft was not avail-
able, but Wald deduced that the engines of those planes were likely
littered with bullet holes.

Wald set to work and delivered a memorandum to the military
that estimated the probability that any additional hit would take
down an aircraft after it had already been hit, the vulnerability of dif-
ferent sections of an airplane, and a way to estimate the damage on
the planes that never returned [4].

In this case, the scale of the problem had become big enough that
looking at just one plane or just the planes that returned wasn’t suf-
ficient. What the military needed was to look at the statistical popula-
tion of planes to discover the most critical vulnerabilities. It needed
a systematic way to observe and mitigate the greatest risks. Wald’s
solution and recommendations not only saved countless lives during
World War II, but was used by the Navy and Air Force for decades
afterward.

2.1.2 The Scale of Cybersecurity

Following World War II, similar principles were applied to business.
In addition to prioritizing vulnerabilities, prediction too became sys-
tematized. Engineer and statistician Genichi Teguchi developed what
are now known as the Teguchi methods to improve manufacturing
quality. Part of his principles is understanding the variables and pa-
rameters in design that have the most impact on performance in the
final product. MBA programs now teach businesspeople the language
of risk-to-reward ratios, the probability of success, the expected re-
turn on investment, the time value of money, and so on, each of which
has been systematized to spot opportunities and mitigate risk.

Which brings us to security. While operations research and fi-
nancial risk and reward have long been codified, security presents
different challenges. One of the more immediate ones is that security
lacks the decision support that money provides.

Ancient world merchants raised interest rates with the level of
risk of shipping goods by sea. MBAs chart recommended actions based
on the expected returns. But security is a loss leader. The calculation
is more about the probability of loss and estimating the loss function.
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You're trying to prove that your company saves money, time, and re-
sources by an event not happening, which is difficult to do. You still
have to make decisions, but instead of basing them on financial gain
or loss, they must be based on metrics you're creating yourself.

The other major challenge facing cybersecurity is the vast—and
rapidly growing—scale of vulnerabilities. While it’s relatively simple
to understand the risks facing a single ship leaving port in the ancient
world or even the weaknesses in World War II aircraft, cybersecu-
rity is much more complex. The number of vulnerabilities continues
to surge month after month, assets continue to multiply in organiza-
tions, and exploits continue to grow more damaging and pervasive.
The vulnerability management strategies of the past need to scale to
the breadth of the challenge today.

In 2014, cybersecurity and risk management expert Dan Geer
gave a keynote at Black Hat USA titled “Cybersecurity as Realpolitik”
[5]. He led off by acknowledging the scale of the problem:

I wish that I could tell you that it is still possible for one person to
hold the big picture firmly in their mind’s eye, to track everything
important that is going on in our field, to make few if any sins of
omission. It is not possible; that phase passed sometime in the
last six years. I have certainly tried to keep up but I would be less
than candid if I were not to say that I know that I am not keeping
up, not even keeping up with what is going on in my own country
much less all countries. Not only has cybersecurity reached the
highest levels of attention, it has spread into nearly every corner.
If area is the product of height and width, then the footprint of
cybersecurity has surpassed the grasp of any one of us.

In fact, over the six-year period Geer mentions, security profes-
sionals had been seeking new ways to manage a set of risks that was
rapidly growing beyond their ability to comprehend or to manage.
Geer addresses this issue later in his keynote when he notes the vast
numbers of vulnerabilities:

In a May article in The Atlantic [6], Bruce Schneier asked a
cogent first-principles question: Are vulnerabilities in software
dense or sparse? If they are sparse, then every one you find and
fix meaningfully lowers the number of avenues of attack that
are extant. If they are dense, then finding and fixing one more
is essentially irrelevant to security and a waste of the resources
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spent finding it. Six-take-away-one is a 15% improvement. Six-
thousand-take-away-one has no detectable value.

This is the conundrum the security community faces. But it’s
important to keep in mind the distinction between a vulnerability
and an exploit. Fortunately, the vast majority of reported vulnerabili-
ties aren’t used by hackers—77% never have exploits developed and
less than 2% are actively used in attacks. Fixing one vulnerability
out of 6,000 does have value if you've fixed the right one—one that
poses the most risk to your organization. If less than 2% of vulnerabil-
ities are actively used in attacks, among Geer’s example of 6,000, you
might only have to remediate 120 to make a measurable difference.
The trick is, you have to know which vulnerabilities to mitigate, and
from among a pool that could far exceed 6,000 and grows by the day.

2.1.3 Origins of the Risk-Based Approach to Vulnerability
Management

RBVM can be traced back to 1999 with the advent of the CVSS. CVEs
were one of the first ways to measure and identify vulnerabilities and
bring all security practitioners onto the same page. At the time there
was nothing better—it was revelatory and even offered a good amount
of efficacy.

Around the same time, compliance and audit rules sprang up,
introducing other metrics and taking a business approach to regulat-
ing cybersecurity. The goal was to manage risk, but the guardrails
were often put in place using incomplete, inaccurate, or just plain
inefficient metrics. This leaves companies bowling with bumpers that
are far too wide.

The Payment Card Industry Data Security Standard (PCI DSS), for
example, used to instruct companies to fix every vulnerability with a
CVSS score of 4 or above (on a scale from 0 to 10).? Of the vulnerabili-
ties listed in CVSS, 86% score a 4 or higher, meaning the guideline
was essentially to fix nearly everything. In a sense, these compliance
policies were a very raw, finger-to-the-sky version of risk-based vul-
nerability management. They set a risk threshold, determined time

1. PCI DSS has since added some flexibility with version 3.2.1, which requires
companies to fix all vulnerabilities with a CVSS score of 4 or above for exter-
nal scans, and all “high risk” vulnerabilities, as defined in the PCI DSS Re-
quirement 6.1, for internal scans. Users can also use a scoring system outside
of CVSS.
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frames, and made them actionable. As we’ll see throughout this book,
the intent was well meaning but the data and the data-driven meth-
odology was missing. To claim “this payment system is safe if it has
no vulnerabilities with a CVSS score above 4” is not the same as “all
global 2000 enterprises must remediate 86% of their vulnerabilities
within 90 days.” The policy prescription had unintended conse-
quences: When everything is a priority, nothing is.

This is the demoralizing task cybersecurity practitioners faced in
the early 2000s. No business can remediate 86% of its vulnerabilities.
No business can afford to. Even if it can, doing so takes time, and it’ll
be exposed to some risks for years while others are quickly remedi-
ated—is that safe? Which ones should it remediate first? Organiza-
tions must make much tighter decisions based on the specific context
of their business and the vulnerabilities that pose the greatest risk to
ongoing operations.

Around the time PCI was enacted in 2005, the precursors to
RBVM started to take shape. At that time, security practitioners need-
ed more efficient ways to identify vulnerabilities. Up until then, man-
ual assessments were the primary method, one that cost a lot of time
and effort with minimal reward. Teams might find some of the many
vulnerabilities, but ultimately didn’t have visibility into risk across
the entire organization. Automated tools and scanners sprang up to
fill this need.

Unfortunately, this new data did little to assuage concerns about
risk. The scanners generated reports filled with bad news: Organiza-
tions had vulnerabilities everywhere. Scanners ensured organizations
were more aware of the scope of the problem they faced, but offered
no strategy for facing it. Security practitioners created systems around
these tools to measure the effectiveness of their remediation. They
would push out patches for vulnerabilities the scanners had uncov-
ered and then run a new report to determine their progress.

The result was often depressing and demoralizing: No mat-
ter how quickly companies patched vulnerabilities, they barely put
a dent in the ever-growing number—more and more vulnerabilities
were discovered every day and security teams couldn’t keep up with
the sheer number of them.

Also around the mid-2000s, some network mapping tools started
adding vulnerability data to their products so organizations could
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start to understand exactly what parts of their network vulnerabilities
might impact. By examining firewall and router rules, access control
lists (ACLs), and other factors at the network layer, these tools offered
organizations a better sense of which vulnerabilities mattered most to
them.

The pieces for a cybersecurity risk-management decision engine
were starting to come together. In 2010, NIST released the Security
Content Automation Protocol (SCAP) both to commonly describe vul-
nerabilities across multiple tools and then to aggregate and prioritize
vulnerabilities, even introducing a standard for confirmation scoring.
It was a way to prioritize configuration issues as well as application
security weaknesses. SCAP ensured that everyone was using the same
metrics to describe the same vulnerabilities, and thus served as the
seed for automating vulnerability management.

Not long after, Anton Chuvakin of Gartner [7] confirmed that
“vulnerability prioritization for remediation presents the critical prob-
lem to many organizations operating the scanning tools. The volume
of data from enterprise scanning for vulnerabilities and configuration
weaknesses is growing due to both additional network segments and
new asset types.”

At the end of 2015, Chuvakin and Augusto Barros released A
Guidance Framework for Developing and Implementing Vulnerability
Management [8], a piece that set out several of the concepts critical to
vulnerability management, including maximum patching speed and
setting context based on SLAs, as well as a process workflow that set
the stage for automation.

By 2016, Gartner was examining different models of vulnerabil-
ity remediation:

e Asset-centric: Focused on the business criticality, value of,
and exposure of an asset, with an approach of gradual risk
reduction;

e Vulnerability-centric: Focused on the criticality of a vulner-
ability, also with an approach of gradual risk reduction;

e Threat-centric: Focused on vulnerabilities actively targeted
by malware, ransomware, exploit kits, and threat actors in the
wild, with an approach geared toward imminent threat elimi-
nation.
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All of these point to the search for an answer to a simple ques-
tion: What'’s the likelihood this vulnerability will be exploited, and if
it is, what will be the impact to a particular organization?

Each model has multiple layers as well. In the threat-centric
view, for example, you must consider that there are targets of opportu-
nity—vulnerabilities that are exposed and likely to be exploited—but
there are also targeted attacks—a bad actor coming after you because
of who you are. Targeted attacks are a different and often much more
expensive situation to deal with. The threat-centric view is ultimately
the one we want to focus on, but there are multiple layers to opera-
tionalizing the approach.

In January 2018, Gartner started to use the descriptor “risk-based,”
describing a risk-based approach to manage enterprise vulnerabilities
in highly regulated industries. As security professionals, we’re paid
to understand risk, the cost to mitigate that risk, and whether that cost
is justified. Business context should always be taken into account:
What is your organization’s risk appetite—are you a too-big-to-fail
bank or a mom-and-pop down the street? Vertical size matters, what
you’re protecting matters, how your industry is regulated matters. All
of this context about your business and what it is you do are critical
factors to consider in effective vulnerability management.

In his 2014 Black Hat keynote [5], Dan Geer argues that if we de-
fine risk as “more things can happen than will,” then what is relevant
is either playing offense or getting out of the line of fire altogether. The
latter of which involves stepping back from dependencies on digital
goods and services—those “who quickly depend on every new thing
are effectively risk seeking,” Geer notes—something that may be pos-
sible for individuals, but is increasingly impossible for businesses.
Offense, in this case, amounts to truly understanding the risks in the
larger context of your business and prioritizing and predicting which
of the vulnerabilities that can be exploited pose the greatest risk to
your organization.

We can take Geer’s claim about risk-seeking businesses even fur-
ther. Without an a priori way to measure the risk that a new technol-
ogy or behavior introduces into the business, without some forecast
of the future, businesses aren’t making rational decisions. Instead,
they’re choosing to ignore a set of risks, sometimes existential, some-
times marginal, always present.
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DATA SCIENCE TO DEFINE RISK

That’s our aim in this book. To create a decision-support engine

to make better choices based on risk that keep your organization se-
cure. In essence, it’s understanding which bullet holes will down
your plane, and thus where to reinforce your armor.

[1]

(2]

(3]

[4]

(5]

(6]

(7]

(8]
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DECISION SUPPORT: TAPPING MATHEMATICAL
MODELS AND MACHINE LEARNING

Exploits are a unique adversary, especially compared to the risk of
pirates and enemy fire we’ve discussed.

The threats facing Babylonian ships—pirates, weather, mutiny,
and so on—can be mapped along a bell curve. At the edges are the ex-
tremes: the especially destructive storms, the strongest and most ruth-
less pirates on one side, and the toothless attackers and mild drizzles
on the other. But those instances are exceedingly rare. For the most
part, threats will be about average, the healthy middle of the curve.

The success of enemy soldiers is also governed by physical con-
straints like strength and hand-eye coordination, as well as the ac-
curacy and destructiveness of their weapons. There are few deadeye
sharpshooters and few with lousy aim. Most are about average.

Cybersecurity exploits, however, operate differently. Instead of a
bell curve, they fall along a power-law distribution. Of the thousands
of vulnerabilities, the vast majority pose no threat. A small number
of vulnerabilities are ever exploited. And an even smaller portion of
those exploits cause outsized destruction.

This distinction completely changes the method of defense for
different attacks. Ships and planes can get away with armor and de-
fenses that are fairly uniform because most attacks will come from the
heart of the bell curve. Certainly enemies or weapons at either end of
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the curve could pierce those defenses, but encountering them is rare.
So for most situations, the typical armor will hold up.

Not so in the cybersecurity realm. An especially damaging ex-
ploit isn’t limited by physical location and could affect every user of
the vulnerable asset. To make matters more complicated, networks,
applications, users, and other factors are continually evolving and
changing, meaning a defense that worked at one point in time might
no longer work the same way at a later point.

Designing planes with the same defenses saved lives during
World War II. But as David L. Bibighaus points out [1], introducing
assets into an IT environment that are all secured and hardened the
same way is a vulnerability, since unlike bullets, the exploits can
evolve rapidly, and much like with evolution, a system with homo-
geneous strengths also has homogeneous weaknesses. If the exploit
evolves in the right way, it can take down all the devices instead of
just a few.

No one can tell at the outset which vulnerabilities will be among
the few to be exploited or anticipate the ways those exploits will
evolve and affect their organization’s systems, especially as those sys-
tems also evolve.

In this kind of threat environment, we need a way to constantly
evaluate the probability of various risks and pinpoint the vulnera-
bilities most in need of remediation. We need to continually refocus
our attention on the most probable attack vectors as the threats and
systems change in a complex environment where there are many un-
knowns. What we need is a decision support system.

Behind every good decision support system are mathematical
models and machine learning algorithms that help us efficiently make
stronger decisions despite uncertainty, randomness, and change.

3.1 MATHEMATICAL MODELING

In this section, we’re going to examine five methods of mathemati-
cally representing the problem we face and gain insight into how we
can best approach it. These models will help account for the scale of
the number of variables and interdependencies we’ll encounter, help
us quickly take action using limited information, and account for ran-
domness, uncertainty, and sentient, rational attackers.
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3.1.1 Mathematical Scale

One of the oldest river-crossing puzzles, dating to at least the ninth
century, is the wolf, goat, and cabbage problem. A farmer must trans-
port a wolf, goat, and cabbage across the river, but he can only carry
himself and one other on each trip. But if he leaves the wolf alone
with the goat, or the goat alone with the cabbage on either side of the
river, the former would eat the latter in either case. How can he move
all three to the other side of the river?

It’s a simple problem, and one you’ve likely solved before. It’s
also fairly simple to construct a mathematical proof for the fewest
number of trips. But the problem grows more complex with the num-
ber of objects. As soon as we move from three to four or five in the
same style of problem, the same proof no longer applies due to the
interdependencies introduced. This is an example of mathematical
scale. As soon as the number of elements exceeds two or three, the
simple proof that was possible no longer applies.

There’s an analogy there to algorithmic complexity. Algorithms
don’t scale linearly if you have more data. What worked for a smaller
problem won’t scale to a larger one.

Think first in terms of physical security. Making one risk manage-
ment decision is tractable. For example, should I install a floodlight
in front of my garage door? As the complexity and interdependencies
increase, the problem becomes much more difficult. For example,
how do I secure the neighborhood? Suddenly there are multiple inter-
dependencies and changing one element leads to changes in another.

This kind of mathematical scale is illustrated in concepts like P
versus NP and wicked problems.

P versus NP (polynomial versus nondeterministic polynomial)
refers to a theoretical question presented in 1971 by Stephen Cook [2]
concerning mathematical problems that are easy to solve (P type) as
opposed to problems that are difficult to solve (NP type).

Any P type problem can be solved in polynomial time. A P type
problem is a polynomial in the number of bits that it takes to describe
the instance of the problem at hand. An example of a P type problem
is finding the way from point A to point B on a map.

An NP type problem requires vastly more time to solve than
it takes to describe the problem. An example of an NP type prob-
lem is breaking a 128-bit digital cipher. The P versus NP question is
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important in communications because it may ultimately determine
the effectiveness (or ineffectiveness) of digital encryption methods.

An NP problem defies any brute-force approach, because finding
the correct solution would take trillions of years or longer even if all
the supercomputers in the world were put to the task. Some math-
ematicians believe that this obstacle can be surmounted by building
a computer capable of trying every possible solution to a problem
simultaneously. This hypothesis is called P equals NP. Others believe
that such a computer cannot be developed (P is not equal to NP). If it
turns out that P equals NP, then it will become possible to crack the
key to any digital cipher regardless of its complexity, thus rendering
all digital encryption methods worthless.

Complex interdependencies are also conceptualized in wicked
problems, where solving one aspect of the problem creates other prob-
lems. A wicked problem can result not just by changing elements,
but because of incomplete information. Every solution creates greater
complexity and uncovers new problems. In these situations, there
will inevitably be trade-offs.

One example that we’ll cover in more detail in the next chapter
is achieving coverage versus efficiency when remediating vulnerabili-
ties. Coverage refers to your ability to fix everything that matters, to
remediate as many exploited or high-risk vulnerabilities as you can.
Efficiency is about the precision of your efforts; in this case, the per-
centage of the vulnerabilities you've remediated that were actually
high risk. But achieving 100% coverage will decrease your efficiency
since most of the vulnerabilities remediated won’t be high risk. Pur-
suing efficiency at all costs will likewise reduce your coverage. It’s
always a balance and a trade-off.

By way of example, a financial services company knew its sys-
tems were rife with vulnerabilities but had not quantified the risk. A
scan found 220 vulnerabilities per machine. Recognizing the scale
of the problem, the company aggressively remediated those vulner-
abilities, incentivizing employees by attaching bonuses to progress.
But the result was the opposite of what the company expected: Its risk
started rising, not falling.

By focusing on the problem of fixing vulnerabilities, the com-
pany discovered a new problem: Not all vulnerabilities are risky.
It revamped its initiative to incentivize employees to address only
the most serious vulnerabilities, aligning bonuses based on risk
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scores—the lower, the better. It didn’t matter which vulnerabilities
they remediated as long as they took care of the most important ones
at the top of the list. But this created yet another issue. If the last day
of the quarter happened to be the day after Patch Tuesday, when a
bunch of new risks were revealed, risk scores would rise and could
cause people to lose bonuses. So the employees would delay remedia-
tion to keep their risk score low.

Ultimately what ended up mattering more than risk was adher-
ence to risk tolerance timelines and SLAs, incentivizing based on
speed. But the complexity of the problem is clear: Each solution re-
vealed a completely new problem.

As we build a decision support system, we have to keep in mind
the mathematical scale of the problem and how unwieldy it can be-
come. But there are ways to tame that complexity.

3.1.2 Statistics

The two main branches of statistics are descriptive and inferential.
Descriptive statistics focuses on data that we know, while inferential
statistics aims to extrapolate what we don’t know from what we do
[3]. Given a sample of data, descriptive statistics will analyze the fea-
tures of that sample, while inferential statistics infers the features of
the larger population of which the sample is a part.

The need for statistical inferences arises from the impossibility
of collecting all data. Election pollsters, for instance, can’t survey ev-
ery voter for every poll. It would be too expensive and time consum-
ing to be practical, but more significantly, in the time it would take
to speak to every voter, some voters already surveyed might change
their minds, new voters will have registered, and any number of other
variables will have changed. It’s not merely a matter of running down
a list of names and recording responses. It’s an ever-evolving complex
system with various interdependencies. So instead, pollsters survey
a representative sample of voters over a defined period of time and
infer the preferences of the wider electorate based on the sample data
collected.

Vulnerability assessment is not too different. Vendors need to
write signatures for scans, by the time a scan of a sufficiently large
network is complete, portions of the network may have changed,
new vulnerabilities may have come out, what the business considers

https://t.me/learningnets



30 DECISION SUPPORT: TAPPING MATHEMATICAL MODELS AND MACHINE LEARNING

critical may have changed. It gets worse on the threat-measurement
side. Methods don’t exist for detecting every attack, we aren’t aware
of all of the vulnerabilities or exploits currently in use today, and ne-
farious groups go to great lengths to conceal some of these. In a sense
it is actually impossible to collect all the data necessary to optimally
solve vulnerability management.

As we’ve seen in recent presidential elections, polls can appear
to be far off the final election results. One reason is that every poll is
merely a snapshot in time and might be obsolete as soon as it’s report-
ed. There is always a margin of error, and the accuracy of the polling
depends in large part on weighting the right variables. This kind of
confidence interval expresses how closely the sample approximates
the larger population. Larger samples sizes have smaller margins of
eITor.

Successfully approximating populations depends in large part
on collecting a strong sample and understanding how to weight the
data. Doing so allows us to create models that help us deduce the larg-
er cybersecurity threat landscape based on the data we have available.

In many ways, it functions similarly to epidemiology. According
to the U.S. Centers for Disease Control and Prevention (CDC), epide-
miology is “the study of the distribution and determinants of health-
related states or events in specified populations, and the application
of this study to the control of health problems” [4].

If you swap out “health-related states or events” for vulnerabili-
ties and exploits, “specified populations” for a network and IT en-
vironment, and “health problems” for cybersecurity threats, it’s in
many ways a direct match.

Epidemiology allows us to find patterns and complex interde-
pendencies within specific groups, identifying causalities that allow
intervention and remediation. Applied to vulnerability management,
we can use statistics to better understand why some organizations or
industries approach security differently so we can measure and de-
sign interventions accordingly.

Organizations are often able to react to a particular vulnerability
or event and decide what to do about it from a technical perspec-
tive. But understanding the statistical causes or statistical correlations
across populations is much more difficult. Especially because, unlike
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the movement of a virus through a population, in cybersecurity both
the attacker and defender are sentient. Both are thinking rationally,
making predictions, and taking action.

It’s important to remember that epidemiologists are not the doc-
tors treating patients; they’re simply approximating populations and
making recommendations as a whole, hoping those recommendations
are put into action. When creating statistical models, both in epide-
miology and cybersecurity, you want a model that’s only as complex
as necessary. If the model grows too complex, it’s more difficult to
identify what is causal and how to intervene. Statistical models in
cybersecurity must be actionable.

For example, if we develop a model that includes 400 differ-
ent variables, and 300 of them come from closed sources that we’re
purchasing and scanning the dark web for, IT operations teams might
be less likely to act on any predictions coming from that model be-
cause they couldn’t explain why they were taking that action. On the
flip side, if we had a model that was 95% precise, but only included
10 variables, IT operations might more intuitively understand the
prediction and recommendation, leading to action. Always consider
whether the model will be operationalized and acted upon.

Statistics can also assist in calculating the return on investment
(ROI) of specific actions taken. Mass scanning of the internet and of
organizations is a relatively recent tactic, but one that has accumu-
lated large data sets around specific industries, like financial services
and healthcare, and around the entire publicly accessible internet.
Based on that data, we can test whether certain security protocols are
worth the ROL

Most importantly, it’s not enough to simply analyze the data al-
ready available. To do so will be to fall behind. Which is why predic-
tive analytics are so important. You also need continuous, always-on
data even if you’ve built a statistical model that gets the causality right.
Because the causality right now might not be the causality tomorrow.
In epidemiology, pathogens evolve through natural selection, while
in cybersecurity, they evolve in analogous methods through predator-
prey dynamics. It requires that you continually gather data to reevalu-
ate and adapt as the system shifts. Any model needs to be real-time
and reactive.
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3.1.3 Game Theory

The predator-prey dynamics that involve exploits and threats can be
better understood and acted upon using game theory. Game theory is
an applied field of mathematics developed as a means of computing
optimal strategy sets for rational actors. In essence, game theory ap-
plies mathematical models to decision-making.

In cybersecurity, both attackers and defenders are intelligent, ra-
tional decision-makers, and adjust strategies and tactics at any time in
response to incentives, actions, and anticipated actions. In this com-
plex and chaotic environment, game theory can help us make sense of
and predict future actions.

A common application is to analyze adversaries locked in a re-
peated game, with the outcome of one affecting constraints on the
subsequent games. Repeated games assume that players will have to
take into account the impact of their current strategy on the future
actions of other players; this is sometimes called their reputation. In
web security, the analogue is clear cut: Hackers are choosing which
assets to exploit, and each one of us wants to decide which assets and
vulnerabilities to fix first.

As a security professional, your job isn’t to make one decision to
stop one attack. It’s devising a strategy to defend against attacks com-
ing every hour indefinitely. In a RBVM program, a snapshot of the
data shows vulnerabilities, assets, and where the most risk resides.
But in reality, the risk is constantly changing and rebalancing, and
defenders have to react to it. The guidance you give them on how to
react, specifically the SLAs governing the amount of time they have
to fix vulnerabilities, changes based on the fact that they have to do it
consistently for a year.

In a simple game scenario, the 1% of vulnerabilities that are risk-
iest should be fixed as fast as possible. But if during that time period,
the game resets, and you might have a new vulnerability arise, you
might have a new attack. So, you have to balance the real-time nature
of the vulnerabilities and exploits with the time it takes to respond
with your limited capacity.

This is why concepts like capacity and efficiency (which we’ll
discuss in the next chapter) are so important to your efforts. Your
strategy needs to take into account that you’re converging on an equi-
librium as part of an infinitely repeating game, rather than basing it
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on the data you’ve analyzed to begin with as you would in a simple
game.

For example, one common security strategy is to map a network
topology by analyzing every path and examining the network pack-
ets sent by each host. The goal is to understand spillover effects of a
compromised asset. But if you zoom out and start to think about the
repeated game, the interconnections between each machine matter
much less.

In much of game theory, the best defense against an attacker, es-
pecially one about which there is little information, is dynamic. This
is because attackers randomize their attack patterns and paths. As the
number of attack paths grows, the value of a particular asset itself
matters more than its effect on others. Simply put, over a long enough
period of time, attackers will try every path. Trying to cut off one link
when you know the attackers will take advantage of the others is a
less effective strategy in a repeated game. You're not playing against
one attacker one time. You're playing against multiple attackers and
multiple types of attackers who continually evolve their strategies.
Those changes and differences will also alter the importance of dif-
ferent assets, which in turn affects the importance of different links
in a network.

All this is to say that a map of network topology doesn’t need to
be factored into a data model when choosing which assets to defend.
This does not imply that we should ignore the topology of networks,
but it does mean that we need to think critically about whether in-
cluding all the data we have is the best approach to reducing risk. If
the paths don’t matter, then it’s a question about which assets are the
most important and which vulnerabilities are most likely to actually
be exploited if every path is taken.

When you have an attacker and defender constantly interacting
over an infinite period of time, you can begin to model the differ-
ent incentives for each party. Each party has incomplete information
about how the others will interact. Repeated game models allow se-
curity teams to anticipate future actions based on previous threats,
thinking ahead not only to an attacker’s next move, but how the se-
curity team’s next move might influence future attacks. This kind of
modeling allows the defender to predict the strategies used against
them and take requisite precautions.
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Unfortunately, the incentives are often aligned in favor of the
attacker. The cost of a wrong move by the defender could result in a
data breach, lost revenue, and other consequences. Attackers pay a far
lower price for being wrong. Once they’ve developed an exploit, they
can simply spray and pray. Even if they’re wrong countless times,
they only have to be successful once to cause damage.

3.1.4 Stochastic Processes

If you want to understand the probability of future outcomes, stochas-
tic processes lend a helpful model. The general idea is that you can
predict outcomes based on a number of observations at various points
in time. The more observations you make, the more likely you are able
to predict a later outcome. Each observation acts as a random variable
that adds a certain probability of various outcomes. Using stochastic
processes, we can anticipate the risk of exploits and attacks based
on incomplete information and observations. Stochastic processes are
commonly used in situations, like vulnerability management, where
practitioners must account for randomness of events.

There are two main approaches to stochastic processes: analyti-
cal models and empirical models. Analytical models are based on
mathematical reasoning, while empirical models leverage observed
experience. Both can be useful, and there are various models that take
both into account.

The random walk is the most basic stochastic process, and is de-
picted in Figure 3.1. You start at zero, and then with probability 50%,
you go to one, probability 50%, negative one. And then you go up one
down one in a random sequence.

This is the baseline for financial markets. It’s not a straight line,
and there’s a completely random chance of going up and down. It
mathematically models the time series component and probabilistic
component, even if that component washes out to zero over a long
period of time. But in finance, no one is actually focused on a long
time frame. It’s about buying before the price rises and selling before
it drops again.

In security, the mindset couldn’t be more different. Everyone
wants to get vulnerabilities to zero. But that’s an impossible task. You
have to pick some points and pick some controls, and see where you
can be most effective. That can be a much more efficient strategy of

https://t.me/learningnets



3.1 MATHEMATICAL MODELING 35

20

15

=205 20 40 60 80 100

t

Figure 3.1 Two-dimensional random walk. (© 2013. Reprinted under a CCO 1.0
Universal license [5].)

getting attackers out than just driving down vulnerabilities. One strat-
egy could be capping, or setting a threshold above which you apply
swift downward pressure on increasing risk. For example, let’s say an
enterprise has 100 Windows machines and 100 Linux machines. A
vulnerability manager may want to let the number of vulnerabilities
rise and fall on the natural course of patching for the Windows ma-
chines, unless one crosses the threshold of a 90% chance of exploita-
tion. For the Linux group, patches are less likely to be applied in the
natural course of development, so the threshold there could be 70%.
This contextual crafting of policies, based on both historical data and
what’s happening at the enterprise, is the core of the “management”
part of vulnerability management.

Markov chains, such as the one in Figure 3.2, are a more sophis-
ticated type of stochastic process. While a random walk has a 50%
chance of rising and 50% chance of falling, a Markov chain is a map.
You start at state zero, and there’s a certain probability of moving to
state one and to state two. Some states are interconnected.
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Figure 3.2 Markov chain. (© 2013. Reprinted under a Creative Commons Attribu-
tion-Share Alike 3.0 Unported license [6].)
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When an exploit is observed in the wild or exploit code is re-
leased, there’s a certain probability of future actions from attackers.
An attacker might see a published vulnerability and write and publish
an exploit for it. Other vulnerabilities we don’t even know about until
we observe someone attacking it in the wild. The attacker found the
vulnerability themselves and wrote an exploit for it. Markov chains
would allow you to estimate the probability of different attack paths
based on those exploits [7].

Similarly, Monte Carlo simulations project many possible out-
comes, allowing for better decision-making under uncertainty [8]. In
a Monte Carlo simulation, an unknown variable is assigned a set of
random values, also known as a probability distribution. The results
are calculated over and over, with a different random value within the
probability distribution assigned to the unknown variable. In the end,
the multiple results are compiled to show the probability of different
outcomes.

For example, if you're looking at a CVSS score, it’s difficult to
know whether you should act on that vulnerability. You lack context
about how severe that vulnerability might be to your organization if
exploited, and all the potential impacts on revenue, time and effort
to remediate, and so on. Monte Carlo simulations allow you to run a
number of simulations to determine the likely outcomes and make a
more informed decision about whether to prioritize remediating that
vulnerability.
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In contrast to the stochastic processes above, there’s also robust
optimization, “a specific and relatively novel methodology for han-
dling optimization problems with uncertain data” [9].

Stochastic processes like random walks, Markov chains, and
Monte Carlo simulations all model uncertainties with the assump-
tion that their values are random and obey a known probability dis-
tribution. Robust optimization models, on the other hand, “usually
contain uncertainties which have distributions that are not precisely
known, but are instead confined to some family of distributions based
on known distributional properties” [10]. Robust optimization is more
oriented toward worst-case scenarios, and can work in conjunction
with other stochastic processes depending on the situation.

The central idea here is that in security we have to make deci-
sions under uncertainty—uncertain data, missing data, and a lot un-
der the iceberg when it comes to what we see and what we don't.
When optimizing our systems, we need methods that account for that
uncertainty, almost as an acknowledgment that our data will never be
perfect or certain even in the best-case scenarios. This is largely due
to the sentient attacker.

3.1.5 OODA loops

Colonel John Boyd of the U.S. Air Force developed the observe-orient-
decide-act (OODA) loop to help fighter pilots make better decisions in
inherently uncertain and dynamic situations. The series of actions is
illustrated in Figure 3.3.

OODA loops are a simpler way to think about and manage un-
certainty, randomness, and change, with an emphasis on speed. Frans
Osinga notes that “In the popularized interpretation, the OODA loop
suggests that success in war depends on the ability to out-pace and
out-think the opponent, or put differently, on the ability to go through
the OODA cycle more rapidly than the opponent” [12, 13].

The pilot who completes the OODA loop fastest will prevail be-
cause pilots are responding to situations that have already changed.
Using OODA loops to speed decision-making, a pilot might appear
unpredictable to the enemy, gaining an advantage.

In vulnerability management, whether it’s the speed of an in-
cident response or reacting to new exploits, OODA loops can keep
security teams nimble in the face of uncertainty and allow them to
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Figure 3.3 lllustration of an OODA loop. (© 2008. Reprinted under the Creative
Commons Attribution 3.0 Unported license [11].)

make quick decisions in adversarial situations based on the snapshot
of information they have.

The faster and more effectively you can respond to an attack or
a newly discovered exploit, the better your organization will be able
to stay secure as well as throw off attackers who might perceive your
actions as unpredictable compared to those of other organizations.

3.2 MACHINE LEARNING FOR CYBERSECURITY

Using the many sources of data we have and the mathematical model-
ing we use to compensate for mathematical scale, randomness, and
uncertainty, machine learning (ML) offers a quick and efficient way to
better prioritize decisions and remediate the vulnerabilities that pose
the greatest risk.

ML is a classification of artificial intelligence in which algo-
rithms automatically improve over time by observing patterns in data
and applying those patterns to subsequent actions. ML allows us to
better predict the risk of vulnerabilities and exploits, and continually
update recommendations in real time as situations evolve and new
threats arise. ML algorithms can adapt based on patterns and changes
in the data they analyze, allowing you to create a self-updating system
that evolves with the threat landscape as well as your organization.

We can also use principal component analysis (PCA) for more ef-
ficient data analysis and the creation of predictive models by reducing
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the dimensionality of multivariate datasets to aid our interpretation of
them. While PCA does sacrifice some accuracy, it preserves as much
of the dataset’s information as possible in representative variables—
the principal components—that are easier to analyze and interpret.
The process for creating an ML model is either supervised or un-
supervised, but both have advantages in different situations.

3.2.1 Supervised Models

Supervised models essentially learn by example. Using labeled data,
both the inputs and outputs are made clear so the algorithms learn
how the inputs relate to the outputs. Once the relationship is under-
stood, the ML algorithms can predict outcomes based on new inputs.
Two common applications of supervised models are classification
and regression. The relationships among types of algorithms are de-
picted in Figure 3.4.

You can use supervised ML models to estimate the probability
that a vulnerability will be exploited, for example. You’ll need data on
high- and low-risk vulnerabilities, as well as outcome measures such
as published exploit (proof of concept) code or real-world exploits.

A quick word on outcome measures: The outcome measure you
choose will have an outsized impact on the effectiveness of your mod-
el. Consider the use of published exploits versus real-world exploit
data. Between 2009 and 2018, there were 9,700 published exploits
and 4,200 observed exploits in the wild. Out of all the CVEs (76,000),

Types of Algorithms

Do you have
labeled data?
Yes No
Unsupervised

Supervised

‘What do you want to predict?

Category Quantity

[Classification] [ Regression ]

Figure 3.4 Differences among types of algorithms. (© 2016. Reprinted with permis-
sion of ICME [14].)
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far more had published exploit code (12.8%) than were actually ex-
ploited in the wild (5%). Even more significantly, of the vulnerabili-
ties exploited in the wild, only half had associated published code
[15]. All of which makes exploits in the wild a more accurate outcome
measure to work with.

When thinking about algorithms for supervised models, it’s im-
portant to remember that each algorithm is most useful at solving a
particular type of problem. Here are three of the more common and
widely used algorithms you’ll need:

® Regressions. Regression algorithms take the outcome measure,
add several variables, and find a coefficient for each one. The
variables that correlate with the outcome measure will allow
the algorithm to then predict unknown outcomes based on
known parameters. Figures 3.5 and 3.6 depict graphs of linear
regressions.

® Random forests. A random forest is a collection of decision
trees, as illustrated in Figure 3.7. Each tree starts with the out-
come measure and branches to the variable that’s most likely
to contribute to the outcome, and continues to branch subsets.
Each tree is randomly created from a selection of features in
the larger dataset. Whereas a single decision tree places em-
phasis on particular features, a random forest chooses features
at random, and therefore arrives at more accurate predictions.

e Neural nets. This is essentially a multistage way of generating
coefficients with some dummy variables. Each stage, or layer,
has nodes where a calculation takes place. Each node has a
particular weight that’s initially randomly assigned and cali-
brated using the training dataset. If the calculation at a particu-
lar node crosses a threshold, it moves the data to the next layer.
The result, shown in Figure 3.8, is a neural net that can make
a prediction based on the interrelated elements that are most
indicative of the outcome [16, 17].

3.2.2 Unsupervised Models

While supervised models offer labeled data and what amounts to an
answer sheet for the relationship between inputs and outputs, unsu-
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i

Figure 3.5 Graph of multiple linear regression. (© 2016. Reprinted with permission
of ICME [14].)

pervised models free the algorithm to seek out patterns on its own.
Figure 3.9 shows the various types of unsupervised models.

Unsupervised models are considered less accurate than super-
vised models because there is no expected outcome measure to de-
termine accuracy. But that also speaks to its strength and application.
Unsupervised models work best when you don’t have data on desired
outcomes, whether detecting anomalies or clustering data.

Data clustering differs from the classification that supervised
models achieve. In classification, ML algorithms rely on labeled data
to separate different elements by their features. Clustering, on the
other hand, occurs as ML organizes unlabeled features based on their
similarities and differences.
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Figure 3.6 Graph of simple linear regression. (© 2016. Reprinted with permission
of ICME [14].)
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Figure 3.7 Simplified representation of a random forest. (© 2017. Reprinted under
the Creative Commons Attribution-Share Alike 4.0 International license [16].)

For example, you could use clustering to examine a pool of mal-
ware, determine common characteristics and differences, and group
them into different families. Classification, however, could determine
whether traffic hitting a server is malicious or not. It’s a binary yes-no
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A simple neural network

input hidden  output
layer layer layer

%

Figure 3.8 Stages of a neural net [20].

labeled data?
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Do you want to group the data?
Yes No
Cluster
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Figure 3.9 Types of unsupervised models. (© 2016. Reprinted with permission of
ICME [16].)

Dimensionality
Reduction

choice based on existing knowledge of the characteristics of mali-
cious traffic.

There are two algorithms you should keep in mind for unsuper-
vised learning:

Clustering for malware classification. A common strategy is k-
means clustering, which groups data points into k clusters based on
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common features, with the mean of the data representing the center
of each cluster, known as the centroid vector. Figure 3.10 shows a few
examples.

For example, one study looked at two datasets of Android mal-
ware and used a k-means clustering algorithm to examine and sort their
features into three clusters: ransomware, scareware, and goodware.

But one of the most advanced uses of machine learning in secu-
rity today is malware clustering. In this exercise, you gather machine-
level data, such as what the kernel is processing, what the CPU is
processing, the NetFlow data, and so on. Once the data is all in one
place, you run a clustering algorithm to determine if any of it looks
anomalous or resembles the behavior of other malware.

Natural language processing (NLP). NLP is most useful for our
purposes in supporting supervised learning ML applications. Text
data, such as references to vulnerabilities, blog posts, advisories from
Microsoft, and so on can help us create new variables to examine with
supervised learning. If you apply a natural language processing algo-
rithm to the available text descriptions of vulnerabilities, you can find
similarities or common features.

For example, consider the class of vulnerabilities known as ar-
bitrary remote code execution. There are a couple of ways to figure
out that a vulnerability is arbitrary remote code execution. First, you
could read the contents of the vulnerability and find that that is what
it can cause. The other way is to read all of the text data you have
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Figure 3.10 Three examples of k-means clustering. (© 2016. Reprinted with permis-
sion of ICME [16].)
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about that vulnerability and see if the words “arbitrary code” and “re-
mote execution” appear in that text.

An unsupervised algorithm can be applied to vulnerability
data—the 160,000 vulnerabilities in NVD, CVSS scores, and their de-
scriptions—to determine the attributes common to arbitrary remote
code execution vulnerabilities. We then have to evaluate how pre-
dictive that tag is of the outcome we’re looking for. That’s where su-
pervised learning can step in. NLP operates as a way to extract more
features and create more attributes about vulnerabilities that we can
use in supervised learning.

Throughout this chapter we’ve examined the historical and on-
going challenges of risk management and how they’ve become par-
ticularly acute in the age of the internet. Fortunately, we have math-
ematical models from statistics to game theory to stochastic processes
and OODA loops that can help us better understand and manage the
risk we face. Machine learning helps us match the scale and complex-
ity of the risk and does so by analyzing data about vulnerabilities
and threats, as well as discovering and categorizing the many assets
in your organization. All of this will be essential in the next chapter,
which is focused on building a decision engine.
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HOW TO BUILD A DECISION ENGINE TO
FORECAST RISK

The mathematical principles and models behind risk-based vulnera-
bility management serve as the foundation for building a decision en-
gine. That’s the aim of this chapter, which will first walk you through
the various sources and types of data you’ll need before building a
logistic regression model and then using neural network models to
evaluate different classes of data.

The resulting system can score risk and forecast which vulner-
abilities are the most critical to fix. These are hotly debated concepts
with as many interpretations as there are risk modelers and forecast-
ers, but for the sake of running a vulnerability management program
there are two things we must get good at:

1. Scoring risk is an engine, not a camera [1]. The model does
not just measure, but shapes the actions of others. So to build
a good risk score is to build a model that will drive the re-
source and desire constrained actions of those remediating
vulnerabilities—IT operations, system administrators, busi-
ness owners, developers—in the direction of lower risk.

2. Forecasting vulnerability criticality is a continuous improve-
ment process that makes claims about an uncertain future. To
do this most usefully to an enterprise, if not necessarily most

47
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accurately, we must take into account the harsh realities of
security.

These realities often bump up against the philosophy of machine
learning. It is not clear at all that a system as complex as crime perpe-
trated by a sentient attacker on a self-organizing network of machines
in various states of disarray lends itself to forecasts in the first place.
So, we must narrow the scope from the Platonic to the useful.

First, we are working with uncertain data and must never assume
data covers the range of what is happening or will happen. Second,
by the time you’ve issued a prediction, it is already stale—the data
is generated by humans and includes various delays and messiness.
And last, making claims about the future is a messy business—we can
claim that summer will be hotter than winter, but it is very hard to
predict how hot a specific day this summer will be. Robustness with
respect to uncertainty, a bias toward precision in modeling, and a nod
to our limitations will keep us on course.

4.1 THE DATA

To accurately assess the risk of various vulnerabilities, we need data
on the vulnerabilities themselves, diverse threat intel, and an under-
standing of the assets in your environment. Within those categories,
there’s much to consider.

First, remember that all of this data is constantly in flux, chang-
ing the second you take a snapshot to analyze. New vulnerabilities
are discovered tens of thousands of times each year; the assets in
your environment come, go, and evolve, and new threats emerge dai-
ly. But you can still work from a snapshot to identify and prioritize
vulnerabilities.

Different data sources also vary in quality. For example, the de-
scriptions of vulnerabilities can range from thorough and comprehen-
sive to paltry because there is no guidance or style guide for vulner-
ability descriptions. There’s a real problem in security in that some
of the best researchers won’t write up their vulnerability, and that the
most impactful vulnerabilities actually come from attackers who have
no incentive to write up a description. As a result of these variations
in quality, many algorithms will find vulnerabilities as false positives.
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Data is also delivered in various formats. The National Vulner-
ability Database imposed some structure around reporting, but for the
most part, the sources of data are still fragmented. Microsoft issues its
own data. Oracle issues its own data. Google will publish a vulner-
ability to its own bug tracker, but also reserves a CVE in the National
Vulnerability Database. We are in the early days of structured security,
so different processes and standards are to be expected. We must build
a forecast from those disparate sources, which can be as difficult as
predicting the weather if every city had its own different weather sen-
sors. This is precisely what was happening across the United States
before 1870 when an act of Congress authorized the National Weather
Service. Weather was hugely important, but largely a local practice
with little hope of accurate forecasts.

All of which makes validating and synthesizing the various
sources of information all the more important, a topic we’ll cover in
this section as well. Ideally, we would have a source of data that’s con-
sistent in quality and format the way car repair manuals are. Automo-
tive repair manuals, for example, are written by the same organization
with the same objective using the same classifications year after year.
While we don’t have that in security, we can create our own in a sense
by synthesizing various data points into an overall forecast of risk.

Your strategy in approaching the massive amounts of data avail-
able is key. Simply collecting as much data as possible and detecting
as many vulnerabilities as possible can be less effective because as-
sessing and managing risk is not simply uncovering the signal in the
noise. Instead, you should start with the vulnerabilities—the tip of
the spear—and determine which ones pose the greatest risk. Then
figure out how to identify them in your environment. Data is a lens
for the world, and is inherently biased, just as any individual’s vision
is. By establishing an objective measure the data supports, you can
achieve better results. At the very least, your organization can align
on the ground truth.

Data is valuable not only as a way to identify potential sources
of risk but to put vulnerabilities in context. As we’ve seen, it’s impos-
sible to remediate every vulnerability, but by understanding the assets
you have, the vulnerabilities they contain, and the threats you face,
you can better prioritize vulnerabilities by the risk they pose to your
organization.
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4.1.1 Definitions vs Instances

First, we need to distinguish the concepts of definitions and instances.
Each is essential, but also gives us different information to work with.

A definition is the description of a vulnerability—what the vul-
nerability is, where it’s found, and what it allows an attacker to po-
tentially exploit. The National Vulnerability Database is full of defini-
tions of thousands of CVEs. When you look up a particular CVE, the
description defines a particular flaw. Let’s take a look at CVE-2021—
21220, a vulnerability in Google Chrome:

“Yeve” ¢ |
“data type” : “CVE”,
“data format” : “MITRE”,
“data version” : “4.07,

“CVE data meta” : {
“ID” : “CVE-2021-21220",
“ASSIGNER” : “chrome-cve-admin@google.com”
by
“problemtype” : {
“problemtype data” : [ {
“description” : [ {
“lang” : “en”,
“value” : “CWE-119”"
oo A
“lang” : “en”,
“value” : “CWE-20"
ol
bl
by
“references” : {
“reference data” : [ {
“url” : “https://crbug.com/1196683",
“name” : “https://crbug.com/1196683",

“refsource” : “MISC”,
“tags” : [ “Third Party Advisory” ]
boo A
“url” : “https://chromereleases.google

blog.com/2021/04/stable-channel-update-
for-desktop.html”,

“name” : “https://chromereleases.google
blog.com/2021/04/stable-channel-update-
for-desktop.html”,

“refsource” : “MISC”,
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“tags” : [ “Release Notes”, “Third Party

Advisory” ]
boo A

“url” : “https://security.gentoo.org/
glsa/202104-08",

“name” : “GLSA-202104-08",

“refsource” : “GENTOO”,

“tags” : [ “Third Party Advisory” |

boo A

“url” : “http://packetstormsecurity.com/
files/162437/Google-Chrome-XOR-Typer-
Out-0f-Bounds—-Access—-Remote-Code-Execu
tion.html”,

“name” : “http://packetstormsecurity.com/
files/162437/Google-Chrome-XOR-Typer—
Out-0f-Bounds-Access-Remote-Code-
Execution.html”,

“refsource” : “MISC”,
“tags” : [ “Third Party Advisory”, “VDB
Entry” ]

boo A
“url” : “https://lists.fedoraproject.org/
archives/list/package-
announce@lists.fedoraproject.org/
message/
VUZBGKGVZADNA3I24NVG7HAYYUTOSNSGA/”,
“name” : “FEDORA-2021-c3754414e7",
“refsource” : “FEDORA”,
“tags” : [ “Mailing List”, “Third Party
Advisory” ]

bro A
“url” : “https://lists.fedoraproject.org/
archives/list/package-
announce@lists.fedoraproject.org/
message/
EAJ42L4JFPBJATCZTMOZQTUDGV40OEHHG/”,
“name” : “FEDORA-2021-ff893el2c5”,
“refsource” : “FEDORA”,
“tags” : [ “Mailing List”, “Third Party
Advisory” ]

boo A
“url” : “https://lists.fedoraproject.org/
archives/list/package-
announce@lists.fedoraproject.org/
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message/
U3GZ42MYPGD35V652ZPVPYYSTATLVXVY/”
“name” : “FEDORA-2021-35d2bb4627",

“refsource” : “FEDORA”,
“tags” : [ “Mailing List”, “Third Party
Advisory” ]
bl
bo
“description” : {
“description data” : [ {
“lang” : “en”,
“value” : “Insufficient validation

of untrusted input in V8 in Google
Chrome prior to 89.0.4389.128 allowed a
remote attacker to potentially exploit
heap corruption via a crafted HTML

page.”
bl
}
bo
“configurations” : {
“CVE data version” : “4.07,
“nodes” : [ {
“operator” : “OR”,
“children” : [ ],
“cpe match” : [ {
“vulnerable” : true,

“cpe23Uri” : “cpe:2.3:a:google:
chrome:*:*i*xxoxoxox o x7,

“versionEndExcluding” : %89.0.4389.128",

“cpe name” : [ ]
bl
oo A

“operator” : “OR”,

“children” : [ 1,

“cpe match” : [ {
“vulnerable” : true,
“cpe23Uri” : “cpe:2.3:0:fedoraproject:

fedora:32:* i *x i *x ok ko ko *x7,
“cpe name” : [ ]

boo A

“vulnerable” : true,

“cpe23Uri” : “cpe:2.3:0:fedoraproject:
fedora:33 i i i ok kx 7,
“cpe name” : [ ]
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boo A
“vulnerable” : true,
“cpe23Uri” : “cpe:2.3:0:fedoraproject:
fedora:34:x i xxox Xk x7,
“cpe name” : [ ]
bl
b
by
“impact” : {
“baseMetricv3” : {
“cvssV3” ¢ |
“version” : “3.17,
“vectorString” : “CVSS:3.1/AV:N/AC:L/
PR:N/UI:R/S:U/C:H/I:H/A:H",
“attackVector” : “NETWORK”,
“attackComplexity” : “LOW”,
“privilegesRequired” : “NONE”,
“userInteraction” : “REQUIRED”,
“scope” : “UNCHANGED”,
“confidentialityImpact” : “HIGH”,
“integrityImpact” : “HIGH”,
“availabilityImpact” : “HIGH”,
“baseScore” : 8.8,
“baseSeverity” : “HIGH”
}y
“exploitabilityScore” : 2.8,
“impactScore” : 5.9
}y
“baseMetricvV2” : {
“cvssV2” i |
“version” : “2.07,
“vectorString” : “AV:N/AC:M/
Au:N/C:P/I:P/A:P",
“accessVector” : “NETWORK”,
“accessComplexity” : “MEDIUM”,
“authentication” : “NONE”,
“confidentialityImpact” : “PARTIAL”,
“integrityImpact” : “PARTIAL”,
“availabilityImpact” : “PARTIAL”,
“baseScore” : 6.8
}y
“severity” : “MEDIUM”,
“exploitabilityScore” : 8.6,
“impactScore” : 6.4,
“acInsufInfo” : false,
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“obtainAllPrivilege” : false,
“obtainUserPrivilege” : false,
“obtainOtherPrivilege” : false,
“userInteractionRequired” : true
}
}l
“publishedDate” : “2021-04-26T17:15z2",
“lastModifiedDate” : “2021-06-01T15:20zZ"

This is a definition. It tells you about the flaw, which software it af-
fects, how it works from a technical perspective, the impact if it is
taken advantage of, and all of the associated metadata. More on this
later.

CVE-2020-1147

Tenable.io.via.xml... Tenable Nessus XML Port 445
A remote code execution vulnerability exists in
.NET Framework, Microsoft SharePoint, and Visual
Studio when the software fails to check the
source markup of XML file input, aka ‘.NET
Framework, SharePoint Server, and Visual Studio
Remote Code Execution Vulnerability’.

CVsSSs 2: 7
Cvss 3: 7.8
Scanner IDs
138460

Unique Identifiers
138460

Asset HST-38cc

IP ADDRESS

10.15.15.162

HOSTNAME

10-15-15-162.us-east.randomhost.com

NETBIOS

HST-38cc

OPERATING SYSTEM

Microsoft Windows Server 2008 R2”,”Microsoft
Windows XP Professional”,”Microsoft Windows 10
TYPE

OPEN PORTS
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445 (TCP)
3389 (TCP)
49161 (TCP)

Now we’re looking at a definition, namely CVE-2020-1147, on
a particular machine, particularly the Windows machine that has IP
10.15.15.162 and was scanned by a Tenable.io scanner, which dis-
covered this vulnerability. This is an instance. An organization with
2,000 Windows machines may have 2,000 instances of CVE-2020-
1147 across the enterprise. One definition, one CVE, thousands of
machines to protect.

An instance is a vulnerability in context that helps you decide
whether to escalate or de-escalate that risk. That context could be
what machine the vulnerability is running on or what organization
that machine is part of. For example, a patent data server running
Windows 7 at Lockheed Martin is a much more vulnerable device
than Windows 7 on a home computer.

In addition, Windows 7 doesn’t run by itself; you might have a
firewall on it, you might have another application that allows another
vulnerability to jump to that machine.

Definitional analysis is useful in vulnerability management,
but to make an informed decision about whether to remediate a
particular vulnerability, you need many more contextual sources
about it. That’s what security practitioners who have adopted a
modern vulnerability management (MVM) practice do. For exam-
ple, an enterprise organization might have decided that 2% of its
vulnerabilities are risky and need to be fixed. At an organization
of that size, 2% could easily be 200,000 vulnerabilities. The firm
will still need to uncover which vulnerabilities pose the most risk,
and they do so by finding the context that escalates or de-escalates
remediation for each one.

4.1.2 Vulnerability Data
4.1.2.1 Vulnerability Assessment

There are three main ways to assess vulnerabilities in your environ-
ment: network scans, authenticated scans, and asset inventory. Each
has its strengths and weaknesses, and the strongest programs employ
a variety of methods for assessing vulnerabilities to ensure a well-
rounded, comprehensive approach.
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A network scan uses IP addresses to ping the machines on
a network, and receives back data about those assets. That data
includes details like what operating system the asset is running,
and what function it performs—is it an end-user device or a data-
base? Using the data received from the device, you can determine
what vulnerabilities might be present and how critical the asset is
to your organization. Network scans are automated and you don’t
need to install anything to perform one. But while they’re fast and
easy, they’re more likely to produce false positives.

An authenticated scan goes a step further. You can collect
even more information about what’s running on each asset via an
insider’s view. Because the scan is authenticated, it has privileged
access to the assets. You can set up a botnet with a command and
control server that sends commands and receives responses from
each asset. The authenticated scanner checks the kernel for what
applications the asset is running, what files have been uploaded,
and so on. It’s a much more precise way to identify vulnerabilities
on a machine. The downside is that authenticated scans take up
more resources.

For example, if you're running an agent that’s constantly
scanning for vulnerabilities, you can encounter unintended con-
sequences. On a machine that’s processing credit card payments
and is already at 99% capacity, the scanning agent could cause it
to skip a payment or two. In that situation, the scanning for vulner-
abilities had a negative impact on the business. This was a major
problem in the 2000s that has been mitigated somewhat by the
cloud, but still exists and should be considered when using au-
thenticated scans.

The third way is an asset inventory, which tracks machines
and applications they’re running. For example, your sales team is
given the same laptop, and you know they come preinstalled with
Adobe Reader 9.1. You know that Adobe Reader 9.1 is affected by
seven vulnerabilities, so you can safely assume that every laptop
you’ve given to the sales team is affected by those vulnerabilities.

Each method has blind spots and could miss assets or the ap-
plications or files on those assets. Each will produce false posi-
tives. Ultimately you’ll need all three to get a comprehensive view
of vulnerabilities in your environment. We’ve seen Fortune 100
companies use multiple vendors for all three methods, using a
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specific type of scanner for their credit card processing, for ex-
ample, one they know is operationally safe.

4.1.2.2 Static Application Security Testing and Dynamic Application
Security Testing

In the previous section, all of the vulnerability scanning we’ve talked
about is based on CVE descriptions. Each CVE consists of two parts:
a CWE and a CPE.

A CWE is a type of flaw, such as a man-in-the-middle attack,
buffer overflow attack, improper credential authentication, or a
password in plain text.

https://cwe.mitre.org/data/definitions/79.html
CWE-79: Improper Neutralization of Input During Web
Page Generation (‘Cross-site Scripting’)

Weakness ID: 79

Abstraction: Base

Structure: Simple

Status: Stable

Presentation Filter:

Complete

+ Description

The software does not neutralize or incorrectly
neutralizes user-controllable input before it is
placed in output that is used as a web page that is
served to other users.

+ Extended Description

Cross-site scripting (XSS) vulnerabilities occur
when:

Untrusted data enters a web application, typically
from a web request.

The web application dynamically generates a web
page that contains this untrusted data.

During page generation, the application does not
prevent the data from containing content that is
executable by a web browser, such as JavaScript,
HTML tags, HTML attributes, mouse events, Flash,
ActiveX, etc.
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A victim visits the generated web page through a
web browser, which contains malicious script that
was injected using the untrusted data.

Since the script comes from a web page that was
sent by the web server, the victim’s web browser
executes the malicious script in the context of the
web server’s domain.

This effectively violates the intention of the web
browser’s same-origin policy, which states that
scripts in one domain should not be able to access
resources or run code in a different domain.

A CPE shows where that flaw resides. It gets very specific. For
example, a CPE might talk about improper credential handling in Mi-
crosoft Word 2016 Servic