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FOREWORD

It is an undeniable fact that malware usage is a grow-
ing threat to computer security. We see alarming
statistics everywhere demonstrating the increase in
malware’s financial impact, its complexity, and the
sheer number of malicious samples. More security
researchers than ever, in both industry and academia,
are studying malware and publishing research across
a wide spectrum of venues, from blogs and industry
conferences to academic settings and books dedicated
to the subject. These publications cover all kinds of
angles: reverse engineering, best practices, methodol-
ogy, and best-of-breed toolsets.
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Thus, a lot of discussions on malware analysis and automation tooling
are already taking place, and every day brings more. So you might be won-
dering: Why another book on the subject? What does this book bring to the
table that others haven’t?

First and foremost, while this book is about the reverse engineering of
advanced—by which I mean innovative—malware, it covers all the founda-
tional knowledge about why that piece of code in the malware was possible
in the first place. This book explains the inner workings of the different
components affected—from the platform’s bootup, through the operating
system loading to different kernel components, and to the application layer
operation, which flows back down into the kernel.

I have found myself more than once explaining that foundational
coverage is not the same as basic—although it does need to extend down
to the base, the essential building blocks of computing. And by that
measure, this book is about more than just malware. It is a discussion of
how computers work, how the modern software stack uses both the basic
machine capabilities and the user interfaces. Once you know all that, you
start automagically understanding how and why things break and how and
why they can be abused.

Who better to provide this guidance than authors with a track record
of unveiling—on multiple occasions—truly advanced malicious code that
pushed the envelope on the state of the art in every case? Add to that the
deliberate and laborious effort to connect that experience back to the foun-
dations of computers and the bigger picture, such as how to analyze and
understand different problems with similar conceptual characteristics, and
it’s a no-brainer why this book should be at the top of your reading list.

If the content and methodology chosen more than justify the need
for such a book, the next question is why no one took on the challenge of
writing one before. I've seen (and had the honor of actively participating
in and hopefully contributing to) the evolution of this book, which took
several years of constant effort, even with all the raw materials the authors
already had. Through that experience, it became clear to me why no one
else had tried it before: not only is it hard, but it also requires the right mix
of skills (which, given the authors’ background, they clearly possess), the
right support from the editors (which No Starch offered, working patiently
through the editing process and accepting the unavoidable mid-project
delays due to the shifting realities of offensive security work), and, last but
not least, the enthusiasm of early access readers (who were essential for
driving this work toward the finish line).

Alot of this book’s focus is on building an understanding of how
trust (or lack thereof) is achieved in a modern computer, and how the
different layers and transitions between them can be abused to break the
assumptions made by the next layer. This highlights, in a unique way, two
major problems in implementing security: composition (multiple layers
each depending on another’s correct behavior to properly function) and
assumptions (because the layers must inherently assume the previous one
behaves correctly). The authors also share their expertise in the toolsets
and approaches used for the uniquely challenging analysis of early boot

Méflearningnets



components and the deeper layers of an operating system. This cross-layer
approach alone is worth a book of its own, making this a book within a
book. As a reader, I love this two-for-one deal, one that few authors offer to
their readers.

My belief about the nature of knowledge is that if you really know
something, you can hack it. Using reverse engineering to understand code
that hacks a system’s usual behavior is an amazing technical feat that often
uncovers a lot of knowledge. Being able to learn from professionals with
a successful track record in performing this feat—leveraging their under-
standing, methods, recommendations, and overall expertise—while follow-
ing along yourself is a unique opportunity. Do not miss it! Go deep; use the
supporting materials; practice; engage the community, friends, and even
professors (who, I hope, see the value this book brings to the classroom).
This is not a book just for reading—it is a book worth studying.

Rodrigo Rubira Branco
(BSDaemon)

Foreword XXi
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INTRODUCTION

We came up with the idea for this book

when, having published a series of articles
and blog posts about rootkits and bootkits,
we realized the topic wasn’t getting nearly as
much attention as it deserved. We felt there was a
bigger picture, and we wanted a book that tried to

make sense of it all—one that generalized the medley of nifty tricks,
operating system architectural observations, and design patterns used by
attacker and defender innovations. We looked for such a book and found
none, so we set out to write the one we wanted to read.

It took us four and a half years, longer than we planned and, regret-
tably, much longer than we could count on for the prospective readers and
supporters of the early access editions to stay with us. If you are one of these
early access supporters and are still reading this book, we’re humbled by
your continued devotion!
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During this time, we observed the coevolution of offense and defense.
In particular, we saw Microsoft Windows defenses dead-ending several
major branches of rootkit and bootkit designs. You’ll find that story in the
pages of this book.

We also saw the emergence of new classes of malware that target the
BIOS and the chipset firmware, beyond the reach of current Windows
defensive software. We’ll explain how this coevolution developed and
where we expect its next steps to take us.

Another theme of this book is the development of the reverse engi-
neering techniques targeting the early stages of the OS boot process.
Traditionally, the earlier in the long chain of the PC boot process a piece
of code came into play, the less observable it was. This lack of observability
has long been confused with security. Yet, as we dig into the forensics of
bootkits and BIOS implants subverting low-level operating system tech-
nologies such as Secure Boot, we see that security by obscurity fares no
better here than in other areas of computer science. After a short time
(which is only getting shorter on the internet time scale), the security-by-
obscurity approach comes to favor the attackers more than the defenders.
This idea has not been sufficiently covered in other books on the subject,
so we try to fill this gap.

Why Read This Book?

We write for a very broad circle of information security researchers inter-
ested in how advanced persistent malware threats bypass OS-level security.
We focus on how these advanced threats can be observed, reverse engi-
neered, and effectively analyzed. Each part of the book reflects a new stage
of the evolutionary development of advanced threats, from their emergence
as narrow proofs of concept, to their subsequent spread among threat
actors, and finally to their adoption into the sneakier arsenal of targeted
attacks.

However, we aim to reach a wider audience than just PC malware ana-
lysts. In particular, we hope that embedded systems developers and cloud
security specialists will find this book equally useful, considering that
the threat of rootkits and other implants looms large in their respective
ecosystems.

What’s in the Book?

We start with an exploration of rootkits in Part 1, where we introduce the
internals of the Windows kernel that historically served as the rootkits’ play-
ground. Then in Part 2, we shift focus toward the OS boot process and the
bootkits that developed after Windows started hardening its kernel mode.
We dissect the stages of the boot process from the attacker’s perspective,

an

http&*)/t.fé&/l8arningnets



paying particular attention to the new UEFI firmware schemes and their vul-
nerabilities. Finally, in Part 3, we focus on the forensics of both the classic
OS rootkit attacks and newer bootkit attacks on the BIOS and firmware.

Part 1: Rootkits

This part focuses on the classic OS-level rootkits during their heyday. These
historic rootkit examples provide valuable insights into how attackers see
the operating system internals and find ways to reliably compose their
implants into them, using the OS’s own structure.

Chapter 1: What’s in a Rootkit: The TDL3 Case Study We start
exploring how rootkits work by telling the story of one of the most
interesting rootkits of its time, based on our own encounters with its
diverse variants and our analysis of these threats.

Chapter 2: Festi Rootkit: The Most Advanced Spam and DDoS Bot
Here we analyze the remarkable Festi rootkit, which used the most
advanced stealth techniques of its time to deliver spam and DDoS
attacks. These techniques included bringing along its own custom

kernel-level TCP/IP stack.

Chapter 3: Observing Rootkit Infections This chapter takes our
journey into the depths of the operating system kernel, highlighting
the tricks attackers used to fight for control of the kernel’s deeper
layers, such as intercepting system events and calls.

Part 2: Bootkits

The second part shifts focus to the evolution of bootkits, the conditions
that spurred that evolution, and the techniques for reverse engineering
these threats. We’ll see how bootkits