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Lead of Threat Analysis Team, @S2W 2

Safe and Secure World

* Tracking major ransomware and APT attack groups
and identifying their TTP

 |nterested and passionate about reverse engineering,
threat intelligence, and incident response

Career

* Oct, 2020 ~: Threat Analysis Team, S2W TALON
* Dec, 2013 ~ Oct, 2020: KrCERT/CC, KISA

Speaker of {FIRSTCON, FIRSTCTI, Virus Bulletin, ISCR, DCC}

Social

* hypen1117@gmail.com G @hypen1117

https://t.me/learningnets
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Yeong-jae Shin

Researcher of SRE Squad, at Goorm

* QObservability research and threat analysis on Cloud-native
* Analysis of threat actors on cloud-delivered infrastructure
 Compliance

Career
* Nov, 2023 ~: SRE Squad, at Goorm
* Mar, 2022 ~ Nov, 2023: Threat Analysis Team, S2W TALON

{

G Facebook Profile

Speaker of {SIS, Virus Bulletin}

Social o |
. teaf1001@naver.com m Linkedin Profile

https://t.me/learningnets


https://www.facebook.com/profile.php?id=100000561037244
https://www.linkedin.com/in/yeongjae-shin-a0ba88189/
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* An extension of "When Voice Phishing met Malicious Android
App" at Black Hat Asia in 2019.

 Voice phishing is social engineering attack over the phone.
* Discovered in the 2000s, since 2006 ~ Today in South Korea
* Main goal is to extort money from the victims

* With native South Koreans now occupying key positions, attack
scenarios becoming sophisticated.

https://t.me/learningnets
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Statistics for voice phishing victimization (wunit: 100m krw, (= 75K USD))

Damage Amount ® Number of Victims

Seues: Finaasilmaugervisory Service
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Statistics for voice phishing victimization (wunit: 100m krw, (= 75K USD))

m Damage per victim

19
'20
'21 0.127
'22

23 0.171

Fewer victims, but damage per victim has increased

Seues: Finaasilmaugervisory Service
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2021 2022 2023
2023 type of voice-phishing 100%
* The rate of Loan for Repayment 9o
has approximately doubled 80% 662
70% 991
e The rate of o2
Impersonation of Institutions 007
, o 50%
has approximately tripled
40%
Messenger Phishing 209
521 311
Loan for Repayment | 7g¢,
Impersonation of 10% 213
Institutions 0% 170

htips://t.me/leamingnets Source: Financial Supervisory Service
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2. Overview

https://t.me/learningnets
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Name: Minjun’s group (Name of Director) ('

December 2017 ~ December 2021 (5 yrs) w

60 members
Recruitment

Director/

Deputy director

Source: Seoul Eastern District Prosecutor's Office

560 victims, 10.8 billion(KRW)
/Directing

Call center

Bank
account
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Source: Seoul Eastern District Prosecutor's Office

Name: Minjun’s group (Name of Director) ('

Director/
December 2017 ~ December 2021 (5 yrs) w Depu'trfﬁiféctor
60 members

560 victims, 10.8 billion(KRW) ‘

Call center

o)

i A

Call centers are in competition

https://t.me/learningnets
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60 members

Call centers are in competition

https://t.me/learningnets

Name: Minjun’s group (Name of Director) (
December 2017 ~ December 2021 (5 yrs)

560 victims, 10.8 billion(KRW)

Recruitment
/Directing

Director/

Deputy director

Bank
account

gs—'ﬂ’ iy,
Mone
w|thdrawa| | Burner bank
account
O
[=Z
Current

exchange

Money
Laundering

Laundering

Source: Seoul Eastern District Prosecutor's Office
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Source: Seoul Eastern District Prosecutor's Office

Name: Minjun’s group (Name of Director) (' Director/
December 2017 ~ December 2021 (5 yrs) Deputy director
Probably cooperated

60 members
560 victims, 10.8 billion(KRW) ‘ LT TTTETEEEEEEEES ~S

' IT ‘
department

" -
B [ gﬂ Personal

Phones

|
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SIM-box/ |
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|
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Malicious
apps
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* Impersonation
* Impersonation-themed
dispatch of case documents
« Send case documents by
registered mail

* Deception Methods
« Account used for criminal
activities, investigation required
* Downloading app for proceeding
with investigation procedures

Attacker's number

Na23dAgd2d
(123: 010-7498-7745)

ER71E W

P2 2q37Y | =ik 119

81211 - Hokkiokkk

Case documents sent by registered mail

https://t.me/learningnets

but returned

2. Overvi ew - Phishing theme

YEHE  2-210-2020- 49785

AN ==t A uf A 2

(H=tA]: 010-7498-7745)

7z %

= :Seoul Central Dlstrlct
~Prosecutors' Office”™

4t

Ho e
P

4
2

AE ZAL ABER

Case number &

Hate] ARARAe disiy olde} du =2 =

Plaintiffs name

DAAYE

%) D 2 9l 23 | ek bk 2] 19

2] 213 3 73 o

(2] 2290)

@ £USFEHT IERRERRR E 2 5 5

@A 37 (DIAAIEAREAY
(2)e=d3A5 A%

QARFY A wiBAA : AE F2 A2 ’é’é}%\ﬁzﬂ“‘al@k}%ﬂ- IUAZA

D17 2% AWEAN w0z Q# 37 Bu2A S

e e vz =SE0Ul Central District

@303 = 222 W] A P70 2o

e s sProsecutors' Office
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Internet bank name

* Loans for repayment

+ Emergency livelihood The last loan of 2021 _
support for low-income
 Coronavirus-themed
Government-backed You've been selected
low-interest refinancing for a special offer S
FCES
* Deception Methods Limit: 10M ~ 200M (KRW),
« Demanding money to boost _ 0 =
credit rating via transactions Interest: 1.3% ~ 3.0%

Al

« Downloading loan app for
contactless lending

Contact number &
operating hours for consultation

https://t.me/learningnets
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:_ ",.\_*.ﬁ e Internet bank name

black hat 2. Overview < Phish

e - - © The last loan of 2021 _
Nk L faree for low-income

You've been selected

for a special offer.

FO
b Tl

theme

FCFS
it: 10M ~ 200M (KRW),

Interest: 1.3% ~ 3.0%

159
1w

INTEREST ON MY LOAN
AT THE TIME: 6.0%

Contact number &
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Impersonation Impersonation
Loans for repayment Impersonation using APK (Case 1) using APK (Case 2)

[ Smishing / Call ] [ Smishing / Call ] [ Smishing / Call ] [ Smishing / Call ]

Scam / Extortion

https://t.me/learningnets
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Loans for repayment

[ Smishing / Call ]

[ Introduce a loan ]

[ Demand fine / fee ]

Scam / Extortion
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Impersonation

Smishing / Call

~ Threaten with
involvement in a crime

Induce to access to
fake site

Show fake official

documents

Demand money for
investigation / protection

Scam / Extortion

https://t.me/learningnets
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Impersonation
using APK (Case 1)

Smishing / Call

Disguise as investigator
via 2" Call / Messenger

Induce to install an APK
via IP / Attachment

Using call forwarding,
tricking a victim

Demand money for
investigation / protection

Scam / Extortion

https://t.me/learningnets
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Impersonation
using APK (Case 2)

Smishing / Call

~ Threaten with
involvement in a crime

Induce access to
fake site

Show fake official
documents

Induce to install an
via IP

Using call forwarding,
tricking a victim

|I

Demand money for
investigation / protection

Scam / Extortion

https://t.me/learningnets
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Source: Financial Supervisory Service,
b (LS P TN

Ho|Au Y
“XXX 2o A7}?”

1. Introduce as investigator

&» v o $ 0 |
0 2. Disclose criminal )\) . Obtain passbook/I 4. Ask if a victim ﬁQF"/ \I/
arrests in your name on site = oraccomplice 5. Request to verify
official docs for investigation
jﬁ. Encourage access to a 7. Mention about the k 6. Request to access
https:/t me/learningtRECific IP address embargo a portal site
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3. Attack infrastructure
provided as SaaS
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Provider Voice phishing Targets
(Phishing site/APKs) operator groups
1. Pay
— 0‘0
2. Give control '.‘
over infra
EE— @

3. Attack with

the site/APK
—l

4
A

4. Control

0e®
'.‘ infected devices
— 5

1Q £Q £Q ©Q

https://t.me/learningnets
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spo.go.kr/site/spojmain.do * O J o0 oharaeny R FIEY # = KOREAN v

* Disguised as e
Supreme
Prosecutor’s

Office website
* Built completely
Identical sites

221U WEMHA HEHY

3 ez EERE= BIpIALY satolalg) 3 Lrelzizs) S YA I

ugmil e YsalpEN =PI > usiig) eI S SEEST

« 3 providers
supports this theme

@r BopArE SRR FXOIEY = KOREAN  ~ 156.247.15.245/evp9535/Bf/ ¥ & &
IIIII ST SRR EEHES KOREAN v
o Holaigl azgs BHEAR HEES HeH S]] Q  =uAes "I"
xxxxxxxxxxxxxxxxxx v Eofaiel At Xt oral Al @l ZEAN Q =, @bl
..................

 Redirects to fake

page for querying 114.43.215.82
(Provider B)

e Scenario: T ——
Impersonation /
Impersonation

https:/(t@ﬁ%i%}nets
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IIIIIIIIIIIIIIIIII

A Provider A
| 5

AS 3462

(Supreme)  (Seoul)

ST

Korea Internet & Security Agency

N Official Ietter Seizure &
B3| Search & Arrest Warrant
SE AH|A gaomIY  HEMHA  2EMY

@I SecretCalls — sz @awma D e

P K TR 221 >

>

https://t.me/learningnets
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3. Infrastructure

A Provider B
| 5

AS 3462

(South)
~= Il
Dl

==

PROSECUTORS' OFFICE

Official letter, Bank Statement,
mem=| Non-Disclosure Agreement,
Arrest Warrant

apr) | SyncCalls

https://t.me/learningnets

b o FEES  AENE Qua meRl Ay Q S

llllllllllllllllll

O0CO0@OIll

518 K& 5 A7 |41 L HEZI 7] -

220 HEAEA  ERhY

@ =0y {era QISIMAl
Xresae 2esH




0

black hat
ASIA 2024

A Provider C
| )

AS 133199

(Supreme)

~=L NI

PROSECUTORS' OFFICE

E@@E| Bank Statement

g MalCalls

https://t.me/learningnets

3. Infrastructure

Official letter, Arrest Warrant,

156.247.15.245/evp9535/Bf/ w b}
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https://t.me/leafningnets

(Provider B

ransaction History
Inquiry Form

3. Infrastructure
(Provider C

SRt
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ARAHE 202308130475

2Hd Y2t 20241 03

PROSECUTION SERVICE

(TS T TR

Attorney General, Case Director,
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4. SecretCalls
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biS&khat > — 4. SecretCal

2019 Average damage per attack (Unit: 100M KRW, (= 75K USD))

Source: Board of Audit and Inspection of Korea

1.45

0.13

Average damage of all attcks Average damage of attacks when APKs used
https://t.me/learningnets
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biSekhat 4. SecretCallg — Common VP Actions

Data theft Surveillance Call redirect
(photos, privacy)

https://t.me/learningnets
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biSdkhat 4. SecretCalls - Overview

ASIA 2024

Anti Call | Surveillance File
Decompile Forwarding Structure

Encrypted @ |
Class File Q

Encrypted Network Reddit C&C
Class File Behavior Profile with FCM

https://t.me/learningnets




black hat

0

4. SecretCalis - Overview VP groups

S —

ASIA 2024
Num Family Disguised as DEX filename Lizlr:gf‘.nseO) DEXMDeetclirggtion C&C address location C&C Endpoint OR Query
Police, secret-classes[Num].dex | libdn_ssl.so Hardcoded in DEX, - postVal={data}
1 SecretCalls Anti-virus, Kill-classes[Num].dex libbbed.so AES-128-ECB Hardcoded in Lib, _ a{tiFr)nestam \={data)
Banking black-classes[Num].dex libset.so Get from Reddit P
Banking,
Police, obfdex[Num].dex libbaidubrotec - lapi/user/ping_server
2 MalCalls Anti-virus, obk[Num].dex pr AES-256-ECB Google Drive - lapi/luser/get_extra_message
t sec jni.so : .
Agency, -/api/user/get_limit_phone _number
E-commerce
Police, sclasses.dex libdex1.so - Ispy/Sync?imei=
3 | SyncCalls | Prosecutor's | ' i ; AES-128-ECB | Hardcoded in DEX / /gy yc i
office yclasses.dex ibdevaxfo.so - Ispy/SyncConfig?imei=
4 RcCalls Banking classes1.dex libopenssl.so | AES-128-ECB Hardcoded in DEX - {WebSocket}
5 KKvoice | Danking, Anti- Ipt{Num].obfdex i Base64+XOR | Hardcodedin DEX | - /@P/Irandoml/signalilrandom]
virus - {WebSocket}

https://t.me/learningnets
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ASIA 2024

v record[0] droidManifest.xm... struct ZIPFILE...
> frSignature[4] PK Oh 4h char

Seslons 20 4h 2h ushort
1. Compression Method 0 6h oh ushort

frCompression 17185 Sh S(Deflate snum COMPTY...

frFileTime 10:03:54 Ah 2h DOSTIME
frFileDate 07/04/2048 S )7/04/2024 EeEINI=

2. Timestamp B8BE7ADh Eh 4h u!nt
ompresseadsize 827850752 12h 4h uint
frUncompressedSize 1245184 16h 4h uint

frFileNamelLength 0 :\g 2h ushort
frExtraFieldLength 28225 1Ch 2h ushort

frCompression: 17185 is not valid, we can fix it to 8(Deflate)
frFileDate: Not so far from now

https://t.me/learningnets



0

black hat
ASIA 2024

s
o

¥ main ~ ¥ 1Branch © 0 Tags Q Gotofile ¢> Code ~

Q mins4416 Update README.md 6b53f72 . 2 yearsago L&) 5 Commits

D README.md Update README.md 2 years ago

D apk_cure.py Add files via upload 2 years ago

[0 README =
apk_cure

Fixing dirty apk(zip) file header and AndroidManifest.xml in the archive.

Usage

$> python ./apk_cure.py -i source -o destination

Example

$> python ./apk_cure.py -i fsi.apk -o fsi_fixed.apk

Special Thanks

zipfile package! You've got a plan.

Fix header manually Use open Source
) mins4416

https://t.me/learningnets
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4. Sec!fetCalls/ _ File Structure

SecretCalls Loader
(External)

L
N
L

1st Stage: Loader

https://t.me/learningnets

.
“
.
"
“
“
.
.
L )
‘I
“
.
.

Resources SecretCalls
L|brar|es (Internal)

Encrypted Native Encrypted
Class File Libraries Class File

2nd Stage: SecretCalls
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black hat 4. SecretCalls - F ile Structure 1)

v [ 1a80b7f6b6a2117cf...144961 ‘
> i META-INF
> @ third_party ' ‘
2 i! r.es Resources
. . . Internal
Phishing resources: *.sz(zip - - -( )
A iEd (pw: slal18sha) - .

v [ assets

& hdIXGr.apk

e Secretcalls: raw(*.apk) ‘
B esz
B AndroidManifest.xml Encrypted Native Encrypted
B resources.arsc Class File Libraries Class File

B secret-classes.dex
B classes.dex

SecretCalls Loader

hitps://t. me/learingnets *slal18sha: Korean profanity(moxxer fxxxer)



bibdkhat 4. SecretCalls - F ile Structure (2)

ASIA 2024

v [ f29ba2f11e5813f6fbb10272c19b0006
> @ META-INF

> @@ third_party Lt "
>Elr et
> @@ jsr305_annotations
> @@ error_prone .
v [l assets Resources Native SecretCal
Libraries (lnternal)
U L

> Bl web

L2 EPhishing resources:

Al
Is

> @ imag/'s

> @ fonts raw in aSSEtS

> B8 css

B 1.png
A endtitml

index.html
login.html ‘
B miYabu.sz
B neqdEi.sz —

@ o SecretCalls: *.sz(zip, separated)

url.html

B AndroiamManitest.xml - _
(% balck—lclassels.de: . ( pw: S I a I 185 h a)
B classes.dex e, i

.

Encrypted
Class File

B resources.arsc

SecretCalls Loader

https://t IEHCENNONEE *slal18sha: Korean profanity(moxxer fxxxer)



bibdkhat 4. SecretCalls - F ile Structure (3)

ASIA 2024

v 8 y6q5t

> B META-INF
> @ third_party

L\

> @@ error_prone
v [ assets

M (|Zeew.apk L
B classes.dex SecretC'aIIvs;vraw(*.apkv)

tive Encrypted
B kill-classes.dex Class File Libraries Class File

B resources.arsc

B AndroidManifest.xml

SecretCalls Loader

https://t.me/learningnets



uédknat 4, SecretCalls — Encrypted Class file

ASIA 2024

» Components of Each apps(Loader/SecretCalls)
» Key elements for malicious activity

* Decrypted / Loaded on memory in runtime

* Has changed to three different names

Encrypted
Class File

secret- kill- balck-

classes.dex classes.dex classes.dex

https://t.me/learningnets
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blsakhat 4. SecretCallg. = Encﬁpted Class

ASIA 2024

kill-classes.dex

2021.01 2023.10 NOW

1st secret-classes.dex Balck-classes.dex
2"d Secret-classes.dex

https://t.me/learningnets
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bifknat 4, SecretCalls - Encr/yptgd Class file

ASIA 2024
Encrypted Decryption key stored in Native library(.so) name
class file
Native Library e
st
15t Secret AndroidManifest xml libfirebase.so
: . . libset.so
Kill Native Library ibbbes SO
Balck AndroidManifest.xml No use library
. . libdn_ssl.so
nd —
2"% Secret Native Library ibbbed.So

https://t.me/learningnets
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bibdkhat 4, SecretCalls - Encr/yptgd Class file

ASIA 2024

Encrypted| Key to decrypt class file key to decrypt extra C&C

class file (AES-128/ECB only) (AES-128/CBC only)
1st Secret
dbcdcfghijkimaop
Kill rbInBwXv4C%Grt*84(KEY)
1234567812345678(1V)
Balck xxxxefgaxxdecccc
dasdefvvvxxxxyyy
2"d Secret dbcdcfghijklmaop PYOBRguZ68k2asbv(KEY)

1862971933292829(1V)

https://t.me/learningnets



bl&ekhat 4. SecretCalls - Network | Behavior(Protocol)

ASIA 2024

C—)

Websocket + HTTP

https://t.me/learningnets
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black hat 4. SecretCaIIs Network Behawor(Requests)

ASIA 2024

[ | App ID(key value)
|| Device’s Information

h23Rx8bLgTRoJ4QxJzC bEGARLaDggdRNNGFpIxj9UIQsYGiMC6c LxjOwsUXXWeTT",
rid: '"60884692-0c48-4422-9fdc-adl4do6f2f62-11",
rinfo: "

{\nblue\u.\nl\n \nmes\n.\ul\u \"def\"'\"O\" \uwifi\u,\ul\n \"aCS\”'\"@\" \"Chatid\"'\“82®10545844

24\" \Ilscr\ll \Ill\ll \Iladds\ll \II\II \llbat\ll \lll@@ \II \Ilmap\ll \Il \II \Ilsys\ll \ll@\ll \Ilchat\ll \II@\II \Ilnu
m\":\"+8201054584424\" ,\"oper\" :\"KT\",\"rec\":\"0\",\"acc\":\"8201054584424\" ,\"ver\":\"7.1.2\",
\""model\" :\""SM-N950ON\" }",

rno: "+8201054584424",

sys: "0"

https://t.me/learningnets



blsakhat 4. SecretCalls - Network/Behavior(Reques\ig)\f\

ASIA 2024

a[timestamp]=[payload with encryption]
(old)postVal=[payload with encryption]

al67/6531268344=PXwH71%2F9kzN%2B3ZvgGlPvbiFaZ

nzQ474Kp1942YFtXFKYFzN4gXohPv%2Fe4zLUCJ6QYEa
NGOV WUp%2FZVvhvIX9Zy fPx5fGCO60L90]p5mrvte6]U

t6EmMLNIDXOprJLhJ3DKCaTsDq3efD2V%2BCZ)ExsQKBI
KYaemBT97K80AshBJ jWaZEnHmv Lloa5b2RwcT2bUats1B
D5Nc2hW5r5NQ871rUVXBECX7KL69gNXcTkxv%s2B]0fwD

https://t.me/learningnets
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blsek hat 4. SecretCalls —/Network/ éehavior(Reques )f

Type behavior Endpoint
2 Send device status http:/[{C&C ip}/A3bh3/Vdc5
3 Extort new message http://{C&C ip}/bC4d/v8N/Sop40

13 | Send audio, image files | http://{C&C ip}/a/bcF4c/Bdcml/.../vvbg

Type 3 => http://{C&C ip}/bC4d/vBN/Sop40

\_'_’
[a-zA-Z0-9]{1,5} * 3

https://t.me/learningnets




blsekhat 4. SecretCalls - /Networl(ﬁehavior(Respon :

ASIA 2024

Client 4

Config for malicious Behavior
(e.g. call forwarding)

https://t.me/learningnets



bl&ekhat 4. SecretCalls - Network Behawor(Response)

ASIA 2024

state: 200, Phone numbers

result: {

in: [],

— e —

aUth; I€’3a6258f8e6ed6049e65097 Number IiSt
Theys for call blockinc

voipkey: "6tnymlbr6fxo7",
SyS: ||0|| ,

vono: "', MOde Of JUphOOﬂ
N for surveillance

okey: "42903each3cf4 85895e16932415d173",

gipq: https //www reddlt com/user/fengzourentan87576/about. json? \ Ima e u [ Ioad server

redditWebClient=web2x&app=web2x-client-
production&gilding_detail=1&awarded_detail=1&raw_json=1,

g, Reddit profile
log: 1 to get extra C&C

https://t.me/learningnets



blsakhat 4. SecretCalls — Call Redirection

ASIA 2024

state: 200

result: {
' [] _

’ © 10313996970", '

~uth: : "'07078476690" oFP 9 07078476690
auth2: '
ago: * . nIoISH SHSZHMEN, Attacker’s number
Jkey: . "9314577134",
voipks . "07078476690" (pno)
SYS:
vono: '
voin: * ; "Fniey DHSXE", . e Q
voout: * . "Q314777485", L
avoipkey. . "07078476690" ute Speaker
Imghost:
gipqg: http
redditiienc : "BleY SALXF",
production& : "0314278361",
accepts: 1], pno: "07078476690"

The original call will be canceled, and a new call will be created.
R, It may be difficult to notice
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black hat
ASIA 2024

4. SecretCalls - Call Redirection

state: 200

result: {
in: []
plo: |
auth:
auth2:
ago: '
jkey:
voipke
sys: '
vono: '
voin: "
voout: "
avoipkey.
Imghost:
gipqg: http
redditWebCH
production&
accepts: []
trial: "1"

}

msg: "',

connect: "0",

log: 1

. ||%DI_|8%| &g*f}l E|X|§"

"0313996970",

: "I SAS
fno: "0314577134",
: "07078476690"

: "RES™ gESKE",
fno: "0314777485",
: "07078476690"

out.json?

name: "=20I23 SAHXE",
fno: "0314278361",
: ||07078476690||

’

https://tmeftearningnets

Y
KB bank at Sanbon street(name)

~ n

——eer g

023 AEAAH2|XH
Mobile 0313996970

Real number of KB bank(fno)

Speaker

User sees a fake screen
overlaid on top of the new call screen.



blaaihat 4. Secret(%éils - Extra C&C

ASIA 2024

G ¥l 8 nhitps://www reddit.com/usgr/ gbout json?redditWebClient=web2x&app=web2x-client-production&gilding detail=18&3
oAl gloje; & Username on Reddit
SAb RS HT| 2T K|
banner_size: null
user_ 1s moderator: null
accept followers: true
r public _description: "*1A2B3(@*XEAYVHO+9IUprGajfmCbH97EIMo15dki15s0AV940UIM=F4D5E6F*"
link_tlair_enabled: *1A2B3C*{Encrypted extra C&C address} *4D5EG6F*
disable contributor requests: false
subreddit type: "user”

C&C on Reddit profile changes irregularly

https://t.me/learningnets



bibdkhat 4. SecretCalls - FCM

ASIA 2024

.
SecretCalls
(Internal)
1
4. Forward
command

1. Send token
———

5. Send results

2. Get token
from C&C

3. Send command

using FCM with token
—

https://t.me/learningnets
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bihekhat 4. SecretCalls - Surveillance

ASIA 2024
.

1. Send ID

(Internal)
- 2. GetID
from C&C
5. Create
Session
3. Login to
Remote app
4. Request using ID

https://t.me/learningnets
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blsekhat 4. SecretCalls - Custom App for Surveﬂillan\éfe\

ASIA 2024

1124 §

Login
Input Juphoon ID

camera ——— R

B Locin

<string name="error_field_requiree*=0}0|C| RI=3IM|R4/string>
<string name="error voice cam corfhectiopd>=HAII! O}O|C|EQIHFTA|S

</string>
(error) Eavesdropping fail!
Check your ID

(error) input user ID

https://t.me/learningnets
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5. Automation

https://t.me/learningnets
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vibdichat 5. Automation - Statistics

ASIA 2024

Collect Loader 64,000+
(including Secretcalls, it doubles)

Classified into 15+

. . target (theme)
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black hat 5. Automation - Statistics

ASIA 2024
Others

e-commerce,
courier services,
video player, ...

Korean
Banks National
Police Agency
Phishing Eyes

https://t.me/learningnets



blhak hat 5. Automation - Statistics
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Korean
National
Police Agency

Banks
WE CANNOT

ANALYZE THEM
ONE BY ONE

[ ] (]
Phishing
https://t.me/learningnets
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black hat 5. Automation - Conclusion

ASIA 2024

So, we...

ANALYZED
OVER 99 PERCENT

OF APKS
UTOMATICALL
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black hat 5. Automatfén - Conclusion

ASIA 2024

* C&C server 130+
* Most are placed in HK > JP > KR > SG > others

F_4 South Korea(5+) Japan(50+)

_ R |
|! i Indla(l)_'—v O_l_Hong Kong(70+)

United States(1) I_?
Singapore(5+)

https://t.me/learningnets



0

black hat 5. Automation - Conclusion

ASIA 2024

 malicious phone number 15+
* About 10% of them(2) were Chinese,not Korean

130, 156: China Unicom

https://t.me/learningnets
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blackhat —  Takeaways

ASIA 2024

* With cases of impersonation of institutions on the rise, it's
important to monitor and block their phishing sites.

 |oCs alone may not be enough, their attack scenarios need
to be understood and disseminated.

* Need to track their infrastructure by extracting key
information immediately through automation

https://t.me/learningnets
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Phishing site
Provider A Provider B Provider C
114.44.203.96 114.44.215.128 156.247.15.245
114.41.74.75 114.44.215.163 208.87.202.44

111.253.228.97

114.43.215.82

45.207.51.254

111.253.207.49

114.43.215.197

45.207.51.229

61.223.147.45

114.43.212.118

45.207.54.115

61.223.140.235

114.43.195.191

45.207.54.114

https://t.me/learningnets
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ASIA 2024

Provider A - Phishing site

Phishing Eyes

Supreme Prosecutor

Consumer Agency

114.41.64.218

111.253.216.161

111.253.215.49

111.253.198.50

111.253.220.43

61.223.157.84

111.253.200.198

111.253.246.44

114.41.75.234

111.253.238.95

111.253.247.9

114.41.79.203

61.223.143.191

61.223.129.229

114.41.80.221

61.223.139.252

114.41.76.156

114.47.71.228

https://t.me/learningnets
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ASIA 2024

Provider A - SecretCalls

Hash Reddit profile C&C
99dbb222c7096c3bd759bbd49799523e Free-Breakfast-9220 43.202.65.81
0096dbf7aae99f7 1adaed0a05fd50bb8 WesternMastodon5235 154.19.69.67
d459471e7e64ba61e659255718d 19063 No_Double2876 38.181.2.17
305148¢fd2598d04ec3afe84271e4918 Legitimate_Peanut139 27.56.36.70

29d371239a57796983ce1dc639c3e40e

CourseComfortable340

103.73.161.210

fd52ae1f3164deb1c9e1439b479c6bb5

Then-Lie-3539

103.97.178.69

https://t.me/learningnets




biSdkhat /ﬁkeaway -lo
Provider A
SecretCalls’ C&C
27.124.36.74 38.181.2.49 137.220.245.14
149.104.49.43 38.181.2.83 137.220.245.18
149.104.49.44 154.19.69.75 137.220.245.26
149.104.49.46 198.176.60.87 137.220.245.37
149.104.49.49 103.186.215.103 137.220.245.38
13.124.202.35 137.220.245.13 137.220.245.45

https://t.me/learningnets
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Contact
Sojun: hypen@s2w.inc
Yeongjae: teaf1001@naver.com

" Ss2w

@ Safe and Secure World

https://t.me/learningnets
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< S2W

Safe and Secure World

Special Thanks to Young-hyun, Jeong &
Our Presentation Coach Anant

https://t.me/learningnets



