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SPAN (Switched Port Analyzer): 

• SPAN stand for Switched Port Analyzer. 

• It is use to analyze the traffic for particular port. 

• CISCO Catalyst Switches have this feature called SPAN. 

• SPAN copy all traffic from a source port or source VLAN to a destination interface. 

• SPAN is very useful for number of reasons like if you want to use Wireshark to capture traffic from an 

interface that is connected to a workstation, server, phone etc. or Redirect all traffic copy from that 

that interfaces to IDS/IPS or Redirect all VOIP calls from that interface to any call recorder. 

• SPAN is also use for troubleshooting purpose and monitor network traffic etc. 

• SPAN is used to monitor traffic for performing a security audit. 

• SPAN is able to monitor a single interface or many interfaces. 

 

 
 

There are 3 main types of SPANs supported on CISCO Switches as given below: 

1. Local SPAN (Switched Port Analyzer) 

2. RSPAN (Switched Port Analyzer) 

3. ERSPAN (Switched Port Analyzer) 

Local SPAN: 

• When we use a destination interface on the same switch as your switch we called it is SPAN. 

• In Local SPAN all source interface or source VLANs and destination interface are in same switch. 

• In Local SPAN copies traffic from source interface to destination interface for analysis. 

• When we use destination interface and source interface on same switch then it is called Local SPAN. 

Ps: Link Shadow(https://www.linkshadow.com/) application is also we can use to analysis traffic but 

in lab we will use wireshark. 
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Lab Time: 

 

 

 

Without SPAN Configuration not getting any traffic in Wire sharp. 
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R1 Configuration SW1 Configuration: 

en 
config t 
hostname R1 
int f0/0 
ip add 1.1.1.1 255.0.0.0 
no sh 

en 
config t 
hostname SW1 
monitor session 1 source interface g0/1 both 
monitor session 1 destination interface g0/2 
 
sh monitor session 1 
sh int g0/2  

 

After SPAN Configuration: 
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RSPAN: 

• RSPAN is stands for Remote Switched Port Analyzer. 

• Source port can be a routed port, switch port, trunk or ether channel. 

• When destination Interface that is a remote interface on another switch then it is called RSPAN. 

• Supports source ports, source VLANs & destination ports on different switches. 

• Each session carries SPAN traffic over user-specified dedicated RSPAN VLAN. 

• Remote Switched Port Analyzer need to use VLAN for Remote SPAN traffic. 

• When we use RSPAN we need to use a VLAN that carries the traffic that you are copying. 

• RSPAN need to use a dedicated VLAN that carries the traffic that are copying. 

• RSPAN allows traffic that is sourced from Switch to be mirrored to a remote Switch. 
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Lab time RSPAN: 
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R1 Configuration 

En 
Config t 
Hostname R1 
Int f0/0 
Ip add 1.1.1.1 255.0.0.0 
No sh 
 

 

SW1 Configuration 

SW1(Config)#vlan 200 
SW1(Config-vlan)#remote-span 

SW1(config)#interface Ethernet 0/0 
SW1(config‐if)#switchport trunk encapsulation dot1q 
SW1(config‐if)#switchport mode trunk 

SW1(config)#monitor session 1 source interface Ethernet 0/1 both 
SW1(config)#monitor session 1 destination remote vlan 200 

SW1#show monitor session all 

SW2 Configuration 

SW2(config)#vlan 200 
SW2(config‐vlan)#remote‐span 

SW2(config)#interface Ethernet 0/0 
SW2(config‐if)#switchport trunk encapsulation dot1q 
SW2(config‐if)#switchport mode trunk 

SW2(config)#monitor session 1 source remote vlan 200 
SW2(config)#monitor session 1 destination interface Ethernet 0/1 

SW2#show monitor session all 
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ERSPAN: 

• ERSPAN is stand for Encapsulated Remote Switched Port Analyzer. 

• Feature present on new IOS-XE on ASR1000 also available on Catalyst 6500. 

• ERSPAN brings generic routing encapsulation (GRE) for all captured traffic. 

• ERSPAN is used to send traffic for sniffing over L3 networks using GRE tunnel. 

• ERSPAN on Cisco ASR 1000 Series Routers supports only The Layer 3 interfaces. 

• Ethernet interfaces are not supported on ERSPAN configured as Layer 2 interfaces. 

For the Source session, need to Configure: 

• To configure ERSPAN it requires Unique session ID, List of source interfaces or VLANs. 

• What is the traffic we want to capture tx (Transmit Only ), rx (Receive Only) or both. 

• ERSPAN configuration require Destination IP address for the GRE tunnel to connect. 

• Origin IP address which is used as source for generic routing encapsulation tunnel. 

• Unique Encapsulated Remote Switched Port Analyzer (ERSPAN) flow ID (Identity). 

For the Destination need to Specify: 

• For the Destination Unique session ID doesn’t have to match with source session. 

• ERSPAN require Destination interface(s) where you want to forward the traffic to. 

• Source IP address has to match with the origin IP address of the source session. 

• ERSPAN require Unique ERSPAN flow ID, has to match with the source session. 

Lab time for ERSPAN: 
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CSR1 Basic IP Configuration: CSR2 Basic IP Configuration: 

en 
config t 
hostname R1 
int g1 
ip add 192.168.12.1 255.255.255.0 
no sh 
int g2 
ip add 192.168.1.1 255.255.255.0 
no sh 
exit 
 
ip route 0.0.0.0 0.0.0.0 192.168.12.2 

en 
config t 
hostname R2 
int g1 
ip add 192.168.12.2 255.255.255.0 
no sh 
int g2 
ip add 192.168.2.1 255.255.255.0 
no sh 
 
exit 
 
ip route 0.0.0.0 0.0.0.0 192.168.12.1 

 

CSR1 ERSPAN Configuration: 

CSR1(config)#monitor session 1 type erspan-source 
CSR1(config-mon-erspan-src)#source interface GigabitEthernet 2 both 
CSR1(config-mon-erspan-src)#no shutdown 
CSR1(config-mon-erspan-src)#destination 
CSR1(config-mon-erspan-src-dst)#erspan-id 200 
CSR1(config-mon-erspan-src-dst)#ip address 192.168.2.2 
CSR1(config-mon-erspan-src-dst)#origin ip address 192.168.12.1 

CSR1#show monitor session 1 

 

CSR2 ERSPAN Configuration: 

CSR2(config)#monitor session 1 type erspan-destination 
CSR2(config-mon-erspan-dst)#no shutdown 
CSR2(config-mon-erspan-dst)#destination interface GigabitEthernet 2 
CSR2(config-mon-erspan-dst)#source 
CSR2(config-mon-erspan-dst-src)#erspan-id 200 
CSR2(config-mon-erspan-dst-src)#ip address 192.168.2.2 

CSR2#show monitor session 1 
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