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Syslog:

Syslog is stand for System Logging Protocol

Syslog is a standard for message logging and often used on network devices.

Syslog shown messages and is able to store them on the local device or Syslog Server

When every anything happening on the router or switch Cisco 10S informs us with the help of syslog.
By default there syslog message are only outputted to the console not through Telnet or SSH

We can enable syslog message to Telnet or SSH by typing terminal monitor command.

We can check Syslog messages local history on device by typing show logging command. But if device
restart then it will lose. As it is store in buffered we can increase sized of buffer by typing Logging
buffered 16384 (size Bytes) etc.

We can check with command : sh logging | include log Buffer

Local history is good but it stored in RAM and when it reload it will gone.

Generally in Production networks we use a central server called Syslog Server.

Syslog is protocol a standard and you can configure routers and switches to forward syslog messages
to the syslog server like given command : logging host (systemlogserverlPaddress)

Example: logging host 192.168.1.1

Syslog Server:

1. Kiwi Syslog Server Free Edition by solar winds
2. Snmpsoft syslog Watcher

3. Paessler PRTG Syslog

4. Splunk Light

5. The Dude

6.

Whatsup Syslog Server Free Tool

And many more.....

Syslog Format:

The format of the message is:

Seq no: time stamp: %facility-severity-MNEMONIC:description

*May 25, 21:08:39.088: SYS-5-CONFIG_I: Configured from console by console

*May 25, 21:09:54.099: %LINK-5-CHANGED: Interface FastEthernet0/0, changed state to
administratively down
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*May 25, 21:09:54.099: %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to down.

00:30:39 | %SYS-5-CONFIG_I: | Configured from Console by Console

Timestamp Message Text

%SYS 9 CONFIG_L:

Facility Severity Mnemonic
(0-7)

TIMESTAMP: This is the time and date message generated.

FACILITY-SUBFACILITY: Reports protocol, module or process that generated the message.

SEVERITY: This is level from 0-7 specifies how important the message is.
MNEMONIC: A code that identifies the action reported.

MESSAGE TEXT: A plain text description of the event.

Syslog Severity Levels:

Value  Severity Description
0 Emergency System is unusable (A panic condition)
1 Alert A condition that should be corrected immediately, such as a corrupted

system database

2 Critical Critical conditions, such as hard device errors
3 Error Error conditions
4 Warning Warning conditions
5 Notice Normal but significant conditions
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6 Informational Informational messages

7 Debug Messages that contain information normally of use only when debugging
a program

Lab time:

OSPF Configuraiton by using Interface Method:
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92.168.1.100 15218812 PC-PT 192 1821 4 192.168.2.2 192.163.2.3 19218824

192.168.1.3

R1 Configuration R2 Configuration

en en

configt configt

hostname R1 hostname R2

int f0/0 int f0/0

ip add 192.168.12.1 255.255.255.0 ipadd 192.168.12.2 255.255.255.0
no sh no sh

Email us:

networkforyoud@gmail.com 40of5 WhatsApp Us : +918143809578

https://t. me/learningnets



https://www.youtube.com/channel/UCmGaNXkRL2IXha8ZN_Uae_Q

\N__.

Networkforyou

Subscribe to our

You([TT Channel

int fO/1
ip add 192.168.1.1 255.255.255.0
no sh

router ospf 1
router-id 1.1.1.1
int f0/0
ipospflarea0

int fO/1
ip ospflarea0

ntp server 192.168.1.100
logging host 192.168.1.100
Service timestamps log datetime msec

int fO/1
ip add 192.168.2.1 255.255.255.0
no sh

router ospf 1
router-id 2.2.2.2
int f0/0

ip ospf1larea0

int f0/1
ip ospf1area0

ntp server 192.168.1.100
logging host 192.168.1.100
Service timestamps log datetime msec

¥ 192.168.1.100

Physical Attributes.

Config _ Services
——

Desktop  Programming

SERVICES
HTTP
DHCP
DHCPvE

Syslog

Service

@® on

JETP
DNS
SYSLOG
Aan
NTP
EMAIL
FTP
IoT

29 10.25.2020 10:02:28.805 AM

30 10.25.2020 10:38:39.824 AM
31 10.25.2020 10:38:39.824 AM
32 10252020 10:38:39.873 AM

VM Management 33 10.25.2020 10:38:39.873 AM

Radius EAP 34 10.25.2020 10:38:39.925 AN

35 10.25.2020 10:38:39.945 AM
36 10252020 11:49:24 585 AM

37 10.25.2020 11:51:16.784 AM

192168122

192.188.1.1

19216811

192168122

192.168.12.2

19216811

192.168.12.2

19216811

192.188.1.1

HostName Message

10:02:28: %0SPF-5-ADJCHG: Process 1, Nbr 1.1.1.1 on
10:38:39: %O0SPF-5-ADJCHG: Process 1, Nbr2.2.2.2on ..
10:38:38: %0SPF-5-ADJCHG: Process 1, Nbr22.22 on
10:38:39: %0SPF-5-ADJCHG: Process 1, Nbr 1.1.1.1 on ...
10:38:39: %0SPF-5-ADJCHG: Process 1, Nbr1.1.1.1 on ..
10:38:39: %0SPF-5-ADJCHG: Process 1, Nbr22.22 on
10:38:39: %0SPF-5-ADJCHG: Process 1, Nbr1.1.1.1 on ..

%S S-5-CONFIG_I: Configured from console by console

%SY S-5-CONFIG_I: Configured from console by console v

Clear Log
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