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Abstract

This document describes how to manage physical and virtual Linux-based systems using the RHEL
8 web console. The instructions assume that the server used for management is running in Red Hat
Enterprise Linux 8.
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MAKING OPEN SOURCE MORE INCLUSIVE

Red Hat is committed to replacing problematic language in our code, documentation, and web
properties. We are beginning with these four terms: master, slave, blacklist, and whitelist. Because of the
enormity of this endeavor, these changes will be implemented gradually over several upcoming releases.
For more details, see our CTO Chris Wright's message.
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PROVIDING FEEDBACK ON RED HAT DOCUMENTATION

PROVIDING FEEDBACK ON RED HAT DOCUMENTATION

We appreciate your input on our documentation. Please let us know how we could make it better. To do
so:

® Forsimple comments on specific passages:

1. Make sure you are viewing the documentation in the Multi-page HTML format. In addition,
ensure you see the Feedback button in the upper right corner of the document.

2. Use your mouse cursor to highlight the part of text that you want to comment on.
3. Click the Add Feedback pop-up that appears below the highlighted text.
4. Follow the displayed instructions.

® For submitting more complex feedback, create a Bugzilla ticket:

1. Go to the Bugzilla website.
2. As the Component, use Documentation.

3. Fillin the Description field with your suggestion for improvement. Include a link to the
relevant part(s) of documentation.

4. Click Submit Bug.

https://t.me/learningnets 7
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CHAPTER 1. GETTING STARTED USING THE RHEL WEB

CONSOLE

Install the web console in Red Hat Enterprise Linux 8 and learn how to add remote hosts and monitor

them in the RHEL 8 web console.

Prerequisites

® |Installed Red Hat Enterprise Linux 8.

® FEnabled networking.

® Registered system with appropriate subscription attached.

To obtain a subscription, see Managing subscriptions in the web console.

1.1. WHAT IS THE RHEL WEB CONSOLE

The RHEL web console is a Red Hat Enterprise Linux 8 web-based interface designed for managing and
monitoring your local system, as well as Linux servers located in your network environment.

RED HAT ENTERPRISE LINUX

B tocalnostlocaldomain localhost.localdomain running Red Hat Enterprise Linux 8.2 Beta (Ootpa)

Overview

Health

Logs
Storage Not Registered

Networking Not connected to Insights

Podman Containers

Accounts

Services

System information

Applications
Model QEMU Standard PC (Q35 + ICH9,
Diagnostic Reports 2009)
Kernel Dump Machine ID 6c75e029993047eba776378d55
0f2676

Usage

CPU | | 8% of 1 CPU core
Memory — 14GiB/ 1.8 GiB
View graphs

Configuration

Hostname localhost.localdomain
edit

System time 2020-01-20 12:59

Domain Join Domain

The RHEL web console enables you a wide range of administration tasks, including:

® Managing services
® Managing user accounts
® Managing and monitoring system services

e Configuring network interfaces and firewall

8 https://t.me/learningnets
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® Reviewing system logs

® Managing virtual machines

® Creating diagnostic reports

® Setting kernel dump configuration
® Configuring SELinux

e Updating software

® Managing system subscriptions

The RHEL web console uses the same system APIs as you would in a terminal, and actions performed in
a terminal are immediately reflected in the RHEL web console.

You can monitor the logs of systems in the network environment, as well as their performance, displayed
as graphs. In addition, you can change the settings directly in the web console or through the terminal.

1.2. INSTALLING AND ENABLING THE WEB CONSOLE
To access the RHEL 8 web console, first enable the cockpit.socket service.

Red Hat Enterprise Linux 8 includes the RHEL 8 web console installed by default in many installation
variants. If this is not the case on your system, install the cockpit package before enabling the
cockpit.socket service.

Procedure

1. If the web console is not installed by default on your installation variant, manually install the
cockpit package:

I # yum install cockpit
2. Enable and start the cockpit.socket service, which runs a web server:
I # systemctl enable --now cockpit.socket

3. If the web console was not installed by default on your installation variant and you are using a
custom firewall profile, add the cockpit service to firewalld to open port 9090 in the firewall:

# firewall-cmd --add-service=cockpit --permanent
# firewall-cmd --reload

Verification steps

1. To verify the previous installation and configuration, open the web console.

1.3. LOGGING IN TO THE WEB CONSOLE

Use the steps in this procedure for the first login to the RHEL web console using a system user name
and password.

https://t.me/learningnets 9
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Prerequisites
® Use one of the following browsers for opening the web console:

o Mozilla Firefox 52 and later
o Google Chrome 57 and later
o Microsoft Edge 16 and later

® System user account credentials
The RHEL web console uses a specific PAM stack located at /etc/pam.d/cockpit. Authentication
with PAM allows you to log in with the user name and password of any local account on the
system.
Procedure
1. Open the web console in your web browser:
® | ocally: https://localhost:9090

® Remotely with the server’s hostname: https://example.com:9090

® Remotely with the server’s IP address: https://192.0.2.2:9090
If you use a self-signed certificate, the browser issues a warning. Check the certificate and
accept the security exception to proceed with the login.

The console loads a certificate from the /etc/cockpit/ws-certs.d directory and uses the last
file with a .cert extension in alphabetical order. To avoid having to grant security exceptions,
install a certificate signed by a certificate authority (CA).

2. In the login screen, enter your system user name and password.

RedHat
Enterprise Linux

Red Hat Enterprise Linux

User name

cuser

Password

v} Reuse my password for privileged tasks

P Other Options

Server: localhost.localdomain

Log in with your server user account.

3. Optionally, click the Reuse my password for privileged tasksoption.

10 https://t.me/learningnets
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If the user account you are using to log in has sudo privileges, this makes it possible to perform
privileged tasks in the web console, such as installing software or configuring SELinux.

4. Click LogIn.

After successful authentication, the RHEL web console interface opens.

1.4. CONNECTING TO THE WEB CONSOLE FROM A REMOTE MACHINE

It is possible to connect to your web console interface from any client operating system and also from
mobile phones or tablets.

Prerequisites
® Device with a supported internet browser, such as:
o Mozilla Firefox 52 and later
o Google Chrome 57 and later
o Microsoft Edge 16 and later

® RHEL 8 server you want to access with an installed and accessible web console. For more
information about the installation of the web console see Installing the web console.

Procedure

1. Open your web browser.

2. Type the remote server’s address in one of the following formats:

a. With the server’s host name: server.hosthame.example.com:port_number
b. With the server's IP address: server.lP_address:port_number

3. After the login interface opens, log in with your RHEL machine credentials.

1.5.LOGGING IN TO THE WEB CONSOLE USING A ONE-TIME
PASSWORD

If your system is part of an Identity Management (IdM) domain with enabled one-time password (OTP)
configuration, you can use an OTP to log in to the RHEL web console.

IMPORTANT

Itis possible to log in using a one-time password only if your system is part of an Identity
Management (IdM) domain with enabled OTP configuration. For more information about
OTP in IdM, see One-time password in Identity Management.

Prerequisites

® The RHEL web console has been installed.
For details, see Installing the web console.

® An ldentity Management server with enabled OTP configuration.

https://t.me/learningnets 1
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For details, see One-time password in Identity Management.

® A configured hardware or software device generating OTP tokens.

Procedure
1. Open the RHEL web console in your browser:
® | ocally: https:/localhost:PORT_NUMBER

® Remotely with the server hostname: https://example.com:PORT_NUMBER

® Remotely with the server IP address:
https:/EXAMPLE.SERVER.IP.ADDR:PORT_NUMBER
If you use a self-signed certificate, the browser issues a warning. Check the certificate and
accept the security exception to proceed with the login.

The console loads a certificate from the /etc/cockpit/ws-certs.d directory and uses the last
file with a .cert extension in alphabetical order. To avoid having to grant security exceptions,
install a certificate signed by a certificate authority (CA).

2. The Login window opens. In the Login window, enter your system user name and password.

3. Generate a one-time password on your device.

4. Enter the one-time password into a new field that appears in the web console interface after
you confirm your password.

5. Click Login.

6. Successful login takes you to the Overview page of the web console interface.

1.6. RESTARTING THE SYSTEM USING THE WEB CONSOLE

You can use the web console to restart a RHEL system that the web console is attached to.

Prerequisites

® The web console is installed and accessible.
For details, see Installing the web console.

Procedure

1. Loginto the RHEL 8 web console.
For details, see Logging in to the web console .

2. Click Overview.

3. Click the Restart restart button.
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RED HAT ENTERPRISE LINUX . Example User

E; localhost.localdo

localhost.localdomain running Red Hat Enterprise Linux 8.2 Beta (Ootpa) | Restart

Overview Health Usage
Not Registered CPU - 18% of 2 CPUs
Not connected to Insights -
Memory N 14 /18 GiB

Networking

View graphs

4. If any users are logged into the system, write a reason for the restart in the Restart dialog box.

5. Optional: In the Delay drop down list, select a time interval.

E) localhost.localdo

Restart

Q searcl

Overview

1Minute

1 Minute

5 Minutes

Applications 20 Minutes

6. Click Restart.

1.7.SHUTTING DOWN THE SYSTEM USING THE WEB CONSOLE

You can use the web console to shut down a RHEL system that the web console is attached to.

Prerequisites

® The web console is installed and accessible.
For details, see Installing the web console.

Procedure

1. Loginto the RHEL 8 web console.
For details, see Logging in to the web console .

2. Click Overview.

3. Inthe Restart drop down list, select Shut Down.
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RED HAT ENTERPRISE LINUX

E localhost.localdo..

Overview
Logs

Storage

Networking

Podman

Containers

localhostlocaldomain running Red Hat Enterprise Linux 8.2 Beta (Ootpa) ~ Restart ~ |

Health

Not Registered

Not connected to Insights

Restart
Shutdown
Usage
CPU 1 4% of 2 CPUs
Memory — 14/18 GiB

View graphs

4. If any users are logged in to the system, write a reason for the shutdown in the Shut Down

dialog box.

5. Optional: In the Delay drop down list, select a time interval.

6. Click Shut Down.

1.8. CONFIGURING TIME SETTINGS USING THE WEB CONSOLE

You can set a time zone and synchronize the system time with a Network Time Protocol (NTP) server.

Prerequisites

® The web console is installed and accessible.
For details, see Installing the web console.

Procedure

1. Login to the RHEL 8 web console.
For details, see Logging in to the web console .

2. Click the current system time in Overview.

RED HAT ENTERPRISE LINUX

E mym achine

Overview
Logs

Storage

Networking

Podman

Containers

Accounts

Not connected to Insights

System information

Model QEMU Standard PC (Q35 +ICH9,
2009)

Machine ID  9fa031b4e58948b09d13e6ecd3blco
de

. Example User =
e -

Memory | 1.5/18 GiB

View graphs

Configuration

Hostname mymachine
(mymachine.idm.example.com)

edit

System time 2020-03-23 21:44

Domain Join Domain

3. In the Change System Time dialog box, change the time zone if necessary.

4. In the Set Time drop down menu, select one of the following:

14
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Manually

Use this option if you need to set the time manually, without an NTP server.
Automatically using NTP server

This is a default option, which synchronizes time automatically with the preset NTP servers.
Automatically using specific NTP servers

Use this option only if you need to synchronize the system with a specific NTP server.
Specify the DNS name or the IP address of the server.

5. Click Change.

RED HAT ENTERPRISE LINUX ( . Example User

E} mym achine
Change System Time

Time Zone Europe/Prague

SetTime Automatically using NTP

Manually
Automatically using NTP

Automatically using specific NTP servers

Verification steps

® Check the system time displayed in the System tab.

Additional resources

® Using the Chrony suite to configure NTP .

1.9. JOINING A RHEL 8 SYSTEM TO AN IDM DOMAIN USING THE WEB
CONSOLE

You can use the web console to join the Red Hat Enterprise Linux 8 system to the Identity Management
(IdM) domain.

Prerequisites

® The IdM domain is running and reachable from the client you want to join.

® You have the IdM domain administrator credentials.

Procedure

1. Loginto the RHEL web console.
For details, see Logging in to the web console .

2. Open the System tab.

3. Click Join Domain.
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IEI webconsole Hardware QEMU Standard PC % of 2 CPU cores
100
(1440FX + PIIX, 1996)

System Machine 1D e89c7da66c204ec3a... 50

Red Hat Enterprise L

Linux 8.0 10:47 10:48

(Ootpa)
G

B Memory & Swap
System Up To Date
285
Secure Shell Keys Show fingerprints -
Host Name webconsole (webco... 1

0500
Domain Join Domain |

19:47 19:48

System Time 2019-02-04 13:51 €

Power Options | Restart | v KiB/s Disk I/O

4. In the Join a Domain dialog box, enter the host name of the IdM server in the Domain Address
field.

5. In the Authentication drop down list, select if you want to use a password or a one-time
password for authentication.

Join a Domain

Domain Address | server.idm.example.com

Authentication | One Time Password v

One Time Password | Administrator Password

One Time Password

e | |

6. In the Domain Administrator Name field, enter the user name of the IdM administration
account.

7. In the password field, add the password or one-time password according to what you selected in
the Authentication drop down list earlier.

8. Click Join.
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Join a Domain

Domain Address | server.idm.example.com

Authentication | Administrator Password w

Domain Administrator Name | admin

Domain Administrator Password | sesssssssssssssssssss

Cancel

Verification steps

1. If the RHEL 8 web console did not display an error, the system has been joined to the IdM
domain and you can see the domain name in the System screen.

2. To verify that the user is a member of the domain, click the Terminal page and type the id
command:

$id

euid=548800004(example_user) gid=548800004(example_user)
groups=548800004(example_user) context=unconfined_u:unconfined_r:unconfined_t:s0-
s0:c0.c1023

Additional resources

® Planning Identity Management
® |Installing Identity Management

® Configuring and managing Identity Management

1.10. DISABLING SMT TO PREVENT CPU SECURITY ISSUES USING THE
WEB CONSOLE

Disable Simultaneous Multi Threading (SMT) in case of attacks that misuse CPU SMT. Disabling SMT
can mitigate security vulnerabilities, such as L1TF or MDS.

IMPORTANT

Disabling SMT might lower the system performance.

Prerequisites

® The web console must be installed and accessible.
For details, see Installing the web console.
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Procedure

1. Login to the RHEL 8 web console.
For details, see Logging in to the web console .

2. Click System.

3. In the Hardware item, click the hardware information.

Hardware LENOVO 201852M800

Click to see system hardware

information

Operating System
System Up To Date
Secure Shell Keys Show fingerprints
Host Name localhost.localdomain
Domain Join Domain
System Time 2019-07-01 17:51 €}
Power Options | Restart |

Performance Profile desktop

4. Inthe CPU Security item, click Mitigations.

If this link is not present, it means that your system does not support SMT, and therefore is not
vulnerable.

5. In the CPU Security Toggles switch on the Disable simultaneous multithreading (nosmt)
option.

CPU Security Toggles

Software-based workarounds help prevent CPU security issues. These mitigations have the side
effect of reducing performance. Change these settings at your own risk.

Disable simultaneous multithreading (nosmt) o

' Read more...

Cancel Save and reboot

6. Click on the Save and rebootbutton.

After the system restart, the CPU no longer uses SMT.

Additional resources

® L|ITF - L1 Terminal Fault Attack - CVE-2018-3620 & CVE-2018-3646
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® MDS - Microarchitectural Data Sampling - CVE-2018-12130, CVE-2018-12126, CVE-2018-12127,
and CVE-2019-11091

1.11. ADDING A BANNER TO THE LOGIN PAGE

Companies or agencies sometimes need to show a warning that usage of the computer is for lawful
purposes, the user is subject to surveillance, and anyone trespassing will be prosecuted. The warning
must be visible before login. Similarly to SSH, the web console can optionally show the content of a

banner file on the login screen. To enable banners in your web console sessions, you need to modify the
/etc/cockpit/cockpit.conf file. Note that the file is not required and you may need to create it manually.

Prerequisites

® The web console is installed and accessible. For details, see Installing the web console.

® You must have sudo privileges.

Procedure

1. Create the /etc/issue.cockpit file in a text editor of your preference if you do not have it yet.
Add the content you want to display as the banner to the file.
Do not include any macros in the file as there is no re-formatting done between the file content
and the displayed content. Use intended line breaks. It is possible to use ASCII art.

2. Save the file.

3. Open or create the cockpit.conf file in the /etc/cockpit/ directory in a text editor of your
preference.

I $ sudo vi cockpit.conf
4. Add the following text to the file:

Banner=/etc/issue.cockpit

I [Session]

5. Save thefile.

6. Restart the web console for changes to take effect.

I # systemctl try-restart cockpit
Verification steps
® Open the web console login screen again to verify that the banner is now visible.

Example 1.1. Adding an example banner to the login page

1. Create an /etc/issue.cockpit file with a desired text using a text editor:

I This is an example banner for the RHEL web console login page.

2. Open or create the /etc/cockpit/cockpit.conf file and add the following text:
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[Session]
Banner=/etc/issue.cockpit

3. Restart the web console.

4. Open the web console login screen again.

This is an example banner for the RHEL web console login page.

Red Hat
Enterprise Linux

Red Hat Enterprise Linux

User name

Password

¥ Reuse my password for remote connections

p Other Options

Server: mymachine.idm.example.com

Log in with your server user account.

1.12. CONFIGURING AUTOMATIC IDLE LOCK IN THE WEB CONSOLE
By default, there is no idle timeout set in the web console interface. If you wish to enable an idle timeout

on your system, you can do so by modifying the /etc/cockpit/cockpit.conf configuration file. Note that
the file is not required and you may need to create it manually.

Prerequisites

® The web console must be installed and accessible.
For details, see Installing the web console.

® You must have sudo privileges.

Procedure

1. Open or create the cockpit.conf file in the /etc/cockpit/ directory in a text editor of your
preference.

I $ sudo vi cockpit.conf

2. Add the following text to the file:
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[Session]
IdleTimeout=X

Substitute X with a number for a time period of your choice in minutes.
3. Save the file.

4. Restart the web console for changes to take effect.

I # systemctl try-restart cockpit

Verification steps

® Check if the session logs you out after a set period of time.
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CHAPTER 2. CONFIGURING THE HOST NAME IN THE WEB
CONSOLE

Learn how to use the RHEL 8 web console to configure different forms of the host name on the system
that the web console is attached to.

2.1.HOST NAME

The host name identifies the system. By default, the host name is set to localhost, but you can change
it.

A host name consists of two parts:

Host name
It is a unique name which identifies a system.
Domain

Add the domain as a suffix behind the host name when using a system in a network and when using
names instead of just IP addresses.

A host name with an attached domain name is called a fully qualified domain name (FQDN). For
example: mymachine.example.com.

Host names are stored in the /etc/hostname file.

2.2. PRETTY HOST NAME IN THE WEB CONSOLE

You can configure a pretty host name in the RHEL web console. The pretty host name is a host name
with capital letters, spaces, and so on.

The pretty host name displays in the web console, but it does not have to correspond with the host
name.

Example 2.1. Host name formats in the web console

Pretty host name
My Machine
Host name
mymachine
Real host name - fully qualified domain name (FQDN)

mymachine.idm.company.com

2.3.SETTING THE HOST NAME USING THE WEB CONSOLE

This procedure sets the real host name or the pretty host name in the web console.

Prerequisites

® The web console is installed and accessible.
For details, see Installing the web console.
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Procedure

1. Loginto the RHEL 8 web console.
For details, see Logging in to the web console .

2. Click Overview.

3. Click edit next to the current host name.

& Overview - localhost.loc: X | +

< C @ localhost:9090/systen . @

RED HAT ENTERPRISE LINUX & F

Overview
View graphs
Logs

petworking System information Configuration
Podman
Containers Model QEMU Standard PC (Q35 +ICH9, Hostname
2009)
nts System time
Machine ID  Sfa031b4e58548b09d13e6ecd3blcS
de Domain

Performance profile

Applications

Secure Shell keys

Diagnostic pcp
. View hardware details

4 in O ® =

Health Usage
Not Registered CcPU 1% of 2 CPUs
Not connected to Insights ;
Memory — 14/18GiB

localhost.localdomain| edit

2020-03-17 09:53
Join Domain
virtual-guest
Show fingerprints

Enable stored metrics

4. In the Change Host Name dialog box, enter the host name in the Pretty Host Name field.

5. The Real Host Name field attaches a domain name to the pretty name.

You can change the real host name manually if it does not correspond with the pretty host

name.
6. Click Change.
RED HAT ENTERPRISE LINUX
E localhost.localdo..
Change Host Name

Pretty Host Name mymachine

. Example User v

Real Host Name mymachine.idm.example.com
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Verification steps
1. Log out from the web console.

2. Reopen the web console by entering an address with the new host name in the address bar of
your browser.

& mymachine.idm.example X | +

G|
g
8
®
1

<« C @ @& ichine.idm.example.com

Red Hat
Enterprise Linux

Red Hat Enterprise Linux

User name

Password

¥ Reuse my password for privileged tasks

P Other Options

Server: mymachine.idm.example.com

Log in with your server user account.
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CHAPTER 3. RED HAT WEB CONSOLE ADD-ONS

Install add-ons in the RHEL 8 web console and learn what add-on applications are available for you.

3.1. INSTALLING ADD-ONS

The cockpit package is a part of Red Hat Enterprise Linux 8 by default. To be able to use add-on
applications you must install them separately.

Prerequisites

® |nstalled and enabled cockpit package. If you need to install web console first, check the
installation section.

Procedure

® |nstall an add-on.

I # yum install <add-on>

3.2. ADD-ONS FOR THE RHEL 8 WEB CONSOLE

The following table lists available add-on applications for the RHEL 8 web console.

Feature name Package name (VEETC[2)

Composer cockpit-composer Building custom OS images

Dashboard cockpit-dashboard Managing multiple servers in one
Ul

Machines cockpit-machines Managing libvirt virtual machines

PackageKit cockpit-packagekit Software updates and application
installation (usually installed by
default)

PCP cockpit-pcp Persistent and more fine-grained
performance data (installed on
demand from the Ul)

podman cockpit-podman Managing podman containers

Session Recording

cockpit-session-recording

https://t.me/learningnets

(available from RHEL 8.1)

Recording and managing user
sessions
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CHAPTER 4. OPTIMIZING THE SYSTEM PERFORMANCE
USING THE WEB CONSOLE

Learn how to set a performance profile in the RHEL 8 web console to optimize the performance of the
system for a selected task.

4.1. PERFORMANCE TUNING OPTIONS IN THE WEB CONSOLE

Red Hat Enterprise Linux 8 provides several performance profiles that optimize the system for the
following tasks:

® Systems using the desktop
® Throughput performance
® | atency performance
® Network performance
® | ow power consumption
® \Virtual machines
The tuned service optimizes system options to match the selected profile.

In the web console, you can set which performance profile your system uses.

Additional resources

® Getting started with Tuned

4.2. SETTING A PERFORMANCE PROFILE IN THE WEB CONSOLE

This procedure uses the web console to optimize the system performance for a selected task.

Prerequisites

® Make sure the web console is installed and accessible. For details, see Installing the web
console.

Procedure

1. Loginto the RHEL 8 web console. For details, see Logging in to the web console .
2. Click Overview.

3. In the Performance Profile field, click the current performance profile.
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@ Help ~ . v

Restart v

Health Usage System information Configuration

cPu 0% of 8CPUs Model QEMU Standard PC (i440FX + PIIX, Hostname Tocalhost localdomain edit
1996)
Memory — 06/08GiB System time Ma s7PM@

Machine  ¢1f441c014862a204a32creco033d

™ Domain

e v
View details and history View hardware details

4. In the Change Performance Profile dialog box, change the profile if necessary.

5. Click Change Profile.

Change performance profile

Verification steps

® The Overview tab now shows the selected performance profile.

4.3. MONITORING PERFORMANCE USING THE WEB CONSOLE
Red Hat's web console uses the Utilization Saturation and Errors (USE) Method for troubleshooting.
The new performance metrics page has a historical view of your data organized chronologically with the

newest data at the top.

Here, you can view the events, errors, and graphical representation for resource utilization and
saturation.

Prerequisites

1. Make sure the web console is installed and accessible. For details, see Installing the web
console.

2. Install the cockpit-pcp package, which enables collecting the performance metrics:

I # yum install cockpit-pcp

Procedure
1. Loginto the RHEL 8 web console. For details, see Logging in to the web console .

2. Click Overview.
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root@

localhost.localdomain

Overview

Lo,

Storage

Accounts

root@
localhost.localdomain

Overview

Lo

Storage

Networking

Podman containe

root,

localhost.localdomain

Storage
Networking
Podman containers

Accounts

Services

Diagnostic Reports

Kernel Dump

SELinux

Health

Not registered

Not connected to Insights

verview > Performance Metrics
CPU
8CPUs
v
Load 1min: 038, 5 min: 0.44, 15 min: 0.34

Today v

Swap
Swap

Swap

Swap

Swap

Swap

Memory spike
Swap

Swap

Memory spike
Swap

Swap

Disk /O spike
Swap

Memory spike
Memory spike
Swap

Network I/0 spike
Load spike
Memory spike
Memory spike
Swap

Disk /O spike
Network 1/O spike

Usage
cpu 0%of 8CPUS
Memory — 06/08GiB

Memory
% RAM 01 GiB available
Swap 0.0 GiB available ©
Service Used
grafar 478 MB
user@lC 264MB
232MB
pmed 25MB
pmproxy 1“oMB

258 PM

257PM

256 PM

255PM

254PM

252PM

251PM
250PM

249PM

248PM

System information

Model  QEMU Standard PC (440FX + PIIX,
1996)

:‘g“m”e Cc7e1f441c014862a204a32cfec9033d

Uptime 9 minutes

View hardware details

Disks

Read  434KiB/s Write  1868/s

/ 289 GB free
———

/boot 810 MB free
—
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Hostname
System time
Domain
Performance profile
Secure shell keys

Store metrics

Network

Interface
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3

Virbro-nic
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@ Help ~ . -

Restart v

localhost localdomain edit

Mar 16,20212:57 PM @
oin domain

virtual-guest

Show fingerprints

@
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CHAPTER 5. REVIEWING LOGS IN THE WEB CONSOLE

Learn how to access, review and filter logs in the RHEL 8 web console.

5.1. REVIEWING LOGS IN THE WEB CONSOLE

The RHEL 8 web console Logs section is a Ul for the journalctl utility. This section describes how to
access system logs in the web console interface.

Prerequisites
® The RHEL 8 web console has been installed.
For details, see Installing the web console.

Procedure

1. Login to the RHEL web console.
For details, see Logging in to the web console .

2. Click Logs.
euser@
- e Administrative access @ Help ~ . >

localhost.localdom...

Priority Identifier
Time ~ Error and above = All A
Text
priority:err ®
July 22, 2020
10:02 AM euser:apassword is required ; TTY=unknown ; PWD=/run/user/1000 ; USE...
7:49 AM Process 1271 (systemd-machine) of user O dumped core. Stack trace of thr... ystemd-cored.

ans g Y e e G s O g B Y SRR R |

L NOTE
c}rﬂ, o *-'._.__J-
E :- You can use the Pause button to pause new log entries from appearing. Once you

-; resume new log entries, the web console will load all log entries that were reported after
N you used the Pause button.

You can filter the logs by time, priority or identifier. For more information, see Section 5.2, “Filtering logs
in the web console”.

5.2. FILTERING LOGS IN THE WEB CONSOLE

This section shows how to filter log entries in the web console.

Prerequisites

® The web console interface must be installed and accessible.
For details, see Installing the web console.

https://t.me/learningnets 29


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_systems_using_the_rhel_8_web_console/getting-started-with-the-rhel-8-web-console_system-management-using-the-rhel-8-web-console#installing-the-web-console_getting-started-with-the-rhel-8-web-console
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_systems_using_the_rhel_8_web_console/getting-started-with-the-rhel-8-web-console_system-management-using-the-rhel-8-web-console#logging-in-to-the-web-console_getting-started-with-the-rhel-8-web-console
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_systems_using_the_rhel_8_web_console/getting-started-with-the-rhel-8-web-console_system-management-using-the-rhel-8-web-console#installing-the-web-console_getting-started-with-the-rhel-8-web-console

Red Hat Enterprise Linux 8 Managing systems using the RHEL 8 web console

Procedure

1. Login to the RHEL 8 web console.
For details, see Logging in to the web console .

2. Click Logs.

3. By default, web console shows the latest log entries. To filter by a specific time range, click the
Time drop-down menu and choose a preferred option.

euser@ .
= Administrative access @ Help ~ >

mymachine.idm.exa...

Priority Identifier

Info and above hd All v

Current boot
Previous boot @ Resume
Last 24 hours

Last 7 days
d dnf makecache.

4. Error and above severity logs list is shown by default. To filter by different priority, click the
Error and above drop-down menu and choose a preferred priority.

euser@
ke Administrative access @ Help ¥ v

mymachine.idm.exa...

IVEI VIEW

Priority Identifier

Time ~« 'Errorand above | ¥ All

Text Only Emergency

Alert and above )
priority:err ® Pause

Critical and above

Error and above

July 22, 202( Warning and above

10 | Notice and above red ; TTY=unknown ; PWD=/run/user/1000 ; USER... I Q
Info and above

7:49 Al achine) of user O dumped core. Stack trace of thr... ystemd-coredu
Debug and above

7:49 AM systemd-journald.service: Watchdog timeout (limit 3min)! systemd

5. By default, web console shows logs for all identifiers. To filter logs for a particular identifier, click
the All drop-down menu and select an identifier.

euser@
= Administrative access @ Help ~ v

mymachine.idm.exa...

new
Priority Identifier
Time » Error and above v
rage
- Text
Networking | I
priority:err boot:0 ® I Pause
Podman Conta - kernel , SR
smartd
July 22,2020 sudo
10:02 AM  euser: a password is require; Systemd n/user/1000; USER... Q
- systemd-coredump
:49 AM Process 1271 (systemd-mach...— - oo oo Stack trace of thr... ystemd-c It

6. To open alog entry, click on a selected log.
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CHAPTER 5. REVIEWING LOGS IN THE WEB CONSOLE

5.3. TEXT SEARCH OPTIONS FOR FILTERING LOGS IN THE WEB
CONSOLE

The text search option functionality provides a big variety of options for filtering logs. If you decide to
filter logs by using the text search, you can use the predefined options that are defined in the three
drop-down menus, or you can type the whole search yourself.

Drop-down menus

There are three drop-down menus that you can use to specify the main parameters of your search:

® Time: This drop-down menu contains predefined searches for different time ranges of your
search.

® Priority: This drop-down menu provides options for different priority levels. It corresponds to
the journalctl --priority option. The default priority value is Error and above. It is set every
time you do not specify any other priority.

e |dentifier: In this drop-down menu, you can select an identifier that you want to filter.
Corresponds to the journalctl --identifier option.

Quantifiers

There are six quantifiers that you can use to specify your search. They are covered in the Options for
filtering logs table.

Log fields

If you want to search for a specific log field, it is possible to specify the field together with its content.

Free-form text search in logs messages

You can filter any text string of your choice in the logs messages. The string can also be in the form of a
regular expressions.

Advanced logs filtering |

Filter all log messages identified by 'systemd' that happened since October 22, 2020 midnight and
journal field 'JOB_TYPE'is either 'start’ or 'restart.

1. Type identifier:systemd since:2020-10-22 JOB_TYPE-=start,restart to search field.

2. Check the results.

Time v Priority  Info and above - Identifier  All v  Text priority:info service:cockpit boot:-1 error]fail [©) Resume

October 2, 2020
ockpit-ts @D

ockpit-tls

11:13 AM cockpit-tls: gnutls_handshake failed: Error in the push function.
11:13 AM cockpit-tls: gnutls_handshake failed: The TLS connection was non-properly terminated.
8:33 AM cockpit-tls: gnutls_handshake failed: A TLS fatal alert has been received. ockpit-tls I

8:03 AM cockpit-tls: gnutls_handshake failed: Error in the push function. ockpit-tls

Advanced logs filtering Il

Filter all log messages that come from 'cockpit.service' systemd unit that happened in the boot before
last and the message body contains either "error" or "fail".

1. Type service:cockpit boot:-1 error|fail to the search field.

2. Check the results.
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5.4. USING A TEXT SEARCH BOX TO FILTER LOGS IN THE WEB

Time « Priority  Error and above

Identifier ~ systemd - Text  priority:err identifier:systemd since:2020-10-22 JOB_TYPE=start,restart

Pause

October 25, 2020

1:10 AM Failed to start Process archive logs.

October 24, 2020

2:21 AM Failed to start dnf makecache.

1:10 AM Failed to start Process archive logs.

October 23, 2020
2:08 AM Failed to start dnf makecache.

1:10 AM Failed to start Process archive logs.

October 22, 2020
1:56 AM Failed to start dnf makecache.

1:10 AM Failed to start Process archive logs.

CONSOLE

systemd

systemd

systemd

systemd

systemd

systemd

systemd

Using the text search box allows you to filter logs according to different parameters. The search
combines usage of the filtering drop-down menus, quantifiers, log fields and free-form string search.

Prerequisites

® The web console interface must be installed and accessible.

For details, see Installing the web console.

Procedure

1. Login to the RHEL 8 web console.
For details, see Logging in to the web console .

2. Click Logs.

3. Use the drop-down menus to specify the three main quantifiers - time range, priority, and
identifier(s) - you want to filter.
The Priority quantifier always has to have a value. If you do not specify it, it automatically filters

the Error and above priority. Notice that the options you set reflect in the text search box.

4. Specify the log field you want to filter.
It is possible to add several log fields.

5. You can use a free-form string to search for anything else. The search box also accepts regular

expressions.

5.5.OPTIONS FOR LOGS FILTERING

There are several journalctl options, which you can use for filtering logs in the web console, that may be
useful. Some of these are already covered as part of the drop-down menus in the web console interface.

Table 5.1. Table
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Option hame

(VEET[S)
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CHAPTER 5. REVIEWING LOGS IN THE WEB CONSOLE

Option hame Usage Notes
priority Filter output by message Covered in the Priority drop-
priorities. Takes a single numeric down menu.

or textual log level. The log levels
are the usual syslog log levels. If a
single log level is specified, all
messages with this log level or a
lower (hence more important) log
level are shown.

identifier Show messages for the specified Covered in the Identifier drop-
syslog identifier down menu.
SYSLOG_IDENTIFIER. Can be
specified multiple times.

follow Shows only the most recent Not covered in a drop-down.
journal entries, and continuously
prints new entries as they are
appended to the journal.

service Show messages for the specified Is not covered in a drop-down.
systemd unit. Can be specified Corresponds to the journalctl --
multiple times. unit parameter.
boot Show messages from a specific Covered only as Current boot or
boot. Previous boot in the Time drop-
down menu. Other options need
A positive integer will look up the to be written manually.

boots starting from the beginning
of the journal, and an equal-or-
less-than zero integer will look up
boots starting from the end of the
journal. Thus, T means the first
boot found in the journal in
chronological order, 2 the second
and so on; while -0 is the last
boot, -1the boot before last, and
so on.
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34

Option hame

since

(VEETC[S)

Start showing entries on or newer
than the specified date, or on or
older than the specified date,
respectively. Date specifications
should be of the format "2012-10-
3018:17:16". If the time part is
omitted, "00:00:00" is assumed.
If only the seconds component is
omitted, ":00" is assumed. If the
date component is omitted, the
current day is assumed.
Alternatively the strings
"yesterday", "today", "tomorrow"
are understood, which refer to
00:00:00 of the day before the
current day, the current day, or
the day after the current day,
respectively. "now" refers to the
current time. Finally, relative times

may be specified, prefixed with "-
or "+", referring to times before or
after the current time,

respectively.
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CHAPTER 6. MANAGING USER ACCOUNTS IN THE WEB CONSOLE

CHAPTER 6. MANAGING USER ACCOUNTS IN THE WEB
CONSOLE

The RHEL web console offers an interface for adding, editing, and removing system user accounts.
After reading this section, you will know:

® From where the existing accounts come from.

® How to add new accounts.

® How to set password expiration.

® How and when to terminate user sessions.

Prerequisites

® Beinglogged into the RHEL web console with an account that has administrator permissions
assigned. For details, see Logging in to the RHEL web console .

6.1. SYSTEM USER ACCOUNTS MANAGED IN THE WEB CONSOLE
With user accounts displayed in the RHEL web console you can:

® Authenticate users when accessing the system.

® Set the access rights to the system.

The RHEL web console displays all user accounts located in the system. Therefore, you can see at least
one user account just after the first login to the web console.

After logging into the RHEL web console, you can perform the following operations:
® Create new users accounts.
® Change their parameters.
® | ock accounts.

® Terminate user sessions.

6.2. ADDING NEW ACCOUNTS USING THE WEB CONSOLE

Use the following steps for adding user accounts to the system and setting administration rights to the
accounts through the RHEL web console.

Prerequisites

® The RHEL web console must be installed and accessible. For details, see Installing the web
console.

Procedure

1. Login to the RHEL web console.
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Click Accounts.
Click Create New Account.

In the Full Name field, enter the full name of the user.

The RHEL web console automatically suggests a user name from the full name and fills it in the
User Name field. If you do not want to use the original naming convention consisting of the first
letter of the first name and the whole surname, update the suggestion.

In the Password/Confirm fields, enter the password and retype it for verification that your
password is correct.

The color bar placed below the fields shows you security level of the entered password, which
does not allow you to create a user with a weak password.

Click Create to save the settings and close the dialog box.
Select the newly created account.

Select Server Administrator in the Roles item.

RED HAT ENTERPRISE LINUX

E mym achine

Example User Terminate Session

Overview

Logs FullName  Example User

e
Storage User Name euser

Networking Roles (¥ Server Administrator

LastLogin Logged In

Access Lock Account Never lock account

Accounts

Password Set Password |J Force Change | Never expire password

Services

Now you can see the new account in the Accounts settings and you can use the credentials to
connect to the system.

6.3. ENFORCING PASSWORD EXPIRATION IN THE WEB CONSOLE

By default, user accounts have set passwords to never expire. You can set system passwords to expire
after a defined number of days. When the password expires, the next login attempt will prompt for a
password change.

Procedure

1.

2.

36

Login to the RHEL 8 web console.
Click Accounts.
Select the user account for which to enforce password expiration.

In the user account settings, click Never expire password.
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5. In the Password Expiration dialog box, select Require password change every ... daysand
enter a positive whole number representing the number of days when the password expires.

1. Click Change.

Verification steps

® To verify that the password expiration is set, open the account settings.
The RHEL 8 web console displays a link with the date of expiration.

E mym achine

Accounts > Example User

Example User Terminate Session |EREEE

Full Name Example User

User Name euser

Roles (¥ Server Administrator

LastLogin LoggedIn

ners

Access Lock Account Never lock account
Accounts

- Password Set Password I' Force Change Require password change on Oct 20, 2020
Services

6.4. TERMINATING USER SESSIONS IN THE WEB CONSOLE

A user creates user sessions when logging into the system. Terminating user sessions means to log the
user out from the system. It can be helpful if you need to perform administrative tasks sensitive to
configuration changes, for example, system upgrades.

In each user account in the RHEL 8 web console, you can terminate all sessions for the account except
for the web console session you are currently using. This prevents you from loosing access to your
system.

Procedure

1. Login to the RHEL 8 web console.
2. Click Accounts.
3. Click the user account for which you want to terminate the session.

4. Click Terminate Session.
If the Terminate Session button is inactive, the user is not logged in to the system.

The RHEL web console terminates the sessions.
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CHAPTER 7. MANAGING SERVICES IN THE WEB CONSOLE

Learn how to manage system services in the RHEL 8 web console interface. You can activate or
deactivate services, restart or reload them, or manage their automatic startup.

7.1. ACTIVATING OR DEACTIVATING SYSTEM SERVICES IN THE WEB
CONSOLE

This procedure activates or deactivates system services using the web console interface.

Prerequisites

® The RHEL 8 web console has been installed.
For details, see Installing the web console.

PROCEDURE

You can filter the services by name or description and also by Enabled, Disabled, or Static
automatic startup. The interface shows the current state of the service and its recent
logs.

1. Login to the RHEL web console with administrator privileges.
For details, see Logging in to the web console .

2. Click Services in the web console menu on the left.

3. The default tab for Services is System Services. If you want to manage targets, sockets, timers,
or paths, switch to the respective tab in the menu on top.

RED HAT ENTERPRISE LINUX & Privileged . S e

Timers

Overview
s Name Description State Automatic Startup

Logs
St accounts-daemon Accounts Service active (running) Enabled
Storage

alsa-restore Save/Restore Sound Card State inactive (dead) Static
Networking

alsa-state Manage Sound Card State (restore and active (running) Static
Podman

store)

Containers

anaconda-direct the anaconda installation program inactive (dead) Static
Accounts

anaconda-nm-config Anaconda NetworkManager configuration inactive (dead) Static
Services

anaconda-noshell Restrict Anaconda Text Console inactive (dead) Static

4. To open service settings, click on a selected service from the list. You can tell which services are
active or inactive by checking the State column.

5. Activate or deactivate a service:

® To activate an inactive service, click the Start button.
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Services » anaconda.service

Anaconda :

Status (© Stati Start
@® Not

Disallow running (mask)
Path  /usr/lib/ _ ice

® To deactivate an active service, click the Stop button.

Services > cockpit.service

Cockpit Web Service

Status © Static Restart
@ Running Active since May

Stop

Path  /usr/lib/systemd/system/c
Disallow running (mask)

7.2. RESTARTING SYSTEM SERVICES IN THE WEB CONSOLE

This procedure restarts system services using the web console interface.

Prerequisites
® The RHEL 8 web console has been installed.
For details, see Installing the web console.

PROCEDURE

You can filter the services by name or description and also by Enabled, Disabled, or Static
automatic startup. The interface shows the current state of the service and its recent
logs.

1. Login to the RHEL web console with administrator privileges.
For details, see Logging in to the web console .
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2. Click Services in the web console menu on the left.

3. The default tab for Services is System Services. If you want to manage targets, sockets, timers,
or paths, switch to the respective tab in the menu on top.

RED HAT ENTERPRISE LINUX : . S e

mymachine : - = = =
@ mymachine System Services argets Sockets imers Paths

Name Description State Automatic Startup

accounts-daemon Accounts Service active (running) Enabled

alsa-restore Save/Restore Sound Card State inactive (dead) Static
Networking

alsa-state Manage Sound Card State (restore and active (running) Static
Podman store)
Containers

anaconda-direct the anaconda installation program inactive (dead) Static
Accounts

anaconda-nm-config Anaconda NetworkManager configuration inactive (dead) Static
Services

anaconda-noshell Restrict Anaconda Text Console inactive (dead) Static

4. To open service settings, click on a selected service from the list.

5. Torestart a service, click the Restart button.

Services > cockpitservice

Cockpit Web Service
Status (© Static Restart
® Running Active since May
Stop

Path  /usr/lib/systemd/system/c
Disallow running (mask)
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CHAPTER 8. CONFIGURING NETWORK BONDS USING THE
WEB CONSOLE

Learn how network bonding works and configure network bonds in the RHEL 8 web console.

NOTE
The RHEL 8 web console is build on top of the NetworkManager service.

For details, see Getting started with NetworkManager for managing networking.

Prerequisites

® The RHEL 8 web console installed and enabled.
For details, see Installing the web console.

8.1. UNDERSTANDING NETWORK BONDING

Network bonding is a method to combine or aggregate network interfaces to provide a logical interface
with higher throughput or redundancy.

The active-backup, balance-tlb, and balance-alb modes do not require any specific configuration of
the network switch. However, other bonding modes require configuring the switch to aggregate the
links. For example, Cisco switches requires EtherChannel for modes O, 2, and 3, but for mode 4, the
Link Aggregation Control Protocol (LACP) and EtherChannel are required.

For further details, see the documentation of your switch and Linux Ethernet Bonding Driver HOWTO.

IMPORTANT

Certain network bonding features, such as the fail-over mechanism, do not support direct
cable connections without a network switch. For further details, see the Is bonding
supported with direct connection using crossover cables? KCS solution.

8.2. BOND MODES

In RHEL 8 there are several mode options. Each mode option is characterize by specific load balancing
and fault tolerance. The behavior of the bonded interfaces depends upon the mode. The bonding
modes provide fault tolerance, load balancing or both.

Load balancing modes

® Round Robin: Sequentially transmit packets from the first available interface to the last one.

Fault tolerance modes

® Active Backup: Only when the primary interface fails, one of a backup interfaces replaces it.
Only a MAC address used by active interface is visible.

® Broadcast: All transmissions are sent on all interfaces.
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