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Abstract— Instant Messaging (IM) is one of the most used
types of applications across all digital devices, and is an especially
popular feature on smartphones. This research is about the
artifacts left by Samsung’s ChatON IM application, which is a
multi-platform IM application. In this work, we acquired
forensic images of a Samsung Galaxy Note device running
Android 4.1 and an iPhone running iOS 6. The acquired images
were analyzed and the data relevant to the ChatON application
were identified. This research resulted is a map of the digital
evidence left by ChatON on these mobile devices which assists
digital forensics practitioners and researchers in the process of
locating and recovering digital evidence from ChatON.

Keywords— Digital Forensics; ChatON; artifacts; Instant
Messaging; IM; Mabile Forensics; Small Scale Digital Devices

. INTRODUCTION

In 1996 ICQ, one of the well-known instant Messaging
(IM) applications was introduced to the desktop environment
[1]. Other instant messaging applications surfaced as well such
as AOL Instant Messenger (AIM), Skype, MSN Messenger,
Google Talk, and Yahoo! Messenger [1]. These applications
gained popularity as a result of features such as the
synchronous nature of communication, awareness of the
presence of the person with whom the user wants to
correspond, and the user’s ability to select the contacts to add
to their own contact list [3]. With the increased popularity of
IM applications in personal and professional usage, it was just
a matter of time until they were utilized to perform cyber
crimes such as phishing, social engineering, threatening, cyber
bullying, hate speech and crimes, child exploitation, sexual
harassment, and illegal sales and distribution of software [2].

Before the introduction of common IM application Short
Messaging Service (SMS) was a popular instant messaging
platform on mobile devices.With the evolution of computing
devices and the move towards mobility, IM applications
evolved to provide the concept of real time messaging. It was
one of the first and most adopted applications that migrated to
the smart mobile platform. The move consisted of downsizing
the existing IM applications such as Yahoo! Messenger, MSN
Messenger and Skype to work with mobile devices as well as
creating IM applications that were designed specifically for
devices such as BlackBerry Messenger, WhatsApp, Viber,
Tango, Nimbuzz and ChatOn. The portability of mobile
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devices and the availability of a mobile Internet connection
provided a medium for these applications to spread across a
wider user demographic.

This paper studies the artifacts left by ChatON which is one
of the IM services for mobile devices. It was released in 2011
by Samsung Electronics covering a range of platforms. These
platforms include Android smartphones and tablets, iOS
devices, BlackBerry, Windows Phone as well as Windows 8
and bada smartphones. Additionally, a web client is offered for
access to the service via a web browser [8]. ChatON is
preloaded in several Samsung products such as Galaxy S3 and
Galaxy Note2 Smartphones as well as the Galaxy Camera and
it officially serves more than 120 countries in 60 languages
which makes it available to a wide number of users [8]. It has
around 50,000,000 + installs from Google Play, and the fact
that it is available on other platforms gives it an edge over IM
applications like BBM or iMessage, which are limited to one
smartphone manufacturer only.

The research intends to explore the digital evidence that
may be left on both Android and iOS from the ChatOn
application. In this work, we examine two mobile devices a) A
Samsung Galaxy Note running Android 4.1 and b) An iPhone
running iOS 6. The purpose of this analysis was to locate the
artifacts left by ChatON on the devices and identify their
significance to the forensic investigation process.

Il.  RELATED WORK

A. Mobile Device Forensics

As described by Al Mutawa et. al. [5], the initial research
work in this field has focused on acquisition techniques and
general forensic analysis of smart devices. This was shown in
Burnette’s work in 2002 where he discussed the forensic
examination of older versions of the BlackBerry and the
hardware and software used for acquisition [7]. In 2003
Willassen [9] discussed the items of interest in GSM mobile
phone based analysis such as location, SMS and contacts.

It has also been observed that the hetereogenity in device
hardware, software, ports, connectors, and so on poses a
significant challenge to forensic investigators because Small
Scale Digital Devices (SSDs) are more proprietary than the
traditional personal computer [6]. lllustrating this point, in a
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later work, Willassen explored the collection methods for
commodity mobile phones, in particular the use of physical
access to the circuit board interface (e.g., JTAG port) or
physically removing memory chips for later data collection via
a chip programmer [10]. Mokhonoana and Olivier [11] as well
as Distenfano [12] worked on the collection methods for
Symbian OSv7 and Symbian OSv8 respectively, illustrating
disparities between versions even of the same operating system
software.

As the smartphone market matured, many third-party
applications (Apps) became available for multiple smartphone
platforms. Apps for social media platforms and IM protocols
are available for every different major smartphone platform.
Consequently, researchers began to examine activity traces left
behind on different devices running third-party applications
intended for the same purposes, such as Al Mutawa et al.’s
work on social networking applications on iPhone, Android
and BlackBerry devices [5]. This work is similar in its outlook
as it examines the same application (ChatON) on two
competing smartphone platforms (Samsung’s own Android-
based Galaxy and the Apple iPhone).

With respect to Android device forensics, in 2010 Lessard
and Kessler identified a method to acquire a physical image of
an Android device by obtaining a dd image of its memory.
Their research also included studying and locating information
that can be considered as evidence using several tools such as
FTK and CelleBrite UFED to perform the analysis [13]. In
order to completely image the Android device, Lessard and
Kessler had to root the device.

Rootkits are often installed by users to circumvent
manufacturer restrictions on the device, but may undermine the
trustworthy status of the device both because the process of
“rooting” the device necessarily modifies its memory, and
because it may undermine the trusted status of the Android
device’s kernel (if the rootkit has not been thoroughly tested).
Motivated in part by the desire to avoid rooting the Android
device, Vidas et al. explored Android’s boot mode and
partitioning schema in order to develop an acquisition
methodology based on overwriting the “Recovery” partition on
the Android device’s SD card with specialized forensic
acquisition software [14]. The aim of this research was to
design a general process for data collection of Android devices.
Other work was also done with regard to Android device
forensics [15] [16].

As the iPhone has been on the market longer, there is
slightly more diversity in the approaches to acquiring digital
evidence from iOS devices described in the literature when
compared to Android devices. The research methods are
divided into several areas such as:

1. Logical acquisition via iTunes backup of an iPhone
device [21],

2. Physical acquisition via jailbreaking the device and
executing dd via a remote shell on the device,

3. Physical acquisition via disassembly of the device,

4. Physical acquisition without jailbreaking the iPhone
[18].

Zdziarski [17] work in 2010 was evaluated by the National
Institute of Standard and Technology (NIST) and the results
showed that it is one of the best forensic methods for acquiring
iPhone evidence at the time. Although early versions of the
Zdziarski method required jailbreaking the device (analogous
to rooting on an Android device), for most i0OS
hardware/software version combinations jailbreaking is not
required for successful physical acquisition of the device.
Gomez-Miralles et al. [19] developed a method similar to the
Zdziarski method but used the camera connection kit to acquire
the image, reducing the imaging time. In 2012 Igbal et. al. [18]
investigated the acquisition and analysis of iDevices (iPhone,
iPad, iPod). Their developed method was designed to acquire
data from iDevices quickly and securely. This method required
less than 30 minutes for the acquisition process while ensuring
that little or no footprint are left on the device as a result of the
acquisition process.

B. Instant Messaging and Social Networking Forensics
Artifacts

Artifacts of instant messaging have long been of interest in
many different digital investigations. This interest has been
reflected in a steady stream of research publications on the
topic. Early work focussed on artifacts left behind by particular
instant messaging applications, such as AOL Instant
Messenger [25][26]. With “Web 2.0” came web-based clients
for the popular instant messaging protocols, and Kiley et al.
examined the traces left behind on a host PC from using such
web-based IM clients [27]. Popular social networking
platforms like Facebook also incorporated their own instant
messaging services, and these have also been investigated on
the traditional personal computers [28]. The focus of our
research, however, is in the small SSDD domain (although
ChatON does have a web-based client available for PC).

As noted earlier, the research done in the realm of SSDD
evolved with the increased usage of third party applications.
An analysis of the artifacts left by IM applications on iPhone
such as AIM and Yahoo! Messenger as well as Google Talk
that was used through the built in browser was performed in
2010 by Hassan and Sridhar [20]. The result of this analysis
showed that there are many artifacts that can be gathered from
AIM and Yahoo! Messenger. These artifacts included
username, password, buddy list, last log-in time, and
conversation timestamp as well as conversation details. But
they could not retrieve many artifacts regarding Google Talk as
it was used through the built in browser. The only extracted
information was located in the history of the browser indicating
the time the user signed in.

In 2010 Bader and Baggili [21] investigated and examined
the logical backup acquisition of the iPhone 3GS mobile device
using the Apple iTunes backup utility. Using tools such as a
plist Editor, SQLite Database Browser, and iPhone Backup
Extractor they analyzed the iPhone 3GS mobile and identified
data related to the Facebook application in the phone's
memory. The located database contained a log of the friends
on the Facebook profile of the device user. The friend table
within the database stored the full name, first name, last name,
unique id and phone numbers for each friend in the list. This
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table also contains the URL address pointing to the friend’s
profile picture on Facebook.

Levinson et. al. [22] discussed in their work the use of third
party applications that included social networking apps as well
as an instant messaging apps in order to create a time line of
the suspect activities. The studied third party applications were
iBooks,Yelp, FourSquare, Twitter, BrightKite, Skype,
Where.com as well as Facebook.

Other work was done with regard to Windows Phone 7 in
2012 by Schaefer et. al. [23] The authors discussed the
acquisition and analysis process of this device and indicated
the retrieval of Facebook artifacts. The retrieved artifacts
included the user’s profile name and a link to the user’s profile
and profile picture. Every picture, which the user viewed via
the Facebook app was located. Other interesting artifacts were
information about the user's home page and last location if the
feature was enabled as well as a list of the user’s friends,
including their birthday and their ID.

Tso et. al. [24] discussed diversification of the backup files
with five popular social networking applications (Twitter,
WhatsApp, Windows Live Messenger, Viber and Skype) via
the comparison between after-installed-and-used and
afterdeleted by iTunes backup process. Their work indicated
that the five kinds of applications will output a fixed number of
backup files and the fixed file names. Al Mutawa et. al. [5]
studied social networking application such as Facebook,
Twitter, and MySpace, which were used on BlackBerry,
iPhone, and Android. The study explored the forensic
acquisition, analysis and examination of the logical backup
copies of the three Smartphones. The results showed that no
traces of social networking activities could be recovered from
BlackBerry devices. However, iPhones and Android phones
stored a significant amount of valuable data that could be
recovered and used by the forensic investigator.

Mahajan et. al. focused on conducting forensic data
analysis of two widely used IMs applications on Android
phones: WhatsApp and Viber [4]. Five Android phones were
analyzed covering three different versions of Android OS:
Froyo (2.2), GingerBread (2.3.x) and Ice-Cream Sandwich
(4.0.x). The research identified many useful artifacts and their
location in the Android file system. With regard to Viber
information such as Viber numbers, the total number of calls
made by user, date and duration of call, messages to Viber
users in plain text, phone numbers to whom messages were
sent and other valuable information. The analysis of WhatsApp
also provided valuable information such as all the chat
messages in plain text, the phone numbers of chat participants,
as well as the time and date of chat sessions.

I1l. METHODOLOGY

The aim of this research was to identify artifacts left by the
ChatON IM application on the investigated devices. We
followed this basic methodology as we:

e Implemented a scenario of pre-defined activities on
the investigated devices (See Fig 1)

e Acquired an image of these devices

e Performed manual analysis of the acquired image
e ldentified our findings

ChatON is a multiplatform application, and for our
experiment we selected two widely used platforms from the —
the Apple iPhone (running iOS 6) and the Samsung Galaxy
Note (running Android 4.1).

A forensic workstation was used to perform the acquisition
and analysis of the investigated devices. The tools used to
perform the manual analysis and acquisition were as follows:

e SQLite Database Browser
o plutil
e Apple iTunes Application

IV. IMPLEMENTATION AND ANALYSIS

Following the methodology in section 3 this section will
provide a detailed description of the used scenario, acquisition
process of each device and finally the analysis of the acquired
image for each device.

A. Scenario

Two different accounts were created for the purpose of
testing with screen names “Babar Igbal” and “Asif Igbal”.
Messages were exchanged between these accounts, “Asif
Igbal” using an iPhone (iOS version 6) device and “Babar
Igbal” using an Android (version 4.1) device. A variety of
messages were sent and viewed including a video message and
several photos taken using each device’s camera. The apps also
featured an animated drawing message that was also sent from
the Android Device to the iPhone device.

B. iPhone Forensic Examination

This section describes the process of acquiring an image of
the iPhone running iOS6 device along with the results acquired
from the manual analysis.

1) Acquisition Methodology

The acquisition was done using Apple iTunes application
which is a technique that was published by Bader and Baggili
[21]. iTunes is a synchronization and management application
that is freely available on Apple’s official website. It is
designed to synchronize data, applications, and media files
between Apple devices (e.g., iPhone, iPad, and iPod) and the
host computer. It is also used to create backup copies of data
from the Apple device and save them on the host computer [5].

Using the backup feature of iTunes we were able to create a
logical copy of the directories and various types of files found
within the iPhone file system. Bader [21] identified that iTunes
is not designed for forensic acquisition but it can be utilized for
such a task. During the process of creating a backup of the
iPhone the iTunes syncs the device by default with the
computer. Then it will copy data from the iPhone to the PC and
vice versa to ensure that content is same on both. This process
might compromise the integrity of the acquired backup copy as
data can be transferred to the phone’s memory. Hence, in a
forensic examination it is important to invoke the backup
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Fig. 1 Screenshot of conversation between users “Babar Igbal”
and “Asif Igbal” on Android and iPhone respectively

process independently without initiating the synchronization to
avoid the risk of data cross contamination during the forensic
logical acquisition [21].

2) Analysis Process

After acquiring the logical image of the iPhone device
using Apple’s iTunes application backup feature, the logical
image was analyzed using the SQLite Database Browser and
plutil. The most relevant evidence for this application resided
in the main database for ChatON, which was found in
“Library/Application Support/ChatOnClientApp.sqlite”. Table
1 shows the key tables in this database. Tables that we did not
identify as being of forensic value have been omitted in this
list. The full database schema is published online at
(http://students-cafe.com/asif/publications/sadfe2013).

TABLE I.  Structure of database ChatOnClientApp.sqglite
Table Content
ZBUDDY ‘I‘nformat!,on about all of the user's contacts or
buddies
Z _1GROUP This table defines relationship of buddy groups

ZPRIMARYDATA This table contains miscellaneous information
related to user.

ZSERVERADDRE | This table is used to store information about
SS Samsung's ChatOn servers.

ZCONTACT Information about user's phone contacts. This
table is populated with information when Contact
sync feature is enabled. All contacts that have a
ChatOn account are automatically added to buddy
list.

ZGROUP This Table holds information about groups created
by the user.

ZINBOX Each chat session is assigned an inbox. Multiple
buddies can be part of a single inbox.

ZMYPROFILE Contains user's profile.

ZONMESSAGE Contains a list of all messages and their contents

Telephone contacts are associated with ChatON buddies
through a foreign key in the ZCONTACT table referring to a
corresponding user record in the ZBUDDY table. The
ZCONTACT table also records if a telephone contact which
was associated with a ChatON buddy has been deleted. Since
ZCONTACT also records if a buddy has been deleted, the

reverse situation (telephone contact still present, ChatON
contact deleted) can also be detected. These relationships helps
link ChatON identities with phone contact identities.

The ZINBOX table has records for every open chat session,
and messages within those sessions are recorded in
ZONMESSAGE. Using the ZINBOX table, the investigator
can find the download location on the iPhone’s file system for
files (e.g. photographs) associated with the chat. The
investigator will be directed to the URL of the other
participant’s profile picture from this table. The investigator
can also see which chats (in ZINBOX) and messages (in
ZONMESSAGE) are marked as read and unread, potentially
informing determinations about whether particular chat
sessions were welcome or unwelcome to the user. Messages
can be retrieved in plaintext. For graphical messages,
thumbnails are recorded in ZONMESSAGE, and
corresponding full-sized images will be present on the file
system in a storage location referred to in ZONMESSAGE if
the thumbnail has been clicked on (which may be relevant to
the user’s intent in receiving the image). Especially in cyber
harassment, stalking or grooming cases, it is easy to see the
value of the ZINBOX and ZONMESSAGE tables to the
investigator.

The ZMYPROFILE table includes information about the
user. It records whether the ChatON profile is linked to
Facebook, and if so, it records the Facebook ID — allowing
investigators to cross-reference ChatON and Facebook records.
It also contains the email address/es, date of birth, status
message and nickname for the user.

Apart from the main database, a plist file was also found on
the iPhone device. The tables shown in section VI show a
detailed description of the ChatON database structure and
indicate the content of this database. This analysis showed that
useful evidence can be gathered from the ChatON application
on iPhones such as the plaintext content of the sent and
received messages as well as the path to images or videos
received in these messages etc.

C. Android Forensic Examination

This section describes the process of acquiring an image of
the Samsung Galaxy Note running Android 4.1 device along
with the result acquired from the image manual analysis.

1) Acquisition Methodology
Using an acquisition method similar to that described in
[13], an image of the Samsung Galaxy Note (Android 4.1)
device was acquired.

The acquisition process required the preparation of the
forensic workstation and the Samsung Galaxy Note device.
The device was connected to a forensic workstation that
contains a payload to be injected into it using an Android
Debug Bridge (ADB) to a temporary location. The payload
included “known-good” binaries — crucially the dd utility.

This payload was then executed on the device in order to
reboot the device with temporary root access using an exploit
in Android Gingerbread. A bitstream image of the data
partition was acquired using dd. Through this process we
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created a physical image of the data partition that can be used
to analyze the data on the Samsung Galaxy Note device.

2) Analysis Process

Using the methodology mentioned above the data was
acquired from the Android device. The application uses
“com.sec.chaton” as its class id, so the data of interest was
found under directories ‘/data/data/com.sec.chaton” and
“/sdcard/Android/data/com.sec.chaton”.  These  directories
hereon will be referred to as the application data directory and
the userdata directory respectively.

The file most relevant to this investigation was the sqlite
database “ChatOn.db” found under application data directory.
Table 2, below, lists the most relevant tables mentioned in
“ChatOn.db”. The full schemas of all relevant tables found on
the Android device is online at (http:/students-
cafe.com/asif/publications/sadfe2013).

TABLE II. List of relevant tables in ChatOn.db database file
Table Content
buddy Information about user's “buddies”
participant Describes relationship between participants

(buddies) of a chat and their inboxex (inbox_no of
inbox table)
Information about groups of “buddies”

List of user's phone contacts, these can be used
with contacts sync feature and can also be used to
search for contacts that have ChatOn account.
inbox Every chat session is assigned an inbox.
Relationship between inbox and buddies is
defined in participants table.

Contains all information related to message
including content and timestamps.
inbox_buddy_relati | Table being used to define a relation between

on inbox and buddy.

buddy_group
contacts

message

The “message” and “inbox” tables on the Android device
contain similar content to the ZONMESSAGE and ZINBOX
tables on the iPhone. Again, one can see whether particular
messages or chat sessions have been marked as read or not, the
location of downloaded files from non-plaintext messages (e.g.
images or audio messages), plaintext of text messages,
timestamps, and other relevant information. Inboxes can be
related back to their relevant chat partner by reference to the
“inbox_buddy relation” table and then to the “buddy” and
“buddy_group” tables.

Records for all ChatON buddies are recorded in the
“buddy” table. These can be related, where a connection has
been made by the user, to mobile phone contacts in the
Android Contact Provider service, via the “contacts” table. The
“buddy_raw_contact_id” field in the “buddy” table serves as a
foreign key to the “contacts” table if the user has established
such a link by adding their telephone contact to ChatON.

Our analysis of the ChatON database files showed many
valuable evidentiary data that can be extracted from a Samsung
Galaxy Note running Android 4.1. Similar to the analyzed
iPhone data we were able to identify all information related to
messages including content in plain text and timestamps as
well along with information about the files transferred during

the conversation and the location where they are stored on the
phone.

V. CONCLUSION AND FUTURE WORK

In this research we performed a detailed manual analysis of
ChatON artifacts that are left on an iPhone running iOS 6 and a
Samsung Galaxy note running Android 4.1. Using tools such
as SQL.ite Database Browser and plutil to perform the analysis
of the investigated devices we were able to identify valuable
evidentiary data that can aid in the forensic investigation
process. An example of these data was the sent and received
messages in plain text along with their timestamps. We were
also able to identify the location of the files sent during the
conversation and the timestamp of when they were sent. Full
schema of the tables identified in our analysis of the
application on each platform is online at (http://students-
cafe.com/asif/publications/sadfe2013).

ChatON is a multiplatform application available on
Android smartphones and tablets, iOS devices, BlackBerry,
Windows and bada devices. In addition to these applications
there is a web client. Possible work can be done to identify its
artifacts that are left on other devices through their clients
and/or through the web client. Although at a protocol level
ChatON must function more or less the same in all of its
variants, the application itself could operate differently on
devices and different platform development teams might select
different storage locations or database schemas entirely.
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VI.

TABLE IIl.

IPHONE TABLE SUMMARIES

Table ZCONTACT of ChatOnClientApp.sqlite database file

Column

Content

ZDELETED

Indicates if original Phone contact associated is
deleted

ZORIGINALNAM
E

Original name of the contact as it was stored in
Phone's contact list

ZORIGINALNUM
BER

Original number stored in Phone's contact list.

ZPHONENUMBE
R

This number is used to associate user's Phone
contact with buddy of matching mobile number.

TABLE IV.

Table ZBUDDY of ChatOnClientApp.sqlite database file

Column

Content

Z PK

Primary Key

Z ENT

Z OPT

ZCONTACTSID

ZIMAGESTATUS

ZINTERACTIONR
ANK

ZINTERACTIONR
ANK_PRE

ZINTERACTION_
POINT

ZINTERACTION_
RECEIVED

ZINTERACTION_
SENT

ZISADDEDBUDD
Y

Indicates if this user is added as buddy. Messages
can also be sent to users that are not added as
buddies.

1 = Added as Buddy

null or 0 = Not added as Buddy

ZISAUTHUSER

ZISBLOCKEDBU
DDY

Indicates if buddy is blocked
null = Not Blocked
1 = Blocked

ZISBUDDYSSAY
BLIND

ZISDELETEDBU
DDY

Indicates if user has been deleted from Buddy List

ZISFAVORITE

Indicates if user is part of favorites group
1 =Is Favorite
0 or null = Is not favorite

ZISFIXEDDISPLA
YNAME

Indicates if the user has changed this buddy's
name to their choice

ZISINTERACTIO
NHIDE

ZISNEWBUDDY

Indicates if the buddy is new. When no messages
has been exchanged the buddy is said to be new
0 = Not New

1 = New Buddy

ZISNOBUDDY

Indicates if this user is not a buddy
1 = This user is not a buddy
0 = This user is a Buddy

ZISSHOWPHONE
NUMBER

Indicates if this user allows service to disclose
mobile number.

ZISSPECIALBUD
DY

ZTIMESTAMP
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ZCONTACTLIST

ZFOLLOWERCO
UNT

ZLIKECOUNT

ZSERVICE_STAT
usS

ZBIRTHDAY

ZCOUNTRYCOD
E

ZDISPLAY_NAM
E

Display name of the buddy. By default this is the
same as buddy's nickname but can be changed to
user's liking. Changing this will set
ZISFIXEDDISPLAYNAME to true.

ZEMAIL

Email address of the buddy

ZMSISDN

Unique ID of the buddy

ZMSISDN_LIST

List of IDs associated with the buddy

ZNICKNAME

Nickname of the buddy

ZORG_NAME

Name of the buddy according to Samsung
Account associated with the buddy

ZORG_NUMBER

Phone Number of the buddy according to
Samsung Account associated with the buddy

ZORG_NUMBER_
LIST

List of Phone Numbers of the buddy according to
Samsung Account associated with the buddy

ZSAMSUNGEMAI
L

Email of the buddy according to Samsung
Account associated with the buddy

ZSECTION

ZSTATUS

Status Message of the buddy

ZCONTENT_URL

ZMESSAGE

ZPROVIDER_UR
L

ZSBUDDY_DESC
RIPTION

ZTEL

ZWEBVIEW_URL

TABLE V.

Table ZGROUP of ChatOnClientApp.sglite database file.

Column

Content

ZISNEW

Indicates whether the group is new.
N = Group is not new

ZGROUPID

Unique id of the Buddy Group

ZGROUPIMAGET
IMESTAMP

ZNAME

Name string of the group

ZSECTION

TABLE VI.

Table ZINBOX of ChatOnClientApp.sqlite database file

Column

Content

Z PK

Primary Key of the table

Z ENT

Z OPT

ZINBOX_CHAT_
MEMBER_TIMES
TAMP

ZINBOX_CHAT T
YPE

ZINBOX_ISCHAG
EDTITLE

Indicates if title of Inbox was changed from
Original
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ZINBOX_LASTSE
SSIONMERGETI

MESTAMP

ZINBOX_LAST_ Unique id of last message sent or received. The

MSG_ID unique id is ZMESSAGE_ID in ZONMESSAGE
table.

ZINBOX_LAST_ Integer Timestamp of last message sent or

MSG_TIME received.

ZINBOX_PUSH

ZINBOX_STATUS

ZINBOX_UNREA
D_MSG_COUNT

Number of unread messages in inbox

ZINBOX_USE_TI Timestamp of last usage of the inbox i.e. time of
ME last message sent
ZINDEX

ZINBOX_BUDYG
ROUPID

If the inbox is associated with a group this field
will hold the unique id of that group specified in
ZGROUP table.

ZINBOX_DOWNL

Unique path to save file downloaded in this inbox,

OAD_PATH files are saved under
/var/mobile/Applications/{application-
id}/Library/Caches/{ZINBOX_DOWNLOAD_PA
THY

ZINBOX_LANG_ If translation feature is enabled this field contains

FROM the original language of the message.

ZINBOX_LANG_ If translation is enabled this field contains the

TO language that message should be translated to.

ZIBOX_LAST_ME | Content of last message received in the inbox

SSAGE

ZINBOX_OLD_N
0

ZINBOX_PROFIL
EIMAGE_URL

If the buddy associated with the inbox has a
profile picture set, this will be the path to that
image.

ZINBOX_SERVER
_IP

IP address of Samsung Server on which this inbox
is stored

ZINBOX_SERVER
_PORT

Port number of Samsung Server inbox is stored
on.

ZINBOX_SESSIO
N_ID

Unique session id associated with the inbox

ZINBOX_TILE String title of the inbox. This title is generated by
concatenating the names of buddies associated
with the inbox.

ZINBOX_TITLE_

ARRANGE

ZINBOX_TITLE_ If user replaces the generated title with a new one,

FIXED this field holds the new title.

ZINBOX_UNCOM

PLETED_MSG

TABLE VII. Table ZMYPROFILE of ChatOnClientApp.sqglite database fil

Column

Content

ZBIRTHDAY_MO
DE

ZFACEBOOK_ST
ATUS

Indicates whether Facebook is associated with
user account

1 = associated

0 = not associated

ZIMAGESTATUS

ZISSHOWPROFIL

1 = Show profile image

EIMAGE 0 = Don't show profile image
ZISSHOWSAMSU | 1 = Show Samsung account
NGACCOUNT 0 = Don't show Samsung account

ZPRIVACY_INFO

ZDATEOFBIRTH

Date of birth of the user.

ZEMAIL

Email address associated with user account
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ZFACEBOOK_ID

If there is a Facebook account associated with
user's ChatOn account this field will contain the id
of the associated account. If no Facebook account
is associated this field is set to string “Signin”

ZNICKNAME

Nickname specified by user during creation of the
account

ZSAMSUNG_EM
AlL

If user account is associated with a Samsung
account, this field will hold the email address used
to create the Samsung account.

ZSTATUS_MSG

This field contains the status message set by the
user

TABLE VIII. Table ZONMESSAGE of ChatOnClientApp.sqlite database file
Column Content
ZMESSAGE_ID Unique id of the message
ZMESSAGE_REC Indicates whether the user is receiver of the
EIVER_COUNT message or the sender

1 = Reaciver
0 = Sender

ZMESSAGE_SEN
D_STATUS

Indicates if message was successfully sent.
1 = Message was sent successfully
0 = Messages was failed to be sent

ZMESSAGE_TIM
E

Timestamp of message

ZMESSAGE_TYP
E

Integer indicating the type of message. Following
are the valid values:

0 = Plaintext Message

1 = Mixed, Image or Video Message

ZMESSAGE_WIL

Indicates if message is marked to be deleted.

L_DELETE

ZINBOX Foreign key to Z_PK column of ZINBOX table.
This field indicates which inbox the message
belongs to.

Z5_INBOX Foreign key to Z_OPT column ZINBOX table.
This field indicates which inbox the message
belongs to.

ZSENDER Foreign key to Z_PK column of ZBUDDY table.
This field indicates which buddy sent the message.
This field is null when the message is outgoing.

Z1_SENDER Foreign key to Z_OPT column of ZBUDDY table.

This field indicates which buddy sent the message.
This field is null when the message is outgoing.

ZMESSAGE_REA
D_STATUS

Indicates whether the message is read.
1 = Message is read
0 = Message is not read

ZMESSAGE_ISA
NIMATIONMESS
AGE

Integer flag that indicates whether the message is
an ChatOn Animated Message

ZMESSAGE_MED
IA_DURATION

Integer that contains the duration of media if the
message is an audio or video message.

ZMESSAGE_CON
TENT

Contains plaintext content of the message. If
message is of type image or video this field
contains string value associated with the type.

ZMESSAGE_SEC
TION

ZMESSAGE_TID

ZMESSAGE_ANS
WERER

Unique id of buddy who replied to the message.
This is same as ZBUDDY _ID in ZBUDDY table.

ZMESSAGE_TRA
NSLATED

Indicates whether the message has been translated.

ZMESSAGE_FILE
_TYPE

This field holds string representation of the
message type

ZMESSAGE_MIX
ED

If message is mixed message, this field hold the
plaintext part of the message
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ZMESSAGE_ORI
GINAL_DATA_PA
TH

This field holds path to image or video received in
the message. These files are stored in
/var/mobile/Applications/{application-
id}/Library/Caches/{ZINBOX_DOWNLOAD_PA
TH}/{unique_file_id}.{file_extension}

ZMESSAGE_THU
MBNAIL

If message is an image, this field holds binary
blob of image's thumbnail

ZMESSAGE_THU
MBNAIL1

If message is a video, this field holds a thumbnail
of first frame of the video

TABLE IX.

ANDROID TABLE SUMMARIES

Please note that these pages are provided as an appendix for the reviewers only — they are over the page limit and will be removed
from the final print version. Instead we will make them available online for practitioners to access freely.

Table message of ChatOn.db database file

Column

Content

id

Unique id of the message

message_server_id

Unique id of message on Samsung's Server

message_inbox_id

Corresponds to inbox_id in inbox table of the
ChatOn.db

message_session_id

Each message is stored with session_id, each chat
buddy has a unique session id stored in
inbox_session_id column of inbox table. This was
not set during a “broadcast” type message.

message_read_statu
s

Indicates if message is read or not.

message_content_t
ype

Integer value indicating content type of the
message. Following are the valid values:

0 = plain text message

1 =image

2 =video in mp4 container

12 = ChatOn animated message

message_time

An unformatted timestamp integer. add time
format

message_content

This column holds content of the message. If
message is not plaintext it holds the type string of
message: “image” if message is an image

“ams” for ChatOn animated message

“mixed” for everything else

message_translated

If translation feature is enabled this field contains
the translated content of the message

message_type

message_sender

Stores unique id of message sender same as
buddy no in buddy table

message_download
uri

This field is used to store path to downloaded file
in case that the message is not plaintext. These
files are stored in {Userdata
Directory}/files/{message_inbox_no}/{unique_na
me}.{file_extionsion}.

message_formated

message_tid

message_time_text

Message sent or received time stored in formated
string

message_stored_ext

message_need_upd
ate

message_is_failed

Indicates if message has failed delivery.
0 = message successfully sent
1 = message delivery failed

message_is_file_up
load

Indicates if sent message is a file to be uploaded, it
is true(1) if user sends a image or video message
but not when user receives one.

0 = false

1 =true
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message_is_truncat
ed

Indicates if message is truncated.
N = not truncated
send long message

message_old_sessio
n

message_old_sende
r

message_content_tr
anslated

Holds translated content of the message if
translation feature is enabled

message_from_lang

Original language of message

message_to_lang

Language of translation

message_is_spoken

Indicates if message is an audio message

TABLE X. Table inbox of ChatOn.db database file
Column Content
id
inbox_no Each chat session is assigned a unique inbox

number. All messages exchanged with one buddy
have a single inbox_no associated to them .
Messages with a group also have a unique
inbox_no.

inbox_chat_type

inbox_unread_coun
t

Integer value indicates number of unread

messages in inbox

inbox_last_message

Holds message_id (message table) of last received
or sent message.

inbox _title

String title of the displayed in the app. This string
contains names of buddies in chat session
concatenated using a comma.

inbox_last_time

Integer that holds timestamp of last sent or
received message

inbox_lang_from

If translating is enabled this field holds the
Language of original message

inbox_lang_to

If translating is enabled this holds the language of
the user

inbox_translated

Indicates the translating status of inbox.
N = Not being translated

inbox_server_ip

IP address of server being used to store the inbox

inbox_server_port

Port of server being used to store the inbox

inbox_participants

Number of participants in the inbox

inbox_session_id

Session id associated with the inbox , no session
id is set when sending a broadcast type message.

inbox_last_msg_no

message_no (message table) of last message.

inbox_last_msg_se
nder

buddy_no (buddy table) of sender of last message

inbox_title_fixed

inbox_last_chat_ty
pe

inbox_last_temp_m
sg

inbox_is_new

inbox_trunk_unrea
d_count

inbox_valid

inbox_enable_noti

inbox_last_timesta
mp

inbox_is_change_s
kin

inbox_background_
style

inbox_send_bubble
_style

inbox_receive_bub
ble_style
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inbox_is_entered

inbox_web_url

profile_url

lasst_session_merg
e_time

inbox_old_session_
id

inbox_old_no

inbox_translate_my
_language

Language of the user.

inbox_translate_bu
ddy_language

Language of chat participant or “buddy”.

inbox_enable_trans
late

Indicates if
translated.

incoming messages are to be

translate_outgoing_
message

Indicates whether outgoing messages are to be
translated.

inbox_last_tid

TABLE XI.

Table buddy of ChatOn.db database file

Column

Content

id

buddy_no

Unique number of user's contact or “buddy”

buddy_name

Name string of the buddy

buddy_status_mess
age

Status message set by the buddy

buddy_email

Email address of the buddy

buddy_samsung_e
mail

If the buddy has associated a Samsung account to
their account, this field will hold the address to
their Samsung account.

buddy_orignal_nu
mber

Mobile number of the buddy

buddy_birthday

Birthday of the buddy

buddy_msg_send

buddy_msg_receive

buddy _relation_hid
e

buddy_raw_contact
_id

If the buddy was added from user's phone
contacts, this field will hold unique integer value
of that contact (contact_raw_id in contacts table).
Else this value will be set to zero.

buddy_push_name

buddy_is_new
buddy_profile_statu
s

buddy _is_profile_u
pdated

buddy _is_status_up
dated
buddy_show_phone
_number

buddy_extra_info

buddy_is_name_up
dated

buddy_updated_tim
estamp

buddy_orignal_nu
mbers

buddy_msisdns

buddy_multidevice

buddy_sainfo

buddy_account_inf
0
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TABLE XIV.

buddy_original_na
me

If buddy was added using Conact Sync feature,
this field will hold name as specified in user's
phone contacts.

buddy_using_conta
ct_name

TABLE XII.

Table buddy_group of ChatOn.db database file

Column

Content

id

Primary integer key

group_name

Name of the group.

group_type

group_is_new

Indicates age of the group.
N = Group is not new

TABLE XIII.

Table contacts of ChatOn.db database file

Column

Content

contact_id

Unique id generated by the ChatOn application.

contact_raw_id

Unique id of contact as specified in Android
Contact Provider service used by application to
connect to the contact store of the device.

conatct_number

Mobile number of the contact.

contacts_name

Name of the contact.

Table participant of ChatOn.db database file. This table Relates Entries in table “buddy” with entries in table “inbox"

Column

Content

participants_buddy
_ho

buddy_no as specified in buddy table

participants_inbox_
no

inbox_no of the participants.

This connects inbox_no in inbox table to
buddy_no in buddy table. In case of a group chat
or broadcast type chat single inbox_no can be
associated with multiple buddies.

participants_buddy
_name

Name of the buddy (buddy table)

participants_countr
y_code

participants_is_auth

participants_status
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