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Forensic Analysis of Social Networking Application on iOS devices

Shuhui Zhang, LianhaiWang
Shandong Provincial Key Laboratory of Computer Network, Shandong Computer Science Center
19 Keyuan Road, Jinan, Shandong, 250014, P.R.China
{zhangshh, wanglh}@sdas.org

ABSTRACT

The increased use of social networking application on iPhone and iPad make these devices a goldmine for forensic
investigators. Besides, QQ, Wechat, Sina Weibo and skype applications are very popular in China and didn’t draw
attention to researchers. These social networking applications are used not only on computers, but also mobile phones
and tablets. This paper focuses on conducting forensic analysis on these four social networking applications on iPhone
and iPad devices. The tests consisted of installing the social networking applications on each device, conducting
common user activities through each application and correlation analysis with other activities. Advices to the forensic
investigators are also given. It could help the investigators to describe the crime behavior and reconstruct the crime
venue.

Keywords: Mobile device forensics, Social networking, iphone, ipad.

1. INTRODUCTION

In the past few years, Social Networking Service (SNS) emerges to be one of the most promising directions of web
applications which are propelling Internet technology evolutions of the next generation [1]. By using the services that
SNS applications offer, users can interact, such as share information and ideas, post comments and e-mail, participate in
activities and events, upload files and photos, and engage in real-time instant messaging and conversations at any corner
in the world. Gradually SNS applications are becoming a part of personal lives.

SNS applications offer convenience to communicate and socialize with friends, its anonymous and public nature also
open the door to cybercrimes such as fraud, phishing, child predator and so on. Cyber criminals can login these services
with fake identifies and find abundant information of their target including age, gender, habits, whereabouts, schedules,
and even property situation. It’s even worse that illegal or inappropriate material may be uploaded to these websites.
According to the survey reports from Sopho, 62.8 percent of employees have ever shared their personal information on
social networks [2]. In the same time, cyber criminals are utilizing the social networks to extract more information
including commercial secrets and private information by using malware they designed. More than 1.5 billion web-based
attacks and 3 billion infected files were detected and blocked in 2012 by Kaspersky Lab [3]. Hereby it is important and
emergent to carry out research in the area of social networking forensics.

Computer users can access social networking sites via not only desktop computer and laptops, but also mobile
phones and tablets. In fact, mobile users tend to be more social than the traditional desktop users. A study released by PR
firm Ruder Finn shows that 91 percent of mobile phone users go online to socialize compared to only 79% of traditional
desktop users. Almost three quarters (73%) of mobile phone owners and 32% of tablet owners use a social networking
app on a daily basis, according to a survey by Lightspeed Research [4]. Therefore, social networking application and
relative information on mobile devices are becoming more and more important and critical during forensic investigations.

However, forensic examination on mobile phone and tablet has many challenges. Firstly, mobile phones are always
active and updating data, which influence the consistency of evidence. Secondly, the operating systems of mobile phones
are diverse and their source is generally confidential which increase the difficulty of mobile phone forensics [5]. In
addition, suspects usually destroy the evidences at the first moment once being under arrest, especially the mobile
phones and tablets.

Therefore, this paper focus on conducting forensic analyses on four widely used social networking applications on
iOS devices: QQ, Wechat, Sina Weibo and skype. The tests were conducted on the iphone 4 and ipad 2. By installing the
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social networking applications on each device and conducting common user activities through each application, a manual
forensic investigation was carried out.

2. RELATED WORK

2.1 Mobile device forensics

Mobile device forensics is an emerging discipline which currently appears to be still in its infancy. Burnette
discussed the forensic examination of older versions of the Blackberry and covered the hardware and software used for
acquisition (Burnette, 2002) [6]. iPhone data can be obtained by two ways: logical method and physical method. The
latter is only valid for jailbreak system (Kubasiak et al., 2009) [7]. In the year of 2010, new technique by which not only
logical image but also physical image can be acquired from iphone devices without being jailbroken was announced by
Zdziarski [8]. For Android-based smartphones, the logical and physical image can be also acquired. Besides, on
condition that the investigator has root access of the Android-based smartphones, a dd image of the phone’s memory can
be obtained. (Lessard and Kessler, 2010)[9]. Alexios Mylonas et al. examined the feasibility of ad-hoc data acquisition
from mobile phone sensors by implementing a device agent for their collection in Android. (Alexios Mylonas, 2013)[10]

2.2 Social networking forensics

The futures of social networks are described and analyzed from numerous angles in the references [11,12]. The
process of recovering and reconstructing Facebook chat artifacts from a computer’s hard disk are discussed [13].

As more and more social networking applications are integrated into mobile phones or tablets, forensic examiners
may be able to find relevant evidence on a suspect’s mobile phones or tablets. By investigating and examining the logical
backup acquisition of the iPhone 3GS mobile device, a database related to the Facebook application can be found [14].
Twitter application info can be detected, such as account data, attachments sent with tweets, user names, and tweets with
date and time values [15]. The tests whether activities conducted through Facebook, Twitter and Myspace ware stored on
the mobile device’s internal memory was conducted [5].

As is seen from above, research on FaceBook, Twitter and Myspace forensics has been carried out. In china, the
above applications are not as popular as abroad. QQ has over 750 million active accounts as of May 2012, and Wechat
(aka Weixin) is the No.1 mobile social app with over 300 million users. Akin to a hybrid of Twitter and Facebook, Sina
Weibo is one of the most popular sites in China and has 503 million registered users as of Dec 2012. About 100 million
messages are posted each day on Sina Weibo. Besides, communication time using Skype application sum up to 2 billion
minutes daily. These social applications are widely used in Smartphone and tablet platforms in China. However, to our
knowledge, forensics research on these applications is always being neglected. It is clear that further experiments
focusing on these social networking applications are required.

3. TEST METHODOLOGY

This research project explores the logical forensic acquisition of an iPad2 using the iTunes free backup utility
provided by Apple, following by an in-depth examination and analysis of the acquired backup copy. This effort attempts
to identify and document what data left by social networking applications is stored on the device, and where and how the
data is stored.

3.1 Test environment and requirements

Prior to conducting the experiments, a forensic workstation need to be set up and configured. The following is a list
of the hardware and software used to do the experiment:

One iPhone 4S device, 16GB.

One iPad2 device, 32GB (iOS version 6.0.1, firmware version 04.12.02).

Apple iTunes application (version 10.7.0.21).

Plist Editor for Windows (version 1.0.1)

SQLite Database Browse (version 2.0)

QQ, Wechat, Sina Weibo and Skype applications for the test devicesTest environment and requirements

Proq.ﬁftSPIEV . 9067 906715-2
https:/it.me/learningnets
Downloaded From: http://proceedings.spiedigitallibrary.org/ on 06/30/2014 Terms of Use: http://spiedl.or g/terms



3.2 Logical acquisition

This research project explores the logical forensic acquisition of an iPad2 using the iTunes free backup utility
provided by Apple. For ensuring the integrity of the acquired evidence, disable automatic synchronization before
attaching the iOS device to the forensic workstation. There are two ways to acquire the backup. The first way is to use
the graphical interfaces of iTunes. By right-clicking on the device icon and selecting the ‘Back Up’ option, the backup
process began. When the process was completed, the device was disconnected from the forensic workstations
automatically. The other way is to use the command line. If the operating system of forensic workstation is 32-bit
Windows, just open a command windows ,locate the directory of “C:\Program Files\Common Files\Apple\Mobile
Device Support” path and type the words” AppleMobileBackup.exe -b --backup -t —target uuid”. Uuid is a 40-character
string combined with hexadecimal numbers and characters and can be obtained by clicking on the serial number in
iTunes interface. The backup storage path is different according to the operating system, which is shown in Table I.

TABLE I. iTunes Backup Storage Path
oS Path
Mac ~/user/library/Application Support/MobileSync/Backup/uuid
Windows XP \Documents and Settings\username\Application Data\Apple Computer\MobileSync\Backup\uuid
Windows vista\7 | \Users\username\AppData\Roaming\Apple Computer\MobileSync\Backup\uuid

Inside the storage path, there are three plist files, one mbdb file and a number of backup files named by a unique
alphanumeric identifier of 40 characters and no apparent extensions. The backup files are mainly two kinds of files. The
first kind is plist files used to store the device configurations, status, applications settings and preferences. The other kind
is SQL.ite database files used to store user data such as SMS messages, calendar events, notes, and so on.

3.3 Examination Procedure
Examination procedures include:

Step one: Install the social networking application

There are two ways to download and install app from the App Store. The first way is to browse iTunes Store on a
desktop which has installed the Apple iTunes. Log in the App Store and download the needed application. The
synchronization function of iTunes will be launched and the application will be synchronized to the iOS device. The
other way is to browse App Store directly on the iOS device using 3G or Wi-Fi network.

Step two: Logical Acquisition
A logical backup can be made by using the methods described in section 3.2.
Step three: Get the related files

Analyze the files of logical acquisition. Attention should be more paid to the revised and increased files. Use the
following command-line command “AppleMobileBackup.exe -l --list” to find out the relative path, domain, last
modified time, last status change time, birth time and size info of these revised and increased files. In iOS, the file
system is divided into multiple domains, which separate files and resources based on their intended usage. For example,
there are multiple Library directories on the iOS system, and each one associated with a different domain or specific user.

Step four: Deeply Analysis

The correlative files of every social networking application are well analyzed. Information including friends list, chat
history and chat group may be found. Moreover initial correlation analysis based on temporal sequence association is
carried out.
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4. IMPLEMENTATION AND ANALYSIS
4.1 QQ
After QQ application has been installed, ninety-two files are created and nine files are revised. Among these files,
some files have the same domain named “AppDomain-com.tencent.mipadqq” and the following files described in table
11 should be concerned by the investigators.

TABLE Il FILE LIST RELATED TO QQ APPLICATION

Name of backup files Relative path Function
7d96737d800e28d0cae57b19743 | Library/iPadQQData/contents/QQ acount .
b34ebf7c500fe number/QQ.db Chat history and chat group of the user.
b5d87905481c45a0a84225472b4 | Library/iPadQQData/contents/ QQ acount . .
€15fc293b9720 number /QQFriendListManager Friend list of the user.
87633fb617bc250570507560cch Library/iPadQQData/contents/ QQ acount .
8124ch9f3635a number /blacklist st Blacklist of the user .
bae673ee63f60625eb6bl1fdec7e | Library/iPadQQData/contents/QQAccountsMana | Information of every user who have ever
6d2a2d676¢16 ger logged on the device.

f634ee8cc76fb906496aa4c6af488
103f66be613

Common login area and its weather
situation

Library/iPadQQData/WeatherInfoResModel.data

From the table above, we can see that every login user has some special files: QQ.db, QQFriendListManager and
blacklist.list. Among these files, the first file is the most important one which includes seven tables: th_sig table,
tb_message table, th_troop table, tb_troopRemark, tb_TroopMsg table, tb_TroopMem table, and th_userPortrait table.
The th_message table contains information of every chat recorder, such as time, type, account number of the other side,
read/unread flag, content, visible flag, and so on. The tb_troop table contains information of every group that the user
takes part in, such as group id, group code, group type, group flag, group name, group members, messages, etc. The
tb_TroopMsg table contains information of group chat recorder, such as time, type, group number, message content,
nickname and account number of message sender, read/unread flag and visible flag.

4.2 Wechat

Wechat was born in 2011 and spread quickly. The registration process of Wechat is very simple. User can register by
filling user’s telephone number or login directly using Facebook, Twitter or QQ account without registering. There are
several ways to add friends, such as adding friends of QQ application, friends of cell phone address book, searching for
people nearby, shaking your cell phone and drift bottle. Furthermore, users can communicate by ways of text, voice or
video. The characters described above made Wechat very popular and at the same time, evidence forms of Wechat are
variety.

After Wechat application has been installed, eighty-eight files are created and forty-three files are revised. Among
these files, some files have the same domain named “AppDomain-com.tencent.xin” and the important files are described

in table IlI:
TABLE IIl. FILE LIST RELATED TO WECHAT APPLICATION
Name of backup files Relative path Function
880ba849496543ceead4d34 Documents/a05ca0e8c54241a96¢7c8ada info O.f friend I'Stl d“ﬁ bottle, recorders of voice chat, text chat
3ee6e88dafld36c517 96605950/DB/MM.sglite and video chat with frlends, news read through Wechat, bottle
) contact table, chat history of related QQ accout.
730de6ee5edbd14770cd1c8 | Documents/a05ca0e8c54241a96c7c8ada | createtime and number of unread messages of Wechat, news app
0329elaaB8a03ca7f0 96605950/session/session.db and floatbottle .
6f7248d0fdd6088b7bf806f | Documents/a05ca0e8c54241a96¢7c8ada . .
c52¢9f18631badfct 96605950/wc/wc005_008.db Information of id, username, buffer, message from strangers.
141b7c47de98f07ea9cc21f | Documents/a05ca0e8c54241a96¢7c8ada - -
47681d1266c5289bf 96605950/mmsetting.archive ID , registered cell phone number and related QQ account info .

Similar to QQ application, every login user has some special files: session.db, wc005_008.db mmsetting.archive and
MM.sglite which includes several tables: Friend, Friend Ext, BottleContactTable4, Emoticonl, Emoji_2,
EmoticonUpload_1, EmoticonDownload, friend_meta, SendMes, Oplog, PushFriend, UploadVoice 2,
DownloadVoice_1, QQContact, BottleTable4, sqglite_sequence and some tables prefixed with Hello and Chat. The
Friend table involves info of friends, such as username, Email, Mobile, Sex, FullPY, Last Chat Time and NickName
which may be related to QQ account or Mobile address book according to the type of adding friends. The
BootleContactTable4 table involves info of interactive floating bottle, such as username, sex, contact info, province and
city where the bottle come from. The tables prefixed with Hello involve the detailed information of chat recorder by
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ways of floating bottle. The tables prefixed with Chat involve the detailed info of browsed news and chat recorder by
ways of text, voice or video.
4.3 Sina Weibo

After Sina Weibo application has been installed, six files are created and twenty-four files are revised. Among these
files, some files have the same domain named “AppDomain-com.sina.weibo” and the following files described in table
IV are found out:

TABLE IV. FILE LIST RELATED TO QQ APPLICATION

Name of backup files Relative path Function
7f68ef76de3dd015cff347bl4fla2c User comments, contract group, micro blog the

Documents/db_35100_2209603541.dat

1622a41e9c user have viewed, concerned friend list.
eld3a7672chfca8546aeb1a420d8e | Library/Cookies/Cookies.binarycookies Cookie file

5e13ba94438 (Domain: AppDomain-com.sina.weibo) )

91a413ae4b3089eh143a429142c9f Documents/interests.dat Personalized menu

022ef9b86d5 ' )
0275al1da5f02a2810e74af495fcab0 Library/Preferences/com.sina.weibo.plist Configuration info including nickname, download
709a334a10 T ) link, group, interface setting and network setting

Every account has a particular SQL.ite database file whose name was made up of local version and userID. There are
seventeen tables in the database file, such as my_comments table, contact_group_count table, weibos table, profileusers
table, contacts table, sqlite_sequence table, and so on. The weibos table is used to save the detailed infomations of every
weibo, including mblogid, publisher nickname, content, transmit time, involved pic, type, browse tool, comment times,
etc. The contacts table conserves the id, screenName, profile image URL, remark, search key text and phone number info
of every contact.

4.4 Skype

After Skype application has been installed, thirty files are created and twenty-four files are revised. Among these
files, some files have the same domain named “AppDomain-com.skype.tomskype” and the following files described in
table V are important.

TABLE V. FILE LIST RELATED TO QQ APPLICATION
Name of backup files Relative path Function

. _— Detailed info of login account, contact

2;%282(363(38%2%(2;;(;3%8b034f5a tég:ﬁ;ﬁ':}ﬁ;ﬁagg n Support/Skype/Skype list, call history, chat history, voicemail
' info and contact group.

d42ab52c3840a1610680e8091 | Library/Application Support/Skype/ Skype username Event reort
4294cda69c8fe38 Ibistats.db port
cB8aca24f016fc72b09217ce756 | Library/Cookies/Cookies.binarycookies Cookie file
af31871ch8adf8 (Domain: AppDomain-com.skype.tomskype) )
¢746711ee592cdba55fe54100 | LIDraTY/Application

Support/remote_configuration/https--conf.skype.com- Configuration information of skype

839542dff7ele52 ios-remoteconf490-com.skype.tomskype.plist
6d21b685f667€8d96a30c4911 . — .
d5b28fch55cdaal Library/Application Support/Skype/shared.xml Account info

Similar to QQ and Wechat application, a private folder named by the user's account name and configureation files
were created when the user login skype with the iOS device for the first time. Among these files, the databse main.db
consists of eighteen tables storing contact information, incoming and outgoing call logs, text and multimedia messages
sent and received through the skype application. Primary database tables include Contacts, SMSes, Conversations, Calls,
and Accounts.

4.5 Association Analysis
As the Wechat user can add friends from address book, the relation between Wechat friends and contracts in address
book can be analyzed as below:

There is a data element named NickName in the friend table of MM.sqlite database file. If a friend is added from
address book, the value of NickName is identical to the value of Last element or combination of First and Last elements
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in AddressBook.sqlitedb database file which name is 31bb7ba8914766d4ba40d in backup directory. Thus, with the
telephone number of this friend can be obtained, call logs and text and multimedia messages between them through the
iPhone device can be found out.

5. INVESTIGATION SUGGESTION

Assume that there is a suspect, who might the leader of fraud syndicates and would like to communicate with others
using social networking applications via iPone or iPad. During the investigation to the suspect, a used iOS device is
found. How to find the social networking application evidence effectively? The following devices might be helpful to the
forensic investigators:

a) Make a logical backup using the methods described in section 3.2.

b)  Using the command “AppleMobileBackup.exe -l —list” to get the file list. According to the domain name, files
related to QQ, Wechat, Weibo and Skype can be found.

c) Based on the analysis of section 4, text and multimedia message, call history, friends list, floating bottle, weibo
and other configuration info in these applications may be retrieved.

d) Deeply analysis can be made in the following ways: first, combing QQ, Wechat, Weibo, Skype, SMS and call
history via iOS device, pay attention to the persons who keep close touch with the suspect. Second, observe the
activity, including outgoing/incoming messages and call recorder during certain period of time. Thirdly, interest
and hobby may be extrapolated from the news seen from Wechat and Weibo been concerned by the suspect.
Information about user behavior will be excavated progressively.

6. CONCLUSIONS AND FUTURE WORK

In this paper, a method of extracting social networking application information from iOS device has been proposed,
which includes logical acquisition, related files searching, social activities parsing and deeply analysis. The tested social
networking applications were QQ, Wechat, Sina Weibo and skype, which are very popular in China. In addition, advices
to the forensic investigators are given.

However, this paper is not an exhaustive look at social networking application and iOS forensics. There are several
major aspects of future work on the outcome of this study. Firstly, how to retrieve the artifacts after the factory reset of
the phone or retrieving the deleted data? Secondly, research on exploiting more information from the social networking
applications requires different techniques, such as identification of virtual and real identification mining user behavior
data intelligently, and so on.
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