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ABSTRACT: Due to the popularity of Android devices and applications (apps), Android forensics is one of the most studied topics within
mobile forensics. Communication apps, such as instant messaging and Voice over IP (VoIP), are one popular app category used by mobile
device users, including criminals. Therefore, a taxonomy outlining artifacts of forensic interest involving the use of Android communication
apps will facilitate the timely collection and analysis of evidentiary materials from such apps. In this paper, 30 popular Android communication
apps were examined, where a logical extraction of the Android phone images was collected using XRY, a widely used mobile forensic tool.
Various information of forensic interest, such as contact lists and chronology of messages, was recovered. Based on the findings, a two-dimen-
sional taxonomy of the forensic artifacts of the communication apps is proposed, with the app categories in one dimension and the classes of
artifacts in the other dimension. Finally, the artifacts identified in the study of the 30 communication apps are summarized using the taxonomy.
It is expected that the proposed taxonomy and the forensic findings in this paper will assist forensic investigations involving Android communi-
cation apps.
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WeChat app

The increasing popularity of smart mobile devices has resulted
in a surge in the number of mobile application (app) users for both
personal and business purposes (1). Mobile apps have become a
key technological revolution in our daily life, from real-time com-
munications with friends and relatives in different countries to
finding the location of a restaurant, to social activities such as
games and online dating. Communication apps such as Instant
Messages (IMs) and Voice over IP (VoIP) are one popular app
category used by the majority of mobile device users (2,3).

During the investigations of crimes or incidents involving
mobile devices such as those involving the use of popular commu-
nication apps (4,5), there is usually some accumulation or reten-
tion of data on a mobile device that will need to be identified,
preserved, analyzed, and presented in a court of law. Potential evi-
dential data that could be recovered from a suspect’s mobile
device include login credentials for the communication service,
messages, photographs, and videos exchanged between the sus-
pect and his/her connections and the associated timestamps.
Timely recovery and analysis of these artifacts is critical in devel-
oping an efficient discovery plan and investigative strategy (6).

Mobile device forensic is represented as a subcategory of
small scale device forensics domain in the ontological represen-
tation for digital forensic disciplines by Karie and Venter (7).
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Recent reviews of mobile forensics literature have suggested that
both mobile device forensics and mobile app forensics are
emerging areas, but they are relatively less studied than tradi-
tional hard-disk forensics or mobile security (8—10).

A taxonomy provides an informative categorization of data
remnants in the investigation of communication apps. In our
recent work, a taxonomy incorporating artifacts of forensic
interest from Android devices involving 40 mobile health
(mHealth) apps (11) was proposed. Immanuel, Martini, and
Choo (12) also noted the lack of research on forensic taxonomy
and presented an Android Cache Forensic Process, designed to
forensically classify, extract, and analyze Android caches. To
the best of our knowledge, there is no published forensic tax-
onomy for Android communication apps. This is the gap this
paper seeks to address.

In this paper, the communication apps are broadly categorized
into three categories based on the services provided, and the
forensic artifacts are classified based on our study of these com-
munication apps. Then, a two-dimensional taxonomy of the
communication apps is provided.

The contributions of this paper are twofold:

e Identification and analysis of data remnants of forensic inter-
est to an investigator from the Android communication apps.

e Providing a two-dimensional taxonomy for Android commu-
nication apps with the communication app categories in one
dimension and the forensic artifacts in the other dimension.

The rest of the paper is organized as follows. Review of exist-
ing work is outlined in the next section. The forensic analysis
and experiment results are presented in the “Case study: 30 com-
munication apps” section, prior to the presentation of the two-
dimensional taxonomy in the “Proposed Forensic Taxonomy for
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Communication Apps” section. The last section concludes the
paper.

Related Work

Plachkinova, Andrés (13) proposed a security and privacy tax-
onomy for mobile health apps, without considering the forensic
artifacts and any other category of apps in their taxonomy. As
mentioned in the previous section, we proposed a two-dimen-
sional forensic taxonomy of mHealth apps in our earlier work
(11). However, the work did not examine any communication
app. Alliano, Herriger (14) reviewed 21 Augmentative and Alter-
native Communication (AAC) apps for iPad and identified how
individuals with complex communication needs can use them for
a variety of communication purposes and to target a variety of
treatment goals. However, the authors did not consider any
forensic artifact remnants in their work.

In a forensic examination, user-generated data—for example,
due to app usage, such as in cloud and dating apps (15-21)
could be recovered in plain text format from the device’s user
data partition. Similarly, in the forensic examinations of the
Android WhatsApp messenger by Anglano (22) and Thakur
(23), various artifacts and data were recovered.

Mahajan, Dahiya (24) used Cellebrite UFED Classic Ultimate
(V 1.8) to analyze WhatsApp and Viber apps and managed to
extract files and folders from five Android phones running Froyo
(2.2), GingerBread (2.3.x), and Ice-Cream Sandwich (4.0.x). The
extracted data included chat messaging logs and history, sent
and received images, and video files. They were also able to
determine the location of data on the device. However, their
study was limited to text messages, voice calls, and multimedia
files (e.g., videos and audio), as group chat and hidden/blocked/
deleted contacts were not considered. The authors also did not
explain the structure of the databases or how to extract the infor-
mation from the databases.

Lee and Chung (25) analyzed Line and Viber apps for Windows
8 mobile. The authors were able to determine the locations of the
directories that stored the artifacts for these two apps. The authors
were also able to identify the event type, direction, time, and the
phone number that a user contacted through the Viber app. For
Line app, the authors identified the user’s access ID, last message,
the type of chat, and timestamp from the database.

In the forensic analysis of three IM apps, namely AIM, Yahoo
Messenger, and Google Talk, on iPhones, Husain and Sridhar
(26) accessed the logical copies of the files on the iPhone through

a Windows machine. Their investigation concluded that AIM
screen name, plain text password, conversation detail with times-
tamp, and unique phrase could be found in the stored files.

In the study of Skype and MSN apps, Chu, Lo (27) were able
to locate the target strings in the Android device’s memory, even
after the devices were rebooted. In the investigation of the
Android Viber app, Chu, Yang (28) were able to create an
image of the memory and recover the received and sent IMs
using the sender’s and receiver’s mobile numbers.

Gao and Zhang (29) investigated the WeChat app to under-
stand how the app stored user data on an iPhone 5 device. The
authors recovered different types of data located in different sub-
folders of the device, such as user information, voice messages,
and thumbnails of pictures and videos taken using the device’s
built-in camera.

A summary of communication app forensic research is out-
lined in Table 1.

Case Study: 30 Communication Apps

At the time of this research (April 2015), 540 free communi-
cation apps were available at the Google Play store (30). How-
ever, many of these apps are used as add-ons to other apps.
Therefore, the total number of communication apps is less than
the number shown in Google Play store. The 30 apps examined
in this paper were among the 100 most popular communication
apps. In this section, the findings of three of the most popular
apps [Line (version 4.6.1), Viber (version 5.0.2), and WeChat
(version 5.4)] are discussed and the interested reader is deferred
to Tables 11 and 12 for the forensic taxonomy and summary of
findings, respectively. Line was reportedly the most downloaded
communication app in 52 countries on Google Play—with
400 million monthly active users in 2013 sending 50 billion
messages per day (31). WeChat and Weixin (Chinese version of
WeChat) had 355 million monthly active users, and Viber was
reported having 200 million users in 193 countries with 100 mil-
lion monthly active users in 2013 (31).

In the case study, 30 popular free Android communication
apps available on Google Play store (30) were examined. The
apps were installed and registered on two Google Nexus 4
phones (Android version 5.0.1). WiFi network to WiFi network
communication channel was used for the experiments. Both
phones had WiFi enabled and were connected to the same WiFi
network. MicroSystemation XRY (version 6.10.1), a popular
commercial forensic tool, was used to extract a logical forensic

TABLE 1—Summary of communication app forensic research.

Communication Apps Examined By Platform(s) Artifacts Recovered
WhatsApp Anglano (22) Android Database, chat history, contact information,
Thakur (23) group chat, images, timestamp
Mabhajan, Dahiya (24)
Viber Mahajan, Dahiya (24) Android Chat logs, chat history, received images
Lee and Chung (25) Windows 8 mobile
Chu, Yang (28)
Line Lee and Chung (25) Windows 8 mobile User’s access ID, last message, type of
chat and timestamp
WecChat Gao and Zhang (29) iPhone User information, voice messages, thumbnails
of pictures and videos
Skype Chu, Lo (27) Android Located target strings
MSN
AIM Husain and Sridhar (26) iPhone User credentials, timestamp, screen
Yahoo messenger names, friend list
Google Talk
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image (see the manual (32) for a step-by-step guide in conduct-
ing a logical acquisition using XRY). The use of XRY was
based on the authors’ access, and no personal recommendations
or endorsement should be presumed from the tool selected.

A Windows 7 desktop machine was used to analyze the arti-
facts. Individual sets of experiments were conducted, one set for
each app. After one set of experiments was concluded, the phone
was wiped prior to installing the next app. The steps we under-
took in the forensic wiping are as follows:

e Turn the Nexus 4 phone off;

e Press and hold the “VOLUME DECREASE” and “POWER”
buttons simultaneously;

e In the recovery menu, press the “VOLUME DECREASE”
volume twice;

e Press the “POWER” button, which will result in a red excla-
mation mark being displayed;

e Press the “POWER” and “VOLUME INCREASE” buttons
simultaneously;

e Scroll down to the Wipe data/factory reset and press the
“POWER” button; and

e Scroll to Yes and press the “POWER” button, which will
result in the deletion of user data.

As noted by Leom et al. (33), other deleted data from the
phone using Android factory reset may be recoverable using a
physical extraction. However, this will not affect the findings in
this paper, as app-related artifacts/databases are stored in their
respective directories.

Databases

Files and data generated by the Line app, WeChat app, and
Viber app were stored on the internal device memory, which is
normally inaccessible by users. For example, the generated data
stored in the databases of Line, WeChat, and Viber could be
located in the following:

e  /data/data/jp.naverline.android/databases

e  /data/data/com.tencent.mm/MicroMsg/fabdbec88b51fcb3f3cb
82b2a4412c99, and

e  /data/data/com.viber.voip/databases

However, the user profile pictures, sent and received pictures
for Line, WeChat, and Viber apps were found to be stored
respectively on the phone’s memory in the following locations
(which are accessible by the user without the need to root the
phone):

e  /sdcard/Android/data/jp.naver.line.android/storage,

e  /sdcard/tencent/MicroMsg/fabdbec88b51fcb3f3cb82b2a4412
c99,

e  /sdcard/viber, and/sdcard/Android/data/com.viber.voip.

The recovered artifacts from Line, WeChat, and Viber apps
are listed in Table 2.

Line’s main database, navey_ line.db, contains 24
tables; and the nine tables containing artifacts of forensic interest
are described in Table 3.

The main database of WeChat, MicroMsg.db, contains
73 tables. In Table 4, six tables containing artifacts of forensic
interest are listed.

Viber’s main database is viber data.db and has
eight tables. Five tables containing artifacts of forensic interest
are listed in Table 5.
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Contact Information

The contacts table in Line’s naver_line data-
base stores records of contacts. Table 6 describes the fields in
the contacts table that were considered to have evidentiary
value for an investigator.

Each user’s contacts are assigned a unique ID (m_id),
which is stored as a hash value. The contact is identified by the
name saved by the user (name field). The server_name
field indicates the contact profile name of the contact. The
picture_status and picture_path fields store
information about the contact’s profile picture. A NULL value
in picture_status indicates that the contact does not
have a profile picture stored. In the event that a picture is stored,
it will be stored in the /sdcard/Android/data/
jp.naver.line.android/storage/p direc-
tory and can be located by searching for m__id (by default, the
picture in . thumb uses m__id as the filename).

WeChat stores contact information in multiple tables. The
addr_upload? table stores the phonebook contacts of the
user. WeChat assigns a unique ID for each contact and stores a
MD5 hash value of the contact information. The table stores the
names, phone numbers, and email IDs (if stored in the phone-
book) of the contacts (see Fig. 1). The contacts stored in the
addr_upload?2 table are from the phonebook of
the device, but the table does not indicate whether the contacts
are WeChat app users.

The rcontact table stores the WeChat contacts of the
user, which are each assigned a unique user name in the format
wxi1d_X...X. However, there is no timestamp information
indicating when the contact was added, removed, or blocked.

The third table associated with contact information in WeChat
database is the 1inkedInFr iend table, which stores the
name, positions, URLs of profiles, and profile pictures of
the user’s LinkedIn contacts (see Fig. 2), while WeChat stores
the profile pictures of the contacts in its server.

Viber database stores the contact information in three separate
tables, namely vibernumbers, phonebookcon-
tact, and phonebookdata. The vibernum-
bers table stores the phone numbers (in plain text), and both
photo and actual_photo fields contain the names of
the images used as profile pictures of the contacts stored in
/sdcard/viber /media/User photos direc-
tory (see Fig. 3). Contact data were imported and stored in the
phonebookcontact and phonebookdata tables
(see Table 7).

Determining When a Contact was Added

Investigators may need to identify when a contact was added
to the list. In the Line app, such information can be identified
from the contacts table (see Table 6). The Cre-—
ated_time and added_time_to_friend fields
show the timestamp information of the sent and accepted add
requests. The updated_time field shows any update
(hidden, blocked) made with the contact. All times are shown in
Unix millisecond epoch time.

For the WeChat app, information from the type, cre-—
ateTime, and content fields of the message table
can help determine when a contact request was sent and when
the contact was added (see Fig. 4). For a friend request sent to a
user, the value of the type field is 10,000 and the con-
tent field contains a notification message. When the request

https://t.me/learningnets
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TABLE 3—Tables in the navey_line database of Line.

Table Name Content
buddy_detail List of added friends
Chat List of ongoing chat

chat_history
chat_member

Chat history
List of participants in all chats

contacts List of Line contacts

email recommend Email IDs of contacts
groups List of group members
permanent_tasks List of tasks

product List of Line products purchased

TABLE 4—Tables in the M1cx oMsq database of WeChat.

Table Name Content
imgInfo2 Contains the path of the thumbnail of sent
or received images. The path is named as
THUMBNAIL_DIRPATH://th_XXYY...YY.
Here, XX (two numerical digits) represents
the directory name in /sdcard/tencent/
MicroMsg/fa6dbec88b51fcb3f
3cb82b2ad4412c99/image2 where
the image is stored
linkedIn Stores details of LinkedIn friends of the user
Friend
addr_ The contact list from the phonebook
upload2
message Text messages between users
Rcontact WeChat friend list
Userinfo User phone number, location, email address,

LinkedIn URL and etc.

TABLE 5—Tables in the viber_data database of Viber.

Table Name Content
blockednumbers List of blocked numbers
Calls List of Viber voice calls

phonebookcontact All contacts imported from
phonebook

Email addresses of contacts

Phone numbers of Viber users in

phonebookcontact table

Phonebookdata
Vibernumbers

TABLE 6—Structure of contacts table of Line.

Field Name Meaning

m_id A unique ID stored as a hash value
identifies each contact

A unique numerical contact ID

Key value for the contact

Contact name as stored in the phonebook

Contact name as stored by the contact in
the server during registration

Contact name as stored in the phonebook

Displays status message set by contact

A non-null value indicates there is a
profile picture of the contact in
/sdcard/Android/data/
jp.naver.line.android/
storage/p directory

Unix millisecond epoch time indicating
when the contact information was added
and/or updated

contact_id
contact_key
Name
server_name

addressbook_name
status_msg
picture_status
picture_path

created_time
updated_time

Status 1 if unblocked contact, 2 if blocked
contact, 6 if contact deleted

Hidden 0 if not hidden, 1 if hidden contact

Relation 0 if not yet added friend request, 1 if

added as friend, 2 if deleted from
contact list
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has been accepted, the type field becomes 1 and the notifica-
tion is observed in the content field The cre-
atedTime field shows the times of the events in Unix
millisecond epoch time.

Viber does not allow the sending of an add request to a con-
tact. Viber adds the contacts from the imported phonebook of the
user device. The time when a contact was added into the phone-
book or when a contact joined Viber can be determined from the
joined_date field of the phonebookcontact
table in the viber data database (see Table 7).

Dealing with Hidden, Blocked, and Deleted Contacts

The contact details of hidden, blocked, or deleted contacts in
the Line app (see Fig. 5) were recovered by examining the
status, hidden, and relation fields in the
contacts table (see Table 6).

When a user deletes a contact from his/her list, the contact
type field in the rcontact table of WeChat becomes 0.
For blocked contacts, the type is 11, and for any normal contact,
the type is 3 (see Fig. 6).

Viber does not allow user to hide a contact, but a user can
block contacts. Contact information of blocked contacts can be
recovered from the blockednumbers table in the
viber_data database (see Fig. 7).

Determining a Contact Phone Number

The contact number can be determined from the phonebook
of the device in the Line app. The contact names and numbers
are stored in the Yealname and mobile fields of the
addr_upload?2 table in the WeChat app, respectively.

Two tables in the viber_data database, namely
phonebookcontact and phonebookdata, store
contact information (see Table 6). The former stores the name of
the contact and the unique ID in the display_name and
_id fields, respectively. The contact’s phone number and 1D
are stored in the latter’'s datal and contact__1id fields,
respectively. Therefore, by linking the IDs in both __id fields
of phonebookcontact and phonebookdata
tables, one could trivially obtain the contact name and number.

Exchanged Text Messages

The Line app stores all sent and received messages in the
chat_history table (see Table 8), which facilitates
the reconstruction of chronology of the exchanged messages.

WeChat and Viber store all sent and received messages in the
message table (see Table 9) and messages table (see
Table 10), respectively.

Multimedia Files

The images sent and received by a Line app user are stored
in the /sdcard/Android/data/jp.naver.
line.android/storage/mo directory. A separate
directory with the m_id of the contact stores the associated
images. A cached copy of the sent images can also be found
in the /storage/emulated/0/Android/-
data/jp.naver.line.android/temp/ di-
rectory. The image is saved with a name identified with
integer numeric value. Similarly, the voice messages are stored
in the /sdcard/Android/data/jp.naver.
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FIG. 1—Phonebook contacts in WeChat addr_upload?2 table.

name position pigi.lri echatUsernam =chatSmallHe: chatBigHe linkedInProfileUrl
[Filter [Filter [Fiter Filter Filter Fitter  [Filter
A ity =1 Graduate Research Assistant | https://media.licdn.com/mpr/mpry/0_zdf... https:/fwww.linkedin.com/puby/akm-khaled-...
M ol 1|12 h Manager Engineering https://media.licdn.com/mpr/mpry/0_zdf... https:/fwww linkedin.com/pub/md-tarique-...
M i K han Manager, Insights & Intellige... | https://media.licdn.com/mpr/mpr/0_yrL... https://www.linkedin.com/in/khanazim
ShegiaheimeieHazan Postdoctoral Researcher in Se... | https://media.licdn.com/mpr/mpry/0_yg5... https:/fwww.linkedin.com/in/sheikhfaridulh...

H. m—— - 1

Assistant Commissioner of C...

FIG. 2—LinkedIn contacts in WeChat linkedInFriend table.

https://media.licdn.com/mpr/mpr/0_xrE...

https:/fwww.linkedin.com/in/sharifhassan

_id canonized_number photo actual_photo viber_name clear
Filter [Filter Filter Fitter Filter Filter
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788 RN 23166 16d22bc92bachbf] e15ee5939c20ef207 ceBB0969al efb c44763%be37 cBel0b 16d22bc92bactbf7 €1 f5ee5939c20ef207 ce880969al ef6 c447639be37 cBellb 0
789 g 5529 87942458550 c2e87 a5 cdacdd5830bact83 d6b3 e dI371 63940268 3160441 a79424 58550 287 af5 cdacdd5830 baebB3d6b3e0dI371 b639402b8 3160441 0
790 3707 9fc23dal694 0896k 79711 daef766f23f6bal80dddd103dIbc9284 bfEfd3246 9fc23dal694e0896bc 79711 daef/66f29f6bal80dddd103d9bc9284bfafd3246 0
791 A9 feel9a8c5a%e56183f2a141674cb2926018651 dd eecf03fb22750a2f629a5a¢l fcel9a8c5ade561832a141674cb2926018651 dd eecfl3fb22750a2f629a5ael 0

FIG. 3—Vibernumbers table in viber_data database.

TABLE 7—Structure of phonebookcontact and phone-
bookdata tables of Viber.

Tables
Field Name phonebookcontact phonebookdata
_id A unique numerical ID
for the contacts
contact__ Contact name as stored

id in phonebook

display_  Contact name as stored
name in phonebook
low__ Contact name in
display_  lowercase characters
name (same name as
display_name)
viber 0 if contact does not
use Viber, 1 if
contact uses Viber
contact_ A key value to identify
lookup_ a contact
key
contact_  Hash value of contact id
hash
joined_ Unix millisecond epoch
date time indicating
when the contact
joined Viber
raw_id Contact name in
lowercase characters
(same name as
display_name)
datal Email addresses imported

from synced Gmail
account of the user

line.android/storage/mo directory. The nam-
ing convention of the voice messages is voice_xx.aac (where
xx is integer numeric value). The storage location of the sent
video files is the /sdcard/Pictures/NAVER
LINE_MOVIE directory, whereas the received video files are
stored in the /media/external/video/med7ia/
directory.

When a multimedia file is sent or received, WeChat stores
them on the device. The imgInf o2 database contains the
path of the thumbnail of sent or received images in the
thumbImgpath table, and the path is THUMBNAIL_
DIRPATH://th_XXYY...YY. XX (two numeric digits) repre-
sents the directory name where the image is stored. The sent and
received images are stored in /sdcard/tencent/
MicroMsg/fa6dbec88b51fcb3f3cb82b2a4
412c99/image?2 directory.

A video message of WeChat is indicated by the type field
(with the value 43) of the message table (see Table 9).
Whether the video message has been sent or received that can
be determined from the 1sSend field (similar as text mes-
sages). The video messages are stored in the /sdcard/
tencent/MicroMsg/facdbec88b51fcbhb3£f3
cb82b2a4412c99/video directory, and the file name
is indicated by the imgPath field in the message table
(see Fig. 8)

Further details about the video messages can be found in
videoinfo2 table of microMsg database. The
downloadt ime field indicates when the video message was
downloaded by the receiver. A value of O indicates the files has
been received, but has yet to be downloaded by the receiver (see
Fig. 9).
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msgld msgSwvrld type status isSend isShowTimer createTime talker content
Filter [Fitter [Fitter Filter Filter Filter Filter Filter
1 174539673735, 3 0 1411461930000  weixin Some_on_eis attempting to log in to your WeChat acc...
2 7641748 3 0 96000  weixin Welcome back! Feel free to tell me if you
20 5632173409%5... 4 0 1411713172000  wxid_57g2esqkz... You have added Shovan as your WeChat contact. Sta,
48 1271389874437 3 0 wxid_w386ighs... | I've accepted your friend request,

FIG. 4—Adding a new contact and request acceptance in message table of WeChat.

mid conkact_id contact_key rame:

phonetic_name  server name  ddressbook nam  cusioen_name: stabus_msg  uneesd stalus m  picture_stafus jpictare_path relation status
[6 wasestecsnise_ ma PRI ROP Mgy e 0 DerdSotediel TS DelWeRTl 1 (1
|9 BEOLEITLM_ 05 MedCoFil 3 AR - - o 1 0
10 uleadStdSald... 767 SFalT gD W L] L 0 LIS rw‘p.'
11 wasosasnimonon_ " S+ 0 1 b
FIG. 5—Deleted contacts in Line app.
username alias conRemark domainlList nickname pylnitial quanPin showHead  _a,  type
24 weixin il Vil wemmem—ui 87 3
25 vl1_f644c3b21f8dd29ab2f61d... TN 84 0
26 wxid_57g2esqkziiu22 onigpuinmwan Shassn SR S lomm—n 83 1
27 wxid_w986ighsy9022 | com— 2 Azfar ARR Atiar 65 0
FIG. 6—Blocked or deleted contact in rcontact table of WeChat.
5l bl Kol s TABLE 9—Structure of me ssage table of WeChat.
Filter [ Fitter Filter Field Name Meaning
3 .21 62 RN 3127 msgld Sequence number of the text messages. This is an
incremental value and if any message is deleted then
4 7296 11632 that value will be missing
type 1 if text message, 3 if multimedia image, 43 if
FIG. 7—Blocked numbers in Viber- recprded video message, 48 if location data, 50 if
voice chat
status 2 if message sent, 3 if message received, 4 if a new
. contact add request sent, 6 for VoIP message,
TABLE 8—Structure of chat_histoxry table of Line app. isSend 1 if message sent, 0 if received
createTime Time in Unix millisecond epoch when the message
Field Name Meaning was created
; talker Unique user name of the person with whom the
id Sequence number of the text messages. message is exchanged in the format wxid_XXXXXX
This is an incremental value and if any NXXXXXXX
message is deleted, then that value will be content Plain text messages, location coordinates, image detail
missing o ) or type of VoIP content (video/voice)
type Lif text message, 4 if voice chat, 9 if group imgpath Contains the path of the thumbnail of sent or received
) chat ) images. The path is named as THUMBNAIL_
chat_id Identifies the contact with whom the

conversation was done

Contains the m__id of the sender of the
message. This value is null when messages
are sent from the device under examination

The plain text messages exchanged between
the sender and receiver

Time in Unix millisecond epoch when the
message was created/delivered

0 if no image attached, 1 if an image attached

from mid

content

created_time

delivered_time

attachment__
image

In Viber, the type of a multimedia file is indicated by the
extra mime field of the messages table (see
Table 10). The images and voice messages are stored in different

DIRPATH://th_XXYY...YY. XX (two decimal digits)
represents the directory name in/sdcard/tencent/
MicroMsg/fabdbec88b51fcb3f3cb82b2a4412c99/
image2, where the image is stored

locations. For images, the extra_uri field indicates the
name and location of the image file, whereas the
extra uril field indicates the file name of the voice
message. The images sent and received are stored in the
/sdcard/viber /media/.thumbnails and /
sdcard/viber /media/Viber Images directo-
ries, respectively, and stored voice messages are located in /
sdcard/viber /media/.ptt directory.
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TABLE 10—Structure of me ssages table of Viber.

Field Name Meaning

_id Sequence number of the text messages. This is an
incremental value and if any message is deleted,
then that value will be missing

address Viber number (a phone number) of the contact

date Time in Unix millisecond epoch when the message
was created

read 0 if message read by receiver, 1 if message
delivered but not yet read by the receiver

type 0 if message is received by the user, 1 if message
sent by the user

body Contains plain text message or voice call

information (outgoing_call, incoming_call,
missed_call)
Latitude of the location of the sender/receiver
Longitude of the location of the sender/receiver
Name and location of the image files sent/received.
Name of the file received as a voice message in
the sdcard/viber/media/.ptt directory
Indicates the content type of the message (text, call,
image, sticker, sound)

location_lat
location_lng
extra_uri

extra_mime

Group Chats

The contents of group chats in the Line app can be deter-
mined from the chat_history table as discussed earlier.
There is a difference in the chat_ id field of the
chat_history table between a group chat and a one-to-
one chat. In a group chat, the chat_id field is a unique ID
for the group chat and does not correspond to the m__ids of
the contacts. The latter can be recovered from the
chat_member table of the naver_line database, in
addition to the timestamp information of the group’s creation.

In WeChat, the contents of group chats can be determined
from the message table (see Table 9). The chat ID in the
talker field is a unique identifier for a group chat, and the

contacts’ m__1ds can be revealed from the content field.
This field contains the user names of the group chat members
when the group is created. The createTime field shows
the time in Unix millisecond epoch. The messages of individual
members are identified by the IDs of the users preceding the text
message in the content field (see Fig. 10).

For Viber, the contents of group chats can be determined from
the messages table (see Table 10). The address field
is always empty when a message is sent to a group. In the
conversations table, the group_id field stores the
unique ID for the group (same group_id in the mes—
sages table). There can be a maximum of eight participants
in a group, and each participant is assigned an integer ID in
the participant_1, participant_2, ..,
participant_ 8 fields. These numeric values correspond
to the _id field of the participants_info table.
From the participants_info table, the phone num-
ber and Viber contact name can be obtained from a correspond-
ing _id of a group member (see Fig. 11).

Voice Chats

The history of voice chat conversations in Line, WeChat, and
Viber is stored in the chat_history (see Table 8),
message (see Table 9), and messages (see Table 10)
tables, respectively. The m__id of the recipient of the voice
chats in Line and WeChat can be obtained from the
chat_idand talker fields, respectively.

In both Line and WeChat, the content field shows the
duration of a call in milliseconds, and the created_time
field shows the time when the call was initiated or received. In
Viber, the body field indicates incoming_call, out-
going_call, or missed_call, and the
extra_ duration field shows the duration of a call in
seconds.

msgSvrld type status isSend isShowTimer createTime talker content imgPath
6140999076610... 43 3 1411875702000
5081136827091... 1 2 1 woid_wgbighs... Received
8599179312064... 43 2 1 411975751121 wid wocid 22250 16591029091499161347662
2090672380508... 43 3 411975806000 wid_wOB6ighs... :0:0 17001120091411163
8384195965044... 1 2 1 Not yet downloaded
2507985009340... 43 2 1 1411975869672 | worid_wOBBIGHD T -

FIG. 8—Video messages in WeChat.

filename clientid msgsviid netoffset filenowsize totallen thumbnetoffset _ thumblen status downloadtime

Filter Filter Filter Filter Filter Filter Filter Filter Filter _gw#®Tilter [Filter Filter
1 16582529091453080 6140999076610642431 0 14672833 14672833 0 0 199 1411975702 1411975730 1411975708
2 165910200914991613d7662 8599179312064847243 4271516 0 7516136 0 9605 199 1411075751 1411975757 1411975751
3 17001120091411193 209067238950870810 0 0 7373919 0 0 1 1411975806 1411975811
4 17003429091414eec3a42864 2597985009340708094 2324705 0 2324705 0 17675 199 1411975873

FIG. 9—Timestamp information of downloaded video message in WeChat.

msgld msgSvrid type status isSend isShowTimer createTime talker content

z 10000 4 2 1412057558449 451027899@ chatroom You invited Shovan, Azfar to the group chat
x 10000 4 ] 1412057558524 451027899@ chatroom <8 href="webxin://findfi ity 27899 wid_STg2esqkzii..
bl 1212533720676.. 1 2 1 1412057585819 451027899@ chatroom This is a test message. Pls do not reply
% TII307540416.. 1 3 o 1412057602000 451027899 @ chatroom wnid_w9B6ighi5y9022:0k, i wont

FIG. 10—Group chat in WeChat.
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Step 1: group_idin —— particpant id_1 | participantid_2 | paricipant .3 | paricipant 4.8
messages table [Fitter [Fiiter [Fitter [Fitter [Fitter
0 2 1 0 0

Step 2: Participant

ids corresponding
to group_idin

conversations table

AT03021921775109659

Step 3: Corresponding Viber
numbers and names of the
participantsin a group chatin
participants_info table

[ | | 1

FIG. 11—Obtaining participant’s phone number from a Viber group chat.

Proposed Forensic Taxonomy for Communication Apps

Due to the increasing number of communication apps, it is
important to have a forensic taxonomy for all existing communi-
cation apps. Therefore, based on the case studies of the 30 apps,
a forensic taxonomy is proposed.

The communications apps are broadly categorized into Instant
messaging (IM) apps, Voice over IP (VoIP) apps, and Augmen-
tative and Alternative Communication (AAC) apps:

IM apps offer real-time text transmission between users. Some
of the IM apps allow the users to create a friends list (e.g.,
Skype, Yahoo messenger), while the others create a friend list
from the phonebook directory of the users (e.g., Line, Viber).
The latter takes into consideration phonebook contacts and
places those users in the friend list who are using the same app.

VoIP apps provide an easier and more affordable way to chat
with individuals who are located around the world. Most of the
VoIP apps also provide video chat facility to the users.

AAC apps encompass the communication apps used to express
thoughts, needs, wants, and ideas for those with impairments in
the production or comprehension of spoken or written language.
As noted by Higginbotham and Jacobs (34), Android AAC apps
have come a long way to support the needs of individuals who
have speech and language disabilities.

From the artifacts determined from the forensic analysis of the
30 most popular Android communication apps, the artifacts are
broadly categorized into four groups namely User and contact
information, Exchanged messages, Timestamps, and others.

User and contact information: This group of artifacts contains
the data remnants related to the user identity and list of contacts.

e Find phone number from a contact ID: It is not always possi-
ble to determine the phone number of the user from his/her
contact ID. However, some apps store the phone number with
the user ID.

bty harn vibaucomydonnioed_photoph.. -3l |-
Hefmoge endmedUvibemesalie. TG ISVMTS
betprshare bescomy [ downicad phetaph B ]

e Recover user credentials: Apps may require users to login
using their user credentials (e.g., username and password,
PIN, and authentication tokens) in order to use the apps.
Therefore, user credentials should be an artifact that foren-
sic investigators seek to locate during the app forensic pro-
cess (e.g., determine whether the credentials are stored in
and can be recovered from the app’s databases).

e View address book: Communication apps generally import
the phone address book into their local database. The address
book contains the user names and phone numbers of all con-
tacts saved by the user.

e View contact ID: Communication apps generally require a
user to create a personal contact ID. This artifact reveals the
contact ID of the user to the forensic investigator.

e View contact Status messages: The status message includes
the publicly shared status of the users.

e View blocked/hidden contacts: A user may block or hide
someone from the contact list and deny having any contact
with the other individual. Therefore, recovered hidden or
blocked contacts could prove useful to an investigator.

e View deleted contacts: Similar to blocked or hidden contacts,
it would be useful for the investigators if the deleted contacts
could be recovered.

Exchanged messages: This group of artifacts identifies the
text, multimedia, and group message communications.

e Determine the type of exchanged message (text, voice,
group): This allows an investigator to determine the message
type.

e View unencrypted exchanged text messages: The unencrypted
exchanged messages stored in the app database.

e View unencrypted exchanged multimedia images: Most apps
store the sent or received multimedia messages (e.g., images)
in their database, and in some cases, unencrypted.
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User and Contact Information

Artefact Categories

Timestamps

Find phone number from a contact ID

View address book

View contact status message

View deleted contacts

View unencrypted exchanged text

messages

View unencrypted contents of a group
chat

Determine when add request was sent
to/from contact

Determine when text/mmltimedia
message was sent

Identify time when voice call was made
Identify the members of a group chat

FIG. 12—A two-dimensional communication app forensic taxonomy model.

Instant Voice over
messaging 1P
(IM) (VoIP)

Augmentative

and Altemative

Communication
(AAC)

Communication App Categories

TABLE 11—Forensic taxonomy of communication apps.

App Category/Artifact Category

Instant Messaging (IM)

Voice Over IP (VoIP)

Augmentative and
Alternative
Communication (AAC)

User and contact information
Find the phone number
from a contact ID

Recover user credentials

View address book

Full App2,App3,App5,Appl0,Appl2

Appl3,Appl4,Appl5,Appl6,App21 App22,

App23 App24,App25,App30

Partial ~ Appl7

Full

Partial

Full Appl,App2,App3,App4,App5
App6,App7,Appl0,Appl6,Appl8
Appl9,App21,App22,App23,App24
App30

Partial ~ App8,Appl2,Appl3.Appl5

App2,App3,App5,App10,App12

App13,Appl5,Appl6,App21,

App22 App23,App24,App25,App30
Appl7

Appl,App2,App3,App5,App6
Appl10,Appl6,Appl8,Appl19,App21
App22,App23,App24,App30

App8,Appl2,Appl3,Appl5
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TABLE 11—Continued.

Augmentative and
Alternative

App Category/Artifact Category Instant Messaging (IM) Voice Over IP (VoIP) Communication (AAC)

View contact ID Full Appl,App4,AppSApp6,Appl0 Appl1,Appl6,  Appl,AppS.App6,Appl0,Appll
Appl18,App19,App20 App21,App30 Appl6 Appl8,Appl19,App20,App21
App30
Partial
View contact status message Full Appl,App23 Appl,App23
Partial

View blocked/hidden contacts  Full Appl,App2,App3,App4,App6
App7,App8,Appl10,Appl1,App13 Appl5,

Appl18,App20,App22,App23 App24,App25,

Appl,App2,App3,App6,App8 Appl0,
Appl1,Appl3,Appl5,Appl8 App20,
App22,App23,App24

App30 App25,App30
Partial
View deleted contacts Full Appl,App2 Appl,App2
Partial
Exchanged messages
Determine type of Full Appl,App2,App3,App6,App8 Appl0,Appl2,  Appl,App2,App3.App6,App8 App28
exchanged messages Appl3,Appl4 Appl0,Appl12,Appl13,Appl5,Appl6
Appl5,Appl6,Appl7,Appl9,App20 App2l, Appl7,Appl9,App20,App21,App22
App22,App23,App24 App23,App24,App25,App30
App25,App30
Partial ~ App4,Appl8 Appl8
View unencrypted Full Appl,App2,App3,App4,App6 Appl0,Appll,  Appl,App2,App3,App6,Appl0 App28
exchanged text messages Appl2,Appl3,Appl5 Appl6,Appl7,Appl8, Appl1,Appl12,Appl3,Appl5,Appl6
Appl19,App20 App21,App22,App23 App24, Appl7,Appl18,Appl9,App20,App21
App25 App22,App23,App24,App25,App30
App30
Partial
View unencrypted Full Appl,App2,App3.App4.App6 Appl,App2,App3,App6.App9 ApplO,
exchanged multimedia App7,App9,Appl0,App13,ApplS Appl13,Appl5,Appl18,App19 App20,
images Appl18,App19,App20,App21,App22 App21,App22,App23
App23,App24,App25,App30 App24,App25,App30
Partial ~ App5,App8 App5,App8
View unencrypted Full Appl,App2,App3,App4,App6 Appl0,Appl3,  Appl,App2,App3,App6,Appl0 Appl3,
contents of a group chat Appl5,Appl16,App19App20,App21,App22, Appl15,Appl16,App19,App20 App21,
App23,App24 App25,App30 App22App23,App24,App25
App30
Partial  App8 App8
View hidden chats Full Appl,Appl5 Appl,Appl5
Partial  App8 App8
Timestamps
Determine when add Full Appl,App2,App3,Appl8 Appl,App2,App3,Appl8
request was sent to/from Partial  App9 App9
contact
Determine when add Full Appl,App2,Appl8 Appl,App2,Appl8
request was accepted Partial  App9 App9
by a contact
Determine when text/ Full Appl,App2,App3,App4,App6 App8,ApplO0, Appl,App2,App3,App6,App8 Appl0,
multimedia message Appl1,Appl2,Appl3 Appl4,Appl5,Appl6, Appl1,Appl2,Appl3,Appl5 Appl6,
was sent Appl7,Appl8 Appl9,App20,App21,App22 Appl7,Appl18,App19,App20 App21,
App23 App24,App25 App22App23,App24,App25
Partial
Determine when text/ Full Appl,App2,App4,App6,App8,App30 Appl,App2,App6,App8,App30
multimedia message was Partial
received/delivered
Identify when voice Full Appl,App3,Appl1,Appl2,Appl6 App2l, Appl,App3,Appl1,Appl2,Appl6
call was made App24,App30 App21,App24,App30
Partial
Others
Extract databases Full Appl,App2,App3,App4,App5S Appl,App2,App3,AppS,App6 App26
App6,App8,App9,Appl0,Appll Appl2, App8 App9,Appl0,Appl1,Appl2 App28
Appl13,Appl4,Appl5,Appl6 Appl7, Appl13,Appl5,Appl6,Appl7,Appl8 App29
Appl18,App19,App20,App21 App22 App19,App20,App21,App22,App23
App23,App24,App25,App30 App24,App25,App30
Partial  App7
Identify the members Full Appl,App2,App3,App4,App6 ApplO0, Appl,App2,App3,App6,Appl0
of a group chat Appl13,Appl4,Appl5,Appl6 Appl9, Appl13,Appl5,Appl16,App19,App20
App20,App21,App22App23 App21,App22App23,App24,App25
App24,App25,App30 App30
Partial  Appl2 Appl2
Identify the duration Full Appl,App2,App3,App6,App8 ApplO0, Appl,App2,App3,App6,App8 ApplO0,
of voice calls Appl1,Appl2,Appl3,Appl6 Appl7, Appl1,Appl2,Appl3,Appl6 Appl7,
App19,App20,App21,App22 App23, App19,App20,App21,App22 App23,
App24,App30 App24,App30
Partial
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TABLE 12—Summary of findings.

App Categories

User and Contact Information

Augmentative  Find the Phone Recover View View Contact  View Blocked/ View
Instant and Alternative ~ Number from a User Address View Status Hidden Deleted
App ID App Name Version Messaging VoIP  Communication Contact ID Credentials Book Contact ID Message Contacts Contacts
Appl Line 4.6.1 F F N N N F F F F F
App2 WeChat 5.4 F F N F N F N N F F
App3 Viber 5.0.2 F F N F N F N N F N
App4 Kik 8.0.0.1 F N N N N F F N F N
App5 imo - F F N F N F F N N N
App6 Hangout - F F N N N F F N F N
App7 Telegram 252 F N N N N F N N F N
App8 Kakao 4.7.6 F F N N N P N N F N
App9 Tango - F F N N N N N N N N
Appl0  ICQ 5.12 F F N F N F F N F N
Appll  Azar 2.6.6 F F N N N N F N F N
Appl2  Fring 4522 F F N F N P N N N N
Appl3  Talkray 244 F F N F N P N N F N
Appl4  Text Secure 2.6.4 F N N F N N N N N N
Appl5  Hike 3.8.0 F F N F N P N N F N
Appl6  Nimbuzz 3.5.1 F F N F N F F N N N
Appl7  Voxofon - F F N P N N N N N N
Appl8  Yahoo 1.8.8 F F N N N F F N F N
Appl9  Skype 5.2.0 F F N N N F F N N N
App20  Voxer 2.5.1 F F N N N N F N F N
App21  Free PP 3.6.5 F F N F N F F N N N
App22  Bigo 1.3.2 F F N F N F N N F N
App23  U&Me 1.3.31 F F N F N F N F F N
App24  Mypeople 484 F F N F N F N N F N
App25  4talk 2.0.69 F F N F N N N N F N
App26  Tap to Talk 3.0.3 N N F N N N N N N N
App27  Alexicom AAC  1.1.1 N N F N N N N N N N
App28  AAC Speech 1.5 N N F N N N N N N N
App29  LetMe Talk 1.3.5 N N F N N N N N N N
App30  WhatsApp 2.12.5 F F N F N F F N F N

“F”, detailed information was recovered; “P”, only partial information was recovered (e.g., artifacts from some apps provided partial timestamp such
as only the date of the activity rather than the time in hours, minutes, and seconds); “N”, unsupported category.

e View unencrypted contents of a group chat: Group chats are
similar to IM where more than two people are involved. A
user can create a group and broadcast messages to the group.

e View hidden chats: Some apps allow the user to have hidden
chats.

Timestamps: This group of artifacts identifies the timestamp
of a communication.

e Determine when add request was sent to/from a contact: This
is the timestamp when a friend request was sent to or
received from someone from the device.

e Determine when add requested was accepted by a contact:
This is the timestamp when a friend request was accepted by
a contact using the device.

e Determine when text/multimedia message was sent: The times-
tamp of the sent text or multimedia (e.g., image) message.

e Determine when text/multimedia message was received/deliv-
ered: The timestamp when the text or multimedia (e.g.,
image) message was received or delivered.

e Time when voice call was made: This identifies the times-
tamp of a voice call.

Others: The remaining three artifacts are considered under this
category.

e Extract Databases: Android apps typically generate their own
databases in the internal device memory, where the latter is
normally inaccessible by users. Information from these data-
bases could be used to locate useful user information.

e [dentify the members of a group chat: The group members
are important to an investigator to find out who were send-
ing/receiving messages to/from a particular group.

e [dentify the duration of voice calls: This identifies the dura-
tion of a voice call.

In the proposed taxonomy, the communication app categories
are represented in one dimension, and the forensic artifact cate-
gories are represented in the other dimension (Fig. 12). The find-
ings of the 30 case study apps using the two-dimensional
taxonomy is summarized in Table 11.

Concluding Remarks

The increasing use of Android apps and the capability of apps
to access and store sensitive and personally identifiable
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Artifact Categories

Exchanged Messages Timestamps Others
Determine
Type of View Determine Determine Determine Determine
Exchanged View View Unencrypted When Add ~ When Add When When Text/ Identify Identify
Messages  Unencrypted  Unencrypted Contents Request Request Text/ Multimedia Identify the the
(Text, Exchanged Exchanged of a View was Sent was Multimedia ~ Message was  Time When Members  Duration
Voice, Text Multimedia Group Hidden to/from Accepted Message Received/ Voice Call Extract of a Group  of Voice
Group) Messages Images Chat Chats Contact by a Contact ~ was Sent Delivered was Made  Databases Chat Calls
F F F F F F F F F F F F F
F F F F N F F F F F F F N
F F F F N F N F N F F F F
P F F F N N N F F N F F N
N N P N N N N N N N F N N
F F F F N N N F F F F F N
N N F N N N N N N N P N N
F P P P P N N F F F F N N
N N F N N P P N N N F N N
F F F F N N N F N F F F N
N F N N N N N F N F F N F
F F N N N N N F N F F P F
F F F F N N N F N F F F N
F N N N N N N F N N F F N
F F F F F N N F N N F F N
F F N F N N N F N F F F F
F F N N N N N F N F F N N
P F F N N F F F N N F N N
F F F F N N N F N F F F N
F F F F N N N F N F F F N
F F F F N N N F N F F F F
F F F F N N N F N F F F N
F F F F N N N F N F F F N
F F F F N N N F N F F F F
F F F F N N N F N N F F N
N N N N N N N N N N F N N
N N N N N N N N N N N N N
F F N N N N N N N N F N N
N N N N N N N N N N F N N
F F F F N N N N F F F F F

information (PII) have resulted in an increasing need for the
forensic research and practitioner communities to have an up-to-
date and in-depth understanding of the types of terrestrial arti-
facts that are likely to remain on the devices. In this paper, 30
popular communication apps downloaded from Google Play
store were analyzed. The findings of the analysis are summa-
rized in Table 12.

Based on the analysis, a forensic taxonomy was presented.
The taxonomy outlines the various data of forensic interest that
could be recovered from the examination of different categories
of communication apps. Such information will allow forensic
practitioners to act and secure such data in a timely fashion. For
example, based on the findings, investigators will be able to
compile a list of contacts, determine when a contact was added,
find out the blocked/hidden/deleted contacts, and reconstruct the
chronology of exchanged text and multimedia messages.

Findings are accurate at the time of this research, but new
releases of communication apps may change the way data are
stored on the devices, as well as the type of data that can be
forensically recovered from the devices. Therefore, future work
would include examining other and new releases of communica-
tion apps and potentially include additional artifact categories to

the proposed taxonomy. Future work would also include examin-
ing user activities such as deletion/uninstallation of communica-
tion and other apps to determine whether any data remnants
could be recovered.
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