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ORBOT

HTTPS://GUARDIANPROJECT.INFO/APPS/ORBOT/

What is Orbot?

* Open source software for Internet * Choice which specific apps can be use
traffic encryption through through Tor
computers around the world * Private internet connection
* Configured to transparently proxy * Private web surfing
all of Internet traffic through Tor * Private chat messaging
(The Onion Router) * Privacy on Twitter
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ORWVEB

HTTPS://GUARDIANPROJECT.INFO/APPS/ORWEB/

What is Orweb?

* Current default browser for Orbot on Android = evades
tracking and censorship by bouncing encrypted traffic several
times through computers around the world.

e Based on Orbot Orfox

Summer/Autumn 2015

“When a communication arrives from Tor,you can never know where
or whom it’s from”
https:llt.mellearningNl@W York Times

Congratulations. Your
browser is configured
to use Tor.

Please refer 1o the Tor website for further
information about using Tor safedy. You are now
free 10 browse The Intemet anorymously

Your IP address appears 10 be: 204,124,83.130




ORFOX

HTTPS:/GUARDIANPROJECT.INFO/2015/06/30/ORFOX-ASPIRING-TO-BRING-TOR-BROWSER-TO-ANDROID/

What iS orfOX? Q, Search or enter address m

TOP SITES

* New browser for Android = BETA release available

@ @

Check Tor Connection The Tor Project

on Google Play for public testing only

* Built from the same source code as Tor Browser

(which is built upon Firefox) @ @
The Guardian Project Facebook Hidden Service

* Required Orbot app to connect to the Tor network

* |t allows users to bookmark sites
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ANALYSIS METHODOLOGY — PART |

ENVIRONMENT INSTALLATION

Orbot download, install and
execution

DEVICE PHYSICAL
ACQUISITION

Samsung Galaxy S5 with
Android 5.0

Rooting with KingoRoot Orweb download, install

and execution

Orfox download, install and
execution
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SYSTEM FOLDER

PACKAGES.LIST %

INSTALLED APPS INFORMATION (PACKAGE NAME, UID,APP PATH)

= Package name org.torproject.android
UserID 10076 ORBOT

App path /data/datal/org.torproject.android

= Package name info.guardianproject.browser
UserlD 10077 ORWEB
App path /data/datal/info.guardianproject.browser

= Package name info.guardianproject.orfox

UserID 10078 0] 1J0) ¢

App path Idata/data/ipﬂfg. uardianproject.orfox

:/H.me/learningniets




SYSTEM FOLDER

PACKAGES. XML
LIST OF PERMISSIONS AND PACKAGES/APPLICATIONS

<package name="org.torproject.android" userld="10076" version="150123 10" ut="151b5c6d5a5"
it="151b5c6d5a5" ft="151b5c6cf20" flags="540228" dt="151b5c6db57" dm="2"
nativeLibraryRootRequireslsa="true" nativeLibraryDir="/data/app/org.torproject.android-/lib/arm"
nativeLibraryRootDir="/data/app/org.torproject.android-1/lib"
nativeLibraryPath="/data/app/org.torproject.android-1/lib" codePath="/data/app/org.torproject.android-1"
primaryCpuAbi="armeabi-v7a" installer="com.android.vending">

<perms=>
<item name="android.permission.RECEIVE_BOOT_COMPLETED"/>

& A A marm~a—""Aawm~s tAavmmantact asrndunid MARKNIACE 'I'f\D"/\

UT Timestamp in hex format of last update Fri, 18 Dec 2015 — 15:48:05
5 T Timestamp in hex format of fist time installation Fri, 18 Dec 2015 — 15:48:05
</package>
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SYSTEM FOLDER

F /4 A Y :
PACKAGE-USAGE.LIST %AU w g
APP LAST EXECUTIONTIME (EPOCH) Q e

org.torproject.android 1451345825.267
info.guardianproject.browser 1450459648.348
info.guardianproject.orfox 1452006535.657
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SYSTEM FOLDER

POWERMANAGER
POWER (AND APPS) USAGE STATISTICS

info.guardianproject.browser

time power totalpower usage_time
Filter Filter Filter Filter
1450455938456 0.0 0.0 0
1450457755107 0.0 0.0 0
1450460984733 0.0 0.0 0
1451385746078  0.653686011023... 0.653686011023... 10710

https://t.mel/learningnets



SYSTEM FOLDER

\RECENT_TASKS
RECENT ACTIVITIES LOGS (XML FORMAT)

<!xml version="1.0' encoding='utf-8' standalone='yes' ?>

<task task_id="13" real_activity="info.guardianproject.browser/.Browser"
affinity="info.guardianproject.browser" root_has_reset="true"
auto_remove_recents="false" asked compat_mode="false" user_id="0" S
effective_uid="10077"task_type="0"first_active_time="1451385683082" ' Facebook
last_active time="1451385798766" last time_moved="1451385798756" ‘
never_relinquish_identity="true" task_description_color="ff212121"
task_affiliation_color="-14606047" task_affiliation="13" prev_affiliation=
next_affiliation="-1" calling_uid="10077"
calling_package="info.guardianproject.browser" multiwindow_style="0"
is_private_mode="false">

<intent action="android.intent.action.MAIN"

(® Settings

component="info.guardianproject.browser/.Browser" flags="10200000">

Brightness level
<categories category="android.intent.category. LAUNCHER" />
</intent>

</task> https://t.me/learningnets

Adaptive brightness
Optimize brightness level for a



SYSTEM FOLDER
\USAGESTATS\WEEKLY - \USAGESTATS\MONTHLY -

\USAGESTATS\YEARLY
USAGE STATISTICS

<!xml version='1.0" encoding='utf-8' standalone='"yes' >
<usagestats version="1" endTime="2381450658">

<packages>
<package lastTimeActive="1454766326" package="org.torproject.android"

timeActive="193858" lastEvent="2" />
<package lastTimeActive="1456652361" package="info.guardianproject.browser"

timeActive="3519627" lastEvent="2" />

</packages>

</ usagestats> https://t.me/learningnets



DATA FOLDER

\COM.ANDROID.VENDING\DATABASES\LOCALAPPSTATE.DB
APPLICATION INFORMATION AND UPDATES

package_name | delivery_data_timestamp_ms | first_download_ms
= Package Name

e ek P RO bE 1451338441276 1451338442217
= Delivery Data Timestamp ESOPRE 1450446629183 1450446629822

torproject.android 1450453680050 1450453680778
= First Download Timestamp (il iualts

info.guardianproject.browser 1450454309701 1450454310364

= Account account | title | last_notified... | last_update_timestamp_...
= Title erbotiorensics@gmeiheon Peel Smart Remote . 86120 1451338461971
= Last Notified Version orbotforensics@gmail.com Orbot: Proxy with Tor 15012310

orbotforensics@gmail.com Naviga in Privato 7010

= Last Update Timestamp




DATA FOLDER

\COM.SEC.ANDROID.APP.LAUNCHER\DATABASES\LAUNCHER.DB
APPLICATION DESKTOP SHORTCUTS (POSITION,ICON,INTENT,ETC.)

cellX cellY spanX spanY title intent
reen ition 1 3 1 1 Orweb #Intent;action=android.intent.action.MAIN; category=android.intent.categ
SC ce POS tio ory.LAUNCHER;launchFlags=010000000; package=info.guardianproject.br

owser,component=info.guardianproject.browser/.Browser,end

Intent 3 2 1 1 Orbot ZIntent;action=android.intent.action.MAIN; category=android.intent.categ
ory.LAUNCHER;launchFlags=0x10000000; package= org.torproject.android;c
omponent=org.torproject.android/.OrbotMainActivity;end

iconPackage iconResource icon

Icon PaCkage info.guardianproject.browser info.guardianproject.browserdrawable/ic_launcher 7 A

lcon Resource \tJ
org.torproject.android org.torproject.android:drawable/ic_launcher

lcon
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DATA FOLDER
\COM.SAMSUNG.ANDROID.SM\DATABASES\LOWPOWERCONTEXT

SYSTEM-DB
SAMSUNG SMART MANAGER

Package name Start Time End Time
id ]package_name |start_time !start_time_string ‘end_time ]end_time_string uploaded created_at modified_at
74 org.torproject.android 1450454093829 2015/12/18 16:54:53 | 1450454157367 2015/12/18 16:55:57 <null> ' 1450459124000 1450459124000
76 info.guardianproject.browser 1450454335077 2015/12/18 16:58:55 | 1450454758257 | 2015/12/18 17:05:58 <null> ' 1450459124000 1450459124000
78 info.guardianproject.browser 1450454812155|2015/12/18 17:06:52 | 1450454910645 2015/12/18 17:08:30 <null> ' 1450459124000 1450459124000
87 linfo.guardianproject.browser 1450457718584 2015/12/18 17:55:18 | 1450458131244 | 2015/12/18 18:02:11 <null> ' 1450459124000 1450459124000
88 info.guardianproject.browser 1450458133410 2015/12/18 18:02:13 | 1450458134810 2015/12/18 18:02:14 <null> 1450459124000 1450459124000
89 info.guardianproject.browser 1450458136523 /2015/12/18 18:02:16 | 1450458137820 2015/12/18 18:02:17 <null> ' 1450459124000 1450459124000
90 | info.guardianproject.browser 1450458143235 2015/12/18 18:02:23 | 1450458146889 |2015/12/18 18:02:26 <null> | 1450459124000 1450459124000
91 info.guardianproject.browser 1450458397807 2015/12/18 18:06:37 | 1450459089757 2015/12/18 18:18:09 <null> ' 1450459124000 1450459124000
92 info.guardianproject.browser 1450459100118 |2015/12/18 18:18:20 | 1450459101350 2015/12/18 18:18:21 <null> 1450459124000 1450459124000
93 info.guardianproject.browser 1450459102819 2015/12/18 18:18:22 | 1450459104457 2015/12/18 18:18:24 <null> | 1450459124000 1450459124000
94 info.guardianproject.browser 1450459106692 2015/12/18 18:18:26 | 1450459107923 2015/12/18 18:18:27 <null> | 1450459124000 1450459124000
96  org.torproject.android 1450459466971 20%?{12/]]?&8“ ZettllzeGar}‘t%nSOttSQ‘ttSMOS 2015/12/18 18:24:43 <null> | 1450461534000 1450461534000
97 org.torproject.android 1450459535906 2015&2/18 18:25:35 | 1450459649363 2015/12/18 18:27:29 <null> ' 1450461534000 1450461534000



SYSTEMAND DATA FOLDER

OTHER FILES

= \system\batterystats-checkin.bin

= \system\AppOps. XML

= \system\procstats\state-YYYY-MM-DD-HH-MM-SS.bin

= \data\com.android.vending\databases\library.db

= \data\com.android.vending\databases\package verification.db

= \data\com.google.android.partnersetup\shared prefs\ApplicationHidingPreferences.xml
= \data\com.samsung.android.sm\databases\sm.db

= \data\com.google.android.googlequicksearchbox\databases\icingcorpora.db
https://t.mel/learningnets



ANALYSIS METHODOLOGY — PART 2

G DEVICE PHYSICAL G
BROWSINGWITH ORWEB ACQUISITION

Visited sites

genoacfc.it
thehiddenwiki.org
rso4hutlefirefgp.onion
torlinkbgs6aabns.onion
xfnwyig7olypdqg5r.onion
dfrws.org

luccacomicsandgames.com

starwars.com https://t.me/learningnets



ORWEB APPLICATION FOLDER
\DATA\INFO.GUARDIANPROJECT.BROWSER\APP_WEBVIEW\COOKIES

COOKIES DATABASE

host_key

rsodhutlefirefqp.onion SQ Lite DB

Temporarily store website Cookies
nwyig7olypdq5r.onion

Shckr.com
Shckr.com . .

o Information not Information about
SIVISCCHCORICIINGHImMEs.com immediately deleted previously visited sites

adv.luccacomicsandgames.com

adv.luccacomicsandgames.com Unallocated space

adv.luccacomicsandgames.com inside DB file and

adv.luccacomicsandgames.com Cookies-jou rnal
https://t.mel/learningnets



ORWEB APPLICATION FOLDER

\DATA\INFO.GUARDIANPROJECT.BROWSER\CACHE\ORG.CHROMIUM.ANDROID_WEBVIEW

CACHE FOLDER

Specific structure of cache element

Header
305C 72 A7 IB 6D FB FC 05 00 00 00

Encoded content (i.e. |PG file)

HTTP response with DATE and TIME

Offset (h)

00000000 |30 5C 72 A7 1B 6D FB FC 05
E7 °F El 36 00 00 00 00 68

00000010
00000020
00000030
00000040
00000050
00000060
00000070
00000080
00000090
000000A0
000000B0O

00 01 02 03 04 05 06 07 08

09 0&a 0B OC

00 00 00)4a

00007960
00007970
00007980
00007990
000079A0
000079B0
000079C0O
000079D0
000079E0Q
000079F0
00007200
00007210
00007220
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G.26. http //g
enoacfc.lt/wp co
ntent/gallery/1lu
glio-2015/TanoPr
ess_Srl 140618.3
pgov@va..JFIF....
. .VPb.;CREATO
R: gd-jpeg v1.0
(using IJG JPEG
v62), quality =
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8:29 GMT.Last-Mo

LHTTP/1.1 200
&Content—Leng
th: 30926.ETag:
"78ce-523cda354b
gbg8".Date: Fri‘
18 Dec 2015 16:0

dified: Thu, 05

Nov 2015 16:29:5
9 GMT.Server: RAp
ache/2.4.10.Acce

pt-Ranges: bytes
.Content-Type: 1i
mage/Jipeg.......

127.0.0.1...9...




ANALYSIS METHODOLOGY — PART 3

Visited sites

thehiddenwiki.org

ADDED
GENOACFC.IT TO
BOOKMARKS

3g2upl4pgbkufc4m.onion

wikitjerrta4qgz4.onion

BROWSING
WITH ORFOX

easycoinsayj/p5l.onion

torbox3uiotébwchz.onion a
bodvbuild: DEVICE PHYSICAL
odyburiding.com ACQUISITION

genoacfc.it

volleyball.org

https://t.me/learnin t
atpworldtour.com "



ORFOX APPLICATION FOLDER
\DATA\INFO.GUARDIANPROJECT.ORFOX\FILE\MOZILLA\<ID>.DEFAULT

root@k1te:/data/data/info.guardianproject.orfox/files/mozilla/9wks9tiv.default # 1s
- ul_ a"o 0 2016-01-15 17:10 .parentlock
uO_a7 2016-01-05 : HTTPSEverywhereUserRules
ul_ 208 2016-01-15 17:37 SiteSecurityServiceState.txt
u0_ 2016-01-15 17: blockTist.xml
u0_ 2016-01-05 : browser.db
u0_ 2768 2016-01-15 17:37 browser.db-shm

STORE TEMPORARY FILE e sl i R
DURING BROWSER ACTIVITY Ta7s 0"

a7
a7
a7
a7
a7
a7

a7 2 2016-01-05 - cookies.sqlite

a7 8 2016-01-15 17: cookies.sqlite-shm
u0_a7
u0_a7

a7

a7

a7

a7

a7

a7

a7

a7

a7

2016-01-15 17: cookies.sqlite-wal
2016-01-15 17: extensions
ul_ 193 2016-01-15 17: extensions.ini
ul_ 7 2016-01-15 17: extensions.json
ul_ 2016-01-05 : extensions.sqlite
"W _a7 ul_ 8 2016-01-05 : formhistory.sqlite
Browser.db-wal "a78  ul_ 2016-01-05 16:01 gmp
WX 78 u0_ 2016-01-05 : ?mp—gmpo enh264
ul_ 3 2016-01-15 17:37 health.db
ul_ 2016-01-15 17:37 health.db-journal
u0 2016-01-15 17: Tock -> 127.0.0.1:+15172
37 2016-01-15 17: preisijs . :
2016-01-15 17: profile_info_cache.json
Tabs'db Tabs,db: 2016-01-15 17: 32 {‘eadercache .
2016-01-15 17: revocations.txt
e current Tabbed sites 2016-01-05 16:01 safebrowsing
7 2016-01-05 : search.json ol
. 2016-01-15 17:07 sessionstore.bak
Tabs‘db-wal' 2016-01-15 17:37 sessionstore.js
. . 2 D - - 7 . s : S. .S
Jabs.dbwal * previouslyTabbedsites 1| ° 30i¢ 01 12 17:23 srireie i
2 2016-01-05 : Jucgestedsites.json
o0 2016-01-15 17:3 Hg db
32768 2016-01-15 17:37 tabg.db~shm
72 2016-01-15 17:37 tabs.db-wal
7 2016-01-05 : times.json
2016-01-05 :02 webappsstore.sqlite
2016-01-15 17: .ebappggtore 3q11te Jhm

’J C’) C’) C’) C’J C’J C’) C’) C’) C’J C’J C’) C’) C’) C’J C’J C’J C’) C’) C’J




ORFOX APPLICATION FOLDER

\DATA\INFO.GUARDIANPROJECT.ORFOX\FILE\MOZILLA\<ID>.DEFAULT

= “| 1009&. 18:20

BROWSER.DB-WAL
Q, Search or enter address
Cyber Certifications | Researchhttps://www.sans.org/€
encyclopediahttps://en.m.wikipedia.org/wiki/Genoa€
. _ ehttp://gencacfc.it/€ RWMRF , ¥ zrmCHvI69md
e v R N!, R N!,cGduvBul97k\ 3M 3 Firefox Marl
7 3 EANS Information Security Training |
RF% -v RF% -08A ecdfx198u| W % Genoca - Wikipedia, the free
RF!FL RF!FIAuvNDEwWNYVzKa I3 $ Genoa Cfc a€"™ Official Websit
-c $ Firefox: Supporthttps://support.mozilla.org/products/mobil
etplacehttps://marketplace.firefox.com/ P R N!, RN! YfTwi-1ldqgoLx]j KS
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ANALYSIS METHODOLOGY — PART 4

UNINSTALL DEVICE PHYSICAL
ACQUISITION
Orbot uninstall

Orweb uninstall

Orfox uninstall

https://t.mel/learningnets



RESIDUAL TRACESAFTER UNINSTALL

= \system\powerManager

= \system\usagestats\monthly - \usagestats\weekly - \usagestats\yearly

= \data\com.android.vending\databases\localappstate.db

= \data\com.android.vending\databases\library.db

= \data\com.android.vending\databases\package verification.db

= \data\com.google.android.googlequicksearchbox\databases\icingcorpora.db

= \data\com.google.android.partnersetup\shared prefs\ApplicationHidingPreferences.xml
= \data\com.samsung.android.sm\databases\lowpowercontext-system-db

= \data\com.samsung.android.sm\databases\sm.db
https://t.me/learningnets



PROPOSED INVESTIGATION METHODOLOGY

\SYSTEM \DATA \INFO.GUARDIANP \INFO.GUARDIANP
PROJECT.BROWSER ROJECT.ORFOX

- PACKAGES.LIST - LOCALAPPSTATE.DB - \COOKIES - BROWSER.DB- |
]
. PACKAGE- . LAUNCHER.DB . \CACHE EWAL |
USAGE.LIST - LOWPOWERCONTEX . :-S'-l'-Rl-N-G-ITIERISEI;--i ': TABS.DB :
- POWERMANAGER T-SYSTEM-DB ISEARCH u «t TABS.DB-WAL |
\[305C72A7 IB6DFB! Lo '

« RECENT _TASKS jFC 05 00 20_021____:

- USAGESTATS
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