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Housekeeping - audio

Select “Computer audio” to join via VOIP

OR

Select “Phone call” to dial in
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O Computer audic
@ Phone call
Dial: -
Access Code: | - e
Audio PIN: © #

BE United States

Problem dialing in?

[Enter a question for staff]

‘Webinar IDx 385-694-775
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Housekeep|ng File View Help @B~ _EHExX
¥ Audio )
Sound Check =m0 7

@ Computer audio
O Phone call

Please note the following:

% MUTED
Microphone (Realtek High Defin.,

« All attendees are muted
« Webinar is being recorded
Q&A will be held at the end

« Submit questions via the Question Section located in the
operator panel

Speaker/HP (Realtek High Definit...

* Questions

« Webinar replay and slides will be shared after the event

[E'ntera question for staff]

Webinar ID: 385-654-779

&) GoToWebinar
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Agenda

Welcome and Introductions

Understanding Cellebrite’s exclusive automatic EDL capability that bypasses device locks and
provides fast physical extraction

Detecting EDL mode and accessing Qualcomm chipsets for forensically sound mobile device
analysis — two cases studies

Best practices and other hardware/software techniques to enter EDL mode and perform physical
extractions

Q&A
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Today’s presenters

Scott Lorenz has been a Texas Police Officer since
1993, a licensed private investigator in Texas since
2003, and currently Chief Forensics Analyst for Centex
Technologies. Scott is a member of the faculty and
Professor of Criminal Justice at Central Texas College
and frequent instructor in the police academy. Scott has
been conducting digital forensics investigations since
2009, and conducts examinations for multiple state and
local police agencies in state and federal criminal
investigations. Scott is a moderator on the Mobile
Device Forensics and Analysis group.

i, Cellebrite

Shahar Tal is Vice President of Research at
Cellebrite Security Research Labs. Shahar joined
Cellebrite in 2015 to lead the mobile forensics
extraction research group. Prior to joining Cellebrite,
he led a vulnerability research group at Check Point
and also served 9-years in the Israeli army holding
different technological leadership roles. Shahar is a
frequent guest speaker at world-renowned security
and forensics conferences, including DEF CON, CCC,
MFW and many others.
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Emergency
Download (EDL) mode
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SRL - Security Research Labs

Traditional forensic extraction methods mainly required reverse engineering
» Discover hidden vendor commands and low-level protocols
* Analyze device internals, map access to flash memory

In recent years we have seen dramatic changes to the extraction landscape
» Industry awareness to security and data protection has grown

* Processor performance allows commodity implementations of advanced
encryption schemes (Android FDE)

Modern methods require security research —
We research and discover vulnerabilities that allow forensic evidence extraction.

i, Cellebrite
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What is EDL?

Qualcomm Emergency Download Mode (a.k.a. QDLoader 9008)

A rescue mode targeted for phone diagnostics & repair

* Faults and errors on boot will default into EDL

« Exposes protocol to allow low-level technical recovery

* Requires digitally signed “programmer” files per model

Inherent feature of Qualcomm chipsets

* Not always easily accessible

 Not to be confused with other “Download Modes”

i, Cellebrite
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What is EDL?

Support tools available (QPST/QFIL)

Bl TPST Softweie Downlosd - w0
Optious  Help
Qualcomm Product S s e e
Support Tool e @ e —
Prane image: (] Brnmse
v 274530 Basibmge: L[]
3PC OO0 | e By ot 0L [ G P[] Auto Backup Resiors: B
[t ]
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Entering EDL

Device manufacturers can plan and design how a specific phone model enters EDL.
« A common method is a key combination on power up — e.g. holding Vol+ and Vol-
* Another standardized method in cases where ADB is available is ‘adb reboot edl’

« Sometimes a special cable (designated lab cable) will signal the device to enter
EDL

Some vendors choose to avoid easy access to EDL altogether, since they have their
own flashing modes and protocol implementations (LG LAF, Samsung Odin, etc).

Some hardware methods, however, are built into the chipset, and cannot be disabled
or removed by the manufacturer - they always remain available

i, Cellebrite
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EDL extraction
In practice

i Cellebrite
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EDL extraction in practice

Cellebrite’s EDL method of extraction is a viable and sometimes a superior alternative to
advanced techniques, such as JTAG, ISP, and Chip-off.

 Many EDL extractions can be accomplished without training in advanced techniques
and without invasive measures.

« Itis possible to use Cellebrite’s EDL method on devices that do not function due to
severe damage.

« With the EDL method, it may be possible to extract a complete physical image of a
device that may not be available via traditional methods.

Many EDL Extractions can be quickly and easily performed in the field allowing data to be
recovered and viewed at the scene of the crime.

The most powerful aspect of Cellebrite’s EDL extraction is the ability to decrypt physical
images from devices, which is not possible via JTAG, ISP and Chip-off.

i, Cellebrite
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Cellebrite’s EDL extraction possibilities

Extract devices with severe damage in minutes.

Extract a complete physical image of a device that may not be available via
traditional methods.

Extract devices as a viable and sometimes superior alternative to advanced
techniques such as JTAG, ISP, and Chip-off.

Extract devices without training in advanced techniques and without invasive
measures.

Extract devices quickly and easily in the field allowing data to be recovered and
viewed at the scene of the crime.

Extract locked, encrypted devices resulting in a full decrypted physical image.

i, Cellebrite
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EDL extraction test — encrypted Alcatel 5044R

« Alcatel 5044R: AKA idealXCITE

« AT&T Prepaid

« 8GB Storage

* Processor — Qualcomm MSM8909
« OS /Platform — Android 7.0

* Not encrypted out of the box

» Test phone encrypted by Lorenz

i, Cellebrite

https://t.me/learningnets

Model:5044R

HW 03 HAC:M4IT3
Made in China
FCC ID:2ACCJB079

I
SKU: 60308

@)
AR OIET AR
[E 014827002818946




EDL extraction test — encrypted Alcatel 5044R

_ _ Pattern Locked
Most phones running Android

6.X and above are encrypted
when purchased.

There are exceptions as with
this one but they are easily
encrypted by the user.

el up/change password

Device data reset password

Sel up/change pagsword

This phone only took a few
minutes to encrypt.

Metwork reset password

Pattern Locked

i, Cellebrite
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EDL extraction test — encrypted Alcatel 5044R

_ _ BRE Alcatel idealXCITE 5044R RNl
Without Cellebrite’s EDL | i AT&.T Prepaid . . {vade in i
Capab|l|t|es phyS|Ca| eXtraCtionS .: Android 7.0 n::.-:}lin-l;a": not encyrpted [BUZ6T 46 Gap nin. G 1
are limited with this phone if i o s

locked.

ISP is possible but data is not
exposed (as with many Alcatels),
requiring advanced procedures in
the lab.

Chip-off is risky. If the device is
encrypted the evidence will be
destroyed.

USB without battery in place

i, Cellebrite
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EDL extraction test — encrypted Alcatel 5044R

With the EDL method all

that is required is:

« stock USB cable

« UFED Ultimate 4PC or
Touch / Touch 2

i, Cellebrite
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EDL extraction test — encrypted Alcatel 5044R

UFED 4PC 8 % @

L &
Begin by clicking

“MOb' Ie DeV|Ce” Mobile device SIM card Mass storage device

o]

UFED camera Drone
21:08 2/15/2018 <.. Cellebrite

i, Cellebrite
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EDL extraction test — encrypted Alcatel 5044R

Type “5044r” in the manual
search bar and then click on the
device photo

Alcatel
5044R idealXCITE

AutoDetect

i, Cellebrite
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Browse manually




EDL extraction test — encrypted Alcatel 5044R

< | & Home

Alcatel » 5044R idealXCITE » Select Extraction Type

@ Logical Extraction

% 7 File System Extraction

Select “Physical Extraction —
Lock Bypass” | Physical Extraction (S

Capture Images

Capture Screenshots

Alcatel 5044R idealXCITE

i, Cellebrite
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EDL extraction test — encrypted Alcatel 5044R

< | & Home

Alcatel » 5044R idealXCITE » Physical Extraction » Select Mode

Type to search..

©) ©) ©) @ O

Advanced ADB - Boot Loader Decrypting Boot
(Generic) abEEooicd) (Recommended) Loader

Select “Decrypting Boot Loader”

i, Cellebrite
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EDL extraction test — encrypted Alcatel 5044R

< | @& Home

Alcatel » 5044R idealXCITE » Physical Extraction » Select Extraction Location

Select your target location for the
extraction and then click “Next”

Alcatel 5044R Current path:
idealXCITE D:\5044R Decryption Tests
using Cable A
with black tip
T-100

i, Cellebrite
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EDL extraction test — encrypted Alcatel 5044R

When arriving at this screen, the
“Continue” button should be grey @ Home
- nOt aCtlve Alcatel » S044R idealXCITE » Physical Extraction » Waiting for Device

Follow the UFED instructions on — Conrec the source devee e E A potolioame e o=
the screen.

idealXCITE
5044R idealXCITE:
To enable device connection:

The battery should be fully charged.

1. Remove the battery and SIM card from the device.

2. Re-insert the battery (without the SIM card).

* If the battery is not removable, power off the device.

3. Leave the device powered off.

4. Simultaneously, press and hold the Volume Up and Volume Down keys for
using Cable A 5 seconds, and then connect the device to the UFED 4PC.
with black tip 5. Wait until the “Entering Download mode!” appear on the device’s screen.

Ui 6. Press and hold Volume Up key for 5 seconds.

7. Press Continue.

i, Cellebrite

https://t.me/learningnets



EDL extraction test — encrypted Alcatel 5044R

After removing the SIM and reinserting the
battery, follow the button procedure as
instructed. When done correctly, the
download screen will appear and then turn
black after the final step. Press “Continue”
when the button becomes active.

i, Cellebrite

Alcatel
5044R
idealXCITE

using Cable A
with black tip
T-100

3 Home

Alcatel » 5044R idealXCITE » Physical Extraction » Waiting for Device

Connect the source d
disconnect and then

e USB port on the computer. If the device is already connected,

5044R idealXCITE:

To enable device connection:

The battery should be fully charged.

1. Remove the battery and SIM card from the device.

2. Re-insert the battery (without the SIM card).

* If the battery is not removable, power off the device.

3. Leave the device powered off.

4. Simultaneously, press and hold the Volume Up and Volume Down keys for
5 seconds, and then connect the device to the UFED 4PC.

5. Wait until the “Entering Download mode!” appear on the device's screen.
6. Press and hold Volume Up key for 5 seconds.

7. Press Continue.

Continue )

——
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EDL extraction test — encrypted Alcatel 5044R

The UFED will go through several screens
before you will be prompted to disconnect
the device, remove the battery and use the
button combinations to place the device in
EDL mode exactly as you did the first time.

The procedure is easy for this device and
only takes a few seconds. The “Continue”
button will remain active during this
procedure.

Initializing step 4 out of 6.

Continue

Alcatel 50440
idealXCITE
using Cable A with blad
tip T-100

After repeating the steps as before, click
“Continue”.

i, Cellebrite
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EDL extraction test — encrypted Alcatel 5044R

&l Home

Source

The UFED will go through step 5 and 6 ey gt e B s it
then to the executing screen. This can take

a cou ple Of minutes_ Initializing step 6 out of 6. - Ls;n.;c'gﬁ?o'xﬂfmm

tip T-100

Alcatel 5044E
IdealXCITE
using Cable A with black
tip T-100
¥ -
Extraction
to local drive

Extraction
to local drive

Time Remaining : ----i--

i, Cellebrite
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EDL extraction test — encrypted Alcatel 5044R

After executing, the UFED will begin

extracting a decrypted physical image from

the phone.

This process takes about 24 minutes on

this device.

i, Cellebrite

Alcatel 5044R idealXCITE
using Cable A with black tip
T-100

Source

Reading File
File: 1
blk0_mmcblk0.bin

’—Progress: .

Extraction
to local drive

Target

Time Remaining : 00:06:47
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EDL extraction test — encrypted Alcatel 5044R

When finished you can open the device or
navigate to the .ufd file and open the
device.

i, Cellebrite

Home

‘—ﬁ l:-l & cut

Quick Copy

A || « UFED Alcatel S044R idealXCITE 2018 02_15 (001) » Physical Decrypting Boot Loader 01
A Name » Date modified Type
7 Quickace
[— -Alcatew_mr{idealxcwaum 2/15 UFED Dump
A blk0_mmcblk.bin 2 VLC media file (.bi...
® Crea# £ blk32_mmeblkorpmb.bin VLC media file (bi...
I Desk [ tog.bet Text Document
[E pocu# ¥ procdataip Compressed (zipp..
=1 Dot >

Extraction Summary

Extraction completed successfully

Source: 5044R idealXCITE
Target: Local Drive (Physical Decrypting Boot Loader 01)

PA  Open with UFED Physical Analyzer
@ Show in Folder

+  Additional Extractions

Share View

sl Copy path
pste o DR

Maove Copy Delete Rename  New
[] Paste shorteut g+ - folder

lipboard Organize

B x _:@ T New item ~
& TE £ Easy access -
Properties

New
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EDL extraction test — encrypted Alcatel 5044R

The test resulted in completely decrypted
user data partition.

28 minutes total time elapsed from
beginning the procedure with the UFED
Ultimate 4PC, placing the device in EDL
mode to extracting, opening and parsing
the data.

'r

=
g :
: = —
I El- EEIIE

The only tools needed are a laptop with
UFED Ultimate 4PC and UFED Physical
Analyzer installed, and a stock cable or
Cellebrite’s Cable 100.

Because this procedure is simple and fast,
evidence can be seized, decrypted,
extracted, parsed and viewed at a crime
scene or the scene of a search warrant.

i, Cellebrite
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EDL extraction case study:
Narcotics investigation — badly damaged device

Intake:

* Device was seized in
an off-state

« Badly damaged

* Appeared completely
inoperable

i, Cellebrite
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EDL extraction case study:
Narcotics investigation — badly damaged device

Intake: Signs of possible water damage, swollen batteries, or unknown
conditions mean that attempts to charge or power-on the device could
cause further damage.

i, Cellebrite
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EDL extraction case study:
Narcotics investigation — badly damaged device

Intake:

» |dentified phone as ZTE
/812, aka: ZTE
Overture 2 / Maven

« Battery ruptured

ZTE &

o™
-—
o0
N
<
o
o
=

SKU:ST324

HW:wuza
Made in China

i, Cellebrite
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EDL extraction case study:
Narcotics investigation — badly damaged device

Is the ZTE Z812 a candidate
for possible EDL extraction?
How do you make this
determination?

STEP 1: Check with Cellebrite
UFED Ultimate 4PC or Touch?2

* In this case the phone was badly
damaged so AutoDetect through
USB is not advised.

* Type in “Z812” then filter down to
the device.

» Click on the device photo. RuitoDiice: e T

i, Cellebrite
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EDL extraction case study:
Narcotics investigation — badly damaged device

Checking for EDL support
< | @& Home

ZTE GSM » Z812 » Select Extraction Type

STEP 1: Check with Cellebrite (&)  Logical Extraction

C

UFED Ultimate 4PC or Touch2

« The UFED reveals there is
support for a physical Li
extraction of a locked device
for the Z812. et e

» Click on “Physical Extraction” =
for details on the next screen.

b
’ File System Extraction

Physical Extraction | @f

Capture Screenshots

ZTE G5M 7812

i, Cellebrite
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EDL extraction case study:
Narcotics investigation — badly damaged device

Checking for EDL support

ADB (Rooted) - N . Decrypting Boot Loader
(Recommended)

STEP 1: Check Cellebrite
UFED Ultimate 4PC or Touch2

» Click on “Boot Loader
(Recommended)”

i, Cellebrite
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EDL extraction case study:

Narcotics investigation — badly damaged device

Checking for EDL Support

STEP 1: Check Cellebrite UFED
Ultimate 4PC or Touch2

The extraction instructions listed here
indicate that this is an EDL extraction.
However, the condition of this device
means that you will have to seek an
alternate method to place the device in
EDL.

*Note: Using alternate methods of achieving
EDL for an extraction can be accomplished
under the device profile or using the generic
Qualcomm physical extraction.

i, Cellebrite

using Cable A
with black tip
T-100

ZTE GSM » 7812 » Physical Extraction » Waiting for Device

Connect the sol device to the USB port on the computer. If the device is already connected, disconnect and
then rec: e\

Z812:
To enable device connection:
The battery should be fully charged.

1. Remove the battery and SIM card from the device.

2. Re-insert the battery (without the SIM card).

* If the battery is not removable, power off the device.

3. Leave the device powered off.

4. Simultaneously, press and hold the Volume Up + Volume Down keys and connect the
device to the UFED 4PC. Then wait for at least 10 seconds (while holding the buttons) until
the Continue button is enabled.

5. Press Continue.
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EDL extraction case study:
Narcotics investigation — badly damaged device

Checking for EDL Support
STEP 2: Determine what processor the ZTE Z812 is running.

A device may not be supported under the device profile in the UFED. It is still possible to
extract a device via the EDL method under the generic method depending on the processor
used by the phone.

There are various resources for determining what processor a phone is running. Here are a
few:

www.phonescoop.com

¢ www.gsmarena.com

» https://www.fcc.gov/oet/eal/fccid

» http://phonedb.net/index.php?m=device

i, Cellebrite
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EDL extraction case study:
Narcotics investigation — badly damaged device

Checking for EDL Support

STEP 2: Determine what S — F |
processor the ZTE Z812 is - . T 8916 —
running. " | b

i |
AUR55419 |
U160900 il

{:*.

Manual Inspection of the
Device may be a fairly easy
option for some phones. In this
case, removing the logic board
and the heat shield covering
the processor was relatively
easy.

i, Cellebrite
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EDL extraction case study:
Narcotics investigation — badly damaged device

PIROS Y  |opigee iy mmm:
Checking for EDL Support - — T eeen
::Z::sﬁ,,de, ZTE 6;1;rtﬁre 2 | Maven E
STEP 3: Is the device encrypted? cows [l e e e =
Many of the same databases used to research el )
the processor can be used to determine whether N
the phone will likely be encrypted or not. g

Phones shipped with Android 6 or higher are 3 =
likely to be encrypted “out of the box”.

The Z812 was released running Android 5.0 so it e
is not likely to be encrypted.
aet c " b -t Weight ;Dl 134 g
..... e e rl e ‘ Zi;nfe:i;ns :,S:xjsgxeflzén 135x 66 x 9.9 mm
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EDL extraction case study:
Narcotics investigation — badly damaged device

Overview of Assessment:

» ldentified phone as ZTE 2812,
aka: ZTE Overture 2 / Maven

» Battery ruptured

* Unknown other damage

* Processor — MSM8916 is
supported for EDL extraction

* Phone is likely not encrypted

* Phone will not pull with
conventional methods due to
damage

i, Cellebrite
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EDL extraction case study:
Narcotics investigation — badly damaged device

Overview of Assessment: Why EDL?

y ZTE 2812 - Overture 2 / Maven  |CRE
Before Cellebrite’s EDL method of extracting IR EDL Pull Okay (T
devices, this phone and other damaged phones N VccQ CLK IMEI:869578021054304
like it, would have to be extracted using ¥ = m S W m LR
advanced techniques like JTAG, ISP, or Chip- 4 i fn i ﬁ_g;g ",.“ & - @[Il@@!@[p o
off. I e Rl | coa TRl (] |
While those techniques are reliable and produce b B ey = | QUALCOMM |
forensically sound physical extractions, they f e AT . MSMB_Q'I 6
require training, additional equipment or D . : 'I.V'V o
hardware, and practice. '
Another limitation of JTAG, ISP and Chip-off is i B : AR51761 .
that these methods will not work on encrypted B i s : K053900

devices as there is currently no means to
decrypt physical images after extraction.

Cellebrite’s EDL method can decrypt data as it is
being extracted from the device.

i, Cellebrite
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EDL extraction case study:
Narcotics investigation — badly damaged device

STEP 4: Putting a device into EDL Cellebrite’s EDL Cable # 523
mode. .

With this ZTE Z812, ADB and other
automated functions offered by the UFED
will not work because the phone is not
functioning.

Button combinations will likely not work
without power and a functioning phone.

Using an EDL cable or shorting the
eMMC are possible methods to get the
phone in EDL mode.

Using an EDL cable should be attempted
before attempting to short the eMMC.
i.¥" Cellebrite
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EDL extraction case study:

Narcotics investigation — badly damaged device

STEP 4: Putting Device in EDL
mode.

Before attempting an EDL extraction with
the UFED Ultimate 4PC with a damaged

device, it is best to test the method(s) you
intend to use to initiate EDL.

On Windows systems it is possible to
detect EDL mode when the device is
connected via USB and the right
conditions are met. Sometimes this may
happen immediately and sometimes a
driver may install.

i, Cellebrite

:E' Computer Management
File Action View Help

o rE HE 2

_g' Computer Management (Local
v '[f* System Tools
> @ Task Scheduler
> @ Event Viewer
» @i Shared Folders
» &% Local Users and Groups
> @ Performance
;_.'! Device Manager
v 25 storage
= Disk Management
y :ﬂ@ Services and Applications

~ -_.-} 1-5cott-Pc
> i Audic inputs and outputs
> i Cellebrite Devices
> E__i Computer
b Disk drives
» @ Display adapters
3 = DVD/CD-ROM drives
> F# Human Interface Devices
> =@ |DE ATA/ATAPI controllers
» % Imaging devices
» B2 Keyboards
> 0 Mice and other pointing devices
» [ Monitors
> [? Metwork adapters
> @ Portable Devices
v @ Ports (COM &LPT)
ﬁ Communications Port (COM2)

Printer Port (LPT1)
ﬁ Qualcormm HS-USB GQDLoader 9008 (COM31)I
[~} Wirtual Serial Port wd (COM4)

ﬁ RIM Virtual Serial Port v2 (COME)
> 1 Print queues
» n Processors
> [,;, Smart card readers
> l Software devices
> W Sound, video and game controllers
> & Storage controllers
> [fm System devices
» I? Tableau Drivers
> i Universal Serial Bus controllers

Actions

More Actions
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EDL extraction case study:
Narcotics investigation — badly damaged device

STEP 4: Putting Device in EDL
mode.

Because this ZTE Z812 is so badly
damaged with no working battery. |
attempted to place it in EDL mode using
only the Cellebrite EDL Cable # 523 and
USB power from a windows PC.

* Connect the cable to the device.

* Make sure the selector switch is set
to EDL.

* Press and hold the EDL button while
connecting it to the PC.

* Release the EDL button when
connected.

i, Cellebrite
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EDL extraction case study:

Narcotics investigation — badly damaged device

STEP 4: Putting Device in EDL
mode.

Once releasing the EDL button after
connecting to the PC, an audible
handshake will occur, device manager
will refresh, and the device is now in EDL
mode as show in device manager.

After confirming EDL mode can be
achieved on the Z812, without a battery
using cable # 523, the process will have
to be repeated in conjunction with the
UFED.

Disconnect the cable from USB and open
the 4PC. Cable 523 can remain
connected to the Z812.

i, Cellebrite

MNetwork adapters

Portable Devices

Ports (COM & LPT)

ﬁ Communications Port (COM2)

Printer Port (LPT1)
ﬁ Qualcomm HS-USE QDLoader‘)DOS(COM31]I
Virtual Senal Port w2 (COM4)

ﬁ RIM Virtual Serial Port w2 (COME)

Print queues

> =
> 0
> lal
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EDL extraction case study:

Narcotics investigation — badly damaged device

STEP 5: Extracting the Z812

with the UFED via EDL method.

After confirming that the 2812 can be
placed in EDL mode with cable # 523, it
has been disconnected from the PC and
is no longer in EDL mode. (Devices with
no battery are no longer in EDL mode
when disconnected from USB)

Leave the device disconnected from the
PC.

Begin navigating through the menus of

the UFED to extract the device by
selecting “Mobile Device”

i, Cellebrite

UFED 4PC

Version 6.5.0.702

Mobile device

SIM card Mass storage device

Fo

UFED camera

18:12 1/29/2018

Drone

https://t.me/learningnets
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EDL extraction case study:
Narcotics investigation — badly damaged device

STEP 5: Extracting the Z812
with the UFED via EDL method.

Even though the Z812 is supported for
EDL under the Z812 profile, this EDL
extraction cam be performed under the
generic Qualcomm options.

Start typing the word Qualcomm in the
manual search bar. Three options will gty i ol
appear.

Because this Z812 is presumed to be
unencrypted, select “Smart
Phones/PDAs Qualcomm”

AutoDetect Recently Used Browse manually

i, Cellebrite
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EDL extraction case study:
Narcotics investigation — badly damaged device

< | & Home

Smart Phones/PDAs » Qualcomm » Select Extraction Type

STEP 5: Extracting the 2812 , R
with the UFED via EDL method. £3 roetens —

{ﬁfa_‘—}:‘\ Capture Images
/f P g

Select “Physical Extraction Lock Bypass”

Smart Phones/PDAs Qualcomm
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EDL extraction case study:
Narcotics investigation — badly damaged device

STEP 5: Extracting the Z812 with < | @ Home
the UFED via EDL method. s e o

Select “Generic Qualcomm EDL
(Recommended)”

This method is used as an option when the
examiner is placing the device to be
extracted in EDL mode via external
methods.

«  eMMC shorts

* Test points

« EDL Cables

* Button Combinations

« ADB using command line

i, Cellebrite
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EDL extraction case study:
Narcotics investigation — badly damaged device

STEP 5: Extracting the Z812 with (@l Home

Smart Phones/PDAs » Qualcomm » Physical Extraction » Select Extraction Location

the UFED via EDL method.

Choose a target location for the extraction.

Click Next.
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EDL extraction case study:
Narcotics investigation — badly damaged device

STEP 5: Extracting the Z812 with
the UFED via EDL method. se———

When reaching this screen the “continue”

button should be grey. This is because the
device to be extracted is not connected to
the PC yet and is not in EDL mode.

The UFED describes a variety of different
methods for placing devices in EDL mode.
The test conducted on the Z812 before
starting the UFED demonstrated that using
Cellebrite’s EDL Cable # 523 will place the
device in EDL mode.

The steps taken to achieve EDL during the
initial test should be duplicated here.
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EDL extraction case study:
Narcotics investigation — badly damaged device

STEP 5: Extracting the Z812 with e
the UFED via EDL method. e P

Repeating the steps described earlier at this
point in the UFED menus will place the 2812
back in EDL mode and the “Continue” button
will become active. An audible handshake
will occur and device manager will refresh.

Click “Continue”.
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EDL extraction case study:
Narcotics investigation — badly dama

STEP 5: Extracting the Z812 with
the UFED via EDL method.

After hitting the “continue” there will be two
initializing screens.

i, Cellebrite

ged device

Smart Phones/PDAs

udicomm

using USB cable Original
Cable

uuuuuuuuuuuuuu

Initializing step 1 out of 2.

Pleasa Walt...

‘r

Extraction
to local drive
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EDL extraction case study:
Narcotics investigation — badly damaged device

STEP 5: Extracting the Z812 with
the UFED via EDL method.

The final screen will be the physical dump.
Dump00.bin...
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EDL extraction case study:
Narcotics investigation — badly damaged device

STEP 5: Extracting the Z812 with
the UFED via EDL method.

After the extraction is completed you may
disconnect the device from the UFED.
Press “OK” Source Instructions

Qualcomm:
Extraction completed successfully, please remove and reinsert the battery.

* If the battery is not removable, please shut down the device.
Press OK to finish.
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EDL extraction case study:
Narcotics investigation — badly damaged device

STEP 6: Open Extraction

The extraction is completed and you can
open the extraction in Physical Analyzer
from this screen or navigate to the

extraction location and open the .ufdx or the
.ufd file.

Extraction completed successfully
Source: Qualcomm

Target: Local Drive (Physical Generic Qualcomm EDL (Recommended) 01)

PA Open with UFED Physical Analyzer

[0% show in Folder
Name Date modified Type Si

£ Dump00.bin

+  Additional Extractions Finish
F-9 1 VLC media file (bi...
& Dump01.bin 21 VLC media file (.bi...
é Dumpl2.bin 2/1 VLC media file (.bi...
_] log.bt 1 Text Document
- Smart Phones_PDAs_Cualcomm.ufd 1

UFED Dump
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EDL extraction case study:
Narcotics investigation — badly damaged device

Results

Other than any research that may
have to be done. This phone can
be extracted and parsed on a
laptop at the execution of a search
warrant or scene of a crime in
about 30 minutes.

For narcotics investigators, this is
an invaluable tool and can yield
almost immediate actionable
intelligence.

Before the EDL extraction method
this phone would have to be sent to
a lab with advanced capabilities.
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Cellebrite’s EDL (Emergency Download) extractions

Locked & Encrypted Destroyed Devices

« Extract locked, encrypted
devices

« Extract badly damaged
devices

« Extractions done in minutes
instead of hours

« Evidence on the scene instead == | NS
of in the lab

* Forensically sound extractions
of full physical decrypted
images

* No advanced training required

* No disassembly required for
many devices

Set up/change password

Device data reset password

Set up/change password

Metwork reset password

i, Cellebrite
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Tips and resources

i Cellebrite
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Enter EDL cheat sheet

Key combinations — e.g. holding Vol+ and Vol-
Cable 523

‘adb reboot edl’ (from FTM, too)

‘fastboot oem edl’

Test points

2R i

eMMC fault injection

Some hardware methods, however, are built into the chipset, and cannot be disabled
or removed by the manufacturer - they always remain available.

i, Cellebrite
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Entering EDL — eMMC faults (Shorting)

« Shorting the eMMC is one of
the most reliable methods of
placing a device in EDL. (Also
the most invasive)

« Experience with ISP and Chip-
off will be beneficial with this
method of introducing EDL.

» Knowing the location of CMD,
DO, and CLK pins on a device
will be useful if it is necessary
to short the eMMC to
introduce EDL

» Shorting the power lines is not
recommended.
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Entering EDL — eMMC faults (Shorting)

R TSR e
! [l 2:1:2310234 - Encrypted out of the box
« ZTE Z799VL aka: Majesty Pro I | ———————————— ! WL
- ZTE Z899VL aka: Majesty Pro Plus i o [ SRS i i
« Both devices have the same FCCID | "”’%";; VCCQ CLK e
— SRQ-Z799VL _-_ . . o
+ The ISP pinout for both devices is Sl e ciosizcis i

the same so we can use the pinout
to create EDL on either device.
* In this example we will short the
CMD on the Z899VL (not encrypted)
» The short is created by grounding
the CMD while introducing power to
the device.
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Entering EDL — eMMC faults (Shorting)

« Shorting ISP points usually ZTE e St aik wrless
. ] _FE [+ sﬂ-ZTﬁVL | MSMBQD
requires soldering because the IR ll| Anroid 6.0.1-ncrypted outorthebor (e
points are very small and the WCTIIEN Siroiont maic wiretess - oo T
Short may have to be app“ed L!-‘:lglaul!.-u’ytlil“”"l"" ::;2;03.1.1«01; Encrypted out the box [lrL!LIzIJ.ILn-uﬂlllll
while inserting a USB cable. {6 " @

(Also while holding power O e e e e
button with battery method) [ S

* The short may have to removed
or applied more than once

i e - -

during an extraction. ST (e e e eapon
* A microscope is preferable. g Sl

« A wire with a clip on one end is
preferable to apply and remove
the short.

« All power removed and battery
removed when soldering.
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Entering EDL — eMMC faults (Shorting)

« The wire with the clip too large
to solder to most ISP locations
so it is preferable to use a
smaller wire used for ISP and
JTAG for the portion soldered to
the device.

* The larger wire with the clip can
now be used to apply and
remove the ground by clipping to
larger locations on the device.

» Clipping to any metal portion of
the device will create the ground
needed to create EDL.
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https://t.me/learningnets



Entering EDL — eMMC faults (Shorting)

« With the clip attached to the
heat shield frame and the
other end soldered to the CMD
location, all that is needed is to
plug in the USB cable.

* No battery is required for this
method for extracting a device
that is not encrypted.

etwork adapters

« As with the Z812, EDL is L RS

orts (COM 8L LPT)

created as soon as the device :E“’Tm:”ﬁiiﬁ%" "

lcomm H5-USB QDLoade 9008(COM31]|

is connected to USB while
shorted.

» Test the method using device
manager.

Virtual Serial Port vd (COM4)
RIMVr‘t al Serial Port v2 (COME)
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Entering EDL — eMMC faults (Shorting)

* With the phone in EDL mode
remove the cable before
beginning the extraction.

» The short used to place the
device in EDL will prevent the
UFED from extracting if the
short is not removed.

* Practice using this method to
put the device in EDL before
opening the UFED 4PC.

» The same coordination with
the UFED as demonstrated
with the ZTE Z812 must be
followed with this method.
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Device support

Widely supported list: MSM8909, MSM8916, MSM8936, MSM8939, MSM8952
» Other chipsets are sometimes supported, but support is limited

If you can put the device in EDL, it is safe to try the Generic Qualcomm methods.

We are always working on supporting more devices, and hope to extend the
widely supported list in the future.

EDL and Decrypting EDL are available in UFED 7.1 released yesterday
* We have more very interesting methods in the pipeline for this year...
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Q&A

File View Help @B~ _EmOEx
* Audio i

Sound Check =mE 7

@ Computer audio
O Phone call

Please submit questions via the Question Section

located in the operator panel. % wMuTED

Microphone (Realtek High Defin., +

Speaker/HP [Realtek High Definit...

* Questions

[E'nter a guestion for staff]

Webinar 10x 385-694-779

&) GoToWebinar
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Wrap up and resources

i Cellebrite B
Practical guide for Qualcomm EDL extractions

Available in UFED 6.5 release notes published in
January 2018

4PC/Touch/UFED InField

Practical guide: Qualcomm EDL extractions

Movernber 21T
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L7 Cellebrite fowinse
Thank you

Scott Lorenz

Professor of Criminal
Justice at Central Texas
College, Chief Forensic
Analyst — Centex
Technologies

Shahar Tal
Vice President of Research
at Cellebrite Security

Research Labs
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