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A little DFIR with a touch of motivation
ﬂ Sarah Edwards

Blame High Five @4n6woman Off to a good start at #SANSsecuritywest
#DFIRFit with @B1N2H3X and

@HeatherMahalik

e Acquisition
e Analysis
e Scenarios

9 Lizzie &

Y’all, I'm so happy to see #dfirfit take off like
it has. We’'re all in this together. ¥

https://t.me/lea




A bit about us and our goals!

G‘ Heather Mahalik T Sarah Edwards
“" Ma \ : 4 WIT

#DFIRFit #Paris #FOR500

A special #dfirfit new year to my
@orangetheory homies!

18,766

TOTAL DISTANCE

8.74 mi

FLIGHTS CLIMBED




Acquisition Options

ﬁ e Includes tool backup/file system dumps
01307 ] e Not in unencrypted backups

Sarah Edwards

< Apple ID iCloud

APPS USING ICLOUD

a J-Michael Roberts

Did a run and didn't die. #DFIRfit

Date of Birth

Photos
Sex

e XML Files

Mail
Blood Type

Contacts
Fitzpatrick Skin Type

it Calendars
Wheelchair

Reminders

Notes

o Safari

. News

Home

¥ Health ™

iCloud Ba




XML Output — Big and Messy

e Compressed Zip File (ex: ¥~52Mb)

(@]

(@]

export.xml (ex: ~940Mb)

export_cda.xml (ex: ~240Mb)

Alissa Torres @sibertor - 6 Dec 2017
This afternoon in #FOR508 Day3 our focus is lateral movement #DFIRfit
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Health App Integration & Sources

[ Native " R

e Health.app — All Heath Data February was about closing rings and getting
o Artivi B - back to the gym. March is about continuing
Activity.app — Workout/Challenge Specific to put on the (e e #DFIRFIT. My wife and |
[3rd Party Apps have goals to meet N
e Diet (MyFitnessPal) 6606060606 5 - il To’ n
* Sleep Monitoring (Sleep++, Pillow) o P v ? ? ? ? ? (? ?
e Hardware (Scale, Blood Pressure Monitor, Fitbits, etc) ? ? ? ? ?3) ? ? 0000000
N \ - ( " N ' /19 20 21 " 2.2 23. 24 25.
Workout (Runkeeper, Couch25k) Z ? ? ©0©|4 ©0 ' ©0 O
[Integration with Apple Watch 00©© ©0 O

* May come from other devices too!

e ..or just tracking from iPhone (Steps, Manual workout
input)



Native Applications — Health & Activity

2:45+9
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4 Search

< Back Wed, Jun 6

-~ High | i
igh Intensity
N
o @ ®/ 3 Interval Training
Jun 6, 2018 = Open Goal
Today, Jun 6, 2018 9:32 AM - 10:33 AM
Favorites

Active Calories Total Calories

Total Time Avg. Heart Rate
1:01:02
Activity Heart Rate
Activity
Move
O Exercise Stand
/ 79/30MIN 4/12HRS

Add to Favorites 701 f480 calories 4
Weather

Show All Data ™ 67°
Humidity: 63%

Data Sour: Access

Unit Jlhlh...

500 oo oo
A ) A
= 4] w S (%) w

'Ilt Workouts Achievements Sharing Workouts Achievements
‘
JIUMep




Primary Health Databases
®Sarah5urzyn

Day 15 of #\ ‘ Halfway through the
journey of no grains, sugar, alcohol, dairy,
legumes, or junk food!

¢ healthdb.sqlite & healthdb_secure.sqlite

¢ Not SQLite, Appears Encrypted
¢ Potentially Sensitive Health Data




Database Contents — healthdb.sqglite

m‘ Brian Moran (Not Brain Morgan)
L\l

Swolemander Shoulder day.

Whether your motivation is or

e Other apps may provide health data too!
try your best to get a workout in today!

e

e Activity Sharing Account, Settings and More

e Cloud Sync
e Pairing Date




Database Contents — healthdb secure.sglite
_&’RobLee

Finished #DarkSideHalf today for my first
marathon finish. With @KelliTarala
@jamestarala #DFIRFit

e Medical
¢ Vaccination
e Allergy




Data Types — What are you looking for?




Forensic Scenarios — Pattern of Life

ﬁ Lizzie &

23 splat points. 545 calories. 52:40 time.
Halloween workout @orangetheory getting
#DFIRFIT in costume
#CoachesAndStaffNames #ldentityThief

e Locations & Frequency

e User has watch on or off
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« Search

ol D ®a)

Sun, May 20

Pattern of Life — Workout Metadata

- High Intensity
Interval Training
Open Goal
11:31 AM - 12:30 PM

e Location, Temperature, Humidity, Weather Conditions 7 Avington
e “Workout” data_id from Workouts Table Ea%car . BASGAL

Total Time Avg. Heart Rate
select datetime(samples.start_date+978307200,'unixepoch','localtime’) as "Start Date", " . 1 %
(samples.start P ) 0:59:16 1698PM

datetime(samples.end_date+978307200,'unixepoch’,'localtime’) as "End Date", samples.
data_id, metadata_values.numerical_value,metadata_keys.key

from samples Heart Rate
left outer join quantity_samples on samples.data_id = quantity_samples.data_id o
left outer join unit_strings on quantity_samples.original_unit = unit_strings.RowID ‘h; L . .
left outer join correlations on samples.data_id = correlations.object e Pl
left outer join metadata_values on metadata_values.object_id = samples.data_id o

left outer join metadata_keys on metadata_keys.ROWID = metadata_values.key_id
where samples.data_id = 3286355

doot ity e, et

COONODUTB_WN

-

Start Date End Date data_id numerical_value key Weather
2018-05-20 11:31:18 2018-05-20 12:30:34 | 3286355 | 3.0 _HKPrivateWeatherCondition ,. 820

2018-05-20 11:31:18 | 2018-05-20 12:30:34 | 3286355 HKTimeZone Humidity: 60%

2018-05-20 11:31:18 | 2018-05-20 12:30:34 [ 3286355 | 38.880229643481 ‘_HKPrivateWorkoutWeatherLocationCoordinatesLatitude

2018-05-20 11:31:18  2018-05-20 12:30:34 | 3286355 | 82.0 ‘HKWeatherTemperature

2018-05-20 11:31:18 | 2018-05-20 12:30:34 | 3286355 | 1. _HKPrivateWorkoutWaslnDaytime @ g 7‘( @

History Achievements Sharing

05-20 11:31:18 | 2018-05-20 12:30:34 | 3286355 b HKWeatherHumidity

2018-05-20 11:31:18  2018-05-20 12:30:34 | 3286355 . !i.(lagoosis?esmngitude
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« Search

Pattern of Life — Location & Frequency

select datetime(samples.start_date+978307200,'unixepoch’,'localtime’) as "Start Date",

datetime(samples.end_date+978307200,'unixepoch’,'localtime') as "End Date",
samples.data_id, metadata_values.numerical_value,metadata_keys.key

from samples

bl

left outer join quantity_samples on samples.data_id = quantity_samples.data_id

left outer join unit_strings on quantity_samples.original_unit = unit_strings.RowID

left outer join correlations on samples.data_id = correlations.object
left outer join metadata_values on metadata_values.object_id = samples.data_id

left outer join metadata_keys on metadata_keys.ROWID = metadata_values.key_id

where metadata_keys.key like "%Coordinates%"
order by "Start Date" desc

Start Date
2018-05-20 11:31:18

End Date
2018-05-2012:30:34

data_id
3286355

numerical_value

38.880229643481

Total Tim:

_Hi@

2018-05-20 11:31:18

2018-05-20 12:30:34

3286355

-77.111616589084

_HKR

2018-05-20 11:20:51

2018-05-20 11:28:12

3282421

38.8819636367535

H

2018-05-20 11:20:51

2018-05-20 11:28:12

3282421

-77.1046346898611

H

2018-05-15 09:15:00

2018-05-15 10:15:50

3271626

32.733272501983

_HKPrivateWorkoutWeatherLocationCoordinat

2018-05-15 09:15:00

2018-05-15 10:15:50

3271626

-117.160310640047

_HKPrivateWorkoutWeatherLocationCoordinati

2018-05-14 09:11:22

2018-05-14 10:19:39

3267728

32.7332047368432

HKAm U L

2018-05-14 09:11:22

2018-05-14 10:19:39

3267728

-117.160302985525

_HIS

2018-05-10 19:34:54

2018-05-10 20:42:37

3257045

32.7332583121942

_HKPrivateWorkoutWeatherLocationCoordinat

2018-05-10 19:34:54

2018-05-10 20:42:37

3257045

-117.16030794439

_HKPrivateWorkoutWeatherLocationCoordinattecurrgrrares

History

2018-05-09 07:04:43

2018-05-09 08:05:39

3244916

38.8802543447?&

2018-05-09 07:04:43

2018-05-09 08:05:39

3244916

-77.1116063044133

t . .
Hme

Active Calories

Sun, May 20

High Intensity
Interval Training
Open Goal

11:31 AM - 12:30 PM
7 Arlington

T¢  Calories

£ /9. Heart Rate

Sharing




Pattern of Life — Steps/Distance Per Day

e Potential Issues: Crossing Time Zones,

Workouts, Multiple Devices
e Context Required for Interpretation

ﬂ Sarah Edwards 7147 . %
<« Search
Knocked out a 5k just to see if | could (not
normally a runner/jogger), pretty darn proud
of myself. It was slow but | did it. & v w U
#DFIRFit #alreadysore
17 18 19

{ ]
F
- @

Active Calories Total Calories

Saturday, Apr 21, 2018

. " Favorites
Distance Total Time

3.45Mmi 0:42:00

Avg. Heart Rate

10 \
I09YBPM

Avg. Pace

12'08"/mi
Splits

Heart Rate

htts:llt.mellea

select datetime(cache_index+978307200,'unixepoch’,'utc’) as "Day",
steps, walk_distance*0.000621371 as "Milage" from activity_caches
order by "Day" desc

Day steps Milage
22 2018-04-29 04:00:00 7888.0 | 3.19418767527395
23 2018-04-28 04:00:00 7523.0 | 2.9015358593645
24 2018-04-27 04:00:00 16788.0 | 6.99464451296289
25 2018-04-26 04:00:00 13328.0 | 5.57270510257991
26  2018-04-2504:00:00 13400.0 | 5.67925951958283
27 2018-04-24 04:00:00 4516.0 | 1.78107542134273
28 2018-04-23 04:00:00 10840.0 | 4.74332165001507
29  2018-04-22 04:00:00 11081.0 | 4.67615928274262
30  2018-04-2104:00:00 13084.0 | 6.1348619714447

31 2018-04-20 04:00:00 7427.0 | 2.90939168371595

32 2018-04-19 04:00:00 13885.0 | 5.73578631077834

Bet§018—04—18 04:00:00 10458.0 | 4.34843478607333




Mileage
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Forensic Scenarios — Heart Rate - Dragging a Body

Apple Health Data Is Being Used as
Evidence in a Rape and Murder

: Investigation
e Changes in Heart Rate Pattern g

German authorities cracked a man's iPhone
P F||ghts C||mbed and found out what he was up to.

e Testing by Investigators e

The app recorded a portion of his activity as “climbing stairs,” which authorities were
able to correlate with the time he would have dragged his victim down the river

embankment, and then climbed back up. Freiburg police sent an investigator to the

scene to replicate his movements, and sure enough, his Health app activity correlated
with what was recorded on the ¢gig¥atinene¥ninanets




Forensic Scenarios — Heart Rate - Dragging a Body

select datetime(s 3 t -
datetime ( 0 ) 9:46 7 « 9:45 7
3 <« Search < Search

<
Heart

left outer join g

left outer join

left outer join

left outer join

left outer join m .

where "Start Date” like '$2018

order by "Start Date" desc

Stand

Start Date End Date data_id data_type quantity orginal quantity’. unit_string original_ui
2018-06-04 17:02:37| 2018-06-04 17:02:37 1547823 5 .3 33333 NESG count/min 2
2018-06-04 17:02:37| 2018-06-04 17:02:37 1547823 .3 3 count/min 2

3 12018-06-04 17:02:33 | 2018-06-04 17:02:33 .333333 3 . count/min

2018-06-04 17:02:33 :33 .3 33 . count/min
2018-06-04 17:02:27 8 7:02:27 154782 3 . count/min

2018-06-04 17:02:27 0 133333333333333
o 470 Cal High Intensity

7 | 2018-06-04 17:02:22 7:02: 2.31666666666667 count/min - Interval Training

2018-06-04 17:02:22 : 782 2.31666666666667 . count/min

1,012 5.92 mi

9 12018-06-04 17:02:21| 2018-06-04 17:02:21 1547 2.31666666666667 count/min
0 12018-06-04 17:02:21 | 2018-06-04 17:02:21 1547819 2.31666666666667 count/min 2
2018-06-04 17:02:161 2018-06-04 17:02:16 1547818 2.26666666666667 count/min 2

2018-06-04 17:02:161 2018-06-04 17:02:16 154781 2.26666666666667 HS6M0 count/min 2

2018-06-04 17:01:52| 2018-06-04 17:01:52 1.1 V httcRr§n:1[|/t' me




And Now My Lawn is Dead

e \What This Looked Like
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Jack wanted to ride
too!

Body Movin'
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Forensic Scenarios — Heart Rate — Dead or Alive?
a Phill Moore

Last #DFIRFIT for the year i think. Been a
good one. Relaxing day planned tomorrow

e Drop in Heart Rate
e Correlate with iOS Application Usage (3-4 blog posts :D)

e CurrentPowerlog.PLSQL
* No Longer backed up iniOS 11
e Physical/Jailbroken Access
e Really difficult to test
e \olunteers?

e Active time during day
e Assumes user always wears Apple Watch
e Periods of activity versus rest
e Correlate with iOS Activity
* Assumes same user on iOS device (via passcode)
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Day in the Life
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Day in the Life
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Day in the Life
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160

OTF Workout
4:40pm — 5:35pm
Beware Heartrate Sampling!
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Narc on your Homies

Friends Workout Stats & Activities
[/private/var]/mobile/Library/Health
/ActivitySharing/contacts.dat

Ugly BLOB data with embedded
binary plists.

LengthValue = AQBOC50F-17EA-4112-B209-DDA45A00THED
2: =
LengthValue = Sarah Edwards

3: =

LengthValue = Sarah

Value = compa@
alue = +1

alue = iamevitwin@

5:48 v
< Search
Sharing
May 29, 2018
\ >
Sarah
(¢)
May 28, 2018
*Me
)
Phil
Rob
*
Sarah
(o)
©) O v
tor k

5:48 4 il =
4 Search

Phil
Monday, May 28, 2018
Move
Exercise Stand

87/30MIN  14/12 HRS

Steps Distance
5,549 2.92 mi
Workouts

Yoga

113




Some Tools May Parse Bits of Health Data

select datetime

datetime (s

e Oxygen Parses
e Verify Time Zone

Health
com.apple.Health

r/mobile /Application

healthdb_secure.sqlite

pe: Flights dimbed

time): 01/20/2017 03:23:20
( ): 01/20/2017 03:45:31
Heather Mahalik’s iPhone
device: iPhoneg, 1 (10.2)

Account
Emergency contacts
Sources
Paired devices
= Health data
= Activity
Waorkouts
Active energy 511448
Distance 205110
Exercise minute
Flights climbed
Resting energy
Stand hour
Steps
Mindful minutes
Sleep
Body Measurements
Height
Weight

Heart rate variability

Heartbeat
Pulse
Resting rate

Achievements




Validate Tool Findings

10:16 7 =} [ Root
<« Search S  ClassName = *_HKMedicallDData"
HKMedicallDDataBloodTypeKey = "1
HKMedicallDDataBirthdateKey = “-664070400
HKMedicalIDDataNameKey = "Heather Mahalik”
Health - :
R HKMedicallDDataEmergencyContactsKey

s itam /| -
1UD Items <Array>
com.apple.Health (' g :
PP S ClassName = "_HKEmergencyContact

H eat her M a ha | | k S HKEmergencyContactNameContactldentifierkKey = "1E362859-
r/mobile /Applicationsfcom.apple.Health S HKEmergencyContactRelationshipKey = "spouse”
5. HKEmergencyContactPhoneNumberContactldentifierKey = "80¢

e: MedicallDData. archive S HKEmergencyContactNameKey = “Jus”
g: Heather Mahalik .
: hmahalik @gmail.com Date of Birth

e \erify Accuracy

Close

HKEmergencyContactPhoneNumberPropertyIDKey = "3”
HKEmergencyContactNameRecordIDKey = "8"

) HKEmergencyContacﬂ’honeNumberKey "(
HKMedicallDDatalsOrganDonorKey = "2
HKMedicalIDDataPictureDataKey = "Hex: 0x

iz| HKMedicallDDataHeightKey

S ClassName = "HKQuantity”

UnitKey

Wheelchair S ClassName = "HKLengthUnit”

HKUnitStringKey = “cm”

ValueKey = "170, 18"
HKMedicallDDataDateSavedKey = "504499681.604505"
HKMedicallDDataSchemaVersionKey = “4°
HKMedicallDDataGmtBirthdateKey = “-664070400"
HKMedicalIDDataWeightKey

Blood Type

Fitzpatrick Skin Type




23, Joshua A. Dellinger FoNow 4 i
’a Y .I Keith { Follow

| live/work in SF, and park on the street. It
takes 45-90 minutes to find parking, so | tend Fun fact: | have at least 15 conference shirts,

to walk more to do my errands. On Nob Hill . XL
it ends up being uphill both way. #DFIRFit size .
Tuesday, May 8, 2018 [ ]
Today, two accomplishments.

il | 1. Wore a size Small Bsides Detroit Kids shirt

to Converge
2. Acquired my first size Medium conference

shirt.

#DFIRFit #hackerfitness

\ EZ Follow

Couch?2 5k app no longer needed. Got

to week befining of week 5 and said

‘ Keith Follow screw dat. Went for it. Success! 10k, u
next... #DFIRFit

Rings closed. Therapy completed. #DFIRFit

#hackerfitness

NETERIL L EAVETHEGYM




," nerdiosity

Want to See More of Us? *

My workout today was shoveling...twice..
This is *after* | shovelled! #Snowmageddon
#dfirfit

BT St/

< -
o
h

e DC (Jul), NYC (Aug), Vegas (Sept), Denver (Oct) , Prague, CZ (Oct), Miami
(Nov)

¢ \Vegas (Sep), Prague, CZ (Oct), Sydney (Nov)

Jean-Ph_L ppe
#DFIRFIT is such a great idea! ‘& You’ll do 50 pushups for every missed
artifacts! 2 https://t.me/learningnets




ﬁ matthew sgyer Followi

f: Brad Garnett @ Brian Moran (Not Brain Morgan) Following
N t i ' Getting #DFIRFit in the back country. w0 ' -

vt ; Sporting my @MagnetForensics swag. Happy Workout Wednesday!! Get a #DFIRFit
Best way to stay warm and visible during par g my = =2 J NS today and o ol

cold, outdoor December morning cardio!
#DFIRFIT In the event that you are totally unmotivated,
o imagine you are being chased by a giant T-
Rex!!

X
EXERCISE

Some motivation required




