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ABSTRACT

The vast usage of mVolP applications on Android
devices has made it easier to share information
between smartphone users which heavily increased the
amount of data and traffic transferred on these
applications and also made them a goldmine for mobile
forensic investigators. This paper presents forensic
investigation of top three mVolP applications of
Google Play store namely Skype, Viber and WhatsApp
Messenger left on Android devices. The experiments
consist of installing the mVolIP applications on the
device, conducting usual user activities, acquiring
logical image in a forensically sound manner, and then
perform a manual forensic analysis on each of the
installed mVoIP applications. The contribution of this
research include the recoverable artifacts of WhatsApp,
Skype and Viber on android platform which can be
used by forensics practitioners as evidences in real
cases.
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1. INTRODUCTION

In recent years, we have witnessed a rapid increase
in the use of Voice over IP (VoIP) as the new form
of online communication in mobile devices.
Smartphones have taken up the market so well that
nearly every adult in the world today owns at least
one  Smartphone which aids interaction,
socialization and information sharing at a very low
cost compared to the traditional communication
techniques.  Unfortunately and  regrettably,
smartphones have become a source of
communication in certain cyber terrorism or cyber
crime conspiracies as well. Therefore, the
acquisition of digital probative is an indispensible
and imminent task for digital forensic investigators

in order to thwart the metamorphic cyber
terrorisms and crimes on a regular basis [1].

The constant changing nature of Smartphones
makes mobile forensic inevitably challenging.
Challenges like closed source operating system,
frequent OS update release and unstandardized
forensic tools have contributed to the hindrance of
evidentiary data retrieval in mobile forensics.
Forensic examiners also face the issue of
diversified proprietary hardware of Smartphones
[2]. Mobile forensic analysis provides details
which helps investigators and investigation
agencies in solving and relating cases with the
crime reported. However, instant messenger (IM)
applications forensic analyses are very important
from the forensic point of view as it plays a
crucial role in any cyber and crime
investigations [3].

It was predicted that by the end of 2011, the
Android OS would lead the share of mobile
market [4]. While in 2012, it was reported that the
number of Android device users amounted to 181
million in the year quarter [5].

Table 1. Each Application Download Rate

Application | Google Play Download

Skype 100,000,000 - 500,000,000
downloads

WhatsApp 500,000,000 - 1,000,000,000

Messenger | downloads

Viber 100,000,000 - 500,000,000
downloads

Table 1 shows each application download rate on
Google Play store while Table 2 shows different
features of the mVoIP. This paper is aimed to
conduct a forensic examination of three widely
used mVolP applications used on Android
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devices. The analysis is aimed on data and
information stored by each of the application on
the phone and the forensic data extraction
techniques.

Table 2. Features of mVoIP Applications

Features Skype | WhatsApp | Viber
Textchat v v v
Send image & v v v
Receive image

Send video & v v v
Receive video

Send audio & v v v
Receive audio

Incoming  call v v v
& Outgoing call

Group Call v

Group Chat v v
Sharing V-Cards v

& Contacts

The aim of this paper work is to determine
potential artifacts of activities identified in Table
4.1t is intended that artifacts like timestamps, IP
address, phone number and pictures would not
only provide a summary of what is relevant for
mobile forensics practitioners but save forensic
practitioners' resources and time during future
investigation in similar cases.

The paper is organized as follows. Section 2
reviews the related work in the area of mobile
forensics investigation, mVolIP forensics, and
social network application forensics and also
describes the various tools used in smartphones
examination in terms of mobile applications and
logical image acquisition. Section 3 describes the
methodology and tools used throughout the
project. It also defines the proposed framework,
classifies, enumerates and analyzes the stages
involved in the project by providing the necessary
background knowledge. Section 4 reports the
results from the forensic analysis of the mVolP
applications. And finally, Section 5 concludes the
paper based on the result of the research and also
proposes future work.

2. RELATED WORKS

According to [6], while this technological
diversity and unending constant innovation maybe
good for end-users, it makes it more challenging
for forensics experts to keep up on track. In [7],
the future trends in digital investigation was
investigated and detected mobile-phone forensics
as one of the fastest growing fields. There have
been many works in forensic field which focuses
on acquisition techniques and general forensics
analyses of  smartphones. The forensic
examination on BlackBerry was conducted in [§],
and it described few methods of examination
which include using forensic tools while [9]
proposed a framework for investigation of
Samsung Phones. Several researchers have
proposed various framework for the investigation
of Nokia mobile devices and for Firefox OS [10],
[11]. The research carried out in [12] shows that
artifact such as SMS, logs, MMS, photos, videos,
calendar notes, emails, browser history and web
bookmarks can be extracted from the internal
storage of any mobile device.

The comparison of forensic evidence recovery
techniques for a Windows Mobile smartphone was
presented in [13]. The comparison demonstrates
that there are different techniques to acquire and
decode information of potential forensic interest in
Windows Mobile smart phone. Several tests on
Nokia mobile phones were conducted using
forensically sound tools like MOBILedit, Oxygen
Phone Manager, TULP 2G, MOBILedit, Seizure
and Paraban Cell. The state-of-the-art SIM
forensic tools was evaluated in order to understand
limitations and capacities in their data acquiring,
examination and analyses. The evaluated tools
include MOBILedit, ForensicSIM, GSM.XRY
Cell Seizure, SIMCon, Forensic Card Reader,
SIMIS and TULP. The results show that most
information such as SMS/EMS and IMSI could be
found using these tools [14]. Furthermore, A
forensic examination on Windows Mobile device
database (the pim.vol) file was carried out in [15],
the result of the examination confirmed that
pim.vol contains information related to contacts,
call history, speed-dial settings, appointments, and
tasks.
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A critical review of seven years of mobile device
forensics was conducted and the review showed
that many publications in the area of Android
device forensics have been done. However, there
are very few research works that supports the
varying levels of Android memory investigation
[16]. A research project published in DFRWS
2010 Annual Conference discussed technical
issues faced during capturing Android physical
memory [17]. Also, a volatilitux project by
Girault [18] provided a limited analysis on the
running processes enumeration, memory maps and
open files. Android-based smartphones like
Samsung Galaxy's logical image can be acquired
using either a logical method or a physical
method. The physical acquisition technique
consists of obtaining a binary image of the
device’s memory and it requires root access of the
device [19].

More so, an acquisition methodology based on
overwriting the “Recovery” partition on the
Android device’s SD card with specialized
forensic acquisition software was discussed in
[20]. Indicators to measure performance of mobile
forensic data acquisition techniques in Firefox OS
were developed in [21] while a unified framework
for investigation of different types of smartphone
devices was developed in [22].

The vast interest of digital investigators in instant
messaging artifacts has been reflected in the
stream of research in the area of digital forensics.
Authors in [23] claimed to be the first to carry out
a forensic analysis of Skype on Android platform.
They investigated both the NAND and RAM flash
memories in different scenarios. The results show
that chat and call patterns can be found in both of
NAND ad flash memories of mobile devices
regardless of whether the Skype account being
signed out, signed in or even after deleting the call
history. In addition, authors in [24], [25]
conducted a VoIP applications digital evidences
recovering in computer systems and show that
Skype information is recoverable from the
physical memory. A forensic analysis of several
instant messaging applications including (Skype
and WhatsApp) was carried out in [26] but
focused more on encryption algorithms used by

these applications. Studies in [27], [28] did a
similar work by forensically analyzing of
WhatsApp Messenger on Android platforms.

3. ENVIRONMENTAL SETUP

The tools used in this experiment is chosen based
on the standards established by the National
Institute of Standards and Technology (NIST) to
ensure the reliability, quality and validity of results
(National Institute of Standards and Technology,
2001). A rooted Android phone was used to
conduct the experiment.

Before conducting the experiments, the necessary
work stations have been properly set up and well
configured (i.e. needed tools both software and
hardware). Table 3 shows the supported platform
and authentication methods used by the mVolP
applications.

The tools listed below were used for the research.

* Android platform phone (Samsung S3 GT-
19300 Firmware version 3.0.31)

* mVolP applications (Skype, WhatsApp
and Viber (Table 3))

* Access Data FTK Imager (v 3.1.4.6): This
tool was used to explore the logical
acquired image (internal memory) of the
Samsung S3.

* SQLite Database Browser 2.0bl: This
visual tool was used to explore the
database extracted from each application
after identifying the folders using Access
Data FTK Imager

* Internet Evidence Finder Timeline (IEF
v6.3) : This tool provides a view of each
artifact on a visual timeline without any
need to convert artifacts like timestamps

* USB data cables

* Root-Kit ( Frameware CF-Auto-Root- m0
mOxx-gti9300): This frameware was used
to root the device.

* (Odin3 (version 3.07): This tool enables the
uploading of the root-kit frameware to the
Android device.

* Laptop with Backtrack 513 OS
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* Epoch & Unix Timestamp Converter: This
tool was used to convert the timestamp
found in hex format.

* WiFi network is used as the
communication channel.

Table 3. Supported Platforms and Authentication
Methods of the mVoIP Applications

Table 4. Activities Performed on the mVoIP Applications

Activities Skype WhatsApp | Viber

Textchat

Send image

Receive image

Send video

Receive video

Send audio

NNENANENENENEN

Receive audio

Incoming call

NNANANENANENANENAN
ANANANENANENANENAN

Outgoing call

. g
g . | £
~ § Y- £%
SE |g | |EE | =%
B z |> |Ex |=2=
Skype I5M | 49.0 | Android | Username
B 455 |43 and
64 password
Viber 20M | 4.3.3 | Android | Mobile
B 4.3 phone
number
(e.g. +60
XXXXXX)
WhatsApp | I5M | 2.11. | Android | Mobile
Messenger | B 238 |43 phone
number
(e.g. +60
XXXXXX)

The examination process and analysis consist of
three stages:

3.1 Stage I- Setup Phase

This is the stage where the three mVolP
applications were downloaded from Play Store and
installed manually. It also involves conduction a
usual daily user activities on the device. For
application like WhatsApp and Viber, an active
mobile SIM is required to activate the application
as described in Table4, while Skype is activated
by username and password of the registered
account. For each application, the activities
described in Table 4 are conducted and these
activities continued for a month before the logical
acquisition.

3.2 Stage II - Logical Acquisition

The (Samsung Galaxy S3 GT-i19300 — Firmware
version 3.0.31) was originally not rooted.
However, without a root access on the phone,
many data files would be inaccessible. Therefore,
Odin3 (version 3.07) was used to root the device
by uploading the rook-kit frameware (CF-Auto-
Root-m0-mOxx-gti9300) to the device. The
installed root-kit gives the user root access i.e. the
user has the privilege control over the OS, this
allows user to attain privileged control within the
Android's sub-system and bypass the limitation
placed on the device by the manufacturer. The root
access grants the user the privilege to access some
certain protected directory that holds some of the
artifacts needed for this experiment (e.g.,
[root]/data/directories). The needed directory is
then backed up and later accessed with the use of
other tools mention in Section 3. This process has
been discussed and it is forensically sound in
forensic literature [20]. However, there are other
methods to acquire logical image on Android
devices without having to root the device. After
rooting the phone, the bit-by-bit physical
acquisition of dd image is acquired using this SSH
command “sshroot@ (Device IP Address) dd
if=/dev/block/mmcblkOpl2 | of=(Location on
your computer)”. mmcblkOpl2 (differs in most
devices) is the internal memory block of the
android device used and it is 16GB; it takes hours
to be fully acquisitioned.

This stage is considered to be the most crucial
stage in mobile forensics because the generated
hash values play a vital role when presenting the
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case in court of law [29]. In this stage, the logical
image of the Android device is being acquired and
it is done in a controlled environment using a
forensically sound approach.

33 Stage III - Identification & Analysis

This third stage of the experiment involved
identification of folders and files on the logical
image acquired to see the existence of artifacts
such as time-stamps, location, GPS co-ordination,
contact info, text-chat, sms, file location and any
significant data that is relevant to the research
area. The forensic examinations were manually
conducted with the aid of the tools listed in
Section 3. After acquiring the logical image as
described in Stage II, AccessDataFTK Imager was
then used to analyze the acquired dd image which
resulted in the creation of the directory default
path. From there we can see all the files in each
directory and we can therefore navigate to each
one of the files. Figure 1 shows the three folders of
the applications (Skype, Viber and WhatsApp
Messenger) relevant to our forensic examination.
After identifying these folders, the next stage is
the deeper look on each application’s database to
see perhaps potential evidentiary artifacts can be
found.

[l AccessData FTK Imager 3.1.4.6 MDD ) ) - -
Fle View Mode Help
RaSca A B e wm B0 m@ w e P .
Evidence Tree File List
- com skype raider ~ Name | Size | Type | Date Modified
Sk pye [ ceche cache 44 Directory 4/14/2014 6.0
& j b :_“ aote databases 4 Directory 5/5/2013 10:4
H —at o files 4 Directory 4/14/2014 5:5.
shared_pref:
D"e olo | @ ad shared_prefs 4 Directory 4/1/2014 11:4
&5 com smids
-5 comstudoBspps et lib 1 SymbolicLink  4/12/2014 10:
com tagsapp law lte
) comtakatone.androic  [G00 (66 FC 01 00 OC 00 01 02-2E 00 00 00 7A 20 01 00|£@
2 010(0C 00 02 02 2E 2E 00 00-8D FC 01 00 14 00 OA 01 .
#- com tgra o 02077 65 62 76 69 65 77 4 62 00 00 90 FC 01 00 webview.
L) com twiter android 030 18 00 OE 01 77 65 62 S 77 2E 64 62 2D 77 webv,
040|61 6C 72 6E 91 FC 01 00-18 00 OE 01 77 65 62 76 |alrn-G
N 05069 65 77 2E 64 62 2D 73-68 6D 00 00 92 FC 01 00 |iew.db-3l
oer 06024 00 19 01 77 65 62 76-63 65 77 43 GF GF 6B 695 - - -webv
07065 73 43 68 72 6F 6D 69-75 6D 2E 64 62 00 00 00 |esChremi
D' t 080(9C FC 01 00 0 OF 20 01-77 65 62 76 69 65 77 43| -@
Iregto! 030 |6F 6F 68 69 65 73 43 68-72 6F €D 69 75 €D 50 72 ookieaCh
0a0(69 76 61 74 65 2E 64 62-6C 00 00 00 00 00 00 00|ivate.db
0b0 (00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00
0c0 (00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00
0d0 (00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00
0e0{00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00
800 comwb.googinjustice | 9£0 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00
£-0 com whatsapp 10000 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00
What -A £ app_Keys I [110{00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00
P ) cache El[120{00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00
3 ) databases 13000 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00
Dlrecory B fies 140 /00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00
) shared_prefs 15000 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00
&£ comwsomacp 16000 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00
16 com wesnos ~ |170|00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00
» 18000 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00

Figure 1. Folder directory of all the applications in the
devices

4. RESULTS AND DISCUSSION

This section describes the uniqueness of each
mVolP application’s directory path and the

potential artifacts found on each directory.
Furthermore, the evidentiary values of the artifacts
found from each mVolIP application were also
discussed.

4.1 WhatsApp Messenger Artifacts

After examining the dd image with the FTK
imager tool, three unique directories were found
under WhatsApp Messenger. Two are databases
while one is a directory path.

» [root]/data/com.whatsapp/files/Avatars/60x
xxx(@s.whatsapp.net

* [root]/data/com.whatsapp/databases/wa.db

* [root]/data/com.whatsapp/databases/msgst
ore.db

Since the device is rooted, the database appears in
plain text format. After the examination, it was
found that the records and logs of all the activities
in Table 4 carried out by the user were stored in
two different database files, which are "wa.db" and
“msgstore.db”; wa.db contains all information
related to the contacts (WhatsApp status, phone
number, id et.) while msgstore.db contains the chat
messages, pictures, audio and video).

"] AccessData FTK Imager 3.1.4.6 - ' _‘

File View Mode Help

A8 S0g G- Es m QG OE
Evidence Tree % | |File List
El'-\j com.whatsapp ~  Name
: Q appgKeys | |60 i7@s.whatsapp.net,j
Q) cache |60 i4@s.whatsapp.net,j
i) databases .
g ) fies | 160 '6@s.whatsapp.net,j
! |_|60 '0@s.whatsapp.net,j
) trash , .
D) Avatars |60 »Q@S.Whatsapp.net.J_
&) Logs |60 1@s.whatsapp.net,j
I e B e ) Y
< L) »

Custom Content Sources

Evidence:File System |Path |File WEAKNESS.
IT TAKES A
STRONG
PERSON

TO FORGIVE."

AT UL

Figure 2. Avatar of Each WhatsApp Contact

Figure 2 contains the avatar icon of each contact in
the WhatsApp application while Table 5 shows all
the artifacts found.
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Table 5. Artifacts Analysis of the Avatars

Application | Features Artifact Found
WhatApp Profile Image | Found with
Messenger timestamp
MDS5 Hash Found with
timestamp
SHA1 Hash | Found with
timestamp
Avatar pictures shown in Figure 2 have

evidentiary value as shown in Table 5 in the sense
that they can be directly linked to a particular
WhatsApp account and identify the person using
the account. Alongside the avatar pictures, the
user's name and phone number are also valuable to

Figure 3 shows the content of the wa.db database
which are phone numbers, names and status. The
blue area is the status while the red underlined is
the contact names; the phone numbers are grayed
out for privacy. These artifacts can be of great
value to actually track down suspects (For
instance, if a criminal updated his/her WhatsApp
status to “Gunshot in Bank XYZ”) and in few days
time a robbery took place in Bank XYZ. With
artifacts like this, a digital forensic specialist
would know how to relate the status to the actual
incident and back it up with other artifacts.

ﬂ AccessData FTK Imager 3.14.6 v

Fle View Mode Help

adsagGdBa

Evidence Tree 3l File List

L @ r DD .xmuzx ?

forensic specialists.

Fle View Mode Help

[ AccessData FTK Imager 3146 4 - - - - g

{2 comwaze
{2 comwb.goog.njustic
B comwhatsapp

{2 com.wsomacp

{2 comwssnps

{2 comwssyncmidm
{2 com yahoo mobile.cli
{2 com.yahoo mobile cli
{2 eu.chainfire supersu
{2 flipboard app

{2 jackpal androidtem

ads g@ Bec=>m B¢ O0BHMRRT? .
Evidence Tree [File List R
B0 comtencentam 4 Name | Size | Type | Date Modified |
O comtgmpeanduidrc g 1uooctore.db 139 Reqularfile  4/14/2014 634...
B ZZ:‘W“’b":'v:‘:""d Bwadb 76 ReqularFile ] 4/14/2014 6:3:..
a com:vlingA A0 |_|wa.db-shm 32 Regular File 4/14/2014 6:34:...
|_|wa.db-wal 0 RegularfFile 4/14/2014 6:34:...

gzngﬁ 03320[30 37 30 31 30 31 38 30-37 36 37 04 D4 51 75 65|07010180767-0Que
- 03400(20 50 61 02 51 75 65 50-61 51 75 65 20 50 61 42| Pa-Quapague PaB
03410(20 12 00 41 08 00 21 02-13 01 00 00 00 00 00 13| «-A--l-roroo--
E 0 fles 03420{0D 00 13 36 30 33 32 37-37 33 39 30 30 31 40 73| - - - 10s
23 shared prefs 03430|2E 77 68 61 74 73 61 70-70 2E 6E 65 74 30 33 32 .vhatsapp.net032

03440 |37 37 33 39 30 30 31 15-9B 52 65 64 02 52 65 64 O - i el
03450 |52 65 64 81 2C 1F 13 00-41 09 81 47 21 02 1B 01|Reg-, ---A--G!-

0346000 00 00 00 00 1B 0D 00-1B 36 30 31 37 33 39 36| --------- o
03470 |38 36 32 36 40 73 2E 77-68 61 74 73 61 70 70 2E 8626@s.whatsapp.

034b0

{2 jp-naver ine.android 034c0
S bfont 03440
55 nedappi 034e0{30 31 37 33 39 36 38 36-32 36 OC AF 4D 61 68 73 |0 g
i 034£0|68 69 64 02 4D 61 68 73-68 69 64 4D 61 68 73 68 |Rid- i
£ netappixr hid -Yahshidiahah

03500169 64 47 1F 12 00 39 08-00 21 02 19 01 00 00 001idG---9--!.....-

2 comwaze
{2 comwb googir
) comwhatsapp
-2 app_Keys
{2 cache
(-1 databases |
{2 fies
{5) shared_prel

{2 comwsomacp
{2 comwssnps
{2 comwssynemld
{2 comyahoo.mot
{2) comyahoo mot
{2) eu chainfire.sup
{2 fipboard.app
{2 jackpal android
{2 jp naverling.an
2 yfort
{2 nextappfx

{2 nextapp fir

@ comtencentmr »  Name | Sizel Type | Date Modified |

FJ °°’““9'?"°‘a“dd i msqstoredb 13% Requiarfile  4/14/201463k:..

gzz:mfv:”p' & waudb 76 Regularfile  4/14/2014 634
L VO <

3 comyingonids __|wa.db-shm 32 RegularFile 4/14/2014 6:34:...

0£c4b0 [BS 61 F1 8D 60 AG 05 1B-00 41 08 27 08 08 29 05 |pa-"!---A-'--)-
0£c4c0 |00 00 OF 08 00 00 08 09-08 08 00 0D 05 01 01 OL[«----vvvvvvvvvn-
0%c4d0 |00 00 36 30 31 38 39 34-39 34 35 34 39 40 73 2 | - -cNMN 496s.
0fc4e0 77 68 61 74 73 61 70 70-2E 6E 65 74 31 33 33 34 |whatsapp.net]3ad
0£c4£0 |36 31 31 32 30 35 2D 32-35 49 20 77 61 6E 74 20|611205-25T want
0£c500 |6D 79 20 67 69 66 74 01-44 BS 50 81 60 30 01 44 my gift-DuE-"0-D
0£c510 [BS 50 83 24 FF FF FF 68-A6 04 18 00 41 08 27 08 [RE-6gyn. - - -
0£¢520 (08 39 05 00 00 OF 08 00-00 08 09 08 08 00 0D 05| -Q---------e---
0£¢530 (01 01 01 00 00 36 30 31-38 39 34 39 34 35 34 39[----- o
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0£c560|0A 50 75 GE 63 68 20 75-20 73 65 72 69 6F 75 73 -

0£c570{6C 79 01 44 BS 50 5A 50-30 01 44 BS 50 SB Fé FF 1y -DuPZPO-DuB[6§
0£c580 |FF EF 70 A6 03 1B 00 43-08 25 08 08 49 05 00 00 |yyp--C-§--I---
0£¢590 |OF 08 00 00 08 09 08 08-00 0D 05 01 01 01 00 00 [ --------ovvvvn-
0£c5a0 |36 30 31 31 31 36 32 35-36 30 38 36 40 73 2€ 77 6o MM ses. v
0%c5b0 |68 61 74 73 61 70 70 2E-6E 65 74 31 33 39 34 36 hatsapp.net13946
0£cSc0 (30 37 34 39 30 2D 31 4A-75 73 74 20 6E 6F 77 20|07490-1JysL Do
0£c5d0 |63 6F 6D 65 20 74 6F 20-73 61 79 20 69 61 6D 20 core to say iam
0£cSe0 |72 65 61 64 79 01 44 BS-50 37 28 30 01 44 BS sommm i
0£c5£0 |36 86 FF FF FF 62 A6 02-18 00 43 09 27 01 08 15[6-§yib} --

Figure 4. Artifacts found in
[root]/data/com.whatsapp/databases/msgstore.db

Figure 3. Artifacts found in
[root]/data/com.whatsapp/databases/wa.db

Table 6: Artifacts Analysis of wa.db database

Application | Features Artifact
Found
WhatsApp Contact Name Found
Messenger | Contacts Phone | Found
Number
Status Found

Figure 4below shows some artifacts acquired from
the FTK imager. The phone numbers were grayed
out to ensure privacy. The red underlined is the
text message, while the blue portion is the
timestamp in hex format; the timestamp is
converted using timestamp converter. However,
we cannot decide for certain the source nor
destination of each message with the tool.
Therefore, IEF was also used to analyze the same
database to get the actual sender and receiver of
each message.
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Figure 5. Sent message artifact found using IEF
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(not found)

o

o

(none)

(not found)
[ROOT)/data/com.whatsapp/databases/msgstore.db
Table: messages(_id: 1070)

fullimage

Figure 6. Received message artifact found using IEF

Figure 5 shows the sender, receiver's phone
number, message in plain text, status of the
message and timestamp. It also shows the database
directory in which it is stored. Figure 6 is
correspondence of Figure 4 on the receiver side.
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Message
Message Status

Message Sent Date/Time - (UTC)
(MM/ddlyyyy)

Message Received Date/Time -
(UTC) (MM/ddlyyyy)

(MM/ddlyyyy)

Recipient Received Date/Time -
(UTC) (MM/ddlyyyy)

Latitude

Longitude

Thumbnail

Thumbnail Type
Source

Located At
Evidence Number

Server Received Date/Time - (UTC)

o011 I

Me
(not found)

Received Message

03/17/2014 02:53:22 PM
03/17/2014 03:06:22 PM
(not found)

(not found)

image/jpeg

[ROOT] 3 .db
Table: messages(_id: 5802)
fullimage

Figure 7. Received image artifact found using IEF
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(MM/ddlyyyy)

Message Received Date/Time -
(UTC) (MM/ddlyyyy)

Server Recelved Date/Time - (UTC)
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Message {not found)

Received Message

03/14/2014 01:54:50 AM

03/14/2014 01:54:48 AM

(MM/ddlyyyy) (not found)

Recipient Received Date/Time -

(UTC) (MM/ddlyyyy) (not found)

Latitude ]

Longitude 0

Thumbnail (none)

Thumbnall Type @

Source [ROOT)/data/com.whatsapp 1sgstore.db
Located At Table: messages(_id: 5227)

Evidence Number fulimage

Figure8. Received audio art

ifact found using IEF

Sender
Receiver
Message
Message Status

Message Sent Date/Time - (UTC)
(MM/ddlyyyy)

Message Received Date/Time -
(UTC) (MM/ddiyyyy)

Server Received Date/Time - (UTC)
(MM/ddiyyyy)

Recipient Received Date/Time -
(UTC) (MM/ddiyyyy)

Latitude
Longitude

Thumbnail

Thumbnail Type
Source
Located At

Evidence Number

o1 I
Me
(not found)

Received Message
03/14/2014 01:54:58 AM
03/14/2014 01:54:57 AM
(not found)

(not found)

o
0

video/mp4
[ROOT)data/com.whatsapp/databases/msgstore.db

Table: messages(_id: 5228)
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Figure 9. Received mp4 vid

eo artifact found usinglEF

Figure7 shows received image artifact, while
Figure8 shows an audio artifact and finally

Figure9 shows the vid
the IEF tool.

eo artifact all captured by

Table 7. Artifacts Analysis of msgstore.db Database

Application | Activity Artifact
Performed Found
WhatApp Textchat (Sent) Found  with
Messenger timestamp
Textchat Found  with
(Received) timestamp
Send Images Found  with
timestamp
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Receive Images Found  with
timestamp
Videos (Sent) Found  with
timestamp
Videos(Received) | Found  with
timestamp
Audio (Sent) Found  with
timestamp
Audio(Received) | Found  with
timestamp

Table 7 summarizes the whole artifacts found in
the msgstore.db. It is obvious that WhatsApp
makes it possible for users to exchange messages
and multimedia files (audio, video and image). A
forensic sound analysis on this would enable the
forensic investigator to determine whether a
particular artifact is a potential evidentiary artifact
or not, if it is, then it could be presented in the
court of law.

4.2 Viber Artifacts

After examining dd image with the FTK imager, 2
unique database directories was found under Viber
application, which are:

* [root]/data/com.viber.voip/databases/viber
_data.db

* [root]/data/com.viber.voip/databases/viber
_messages.db

This section of the experiment describes the Viber
artifacts found in both manual forensic analysis
and IEF tool. Section 4.1 explain why the database
appears in plaintext format, however,Viber has
twodatabases which are "viber data.db" which
contains the same information as "wa.db" in
WhatsApp while viber messages.db" contains the
same information as "msgstore.db" in WhatsApp.
Both databases are in plain text.

e SQLite Database Browser - C:/Users/Eagles Wing/Desktop/mVolPForensicProject/Viber/databases/viber_data

Do gefane BN

Database Structure | Browse Data [ Execute SQL

Name Object | Type Schema

android_metadata table CREATE TABLE android_metadata (locale TEXT]
-calls table CREATE TABLE calls (_id INTEGER PRIMARY KE]
-sqlite_sequence table CREATE TABLE sqlite_sequence(name,seq)
phonebookrawcontact table CREATE TABLE phonebookrawcontact (_id INTH
~phonebookcontact table CREATE TABLE phonebookcontact (_id INTEGE]
phonebookdata table CREATE TABLE phonebookdata (_id INTEGER P)
vibernumbers table CREATE TABLE vibernumbers (_id INTEGER PR
blockednumbers table CREATE TABLE blockednumbers (_id INTEGER
“sqlite_autoindex_phonebookrawcontact_1 index
“sqlite_autoindex_phonebookcontact_1  index
~sqlite_autoindex_blockednumbers_1 index
“contacts_name index
~call_date index

CREATE INDEX contacts_name ON phonebookg
CREATE INDEX call_date ON calls (date DESC)

Figure 10. Artifacts found in
[root]/data/com.viber.voip/databases/viber data.db

Figure 10 shows all the raw data related to
viber _data.dbsuch as the calls made, Viber contact
name and numbers. For this experiment, there was
no blocked number. But if the user had some block
numbers, it would be recovered as well. Table 8
below highlights the potential artifacts found in
viber data.db which have evidentiary values
relevant to a forensic investigation.

Table 8. Artifacts Analysis of viber data.db

Application | Activity Artifact
Performed Found

Viber Contact Names Found
Contact Numbers | Found
Call Duration Found

Figure 10 shows the structure of the database,
from the conversation to messages, calls, file
exchange and also participant in group chat and
their information, while Figure 11 shows the plain
text messages, along with the phone numbers then
also indicate whether it is a text, call or file
transfer. The timestamp was converted using the
converting tool.
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3 SQLite Database Browser - C:/Users/Eagles Wing/Desktop/mVolPForensicProject/Viber/databases/viber_messages

File Edit View Help

DEE- sfa o 8 W

Database Structure ‘ Browse Data [ Execute SQL

Name Obiect | Type Schema
CREATE TABLE android_metadata (locale TEXT)

conversations table CREATE TABLE conversations (_id INTEGER PRIMARY KEY al
“messages table CREATE TABLE messages (address TEXT, date INTEGER, bod
~sqlite_sequence table CREATE TABLE sqlite_sequence(name,seq)

-participants table CREATE TABLE participants (_id INTEGER PRIMARY KEY autof
-participants_info table CREATE TABLE participants_info (_id INTEGER PRIMARY KEY|
-messages_calls table CREATE TABLE messages_calls (_id INTEGER PRIMARY KEY
~kvdata table CREATE TABLE kvdata (_id INTEGER PRIMARY KEY autoincre}
~stickers_packages table CREATE TABLE stickers_packages ( _id INTEGER PRIMARY Kj
-stickers table CREATE TABLE stickers ( _id INTEGER PRIMARY KEY NOT NUJ
-purchase table CREATE TABLE purchase ( order_id TEXT PRIMARY KEY NOT

~sqlite_autoindex_purchase_1 index

“~conversation_date_desc index CREATE INDEX conversation_date_desc ON conversations

Figure 11. Artifacts found in
[root]/data/com.viber.voip/databases/viber _messages.db

& SQlite Database Browser - Cilisers/Eag’Ies Win_g/l" k p/m orensi :vuj::v.' bases) il _messag}s‘ o
File Edit View Help
DeE- @ o BN
| Database Structure | BrowseData | Execute SQL
address date body extra mime

341 +82 ! 1396153305833 what text
342 +82 ! 1396153922748|U just wanna shower rit text
343 +82 ! 1396153926947 Lazy ass text
344 +82 ! 1396153937280|incoming_call call
345 +82 ! 1396154923608 found it? text
346 +82 ! 1396154935976 On cal text
347 +82 ! 1396154981633 Left ma hair crazy text
348 +82 ! 1396154988403 what text
349 +82 ! 1396155097204 dont get ya text
350 +82 ! 1396155273015/ mean I left ma hair looking weird text
351 +82 ! 1396155348879|C market is in pudu or where? text
352 +82 ! 1396155354700 file:/| lated/0/viber fmedia, bnail 3830323291896 image
353 +82 ! 1396155356675 weird like that text
354 +82 ! 1396155359505 lol text
355 +82 ! 1396155377968 Thats cuter text
3% +82 ! 1396155432175 yes pudu text
3457 +82......_..2 1396155445 1'3;‘1 il t lated/0/viber imedia. 2130a3708d7e2d imace

Figure 12. Plain text of artifacts in viber _message database

Table 9. Artifacts Analysis of viber_messages.db

g 3

5 | BE 8g

= S 8 E =

E | £5 £ 2

< < A < B

Viber Textchat Found with
(Sent) timestamp
Textchat Found with
(Received) timestamp
Incoming Found with
caller’s timestamp
number
Outgoing Found with

caller’s timestamp
number
Send Images File Path found
with timestamp
Receive File Path found
Images with timestamp
GPS Found with
coordinates timestamp

From Table 9, we can conclude that Viber stores
geographical location information, contact cards
and all the sent or received messages in a chat
database called viber messages.db. 1f this
database is forensically examined, one would be
able to determine the message exchange and also
determine the direct source and destination of each
message received. With the aid of the IEF forensic
tool, it is possible to determine whether a
particular message was either sent or received by a
particular sender or a recipient. These artifacts are
what a forensic investigator needs to determine if a
particular suspect is worth taking to court or not.

4.3 Skype Artifacts

IEF tool was used to examine the Skype
application after the dd image has been obtained in
the same way as Viber and WhatsApp. Skype
stores information in a SQLite database called
main.db and the file directoryis found to be
([root]/data/com.skype.raider/files/SkypelD/main.
db), whereby the "SkypelD" indicates a particular
user account. The database contains information
on a user’s account such as messages, calls, group
chat, voicemails, contacts, SMS messages and file
transfers. The main.db database is then viewed
with the SQLite viewer. The timestamp was in
Unix epoch time but later converted using the
converting tool.
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Started DateTime « (UTC)
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Call Type
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Remote User ID

Remote User Display Name
Duration

Source

Located At

Evidence Number

08/1512013 02:33:31 AM
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Leon_

00:02:34
[ROOT)/data/com.skype.raider s crysta NN main. b
Table: calls(id: 244)
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Figure 16. Voicemail artifact

Figure 13. Incoming call artifact found

Started Date/Time - (UTC)
(MMiddlyyyy)

Call Type

Local Username

Remote User ID

Remote User Display Name
Duration

Source

Located At

Evidence Number

08/1512013 02:55:28 AM

Outgoing Call

crysta (N

ki

Leong NN

00:06:16
[ROOT)/dataicom.skype.raider/files/crystal N/ main.db
Table: calls(id: 318)

fulimage

Figure 14. Outgoing call artifact found
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Figure 15. Contact artifact found
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Figure 17. IP address artifacts

— —
e Database Browser - C: Wi IPFor ___i/maindb
dit View Help
IR
fse structure | BrowseData [ ExecutesoL |

skvpename fullname birthday qender lanquages country province city phone mobile  about

echo123 Echo / Sound Test Se en H, this is Sk

ik |mikde +8190!

ve: alice

peg: pegc | +852t

msa _ |mark 2N ) Jakarta

phor Phoe en sg +65¢

Jyn. ayn 2len sG sin. )

fanr Fann 2020 ln | e

yan [¥any 19740503 2len Jn £ i

andi |Andr 2en s9 Singapd

shar shar sa

som | |

aoc |

tnat Nata 19771026 2N s6 singapc  +65¢

ors: En D

carc [Princ i 2len Isa |

rsar 19681102 2len sg Newtor| 465t

sast |3asm 2len s Sngapc  +65¢

elme Katri | 19671223 2len sG +65¢

sewe = @

and

meir | meir | 19630626 2 o« Sichuan pre|chengd i

syne Na Y. = @ simple thing

ebs Jesth | 1e771126] 2en Isa +658

Figure 18. Skype contacts artifacts
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Table 10. Artifacts Analysis of /SkypelD/main.db

Application
Performed
Artifact

K K RKRKRKRKXX| Found

Activity

Skype name
Full Name
Birthday
Gender
Country
Mobile
number
Email
address
Registered
date
timestamp
Text message
Message type
Status

Chat ID
Recipient ID
Local  user
details
Remote user
details

Call duration
Calltype
ming/outgoing
Timestamp
File
Size(Bytes)
Status

Skype
contact
lists

2
<
=]

(¢

Textchat

Calls

SN N NERNNNN

(inc

File
Transfer
(Images/
Video/
Video)
Voicemail

Caller’s ID
Voicemail
size

Status
UserID

IP Address
Timestamp

IP
Location

NRNN NN N KA

Most people or even suspect actually think that
physically deleting or clearing chat histories
destroys the Skype logs and believes that the data
associated with a particular account cannot be

recovered. In mobile devices, evidential data that
contains data indentified in Table 10 can be
recovered and can prove fruitful for an
investigation. To illustrate this, assuming a
particular user is involved in a cyber crime and the
user's phone is being investigated. Table 10
identifies and equally provides a rich source of
evidence when investigating crimes related to
Skype. Artifacts in both Figure 13 and Figure 14
show the incoming and outgoing call, the
timestamp associated with a particular call is
captured along with the call duration. With this
evidence, a suspect cannot deny initiating or
engaging in such a call. This would give forensic
examiners a stronger convincing power in court of
law when handling the case. However, Figure 15
clearly shows that the full contact detail (full
name, date of birth, phone number(if any) , date of
Skype creation and email) of the Skype owner can
be obtained too, which makes it easy for forensic
practitioner to be able to track down the suspect in
question. Figure 17 shows that the IP address
reflects the “externally visible” IP address of the
device where Skype is running, i.e. the IP address
of the outermost NAT gateway connecting the
device to the Internet. The IP address plays a
significant role in terms of geographical location
of parties involved in the crime. This artifact can
be useful for attribution as it indicates the IP
address the device used to connecting to the
Internet. This may help tie a subject to a particular
IP address and activity originating from that
address. Having found artifacts like name, email,
mobile number, date of birth, gender and country,
it would be easily for a forensic investigator to
further carry out the investigation based on what
has been found and it would be easy to
geographically point where they reside.

S. CONCLUSION AND FUTURE WORK

Table 11summarizes the result acquired from the
forensic analysis of WhatsApp Messenger, Viber
and Skype. Both WhatsApp Messenger and Viber
share almost the same potential evidentiary
artifacts but in WhatsApp Messenger, no call
duration nor GPS coordination due to the feature
of the application. Skype has more interesting
artifacts like both local and private IP addresses;
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which are good enough to further investigation on
a particular case. Artifacts listed in Table 11 are
vital evidence that open up a case or provides a
host of line in further investigation when dealing
with crime related to mobile devices and mobile
application.

Table 11. Summary of Potential Evidentiary Artifacts Found

MVolP Potential Evidentiary Artifacts
Application

WhatsApp | Messages, contact names, phone
Messenger | numbers, images, video, audio

and timestamps.
Viber Messages, contact names, phone
numbers, images, videos, audios,

timestamps,  gps coordinates,
blocked numbers and call
durations

Skype Messages, voicemail, file

transfer, contact details, emails,
phone number, images, videos,
audios and IP Addresses

Few research works have explored and addressed
the forensic recovery and analysis of activities
carried out on social network and instant
messaging applications on smartphones. However,
these researches have limited information in terms
of logical acquisition and artifacts recovery. In this
paper, the research examined the legal forensic
aspect of mVoIP applications misuse on
smartphones. The study explored the forensic
acquisition, examination and analysis of the
logical image of a smartphone. The experiment
consists of three top-rated mVoIP applications
installation, conducting usual user activities on
each of the applications, acquiring the logical
image in a forensically sound approach, and then
perform a manual forensic analysis on each of the
installed mVoIP application.

This paper successfully creates a forensic
framework for forensic analysis and the discussed
result indicated that potential evidentiary artifacts
can be found on Android devices and such
evidence can be presented in the court of law by a
forensic investigator when handling a case related
to cyber terrorism or cybercrime conspiracies.

There are varieties of Smartphone’s lock screen
apps, app lock, SMS and picture locks; some of
these "locks" encrypt the data stored on the mobile
device when locked and it also locks the device
interface. This could be an issue for digital
forensic specialist when examining such a device.
A comprehensive research in this area on different
mobile operating system platforms would really be
of wvital information to digital forensic
investigation.
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