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Hands On: Route53 Hybrid DNS
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Lab architecture

On-premise
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Setup basic cloud VPC network

VPC

&l Public subnet

Private subnet
10.0.10.0/24

®

10.0.0.0/16

10.0.0.0/24

Private subnet
10.0.11.0/24

© Stephane Maarek, Chetan Agrawal

1. Create VPC (10.0.0.0/16), Internet Gateway, 1 Public subnet
and 2 private subnets as shown
2. Create route tables for Public and Private subnets.

Pre-created to save some time
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On-premise

Setup basic on-premises network

| ()
1. Create VPC (192.168.0.0/16), Internet Gateway, 1 Public subnet VPC %

and 2 private subnets as shown Private subnet
. . 192.168.10.0/24
2. Create NAT gateway in Public subnet

3. Create route tables for Public and Private subnets.
4. Update private subnet Route table to route traffic for 0.0.0.0/0 @ Publicsubnet 2
through the NAT gateway. ap
NAT gateway
@ Private subnet
192.168.11.0/24
Pre-created to save some time 192.168.0.0/24

192.168.0.0/16
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VPC @ Private subnet
@l Publ " N aWaWaWaVis)
« SSH (22) from 0.0.0.0/0
* |CMP IPv4 from 192.168.0.0/16
Route53 - - @ Public subnet 5
TTTT1 g
app.cloud.com NAT gateway
_ _ 192.168.10.0/24
Private Hosted @ Private subnet @ Private subnet
Zone 10.0.10.0/24 10.0.11.0/24 Private subnet

192.168.0.0/24

cloud.com onprem.com

192.168.11.0/24

10.0.0.0/16 192.168.0.0/16
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On-premise

Step |.2 - Launch app server on on-premise side

On-premise

A
&

VPC @ Private subnet
@l Publ " N aWaWaWaVis)
« SSH (22) from 0.0.0.0/0
* |CMP IPv4 from 192.168.0.0/16
Route53 - - @ Public subnet 5
TTTIT1 g
app.cloud.com NAT gateway
, , 192.168.10.0/24
Private Hosted @ Private subnet @ Private subnet
Zone 10.0.10.0/24 10.0.11.0/24 Private subnet

192.168.0.( « SSH (22) from 192.168.0.0/16
* |CMP IPv4 from 10.0.0.0/16

L

hpp.onprem.com

cloud.com onprem.com

192.168.11.0/24

10.0.0.0/16 192.168.0.0/16
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Setup Srte-to-Site VPN

Cloud

VPC

Route53

Private Hosted

=
&

&l Public subnet

app.cloud.com

)
Private subnet @

Private subnet

Zone 10.0.10.0/24

cloud.com

10.0.0.0/24

10.0.11.0/24 V@

On-premise

@ Public subnet 5

10.0.0.0/16
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NAT gateway

LILALLI
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T = C
VPN | BB

VPN Server

(libreswan)

192.168.0.0/24

Private subnet

app.onprem.com

192.168.10.0/24

Private subnet

onprem.com

hpp.onprem.com

192.168.0.0/16

192.168.11.0/24
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Step |.3 — Create on-premise VPN server

1. Launch EC2 instance in a public subnet (VPN server) @
2. Security group of VPN server to allow VPC Private subnet
i. SSH from 0.0.0.0/0 (to connect and configure) e
ii. Tosend the ICMP and DNS traffic from on-prem network to
cloud network, open additional ports as below: PN Cubiic subnet
b
 |ICMP IPv4 from 192.168.0.0/16 gEl—l’
« DNS UDP 53 from 192.168.0.0/16 NAT gateway

Note: If VPN handshake is initiated from the other end, then you —
should have following inbound rules in VPN server security group. VPN Server
In our case, it’s initiated by Libreswan server and SG by default
has outbound traffic allowed. Due to SG’s statefulness, we don’t
need to open these ports for inbound traffic. Return traffic is

allowed.

1. Custom Protocol 50 (ESP) from VGW Public IPs

2.  UDP 500 from VGW Public IPs

3. UDP 4500 from VGW Public Ips if VPN server is behind NAT

@ Private subnet
192.168.11.0/24

192.168.0.0/24

192.168.0.0/16

© Stephane Maarek, Chetan Agrawal

od'sninWnNJdelep MMM >jalee|p| aueqda;s ® NOILNGIYd1SId 40

w


http://www.datacumulus.com/

Step |.4 — Create VPN Connection

1. Create Virtual Private Gateway and attach to Cloud VPC

@ Public subnet 10.0.0.0/24 2. Create Customer gateway

L 1. Use on-premise VPN server EIP

. Create Site-to-Site VPN connection

o 1. Use VGW and CGW created above

2. Use static routing with IP prefixes — 192.168.0.0/16

<> 3. Use local IPv4 CIDR as 192.168.0.0/16 (on-prem side)

Private subnet T and Remote IPv4 CIDR as 10.0.0.0/16 (Cloud side)

10.0.10.0/24 10.0.11.0/24 vagw 4. Create VPN connection

Liiil
TTTTT
w

5. Wait for few minutes and download VPN configuration file
for Openswan vendor.

10.10.0.0/16

wod'snjnwnleljep "mmm jaiee|Al aueqda;s ® NOILNGIYd1SId 40

© Stephane Maarek, Chetan Agrawal



http://www.datacumulus.com/

On-premise

Step |.5 — Configure on-premise VPN server S
Z

=) =

1. SSH into the VPN server VPC > . c
2. Install libreswan: sudo yum install libreswan -y F)lg\z/faltfs.s1uok.)()r]/§z 8
3. Open the VPN configuration file you downloaded and follow the g
instructions in the file to setup Tunnel 1 o .

v" Make sure you remove auth=esp from the configuration AUESTIDC oL . = §

v Make sure you change: NAT';atewa g - )

* phase2alg= aes256-shal;modp2048 i 1 DNS o
 jke=aes256-shal;modp2048 - - Server/Forwarder =

4. Start the IPSec service: sudo systemct! start ipsec.service e ypaaad . =
5. Check status of IPSec service: sudo systemct| status ipsec.service VPN Server g P1r9“2/.alt6e&slult.)(;]/e251 =
6. Go back to AWS console and check the VPN tunnel status —Tunnel E
1 should be UP (and Tunnel 2 should be down) 192.168.0.0/24 jETTiTy i

3 = Q

7 S RER B Q

Refer Site-to-Site VPN Section App server %

c

192.168.0.0/16 g

o

w
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Step |.6 — Configure routes for Cloud VPC to route VPN
traffic through VPN connection

Private subnet
10.0.10.0/24

10.0.0.0/16

10.0.0.0/24

)
Private subnet @)

W

10.0.11.0/24

VG

© Stephane Maarek, Chetan Agrawal

1. Update the Public and Private Subnets route table to
propagate routes from the VGW

(This should automatically add a route to the route table
for destination 192.168.0.0/16)

Details Routes Subnet associations Edge associations Route propagation Tags

Route Propagation (1)

Q, Find virtual private gateway

Virtual Private Gateway v Propagation

vgw-OC R / A\VS-VGW Yes

wod'snjnwnleljep "mmm jaiee|Al aueqda;s ® NOILNGIYd1SId 40
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On-premise

Step |.7 — Configure routes for on-premise to route VPN

o

X~

o

traffic through VPN server 2
® :

VPC N84 | =

. . . Private subnet =

1. Disable Source/Destination check for VPN server 192.168.10.0/24 CZ>
2. Update the private subnet route table to route the traffic to )
10.0.0.0/16 through the VPN server eni. (%)

/ g @ Public subnet 5 8'

2y s

Routes (2) NAT gateway %

‘ Q, Filter routes é é §

m B Q

VPN Server g Plg\zléltsesiult.)g/eza =

Destination v Target E
0.0.0.0/0 eni-Of () 192.168.0.0/24 3

Q

192.168.0.0/16 local Q

Q

(@]

Note: Both private subnets are using the same route table. 5

c

192.168.0.0/16 S

o

o

3
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Cloud On-premise

Step |.8 — Vernify that VPN Is working

* From Cloud EC2 instance — Ping to on-premises App server private P
Cloud EC2 -> VGW -> VPN Tunnel | -> VPN server -> App server

* Login to on-premises App server (via SSH into VPN server first and then SSH to app
server) — Ping to Cloud EC2 instance private IP

On-prem App server -> On-prem VPN router -> VPN tunnel | -> VGW -> Cloud EC2

* From on-premises App server ping public website e.g. google.com. Should be able to reach. This
traffic goes out through the NAT gateway.

On-prem App server -> NAT gateway -> public website

Well done. VPN working fine.

wod'snjnwnleljep "mmm jaiee|Al aueqda;s ® NOILNGIYd1SId 40
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Step 2 — Configure Cloud and on-premise DNS servers

We will now configure the DNS Server for both cloud and on-premises network

0J°SNINWNJEIEP MMM jaJee|A dueydals @ NOILNGIYLSIa 404 LON
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Step 2.1 — Setup cloud DNS using Route>3 Private hosted
zone

(A ‘
VPC Gy 1. For Cloud VPC — Enable DNS resolution and Enable DNS
Routg53 hostname (required to use Private hosted zone)
@] Public subnet 10.0.0.0/24 2. Create a Private Hosted Zone (cloud.com) and attach to the
Cloud VPC
E = 3. Create A record with name app.cloud.com with Cloud EC2

app.cloud.com] ’
T 10.0.0.x instance private IP address
4. Login to Cloud EC2 instance and verify if the domain name

app.cloud.com is resolving to private IP of itself

wod'snjnwnleljep "mmm jaiee|Al BUBI.IdB].S ® NOILNgIdliSia ¥

Private Hosted @ Private subnet @ Private subnet
Zone 10.0.10.0/24 10.0.11.0/24
Snslookup app.cloud.com
(may have to wait for couple of minutes)
10.0.0.0/16
© Stephane Maarek, Chetan Agrawal
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Step 2.2 - Launch & configure on-premise DNS server

Route53

Private Hosted
Zone

Resolver
Endpoints

app.cloud.com

Private subnet @ Private subnet <

10.0.10.0/24

inbound outbound inbound  outbound

cloud.com

10.0.0.0/24

10.0.11.0/24 V@

On-premise

Public subnet 5

n_D.Li.\_m.'l'_a_r_uh
net
* SSH (22) from 192.168.0.0/16

« DNSUDP (53) from 10.0.0.0/16  |com

* DNS UDP (53) from 192.168.0.0/16

=)

NAT gateway

ip

v
11111

10.0.0.0/16

© Stephane Maarek, Chetan Agrawal

VPN

VPN Server

(libreswan)

192.168.0.0/24

192.168.0.0/16

DNS
Server/Forwarder

192.168.10.0/24

Private subnet

onprem.com

hpp.onprem.com

192.168.11.0/24

On-premise

wod'snjnwnleljep "mmm jaiee|Al BUBL{dBlS ® NOILNGIYd1SId 40
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On-premise

Step 2.3 — Setup on-premise DNS server

@

%

O

4

® =

: : : : . VPC = . 5

1. Login to on-premise DNS server (via SSH into VPN server first) 0 Firg'\z'?ltsesiuop@/% S
2. Install DNS server packages 2
Ssudo su 9
Syum update -y Public subnet : - g
Syum install bind bind-utils -y Sy = - =
. NAT gateway DNS g

3 - Server/Forwarder <

: LILILBLIL! : 8

Private subnet o

VPN Server g 192.168.11.0/24 =~

(libreswan) E

192.168.0.0/24 T 3

- - o

2 E o

= = (<

7 B Q

LB e

App server 5

<

192.168.0.0/16 S

o

o

3
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On-premise

Step 2.4 — Configure on-premise DNS server

=
&

VP
3. Create file /var/named/onprem.com.zone [Replace X.X with your App server IP] . C Private subnet
192.168.10.0/24
STTL 86400
@ IN SOA nsl.onprem.com.root.onprem.com. (
2013042201 ;Serial . . N e B
3600  ;Refresh 2l Public subnet 1 = -
1800 ;Retry b - -
604800 ;Expire NAT gateway S
86400 ;sMinimum TTL LLLLL DNS
) 3 - Server/Forwarder
; Specify our two nameservers - -
IN NS dnsA. . . .
e dnsB onprem.com VP;\; 'S' ' @ Private subnet
nsb.onprem.com. erver 192.168.11.0/24

; Resolve nameserver hostnames to IP, replace with your two droplet IP addresses.
dnsA IN A 1.1.1.1

dnsBIN"A 8.8.8.8 192.168.0.0/24 T
; Define hostname -> IP pairs which you wish to resolve
@ IN A 192.168.X.X

App IN A 192.168.X.X T

App server

(openswan)

192.168.0.0/16

wod'snjnwnleljep "mmm jaiee|Al 3UBI.|C|3].S ® NOILNGIYd1SId 40
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On-premise

Step 2.4 — Configure on-premise DNS server

VPC N84

4. Create file /etc/named.conf [Replace X.X with your DNS server IP]

Private subnet
. 192.168.10.0/24
options {

directory "/var/named";
dump-file "/var/named/data/cache_dump.db";

statistics-file "/var/named/data/named_stats.txt"; LLLLL

memstatistics-file "'/var/named/data/named_mem_stats.txt"; @ Public subnet > - -

allow-query { any; }; g E E

allow-transfer  { localhost; 192.168.X.X; }; T

recursion yes; NAT gateway DNS

forward first; LLLL]

forwarders { S - Server/Forwarder

192.168.0.2; = -

}' | BB g

dnssec-validation yes; VPN Server @ Private subnet

/* Path to ISC DLV key */ 192.168.11.0/24

bindkeys-file "/etc/named.iscdlv.key"; (Openswan)
managed-keys-directory "/var/named/dynamic";
L & Y y y 192.168.0.0/24 LLLLL
zone "onprem.com" IN { E E
type master; - C
file "onprem.com.zone"; TTTTT
allow-update { none; }; App server

|3

192.168.0.0/16

wod'snjnwnleljep "mmm jaiee|Al aueqda;s ® NOILNGIYd1SId 40
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On-premise

Step 2.4 — Configure on-premise DNS server

U u
&8 \/pC N84

. Private subnet
5. Restart named service @ 192.168.10.0/24

Ssystemctl restart named.service

. 11111l
Schkconfig named on @l Publicsubnet 1 E
g}" . -
NAT gateway e
L1011l DNS
k o Server/Forwarder
T @ Private subnet
VPN Server 192.168.11.0/24
(openswan)

192.168.0.0/24 LLLLl

App server

192.168.0.0/16

wod'snjnwnleljep "mmm jaiee|Al aueqda;s ® NOILNGIYd1SId 40
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On-premise

Step 2.5 — Configure App server to send all DNS
requests to DNS server

You need to configure the App server to send the DNS queries to you DNS server Private subnet

192.168.10.0/24

VPC N84

1. Add the DNS server details to resolv.conf

nameserver <IP address of on-premises VPN server> Gl Public subnet - _
< ] C
b S =
b - C
2. Logi A i ify th I i . .
gin to App server again and verify that you are able to ping to app.onprem.com NAT gateway ITTTT
3 Lilll DNS
Sping app.onprem.com = = Server/Forwarder
[At this moment, you can not ping to app.cloud.com from on-premise app server and TTTTT @ T
vise-a-versa for obvious reason that we haven’t configured hybrid DNS so far] VPN Server 192.168.11.0/24
(libreswan)
192.168.0.0/24 LLLLl
Well done. Separate DNS configurations done for Cloud 1i__F
and On-premises environments. App server

192.168.0.0/16

wod'snjnwnleljep "mmm jaiee|Al 3UBI.|C|3].S ® NOILNGIYd1SId 40
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Step 3 — Hybrid DNS resolution in both the directions

hpp.onprem.com

onprem.com

cloud.com

192.168.11.0/24

10.0.0.0/1 192.168.0.0/16

2
@)
—|
-
@)
o)
- o
On-premise @
X
2\ (A =
M i W
i L c
VPC U VPC Private subnet =
@)
@ Public subnet 10000/24 app_onprem_com 2
©
b — — = — = = ~ g _ R T = P
RouteS3 I I i - Public subnet t |:': - %
| | b | 5
I agp.cloud.com NAT gateway 111 ONS o
d | TIIT i Server/forwarder o
- —_ - — —_ = — _ |

D e 1=l e e e L(fl’____glﬁl.;._—_—_—..—_—_—_?._——-:————rq <
} 1. ?] )< o > C = = = — 192.16B.10.0/24 Y]

: I1 T - = |
Private Hosted Private suldnet @ Private subnet I Q
Zone 10.0.10.0/b4 I : 10.0.11.0/24 VGW VPN Ve I @ Privafe subnet ®
”'I I | VPN Server I =
N 1 (libreswan) I I <
(& . | :
Resolver 192.168.0.0/24 : ! 3
Endpoints inbound outbound inbound  outbound I E %
R : E,"
0
c
3
c
c
N
o)
(o]
3
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Step 3.1 Hybnd DNS — From on-premises to AWS

(A
Routd53
@ Public subnet 10.0.0.0/24 Create Route53 Resolver inbound endpoint

— 1. Create a Security group for Route53 resolver inbound endpoint

app.cloud.com * Allow DNS (UDP 53) from on-premise network
192.168.0.0/16
@q}l 2. Create Route53 Resolver inbound endpoint
Private subnet

Private Hosted Private subnet .
) 1. Make sure you choose same region

wod'snjnwnleljep "mmm jaiee|Al aueqda;s ® NOILNGIYd1SId 40

Zone 10.0.10.0/24 10.0.11.0/24 VGW
2. Select Cloud VPC
&= &= 3. Select 2 private subnets (across 2 AZs) created earlier.
Resolver
Endpoints inbound inbound
10.0.0.0/16
© Stephane Maarek, Chetan Agrawal
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On-premise

Step 3.2 — Hybnd DNS — From on-premises to AWS

Configure on-premise DNS server to forward DNS queries
for cloud.com to Route53 inbound resolver endpoint IPs

1. Add following to /etc/named.conf. Replace ENDPOINT IPs with Route53 inbound

resolver IPs.

zone "cloud.com" {
type forward;
forward only;
forwarders { INBOUND_ENDPOINT_IP1; INBOUND_ENDPOINT_IP2; };

}I

2. Restart named service

Ssystemctl restart named.service

© Stephane Maarek, Chetan Agrawal

(A

VPC ~

Public subnet 5

Sy

NAT gateway

VPN Server
(openswan)

192.168.0.0/24

192.168.0.0/16

Private subnet
192.168.10.0/24

DNS
Server/Forwarder

@ Private subnet
192.168.11.0/24

App server
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On-premise

Step 3.3 — Verify DNS resolution

You should be able to resolve app.cloud.com from the on-premise App Server

1. From on-premise App Server

Snslookup app.cloud.com
Sping app.cloud.com

Well done ! On-premises to AWS DNS resolution working as expected.

wod'snjnwnleljep "mmm jaiee|Al aueqda;s ® NOILNGIYd1SId 40
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Step 3.4 — Hybrid DNS — From cloud to on-premises
(outbound)

(A
N ‘
VPC N84 Create Route53 Resolver outbound endpoint

Routd53

&l Public subnet 10.0.0.0/24 .
L 1. Create a Security group for Route53 resolver outbound

endpoint
SRR  Outbound Rule: Allow DNS (UDP 53) to on-premise

BB ST network 192.168.0.0/16
M |f}| 2. Create Route53 Resolver outbound endpoint
Private subnet CD

brivate nosted BN private subnet 1. Make sure you choose same region

od'sninWnNJdelep MMM >jalee|p| GUBI.IdBJ.S ® NOILNGIYd1SId 40

Zone 10.0.10.0/24 10.0.11.0/24 VGW 2. Select Cloud VPC
gg 3. Select 2 private subnets (across 2 AZs) created earlier.
= = 3. Create Outbound Rule to forward the DNS requests for

Resolver

Endgoints outbound outbound onprem.com to DNS server IP
1. Domain name as onprem.com
2. Select Cloud VPC

1000.0/16 3. Target IP address of on-premises DNS server IP
— (192.168.X.X)
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Step 3.5 — Venify DNS resolution

You should be able to resolve app.onprem.com from the Cloud EC2 instance

1. From Cloud EC2 instance

Snslookup app.onprem.com
Sping app.onprem.com

Amazing ! AWS to on-premises DNS resolution is also working!
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Cloud | On-premise

Cleanup

Terminate all EC2 instances created in this lab.
Delete VPN Connection, VGW and CGW
Delete NAT Gateway

Delete Routeb3 resolver rules followed by resolver endpoints

Delete Route53 A record followed by a private hosted zone
Delete both VPCs
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