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ERSPAN: 
o ERSPAN is term stand for Encapsulated Remote Switched Port Analyzer.  

o Feature present on new IOS-XE on ASR1000 also available on Catalyst 6500. 

o ERSPAN brings generic routing encapsulation (GRE) for all captured traffic. 

o ERSPAN is used to send traffic for sniffing over L3 networks using GRE tunnel. 

o ERSPAN on Cisco ASR 1000 Series Routers supports only The Layer 3 interfaces. 

o Ethernet interfaces are not supported on ERSPAN configured as Layer 2 interfaces. 

For the Source session, need to Configure: 

o To configure ERSPAN it requires Unique session ID, List of source interfaces or VLANs. 

o What is the traffic we want to capture tx (Transmit Only ), rx (Receive Only) or both.  

o ERSPAN configuration require Destination IP address for the GRE tunnel to connect.  

o Origin IP address which is used as source for generic routing encapsulation tunnel.  

o Unique Encapsulated Remote Switched Port Analyzer (ERSPAN) flow ID (Identity). 

For the Destination need to Specify: 

o For the Destination Unique session ID doesn’t have to match with source session. 

o ERSPAN require Destination interface(s) where you want to forward the traffic to. 

o Source IP address has to match with the origin IP address of the source session. 

o ERSPAN require Unique ERSPAN flow ID, has to match with the source session. 
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PC1 IP Address Configuration: 

 
 

Sniffer Configuration 

Sniffer(config)#interface f0/0 

Sniffer(config-if)#ip address 192.168.2.2 255.255.255.0 

Sniffer(config-if)#no shutdown 

Sniffer(config)#ip route 0.0.0.0 0.0.0.0 192.168.2.1 

 

CSR1 Basic IP Configuration 

CSR1(config)#interface gigabitEthernet 1 

CSR1(config-if)#ip address 192.168.12.1 255.255.255.0 

CSR1(config-if)#no shutdown  

CSR1(config-if)#exit 

CSR1(config)#interface gigabitEthernet 2 

CSR1(config-if)#ip add 192.168.1.1 255.255.255.0 

CSR1(config-if)#no shutdown  

CSR1(config-if)#exit 

CSR1(config)#ip route 0.0.0.0 0.0.0.0 192.168.12.2 

 

CSR2 Basic IP Configuration 

CSR2(config)#interface gigabitEthernet 1 

CSR2(config-if)#ip address 192.168.12.2 255.255.255.0 

CSR2(config-if)#no shutdown  

CSR2(config-if)#exit 

CSR2(config)#interface gigabitEthernet 2 

CSR2(config-if)#ip add 192.168.2.1 255.255.255.0 

CSR2(config-if)#no shutdown  

CSR2(config-if)#exit 

CSR2(config)#ip route 0.0.0.0 0.0.0.0 192.168.12.1 
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CSR1 ERSPAN Configuration: 

CSR1(config)#monitor session 1 type erspan-source  

CSR1(config-mon-erspan-src)#source interface GigabitEthernet 2 rx 

CSR1(config-mon-erspan-src)#no shutdown 

CSR1(config-mon-erspan-src)#destination 

CSR1(config-mon-erspan-src-dst)#erspan-id 100 

CSR1(config-mon-erspan-src-dst)#ip address 192.168.2.2 

CSR1(config-mon-erspan-src-dst)#origin ip address 192.168.12.1 

CSR1#show monitor session 1 

 

CSR2 ERSPAN Configuration: 

CSR2(config)#monitor session 1 type erspan-destination 

CSR2(config-mon-erspan-dst)#no shutdown 

CSR2(config-mon-erspan-dst)#destination interface GigabitEthernet 2 

CSR2(config-mon-erspan-dst)#source 

CSR2(config-mon-erspan-dst-src)#erspan-id 100 

CSR2(config-mon-erspan-dst-src)#ip address 192.168.2.2 

CSR2#show monitor session 1 

 

Verification:  

Let’s ping from PC to CSR1 local interface IP which is 192.168.1.1 
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After ping from PC to CSR1 local interface CSR1, encapsulate the traffic and send to Sniffer.  
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