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Which feature does Cisco TrustSec use to provide scalable, secure communication throughout a network?

A, secunty group tag number assigned to each user on a switch

B. secunty group tag number assigned to each port on a network

VOTK

~ ~

security group tag ACL assigned to each port on a switch

D. security group tag ACL assigned to each router on a network

Answer: C

Select the best choice.
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Which function does a fabric edge node perform in an SD-Access deployment?

A, connects the SD-Access fabnc to another fabric or external Layer 3 networks

B. connects endpoints to the fabric and forwards their traffic

C. encapsulates end-user data traffic into LISP

D. provides reachability between border nodes in the fabric underlay
Answer: B

Select the best choice. 100% l
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Refer to the exhibit. The WLC administrator sees that the controller to which a roaming client associates has Mobility Rele Anchor configured under Clients = Detail. Which type of roaming is supperted?
A indirect
B. Layer 2 intercontroller p 1« u pw'e
C. Layer 3 intercantroller
D. intracontroller
Answer: C
L
Select the best choice. 100% l
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picture

Swi tohC#ahow
Pore ™

SwitshCHahow run intarfics port-chaenal 1
interface Port-channel 1

description Uplink to Core

switchport mode trunk

Refer to the exhibit. SwitchC connects HR and Sales to the Core switch. However, business needs require that no traffic frem the Finance VLAN traverse this switch. Which command meets this requirement?

‘(configi#tinterface port-channel 1

SwitchClconfig) #switchport trunk allowed vlan add 210,310
B. SwitchC{configi#vtp pruning

C

SwitchClconfigi#htp pruning vian 110

chC(configi#interface port-channel 1
SwitchClconfig-f#switchhport trunk allowed vlan remove 110

Select the best choice. 100% l
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Refer to the exhibit. Based on the configuration in this WLAN security setting, which method can a client use to authenticate to the network?
A. RADIUS token
B. usemame and password
C. cerificate
D. text string
W
Select the best choice. 100% l
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Which method does the enable secret password option use to encrypt device passwords?
A AES
B. CHAP
C. MD5

D PAP

Answer: C

Select the best choice. 100% l
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Which controller is the single plane of management for Cisco SD-WAN?
A vManage
B. vEc

vSmart

r=}

e

2 3

vBond

Answer: A

Select the best choice. 100% l
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An engineer is configuring local web authentication on a WLAN. The engineer chooses the Authentication radio button under the Layer 3 Security options for Web Policy. Which device presents the web authentication for the
WLAN?

A Local WLC
B. ISE server
C. Anchor WLE
D RADIUS server
Answer: A
Select the best choice. 100% l
Previous | Mext Review All Save Session End Exam

ENG 20:07
J

2020/4/26

https://t.me/learningnets



[ SPOTO CCNP Enterprise Exam | Implementing and Operating Cisco Enterprise Network Core Technologies (ENCOR) - Custom Exam - VCE Player = x
O Mark Current Score: 0/825

ltem 60 of 102 (Choice, Q60) Hide Answer

Which two descriptions of FlexConnect mode for Cisco APs are true? (Choose two.)

APs that operate in FlexConnect mode cannot detect rogue APs

m =

FlexConnect mode 15 a wireless solution for branch office and remote office deployments

FlexConnect mode 15 used when the APs are set upin a mesh environment and used to bridge between each other

VAT A

FlexConnect mode is a feature that is designed to allow specified CAPWAP-enabled APs to exclude themselves from managing data traffic between clients and infrastructure.

2 Ol

m

When connected to the controller, FlexConnect APs can tunnel traffic back to the controller

Answer. BE

Select all that apply. 100% | |
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What is the difference between the enable password and the enable secret password when senice password encryption is enabled on an 105 device?
A The enable secret password 1s protected via stronger cryptography mechanisms
B. Thers is no difference and both passwords are encrypted identically
C. The enable password is encrypted with a stronger encryption method
D. The enable password cannot be decrypted
Answer: A
Select the best choice. 100% l
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Extended IP access list EGRESS |
10 permit ip 10.1.100. 0/ 00.25510.1.2.00.0.0.255

20 deny ip any any

Refer to the exhibit. An engineer must modify the access control list EGRESS to allow all IP traffic from subnet 10.1.10.0/24 te 10.1.2.0/24. The access control list is applied in the outbound direction on router interface Gigabit
Ethernet 0/1. Which configuration commands can the engineer use to allow this traffic without disrupting existing traffic flows?

A, config t
Ip access-list extended EGRESS
permit ip 10.1.10.0 0.0.0.255 10
B. configt
ip access-list extended EGRESS
permit ip 10.1.10.0 255255 255.0 10.1.2.0 255 255.255 0

1.2.00.0.0.285

C. configt
ip access-list extended EC 5
5 permit ip 10.1.10.0 0.0.0.255 10.1.2.0 0.0.0.255

D. configt
deny ip any any
!
interface g/
no ip access-group EGRESS out
ip access-group EGRESS2 out

Answer. C
Select the best choice. 100% l
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At which layer does Cisco DMNA Center support REST controls?

=

session layer

B. northbound APls

C. EEM apglets or scripts

0. YAML output from responses to APl calls
Answer: B

Select the best choice.
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When configuring WPA2 Enterprise on a WLAN, which additional security component configuration is required?

A TACAC

f,

5 SEVer

m

Pl server

NTP server

o ol

RADIUS server

Answer: O

Select the best choice.

100% |
Previous Mext Review All -

Save Session End Exam

20:11
2020/4/26

ENG

https://t.me/learningnets



[ SPOTO CCNP Enterprise Exam | Implementing and Operating Cisco Enterprise Network Core Technologies (ENCOR) - Custom Exam - VCE Player

= *
[ Mark

Current Score: 0/825
[tem 65 of 102 (Choice, Q65)

Hide Answer

Which statement about agent-based versus agentless configuration management tools is true?

A Agentless tools require no messaging systems between master and slaves

B. Agentless tools use proxy nodes to interfface with slave nodes

C. Agent-based tools do not require installation of additional software packages on the slave nodes

D. Agent-based tools do not require a high-level language interpreter such as Python or Ruby on slave nodes
Answer: D

Select the best choice. 100% l
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Which statement about route targets is true when using VRF-Lite?
A Route targets allow customers to be assigned overlapping addresses
B. When BGP is configured, route targets are transmitted as BGP standard communities
C. Route targets control the import and export of routes into 2 customer routing table
D. Route targets uniquely identify the customer routing table
Answer: C
Select the best choice. 100% l
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Which statement about a fabric access point is true?
A ltis in FlexConnect mode and must be connected directly to the fabric border node
B. Itis inlocal mode and must be connected directly to the fabric border node.
C. ltis in local mode and must be connected directly to the fabric edge switch
D. ltis in FlexConnect mode and must be connected directly to the fabric edge switch
Answer: C
Select the best choice. 100% l
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Which HTTP status code is the correct response for a request with an incorrect password applied to a REST API session?

A HTTP Status Code:200
B. HTTP Status Code:401
C. HTTP Status Code:302
DO. HTTP Status Code:504
Answer: B
Select the best choice. 100% l
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Which TCP setting is tuned to minimize the risk of fragmentation on a GREAP tunnel?

A MSS
B. MTU
C. MRU
D. window size
Answer: A
Select the best choice. 100% l
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How does Cisco TrustSec enable more flexible access controls for dynamic networking emvironments and data centers?
A uses flexible NetFlow
B. classifies traffic based on advanced application recognition
C. classifies traffic based on the extual identity of the endpoint rather than its [P address
D. assigns & VLAN to the endpoint
Answer: C
Select the best choice. 100% l
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Which technology provides a secure communication channel for all traffic at Layer 2 of the OS] model?

=

Cisco TrustSec
L

B
C. MACsec
D

IPsec

Answer: C

Select the best choice.

100% |
Previous Mext Review All -

Save Session End Exam

20:13
2020/4/26

ENG

https://t.me/learningnets



[ SPOTO CCNP Enterprise Exam | Implementing and Operating Cisco Enterprise Network Core Technologies (ENCOR) - Custom Exam - VCE Player = x

[ Mark Current Score: 0/825

ltem 72 of 102 (Choice, Q72)

Hide Answer

Which statements are used for error handling in Python?

A try/catch

B. try pt

C. blocki/rescue

O catchirelease
Answer: B

Select the best choice. 100% l
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A network is being migrated from 1Pv4 to IPVE using a dual-stack approach. Network management is already 100% IPvE enabled. In a dual-stack network with two dual-stack NetFlow collectors, how many flow exporters are
needed per network device in the flexible NetFlow configuration?

A4
B 2
Gl
D &
Answer: C
Select the best choice. 100% l
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Which two methods are used by an AP that is trying to discover a wireless LAN controller? (Choose two.)

A broadcasting on the local subnet

B. querying other APs
C. Cisco Discovery Protocol neighbor
D. DHCP Option 43
E. DMNS lookup CISCO-DNA-PRIMARY localdomain
Answer: AD
Select all that apply. 100% | |
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Refer to the exhibit. Which privilege level is assigned to VTY users?

A1
BT
G: 15
43
Answer: A

Select the best choice.
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In OSPF which LSA type is responsible for pointing to the ASBR router?

A
type 4
A ype 4

B. type2
C. type1
D type 3
Answer: A
Select the best choice. 100% l
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Which action is the vSmart controller responsible for in an SD-WAN deployment?

A. manage, maintain, and configuration and status for nodes within the SD-WAN fabric

B. onboard vEdge nodes into the SD-WAN fabric

C. gather telemetry data from vEdge routers

D. distribute security information for tunnel establishment between vEdge routers
Answer: D

Select the best choice.
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Which statement about multicast RPs is trua?

A By default, the RP is needed penodically to maintain sessions with sources and recewers

B. By default, the RP is needed only to start new sessions with sources and receivers

C. RPs are required for protocol independent multicast sparse mode and dense mode.

D. RPs are required only when using protocal independent multicast dense mode
Answer: B

Select the best choice. 100% l
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Refer to the exhibit. Which configuration establishes EBGP neighborship between these two directly connected neighbors and exchanges the loopback network of the two routers through BGP?

A Rl{config)#router bgp 1
R1liconfig-router#neighbor 192.168.10.2 remote-as 2
Ri{config-router#Fnetwork 10.0.0.0 mask 255.0.0.0

R2{configi#router bgp 2

R2{config-router#neighbor 192.168.10.1 remote-as 1

R2{config-routerf#network 10.0.0.0 mask 2550 0.0
B. Rliconfigi#router bgp 1

R1{config-router#neighbor 10.2.2.2 remote-as 2

R1(config-router#network 10.1.1.0 mask 255 255 255.0
R2{configi#router bgp 2

R2{config-router#neighbor 10.1.1 1 remote-as 1
R2{config-routerf#network 10.2.2.0 mask 255.265.255 .0

C. Rliconfigi#router bgp 1
Ri{config-router#neighbor 10.2.2.2 remote-as 2
R1{config-routerfneighbor 102 2 2 update-source lod
R1liconfig-router#network 10.1.1.0 mask 255 255 2550

R2(configi#router bgp 2
R2(config-router)#neighbor 10.1.1.1 remote-as 1
R2{canfig-router)#neighbor 10.1.1.1 update-source [o0

Answer. D

Select the best choice.
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Ri1#show ip bgp
BGP table version is 2 local router |ID 15 182.168.10115
Status codes S ,._.Pu,a,sed d damped, h history, ™ valid, = best, i - internal,
# RiB-failure, S Stale, m multipalh, b backup-path, f RT-Filter
X best exierr\al a ad:_.g,\}\,"\a path, c RIB complessed_\l\)\’\
."'“thq [s Ud - IGP, e - EGP, 23 didomplete
HPKI lel(idnon codes: V valid - invalid, N Not found

MNetwork Next Hop Metric LocPrf Weight Path C h O r d O
182.168.102.0 192.168.101.18 80 0 645171

(

g 192.168.101.14 80 80 0 645161
' 192.168.101.10 0 64515645151
= 192.168.101.2 32768 645131
x 192 168.101.6 =108 0 64514 645141

Refer ta the exhibit. Which IP address becomes the active next hop for 192 168.102.0/24 when 192.168.101.2 fails?

A 182168 101.14
B. 192.168.101.18
C. 192.168.101.6
D. 192168 101.10

Answer: B

100% | |
End Exam
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Which IP SLA operation requires the IP SLA responder to be configured on the remote end?
A ICMP echo
B. UDP jitter
C. TCP connect

O ICWP jitter

Answer: C

https:/fwww.cisco.com/c/en/usitd/docsfios-xmlfios/ipsla/configuration/15-mt/sla-15-mt-book/sla_tcp_conn.html

Select the best choice. 100% l
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A response code of 404 is received while using the REST APl on Cisco DNA Center to POST to this URI
fdnafintent/api/v1/template-programmer/project
\What does the code mean?
A, The POST/PUT request was fulfilled and a new resource was created. Information about the resource is in the response body
B. The server has not implemented the functionality that 1s needed to fulfill the request
C. The request was accepted for processing, but the processing was not completed
D. The client made a request for a resource that does not exist
Answer: [
Select the best choice. 100% l
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Which two operations are valid for RESTCONF? (Choose two.)

o =
5o
s
=
=

e Kl -
=]
=
Lot
ey
el

HEAD
REMOVE
PLUSH

I

gl

Answer: CD

Select all that apply. 100% | |
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A customer has several small branches and wants to deploy a Wi-Fi solution with local management using CAPWAP. Which deployment model meets this requirement?

A

SD-Access wireless

B. autonomous
C. local mode
0O M
Answer: O
Select the best choice. 100% l
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Refer to this output. What is the logging severity level?
R1# *Feb 14 37:12:36.289: %LINEPROTO-5-UPDOWN: Line protocel on Interface GigabitEthernet0/1, changed state to up

alert

m

notification
emergency

G
D. eritical

Answer: B

Select the best choice. 100% l
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Which protocol does REST AP rely on to secure the communication channel?

A TCP

m
2L
=
b |

[ Ll o
=18 §
-4
o

(4}

Answer: O

Select the best choice. 100% l
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When using TLS for syslog, which configuration allows for secure and reliable transportation of messages to its default port?

logging hest 10.2.3.4 wif mgmt transport udp port 514

=

m

logging hest 10.2.3.4 wif mgmt transport tcp port 6514

Ip port 6514

!

logging host 10.2.3.4 vif mgmt transport ud

22

logging hest 10.2.3 4 wvif mgmt transport tcp port 514

Answer: B

Select the best choice. 100% l
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Which NGFW mode blocks flows crossing the firewall?

A inhine
B. passive
C. inhne tap
DO tap
Answer: A
Select the best choice. 100% l
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What is a benefit of deploying an on-premises infrastructure versus a cloud infrastructure deployment?
A ability to quickly mcrease compute power without the need to install additional hardware
B. lower latency between systems that are physically located near each other
C. less power and cooling resources needed to run infrastructure on-premises
D. faster deployment times because additional infrastructure does not need to be purchased
Answer: B
Select the best choice. 100% l
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IMark Current Score: 0/825
ltem 90 of 102 (Choice, Q90) Hide Answer
What is a benefit of data modeling languages like YANG?
A They create more secure and efficient SNMP OIDs
B y enable programmers to change or write their own applications within the device operating system
b3 srdized data structure, which results in configuration scalability and consistency
D e CLI simpler and more efficient
Answer: C
Select the best choice. 100% l
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O Mark
ltem 91 of 102 (Choice, Q91) Hide Answer
Which method creates an EEM applet policy that is registered with EEM and runs on demand or manually?
A event manager applet ondemand
action 1.0 syslog prionty cntical msg This 1s a message from ondemand’
B. t manager applet ondemand
ent register
action 1.0 syslog priority cntical msg This is 8 message from ondemand’
C. event manager applet ondemand
ent none
action 1.0 syslog priority critical msg This is 3 message from ondemand’
D ent manager applet ondemand
ent manual
action 1.0 syslog priority critical msg This is @ message from ondemand’
Answer: C
100% | |

Select the best choice.
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O Mark Current Score: 0/825

ltem 92 of 102 (Choice, Q92) Hide Answer

Which exhibit displays a valid JSOM fila?

A
A

"hostname” "edge_router_1" < ! | I O t d O
“interfaces™ [

"GigabitEthernsat1/1"
"GigabitEthernsat1/2"
"GigabitEthernet1/3"

C E_

"hostname”; “edge_router_1"
interfaces": {
"GigabitEthernet/
"GigabitEthernet/

"GigabitEthemet1/3

L3, 4
"hostname": "edge_router_1"
“interfaces™ {

"GigabitEthernet1/"
"GigabitEthernet1/2"
"GigabitEthernet1/3"

Select the best choice. 100% l
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O Mark Current Score: 0/825

ltem 93 of 102 (Choice, Q93) Hide Answer

Name is Bob Johnson
Ageis 75
Is alive

Favorilpwods are:
. Cﬁh@.\i\(

=Wlustard

c h or d o

Refer to the exhibit. What is the JSON syntax that is formed from the data?

A {Name: Bob Johnson, Age:75, Alive: true, Favorite Foods: [Cereal, Mustard, Onions]}

B. {"Mame": "Bob Johnson”, "Age”: Seventyfive, "Alive™ true. "Favorite Foods™ ["Cereal”, "Mustard, "OnionsT)
C. {"Mame": "Bob Johnson", "Age": 75, "Alive": true, "Favorite Foads™: ["Cereal”, "Mustard”, "Onions'T}
D. [Name" 'Bob Johnson', 'Age".75, "Alive’ True, ‘Favorite Foods”™ ‘Cereal, 'Mustard’, 'Onions’
Answer: C
Select the best choice. 100% l
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IMark Current Score: 0/825
ltem 94 of 102 (Choice, Q94) Hide Answer
Which behavior can be expected when the HSRP version is changed from 1 to 27
A Each HSRP group reinitializes because the virtual MAC address has changed
B. Each HSRP group reinitializes because the multicast address has changed
C. Mo changes occur because version 1 and 2 use the same wrtual MAC OUI
D ; router is upgraded before the active router
Answer: B
Select the best choice. 100% l
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20:24

ENG T
2020/4/26

https://t.me/learningnets



[ SPOTO CCNP Enterprise Exam | Implementing and Operating Cisco Enterprise Network Core Technologies (ENCOR) - Custom Exam - VCE Player = x

IMark Current Score: 0/825
ltem 95 of 102 (Choice, Q95) Hide Answer
Which statement about an RSPAM session configuration is true?
A, Only incoming traffic can be monitored
B y one session can be configured at a time
c be used as the RSPAN destination
D. A filter must be configured for RSPAN sessions
Answer: C
Select the best choice. 100% l
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O Mark Current Score: 0/825

ltem 96 of 102 (Choice, Q96) Hide Answer

Which method displays text directly into the active consaole with a synchronous EEM applat policy?

A event manager applet boom
event syslog pattern 'UP
action 1.0 syslog prionty direct msg logging directly to console

event manager applet boom
vent syslog pattern ‘U

action 1.0 string ‘logging directly ta console’
C. event manager applet boom

event syslog pattern ‘UP

action 1.0 puts 'logging directly to console

i}

ent manager applet boom
og pattern ‘UP

action 1.0 gets ‘logging directly to console

Answer: D
Select the best choice. 100% l
Previous | MNext Review All - Save Session End Exam

ENG 20:25
J

2020/4/26

https://t.me/learningnets



[ SPOTO CCNP Enterprise Exam | Implementing and Operating Cisco Enterprise Network Core Technologies (ENCOR) - Custom Exam - VCE Player

= *
[ Mark

Current Score: 0/825

ltem 97 of 102 (Choice, Q97) Hide Answer

Which OSPF network types are compatible and allow communication through the two peering devices?

A point-to-multipoint to nonbroadcast
B. broadcast to nonbroadcast
it SR

roadcast to point-to-point

D. point-to-multipoint to broadcast

Answer: C

Select the best choice. 100% l
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O Mark Current Score: 0/825

ltem 98 of 102 (Choice, Q98) Hide Answer

A client device fails to see the enterprise SSID, but other client devices are connected to it. What is the cause of this issue?

=

The broadcast SSID was not manually configured on the client

B. The hidden SSID was not manually configured eon the client
C. The client has incomrect credentials stored for the configured hidden SSID
D. The client has incorrect credentials stored for the configured broadcast SSID
Answer: B
Select the best choice. 100% l
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ltem 99 of 102 (Choice, Q99) Hide Answer
Which feature must be configured to allow packet capture over Layer 3 infrastructure?
A WSPAN
IPSPAN
ERSPAN
RSPAN

Cae M

o

Answer: C

Select the best choice.

100% |
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[tem 100 of 102 (Drag&Drop, Q1)

Drag and drop the descriptions from the left onto the correct QoS components on the right

Current Score: 0/825

h
Select and Place - Your Response

Answer:

causes [CP refransmissions when traﬁi% 1= dropped
[ aaut AW

ot o

buffers excessive traffic

introduces o delay and jitter

Fio\ia ro\a
G introduces delay &nd jitter

drops excessive traffic

d%gj'c::[ly delays, rather than dropectraffic

To answer, click the Select and Place button.

Previous Mext Review All -

Hide Answer
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VB A
o w3 S
G v,
AU Jue™
TrafficGiianing (%
_du\"\ e ‘j'd\" )
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IMark Current Score: 0/825
-
[tem 100 of 102 (Drag&Drop, Q1) Hide Answer
Drag and drop the descriptions from the left onto the correct QoS components on the right
Select and Place
Answer:
Traffic Policing
causes [CP retransmissions when traffj;r;_if dropped ‘
A AU
ALY AT
L introduces mo delay and jitter !
drops excessive traffic
SN Eio AU AV
Trafﬁc(ﬁﬁ'éj:'ing SN
buffers excessive traffic
Te\ M eyt
Gkt introduces delay &nd |itter
. .'_l_;:jté;psta[[y delays, rather thaP..gi%mTrafnc
W
To answer, click the Select and Place button. 100% l
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[ Mark

ftem 101 of 102 {Drag&Drop, Q2)

Drag rag and drop the characteristics from the left onto the correct routing protocol types on the right.

To answer, click the Select and Fla

Previous MNext

Select and Place

-..d\}?tipports unequal path _IQafJ_EL\é%'ﬂcing

link state routing protocol

distance vector routing prot{_;r |
AU Tq

WY

metric based on delay and reliability by default

makes |t easy to :.egment the network logigally

G\ VA oGt

constructs three tables as part of its operation;
neighbor table, topology table, and routing table

*
OSPF \
Aot _Auth
- i
guet Son
EIGRP
QU 2adur®
Reset

Review All -

Current Score: 0/825

Show Answer

chor

100% | |

Save Session End Exam
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[ Mark Current Score: 0/825
Drag rag and drop the characteristics from the left onto the correct routing protocol types on the right.
Select and Place
Answer
QSPF
link state routing protocol
c )
makes it easy to segment the network loginally
chor
constructs three tables as part of its operation:
neighbor table, topology table, and routing table
Aot out
EIGRP
< »OWStipports unequal path loaddwafancing
(s a (:_'_'.,-
G roio LA - cistance vector routing protgool
o O o | . _l_\\)f\ w [:-.‘.\}\ \
metric based on delay and reliability by default
To answer, click the Select and Place button. 100% l
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[tem 102 of 102 (Drag&Drop, Q13)

Drag and drop the charactenstics from the left onto the correct infrastructure deployment types on the right

To answer, click the Select and Place button

Previous

I Select and Place |
Select and Place *
On Premises
azal ; -huilsy LArD ]
C.U_SER,\N‘ ble hardware purpos__e {1.\'5{:& ystems Al _augd
; "= ] W, T
easy to scale and upgrade
mare suitable for campanies with specific
regulatary or security requirements
—odul” oAl gue© e
Y resources can be over or ubiderutilized as G Gllge
recuirernents vary Cloud
requires a strong and stable internet connection
builgfautomated data backups, gl Yecovery gute OO
Ol O\ oS
Reset

Review All

-

Current Score: 0/825

Show Answer

chor

100% | |
Save Session End Exam
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[ Mark Current Score: 0/825
-
[tem 102 of 102 (Drag&Drop, Q13) Hide Answer

Drag and drop the charactenstics from the left onto the correct infrastructure deployment types on the right
Select and Place

Answer:

On Premises

tiu SFB.W:' ble hardware, purpose < tjiz..L&Lﬁ'&'-_..:st ems

~\k

A L

SLK
more suitable for campanies with specific | C h O r
regulatery or security requirements |
O\ resources can be over or uniderutilized as
requirements vary

1

™ We L oOU o

el
Cloud

easy to scale and upgrade

reqiuires a strong and stable internet connection

¥=Ya =}

bu_ii@j}ﬁ‘éutomated data i:rackupg_‘@mﬁ'ecovery

To answer, click the Select and Place button. 100% l
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