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PlugX

* Originally a Chinese-based piece of malware that then
propagated to other threat groups
» Fairly simple multistage RAT that has C2, file upload,
download, keylogging, etc., capabilities
* Been observed in multiple APT campaigns
* Emerged publicly around 2012
» Linked to and seen as an evolution of Poison Ivy due to campaign
overlap between actors using both

« Campaigns largely focused on government organizations and

espionage
FOR578 | Cyber Threat Intelligence 5
PlugX

PlugX has been around since about 2012 and was originally used exclusively by Chinese-based threat groups. It
then spread to other groups as well. It has largely been seen as the successor to Poison Ivy; however, both tools
are still in operation. The campaigns leveraging PlugX usually target government organizations and utilize the
tool as a piece of espionage malware.

Reference:

* https://news.sophos.com/en-us/tag/plugx/
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Hikit Malware

» Hikit (aka McRat) is a piece of malware that first came into
detection around 2011 e
* Capabilities include N | s
. gootkit functionality )I %
* Client tools for RAT functionality
 Kernel driver to monitor traffic
* Does not connect to a C2 server
but instead waits for the attacker to

connect to it over HTTP or HTTPS (s |
* Uses a specific HTTP GET request to initiate communication

FOR578 | Cyber Threat Intelligence 6

Hikit Malware

The Hikit malware is an interesting piece of malware due to its method of adversary interaction. Instead of
connecting directly to a command-and-control server, the malware waits for the adversary to interact with it.
This means that clients behind a firewall are more difficult for the adversaries to get initially, so it has been
observed that the DMZ systems themselves are usually the initial target. The malware was also seen as having
state-related use cases in targeting organizations for espionage purposes.

References:

* https://www.fireeye.com/blog/threat-research/2012/08/hikit-rootkit-advanced-persistent-attack-techniques-
part-1.html

* https://community.broadcom.com/symantecenterprise/communities/community-
home/librarydocuments/viewdocument?DocumentKey=171b1e21-4dcb-4635-a37b-
6¢95ea296611&CommunityKey=1ecf5f55-9545-44d6-b0f4-4e4a7f5f5e68 &tab=librarydocuments
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Hikit Malware and Bit9

» Hikit (aka McRat) was malware linked to the compromise of
security vendor Bit9 in 2012

» The malware stole Bit9 private certs so that it could sign its
malicious software to bypass application control solutions
» Compromise began with an internet-facing web server that

was hit with an SQL injection attack
* Adversaries then pivoted into the environment

* The case was interesting because the adversaries wanted to
compromise Bit9 customers and needed to bypass their

security vendor first
* Dedication/logistics of adversary was fairly sophisticated

FOR578 | Cyber Threat Intelligence 7

Hikit Malware and Bit9

The most high-profile use of Hikit came in 2012 when it was used in a campaign against Bit9. The security
company Bit9 sells an application control solution. Once in the networks of Bit9, the Hikit malware was used by
the adversaries to steal certificates so that the malware could be digitally signed to bypass application control
technologies in the targeted networks. This showcases that Bit9 was a victim but not the target of the campaign.
The victims impacted obviously were profiled before to determine that they used Bit9 and then forced the
adversaries to target Bit9 to gain access into the target networks. This is not only a hallmark of a good adversary
using long-term logistics and operations planning, but also an interesting case study of the obstacles that a
solution like application control can place in an adversary’s path. No defensive solution is enough, but it is a
good thing if your adversary has to compromise your vendor to even begin the intrusion into your network.

© 2021 Robert M. Lee 7
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» Multi-company team (Novetta, iSight, Bit9, Cisco, etc.)
focused on a complex espionage program
* Attributed to the Chinese Intelligence community

» Key findings included a well-resourced team that:
» Existed for over six years
» Targets including governments, NGOs, strategic economic
interests, energy organizations, R&D, and infrastructure
* Leveraged a variety of tools over the course of the campaign,
including PlugX, Hikit, GhostRat, Poison Ivy, Hydraq, DeputyDog,
and Derusbi

FOR578 | Cyber Threat Intelligence 8

Axiom

The Axiom group was identified as part of a coalition: Operation SMN. The coalition was between companies
such as Novetta, iSight, Bit9, Cisco, FireEye, and others that took part in analysis and data sharing of the Axiom
group. This campaign highlighted a six-year-plus-long campaign by Chinese-based adversaries. The campaign,
attributed to the Chinese intelligence apparatus, targeted governments, Non-Government Organizations (NGOs),
and strategic interests of China.

Interestingly, the campaign leveraged various styles of malware, including PlugX and Hikit.

Reference:

* http://www.novetta.com/wp-content/uploads/2014/11/Executive_Summary-Final 1.pdf

8 © 2021 Robert M. Lee
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Interesting Attributes

More complex Victim-specific C2
malware against servers from
harder targets compromised domains

Wide variety of
malware/tools

Unique C2 Naming Convention, Different teams
“companyname.attackerdomain.com” and “hand offs”

Many of the victims could be mapped back
to China’s 12th Five Year Plan

FOR578 | Cyber Threat Intelligence 9

Interesting Attributes

Consider these interesting attributes:
*  Numerous C2 domains were named with a similar pattern, such as “companyname.attackerdomain.com”
* Compromised infrastructure to use for specific victims and small organizations (victim-specific C2)

+ Utilized more complex malware against more hardened targets and less specialized and capable
malware against softer/easier targets

*  Many of the victims of the campaign could be mapped back to China’s 12th Five Year Plan. This speaks
to the geopolitical context of many cyber espionage operations.

One interesting aspect was that the adversary seemed to have different teams. That is, there were teams that used
distinct characteristics to get into a system and then seemingly handed off access to another team, thus breaking
down operations into development, access, and operations/sustainment.

Reference:

* http://www.novetta.com/wp-content/uploads/2014/11/Executive_Summary-Final 1.pdf

© 2021 Robert M. Lee 9
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Lessons Learned

Six-plus-year-long campaign

« Historical context and long-term data storage required to analyze the campaign

Campaign focused on Chinese strategic interests

« Companies should identify national level needs and interests to incorporate APT
actors into their threat models

Operation SMN required multiple companies

» Even large vendors with large datasets may not have all the data and information
required; working together is often key

What appeared as different campaigns were the same group

« Many intrusions, malware samples, and independent campaigns were tied together
to understand the holistic nature of this threat group

FOR578 | Cyber Threat Intelligence 10

Lessons Learned

For the context of cyber threat intelligence, there were some key lessons learned that we can extract from the
Axiom group and the effort to profile them. First, the campaign took place for at least six years, speaking to the
amount of historical data needed to analyze the different intrusions and malware samples. Second, the campaign
was focused on strategic interests of China, and the geopolitical context of the espionage could be aligned with
any different espionage effort—the fact that it took place in “cyber” is just the method of the spying.
Organizations should look to see if they fall into the target range of the countries that put out strategic interests
that include the industries of their organizations. Third, the uncovering of this massive campaign took multiple
security vendors with unique datasets working together. It was not independent and standalone analysis. Fourth,
many different intrusions, malware samples, and campaigns were tied back to the same threat group with
enough analysis over time.

10 © 2021 Robert M. Lee
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Know the Audience

* #1 key to sharing threat intelligence:
« Know your audience

« The audience shapes the
delivery:
 Different audiences have
different intel needs

« Different audiences require
data in different formats Pretty pictures and maps on an SOC
operations screen are usually more

for visitors than the SOC analysts

FOR578 | Cyber Threat Intelligence 12

Know the Audience

As mentioned earlier today, one of the most important parts of sharing threat intelligence is to know your
audience. Business executives care more about organizational impact, allocation of company budgets and
resources, and return on investments than they do about a software patch or vulnerability related to a new server.
They may be related, but the terminology and impacts highlighted depend largely on the audience. It is not your
language you need to speak; it is theirs.

Tactical threat intelligence should be presented to those tactical level defenders who will be able to learn from
the action or information being shared. The focus is generally more on threat data than finalized threat
intelligence, usually shared through indicators.

Image:

 http://threatbutt.com/map/

12 © 2021 Robert M. Lee
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YARA

* YARA is a pattern-matching tool used to create signatures
* YARA has been compared to the grep command:

 Extremely flexible including capability to use regular expressions and wildcards
» Capability to add metadata, descriptions, and titles to YARA
rules allow the rules to be quickly shared
* YARA is perfect for incident response in that it allows a quick
initial triage against acquired data to determine if there is

reason to focus on the collected data:

* Helps to identify the scope of the infection and have confidence that a system is
clean

» Threat intelligence analysts will likely see and handle YARA:
* Not necessary to be a YARA expert but familiarity will help

FOR578 | Cyber Threat Intelligence 13

YARA

YARA is a pattern-matching tool used to create signatures that can identify patterns in data. It is a favorite of
malware analysts and is becoming increasingly more popular in the community. It’s flexibility and “advanced
Grep” type functionality makes it easy to share with other analysts and to search for complex patterns of data
inside of other data, whether that is a memory capture or a packet capture. (Some plugins are required for
searching packet captures.) To learn more about YARA, you can reference the links here:

References:

* http://www.deependresearch.org/2013/02/yara-resources.html

* http://plusvic.github.io/yara/

* https://yara.readthedocs.io/en/latest/

* https://support.virustotal.com/hc/en-us/articles/360001293377-Retrohunt
* https://gist.github.com/Neo23x0/e3d4e316d7441d9143c7

© 2021 Robert M. Lee 13
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Sample YARA Rule

rule silent_banker : banker

{

meta:
description = "This is just an example”
thread_level = 3
in_the_wild = true

strings:
$a = {6A 40 68 00 30 00 00 6A 14 8D 91}
b {8D 4D BO 2B C1 83 CO 27 99 6A 4E 59 F7 F3}
$c = "UVODFRYSIHLNWPEJIXQZAKCBGMT"

condition:
$a or $b or $c

Reference: YARA GitHub

FOR578 | Cyber Threat Intelligence 14

Sample YARA Rule

This is the typical standard YARA rule. Notice that it has a name at the top, metadata to describe the rule,
strings of data it’s searching for, and then a condition to determine when the rule should alert. This is a basic
format of YARA, although more complex patterns are possible, as will be discussed over the next few slides.

14 © 2021 Robert M. Lee
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YARA Key Points

* Three types of strings:
* Text, Hex, and Regular Expression

* Text strings are enclosed in double quotes

 Hex strings are enclosed by curly brackets

» Multiple-line comments start with /* and end with */ just
like C

 Use // for a single-line comment

FOR578 | Cyber Threat Intelligence 15

YARA Key Points

YARA is a very easy-to-understand and C programming-like language. Reading the YARA documentation does
not take long and can be of great value: https://yara.readthedocs.io/en/v3.4.0/.

There are some key points to keep in mind when writing YARA rules. First, there are three types of strings that
you can make rules out of: Text strings, Hex strings, and Regular Expression strings. Text strings are enclosed in
double quotes, Hex strings are enclosed in curly brackets and can include spaces between bytes or do without
them, and Regular Expression strings are enclosed in either double quotes or curly brackets, depending on the
type of data (text or hex) being used.

To include comments, you can enclose a multiple-line comment in a /* */ or in a single-line comment, you can
just use //

Multiple Types of Rules

YARA allows you to create multiple types of rules. For example, the “global rule” condition allows you to
create a rule that applies to all other rules run. This allows you to tailor large sets of rules with a single rule
before you run them against files. As an example, if you only want YARA rules to match against a certain type
of file, such as a .exe, a global rule could be made to set a condition declaring that files must match the .exe
type. Then all the other rules run would only match against such files. Additionally, private rules can be created.
Private rules do not alert and thus seem useless. However, rules can import other rules and build upon them,
which means that private rules can be used as a triggering event for other rules. As an example, one YARA rule
might look for a suspicious C2 server, but to limit false positives, a private rule is made that looks for other
indicators, such as a known malicious process. The C2 YARA rule then could import the malicious process
YARA rule and only alert when both rules match. Lastly, rules can take advantage of tags to help analysts filter
out rules. For example, an “APT” tag could be made to help analysts focus on only those types of threats faced.

© 2021 Robert M. Lee 15
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Hex Special Values

* Hex contains question marks for wildcards

« Jumps can tell you how many bytes can exist before the next
sequence is seen

» Alternatives allow for an OR-styled Boolean comparison

rule JumpExample rule AlternativesExamplel
{ {
strings: strings:
$hex string = { F4 23 [4-6] 62 B4 } Shex string = { F4 23 ( 62 B4 | 56 ) 45 }
condition: condition:
$hex string $hex string
} }

FOR578 | Cyber Threat Intelligence 16
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More Complex YARA Rules

Reference other rules

rule Rulel ImpOI‘t mOduleS
strings: , " "
$a = "dummyl” import "pe
condition:
$a rule test
T -
1I.
rule Rulel =t r‘ings :
strings: $a = "some str‘ing"
B2 = tdummyzt condition:
conditien: $a and pe.entry_point == @x1288
%$a and Rulel
¥ h

FOR578 | Cyber Threat Intelligence 17

More Complex YARA Rules

There are a number of ways to make more complex YARA rules. A few examples will be shown across the next
few slides to note options such as declaring file sizes. Here, though, we see the ability to reference other rules
inside the condition of a YARA rule. This allows for very tailored rules and for spidering rules out based on
different sets of YARA rule families. For example, a script could be created to run one set of YARA rules
against a file sample to determine the type of file being interacted with such as an executable. From there, a set
of YARA rules could be applied if it was, in fact, an executable file. From there, general rules could be applied
across different families of malware, which in turn would cause other YARA rules to be compared against the
sample for more specific types of the malware family identified. As an example, a combination of rules could
take a file, determine it was an executable, determine it fit into the PlugX malware family, and then match

Y ARA rules to see specifically which sample was being used. This could be done for automation purposes to
reduce false positives of simply running all the rules against all the samples encountered.

Importing modules allows you to import portable executable (PE) information, Cuckoo sandbox information,
digital hashes, and more. Additionally, there is an easy-to-use module guide to create your own modules for
tools or datasets you have. Modules allow YARA rules to move past more simple string matching to having
more context such as identifying a digital hash of a string.

© 2021 Robert M. Lee 17
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Sample YARA Rule: Uncommon File Size

rule Suspicious_size_chrome_exe {
meta:
description = uncommon Tile size of chrome.
author = "Florian Roth”

s5Core =
date = "2015-12-21"
condition:
uintle(0) =— 0x5add
and filename == "chrome.
and { filesize < 500KBE or filesize > 1300KB )

Reference: Florian Roth

FOR578 | Cyber Threat Intelligence

Sample YARA Rule: Uncommon File Size

In this example, Florian Roth created a YARA rule to detect suspicious sizes of known files. To create the list of
file sizes, he downloaded samples of malicious files from VirusTotal and determined what the normal range in
KB was of good files. For example, he identified that chrome.exe is usually between 500—1,300 KB in size but
often 10-500 and 1,300 or larger was observed as malicious. This is a great way to make an initial YARA rule
that looks for potentially malicious activity. This is not a high-confidence IOC but is useful for hunting for
potentially malicious activity.

In the YARA rule, note the “uint16(0) == 0x5a4d.” uintXX in YARA designates 8-, 16-, or 32-bit unsigned
integers to perform an offset or virtual address from. In this case, the HEX “5a4d” is looking for the “MZ”
header at offset O that is associated with portable executable files. (Remember that uint uses little endian, so the
header may appear reversed as “ZM” when decoding.)

We also see other aspects of YARA here, including the ability to dictate file size and filenames. Here, the YARA
rule is looking for “chrome.exe” with a valid MZ header and only smaller than S00KB or larger than 1,300KB.

References:
* https://www.nextron-systems.com/2015/12/22/yara-rules-to-detect-uncommon-system-file-sizes/

 https://yara.readthedocs.io/en/v3.4.0/writingrules.html

18 © 2021 Robert M. Lee
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Sample YARA Rule: GlassRAT

Zule glassRAT * MDSS
meta: aUthor = "RSA RESEARCH" 37adc72339a@c2c755e7fef346906330
‘;E;E = ::21N°VRZS}5" 59b404e76elaf7defaaedab2fadlbeof
/* woss k 5c17395731ec666ade@56d3c88e99cad
Sona0aorseracsdoraserstataribior e98027f502f5acbcbSedal7e67a21cdc
Ferasiecesintciscaiesne 87a965¢f75b2dal12aea737220F2bSc2
87a965cf75b2dal12aea737220F2b5c2 22e01495b4419b564d5254d2122068d9
oAb asad 22008 42b57c0c4977a890ecbPea’dd49516075
ctrings: b7fzezezes“‘h b7f2020288ebd137616dadb60700b847
“gbint = {85 ce B3 01} /% test eax, eax
mov bl, 1 */
$bin2 = {34 @2} // xor al, 2 ---> XOR key for rundll32.exe
$bin3 = {68 4C 50 @0 10} // push offset KeyName ; "2"
$bind = {68 48 50 00 10} // push offset a3 5 "3"
$bins = {68 44 5@ @0 10} // push  offset a4 ; an

//$hs = {CB FF 5D C9 AD 3F 5B Al 54 13 FE FB @5 C6 22} // Initial Handshake

$rel {50 oo o0 o0}
$re2 {BB 01 @0 @0}
// Dwords of C2 Ports (80 | 443 | 53) 2 -3 times

$s1
$s2
$s3
$s4
$s5

"pwlfnnie,gzg" // rundll32.exe XOR @2
"AddNum™

"ServiceMain"

"The Window"

"off.dat"

condition:
all of ($bin*) and 1 of ($re*) and 3 of ($s*) //The conditions can be adjusted for hunting for different variants

Sample YARA Rule: GlassRAT

This is one of the YARA rules that RSA released for GlassRAT. There are a few important things here to
highlight that were done extremely well.

First, in the metadata, the YARA rule specifically gives the MD5 hashes of the samples of GlassRAT analyzed.
This helps other analysts know what the YARA rule should and possibly should not (samples that aren’t
included) work against. Additionally, it gives the samples that analysts can find and analyze themselves or test
their other rules against.

Second, the YARA rule has comments (denoted by the “//” for single-line comments) that are for the analysts
who review the rules to identify what each string is encompassed of.

Third, the rule segments different types of strings into different groupings based on the variables. As an
example, the rule has $bin for like items, $re for like items, and $s for like items. This allows a really nice
condition. The condition in this rule denotes that all of the strings in the $bin variable (notice the * for a
wildcard that would include all the numbers after $bin), one of the $re strings, and three of the $s strings must be
present. This is an excellent example of a tailored and focused rule that still has flexibility.

For easier viewing, here is the content of the YARA rule:

© 2021 Robert M. Lee 19
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rule glassRAT

{
meta:
strings:
eax, eax
bl, 1 */

author = "RSA RESEARCH"
date = "3 Nov 2015"
Info = "GlassRat"

xor al, 2 ---> XOR key for rundlI32.exe

/* MD5s
37adc72339a0c2c755e7fef346906330
59b404076¢1af7d0faac4a62fa41b69f
5¢17395731ec666ad0056d3c88¢99c4d
€98027f502f5acbcbSedal 7e67a21cdc
87a965cf75b2dal 12aea737220f2b5c2
22¢01495b4419b564d5254d2122068d9
42b57c0c4977a890ecb0ea9449516075
b7f2020208ebd137616dadb60700b847 */
$binl = {85 CO B3 01} /* test
mov
$bin2 = {34 02} /
$bin3 = {68 4C 50 00 10} // push offset KeyName ; "2"
$bind = {68 48 50 00 10} // push offseta3  ;"3"
$bin5 = {68 44 50 00 10} // push offset a4 ;"4"

//$hs = {CB FF 5D C9 AD 3F 5B A1 54 13 FE FB 05 C6 22} // Initial

Handshake ---> can be added or removed for hunting for different variants

condition:

for hunting for different variants

}
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$rel = {50 00 00 00}
$re2 = {BB 01 00 00}
// Dwords of C2 Ports (80 | 443 | 53) 2 -3 times

$s1 ="pwlfnn10,gzg" // rundl132.exe XOR 02
$s2 ="AddNum"

$s3 = "ServiceMain"

$s4 = "The Window"

$s5 = "off.dat"

all of (§bin*) and 1 of ($re*) and 3 of ($s*) //The conditions can be adjusted

© 2021 Robert M. Lee
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Sample YARA Rule: Sofacy

Here, we see a more complex condition in a rule for Sofacy written by Florian Roth. In this example, there is a
validation that the file is an executable and is smaller than 500Kb, then it is looking for one of the $x variables
such as the strings out of the malware, or it’s ignoring the file save and PE header and looking for one of the $x
variables and three of the $s strings and commands.

/*
This Yara ruleset is under the GNU-GPLv2 license (http://www.gnu.org/licenses/old-licenses/gpl-
2.0.html) and open to any user or organization, as long as you use it under this license.

*/
/*
Yara Rule Set
Author: Florian Roth
Date: 2016-02-13
Identifier: Sofacy Fysbis
*/

rule Sofacy Fybis ELF Backdoor_Genl {
meta:

description = "Detects Sofacy Fysbis Linux
Backdoor_Naikon_APT_Samplel"

© 2021 Robert M. Lee
https://t.me/learningnets
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Sample YARA Rule: Sofacy
rule Sofacy_Fybis_ELF_Backdoor_Genl {

meta:
description = "Detects Sofacy Fysbis Linux Backdoor_Naikon_APT_Samplel"
author = "Florian Roth"
reference = "http://researchcenter.paloaltonetworks.com/2016/@2/a-look-into-fysbis-sofacys-1linux-backdoor/"
date = "2016-02-13"
score = 8@
hashl = "@2c7cf55fd5¢5809ce2dce56085bad379572480423a4256537bfdfdaddf85592"
hash2 = "8bca@@31f3b691421cb15f9¢6e71¢el193355d2d8¢cF2b190438b6962761d0c6bb™

strings:
$x1 = "Your command not writed to pipe"” fullword ascii
$x2 = "Terminal don't started for executing command” fullword ascii
$x3 = "Command will have end with \\n" fullword ascii
$s1 = "WantedBy=mu Condition:
$52 = "Success
$53 = ( uint16(0) == ox457f and filesize < 50@KB and 1 of ($x*) ) or
$s54 =
$s5 ecstart=" (1 of ($x*) and 3 of ($s*) )
$s "<table><cap

condition:
( uintl6(@) == Ox457f and filesiz 9KB and 1 of ($x*) ) or
(1 of (8x*) and 3 of (8s%) )

}
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author = "Florian Roth"

reference = ""http://researchcenter.paloaltonetworks.com/2016/02/a-
look-into-fysbis-sofacys-linux-backdoor/"

date = "2016-02-13"
score = 80

hashl =
"02c¢7cf55fd5¢5809ce2dce56085bad3795£2480423a4256537bfdfda0df85592"

hash2 =
"8bcal0031f3b691421cb15f9¢6e71ce193355d2d8cf2b190438b6962761d0c6bb"

strings:
$x1 = "Your command not writed to pipe" fullword ascii
$x2 = "Terminal don't started for executing command" fullword ascii

$x3 = "Command will have end with \\n" fullword ascii

$s1 = "WantedBy=multi-user.target' >> /usr/lib/systemd/system/"
fullword ascii

$s2 = "Success execute command or long for waiting executing your
command" fullword ascii

$s3 ="lIs /etc | egrep -
e\"fedora*|debian*|gentoo*|mandriva*\mandrake* meego*|redhat*|Isb-*|sun-*|SUSE*|release\"" fullword
ascii

$s4 = "rm -f /usr/lib/systemd/system/" fullword ascii
$s5 = "ExecStart="" fullword ascii

$s6 = "<table><caption><font size=4 color=red>TABLE EXECUTE
FILES</font></caption>" fullword ascii

condition:
(uint16(0) == 0x457f and filesize < 500KB and 1 of ($x*) ) or
(1 of ($x*) and 3 of ($5*) )

rule Sof