A41APT case

~ Analysis of the Stealth APT Campaign Threatening Japan

Yusuke Niwa / Hajime Yanagishita / Charles Li /
Suguru Ishimaru / Motohiko Sato

2020/01/28
Japan Security Analyst Conference 2021



Presenter / Coauthor

| I Yusuke Niwa

ITOCHU Corporation.
ITCCERT Cyber Security Researcher

Charles Li

Team T5 éiu
Chief Analyst of TeamT5

Motohiko Sato

ITOCHU Corporation.
ITCCERT Sr. Cyber Security Researcher

Hajime Yanagishita

Macnica Networks
Security Researcher

Suguru Ishimaru

Kaspersky
GReAT Malware Researcher



A U1 A W NN B

. Campaign Overview |

. Malware Analysis

. Characteristics of Intrusion

. Threat Actor’s Infrastructure

. Consideration of Threat Actor’s Attribution
. Summary '




1. A41APT Campaign Overview




A41APT Campaign Overview

—_

O Period of Activity: March 2019 to January 2021 Present

O Target: Japan (JapaneSe companies including overseas branches)

O Initial Vector: Not Spear phishing But SSL-VPN abuse

Japan-Linked Organizations
Targeted in Long-Running and
Sophisticated Attack Campaign

Evidence that advanced persistent threat group Cicada is behind attack

O Malwares: New type of malwares using dll-sideloading
(SodaMaster/P8RAT/DESLoader/FYAntiLoader etc.) -
O Public Info: Very few [1][2][3][4]

BPcERT CC™
e

O Characteristics: Very tough to detect attacker’s intrusion Pulse Connect Secure DRI EE> L HEFE
) tme
5 is one of the actors recently abusing MS13-098
We call this threat actor A41APT from the hostname Sl L
feature [ DESKTOP-A41UVIV] that is continuously used e e il
during the initial intrusion in this campaign.




2. Malware Analysis
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2. Malware A'nalysis
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2. DESLoader Payloads

« SodaMaster
« P8RAT Update
« Stager Shellcode
«  FYAntiLoader S ke My
‘ [BRLR—K] Microsoftt DT I FIEBRZ 7 7ML ZE
3. FYAntiLoader nNEw FAY % TSigloader) IC & BIZEMRINE % RS

[ e#2v7< | | mavmmom |

4, xRAT NEW . @”

https://www.lac.co.jp/lacwatch/report/20201201_002363.html




2-1. DESLoader

Aka. SigLoader

. Loader file for DLL Side- Loading
and files contain ean/pted ’
shellcode and payloa

= Decrypt multiple PEs and
shellcodes sequentially in multiple
stages.

= Multiple algorithms are used for
decryption.

= Finally, the payload is executed in
memory




Example of DESLoader's payload decoding flow

reflective
dll |nJect|on n

S decode
b'“a“' LODER LODER
policytool.exe vac.dII 4 stage_1.shellcode stage_1.dll

“load”

B Junkcode

reflective &

b  decode dll injection
T = e

binary

rex, rbx

j_free

rdx, dllname o nta Fr
rex, [rbp+ 60h+var_140] ; 1lpStringil

R LODER . cs:lstrcath
pcasvc.dll stage_2.shellcode - P8RAT ecx, ecx ; Time
: (payload) v rex, rax : Sead

rcx, thhzrfoLapllm
es :OutputDebugs ngh
&cCX, &cX - Tlmu

rex, rax : Seed

Anti-analysis junk codes are
found using OutputDebugStringA(), |
_time64(), rand(), srand() : X, aCpjaxizehjyhye

bug =71




jli.dll/stage_1.dll

Multiple algorithms (XOR, DES, AES and RSA) are defined and the order of using them is configured: Read
encrypted data in specified DLL from the end of data till configured size and decrypt.

L

binary

~vac.dll

D70 algorithml

sizel
unknownl

38 algorithm2

LE sizel
B0 unknown2

—————————————————————————

Section table + '

Section 1 - N R

[ WE]
J=nmuwm

un

=l L0 |_|:| [

AES | key = 83H4uREKfFCIDH8ziYTH8xsBYa32p3wl
(CBC mode) { IV = 83H4uREKfFCIDH8Z

.SMDDEd
stage_1.shellcode
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starge_l._shellcodé

- In addition to known "ecipekac" magic_ bytes some samples use {BFAFBFAF} or {9F8F7F6F}

as magic_bytes.

- Prepare DLL from separately _embedded data in shellcode

= "egipekac";
0ied;
0ied;

while ( magic_num[v2] 1= 'e' stagel 1. shellcode

1] 1= 'eg° i |
1= 'i’

magic_num [
magic_num [
1=

-~ =

stage 1.dll

Il

Il

| | magic_num|
| | magic_num| I=
Il I=
Il
Il

magic_num|

0x00bf5 |
0x00bfd |

magic_num|

+ 4+ 4+ +

magic_num|

= 0i64;

> 0x00000

—L 0x000EQ
. OXxO01ES8

— 0x01000

)magic_bytes +

Jmagic_bytes +

) &magic_bytes[1]
) &magic_bytes[1] +

eax_ 6FTF8F9F_3CO5SBC();

= | ) i imagic_bytes;
= 0;

= 0i64;
while ( ::magic_bytes
|| ::magic_bytes

1

I
S e iyt /1 5o 2 ' 0x00C05
s I: I

I

1

] 1= Ox5F
+ 1] 1= Ox8F

[
[

|| ::magic_bytes|[ + 2] 1= Ox7F
[

gic_bytes 3] 1= Oxé&F )

ttps://t melféarmingnets




Variant of stage_2.shellcode

- In addition to stage_2. s'hellcoae t'hat has almost same feature as
stage_1.shellcode, we found 2 types of stagae_2. sheIIcodes

v Stager Shellcode - = e
v Shelicode dedicated for SodaMaster g ----- e ’

LODER . °
stage_2.shellcode SodaMaster -
(payload)
offset data description

Embedded structure of
shellcode for SodaMaster




- DESLoader TimeLine

—_—

_ , : 5" Cohpilé Datév
AES and DES algorithms =T
are implemented using
proprietary coding

File name Algorithm Payload

= In many cases, not all
ciphers are used

The order in which
ciphers are used is
changed

DESLoader which
implements only one
cipher contains a lot

of OutputDebugStringA()
code - - :

13
DES: Modified DES / AES: AES-CBC



'2-2. DESLoader’s Payload

SodaMaster

PSRAT - »

. FYAntiLoader ( = .NET Loader(ConfuserEx v1.0.0) = xRAT )
Stager Shellcode

NN
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SodaMaster

Aka. DelfsCake, dfls, HEAVYPOT

= One of DESLoader's payloads

. Fileless RAT '

= Command identifiers are d, f, | and s

= Same Compilation Time
v 5CFEOD92 (Mon Jun 10 07:58:10 2019)

H .-'f,i" vV
= "p\OA";
[2] = "1\NOp';
[4] = 'e\Doi';
i

- Check VM environment from the following fs e’ Meronr,

registry value E]%
v HKCR¥Applications¥VMwareHostOpen.exe i3
w | )

[27]

[23]

"s\On";
"a\0w';
"e\0r";
"o\0H";
"t\0s';
'p\OO";
"n\0e";
"e\D.";
"e\0x";




SodaMaster

base64(RSA key) + 12bytes data

MIGJACGEANmMN4nsE

_ _ ‘ aTky MOKAN) Pz
Mutex Value is hex value Sea wigraxsssroneve NGNGER
calculated from hardcoded aT8BZ TN MO8 JKgd » O0x8d01cadf
base64 string with CRC32 and SuEtygOn7TOASILY ‘
reverse the order BRI Motex = JECAQTSH

Kx01AgMBAAE=. (Py
35 AE 83 CF 11 02 F5 5F +@fI. . 5%

Initial C2 communication data _ ‘
5 eficEypted. With RSA RS A key: e e g e g
is hardcoded base64 key_blob | - .T.E.S.T...D.E.

and data contains randomly
generated RC4 key |

Further communication data IS
encrypted with RC4

SodaMaster C2 server

16



PSRAT

Aka. GreetCake
= One of DESLoader's payloads
- Fileless RAT '

- Latest command identifiers are TR  unsigned int *v1; //

300~309

void (*v4)(void); //

= Command 309 was implemented
after December 2020

if ( al)

= Timer related strings at command
306 - 308 are not éxposed at
latest version.

= Main feature looks Command 301,
Execution of secondary PE
based payload downloaded into
memory




PS8RAT Update

= Checks if processes
characteristic of the guest
OS of Virtual Machlne IS
runnlng or not

182;

= Collects OS version,

z ();
hostname and username S
"ntd11l.d11"); . -
i < : : (& ; ; o - - - I ﬁEc Service.exe
- LOOkS tO CheCkS If It IS a (& "RtlGetVersion"); ) /{ vmtoolsd.exe

sandbox or analyst
environment




Stager Shellcode

= One of DESLoader S
Payloads

CobaltStrike Stager
Shellcode beacon

In Later version in 2020,
beacon contains HTTP
Header mimicking jQuery
Request

In-5-..Accept:-*/
*. .User-Agent:-M
ozilla/5.8- (Wind
ows-NT-6.1)-Appl
ellebKit/537.36-(
KHTMLJ-like-Geck

t#(ﬂ ﬁ [: hz-?]-_
87xe.3.H{E.TG.h.+

850 -3W3

#s fJJMu -% wiM

L [Mroab e JTVv.IHL

J1..@.A7... . AT@.
CADX.S. . IHEE-SH.

ET (o] - HiER - A7 . - Irﬁ-

ATL0E- 4Hc
U5 XXXH.
t-...51.75.

lb? 1 DIQT....

... /Jquery-3.
.slim.min.js.
=+ -Se . . L H
-ER -l ER -
N It - L@l T 1z
--TR. Acc#pt -te
xt/html, applicat
ianxhtm1+xm1,ap
pllcatlonfwml q=
©.9,%/%;q=0.8._A
ccppt LanﬁuaEP -
en-US,en;g=08.5..
Host: -code. jquer
v.com. .Referer: -
https://code.jqu
ery.com/ .. Accept
-Encoding: g:lp

gent: Ho 111afJ
B-(windows-MT-ﬁ.
1 9} GPCkO

.207.59.01Q7 .

]



2-3. FYAntiLoader

One of DESLoader's payloads : e b B

Svel 1 52 aSvcdllD1l db 'Su;Dll.dll',B
5 F||e|eSS type |Oader mOdUIe cD11.d1] : 205 aFuckyouanti db 'Fu-fl-:_"f"nu.-i'-.ruti',EEI

- .NET Loader having Provocative Export
function name

using System;
using System.Runtime.CompilerServices;

x Contalns -_N ET Loader paCked [module: SuppressIldasm]
. module: ConfusedBy("ConfuserEx vl.@.@"
with ConfuserEx v1.0.0 s us .

e stat I smet 2()
= Looking for specific directory and search file Atealy asebly = qull
with condition, then read file and decrypt St e ense el
payload o fing s feris.
ile ;stack. > @ 8% !flag)
text = stack.Pop();

{[] array = sUKFFJLNERVIGEPeths. directory, Gethirectories (taxt)s
[] array2 = JLNER) xgPeHu ., di (text);

= Finally, Payload is xRAT

20



XRAT decoding flow with FYAntiLoader

—_

S decode

reflective
dll |nJect|on n

LODER it 8 LODER LODER
CCFIPC64.dllI° msftedlt.prf.coo starge_1.shellcode starge_1.dll
R o e e A o T el S : FYAntiLoader
&
reflective 0101101 p
-= decode s dll injection - CppHostCLR E’ load »
IR =05 450 75 -2 > & """""""""" > @ ................ & ................ »> KDIBBTAESY ................ > e
binary LODER o
0010110 'LODER .
msdtcuiu.adi.wdb  starge_2.shellcode blob starge_3.dll web_lowtrust.config.uninstall ~ xRAT

rl4d, |[rax+l4n|
eax, eax
rbx, rdi
r12, rdi
rl@, rdi

[r;p+hJGh+ ar 270], "kcuF
[rsp+29Bh+va C], "AuoY’
dword ptr [rsp+298h+var 268], i

arniAgnetsedx, eax




2-4. xRAT

—_—

Z¢ Token: 0x04000056 RID: 86

publ ic static string 2¥UE8L4¥UEEED DY LZED2¥UF04 7 2
FttobC3=CeiFee? rgiMs iksylakhHIODP [K+hkes | Yad 3K 153/3

A Token: 0x04000057 RID: 87
public static string g¥uE364EERIEYU2CAEMYIEY UFFFDY LT
+3WS 1 30pbhnrh¥ad1 C4LVyeTparmuCe ST 137 1eBU=";

A Token: 0x04000058 RID: 82 )
public static int ¥YUFFFDHEESE O3ty FRFIREZEE T ]

A Token: 0x04000059 RID: &89
public static string ¥uEFAGIEEAN E2EEpRy FFFDEIY UELSH

A¢ Token: 0x04000058 RID: 30

public static string ¥uFFFDEESIY2 76780 ¥y 1 CBYYUFR
+Che/ 761 2bmlvkw=="";

A Token: 0x0400005B8 RID: 91
public static SpecialFolder ¥UEB48 Gl 488 o]

A4 Token: 0x0400005C RID: 92
public static string ¥UFFFDRRCIZEY,2282% 2FF2 LS YR
¥UEBAS Tl 8o 5 2 B HSY ABDAYLY

VERSION

HOSTS
RECONNECTDELAY
KEY

AUTHKEY
DIRECTORY
SUBDIRECTORY
INSTALLNAME
INSTALL

STARTUP

MUTEX
STARTUPKEY
HIDEFILE
ENABLELOGGER
ENCRYPTIONKEY
TAG
LOGDIRECTORYNAME
HIDEDIRECTORY

HIDEINSTALLSUBDIRECTOR
download url -

2.0.0.0 :
45.138.157.83:443;
1846872
[redacted]
[redacted]
Environment.SpecialFolder.ApplicationData
Subdir - -
Client.exe
false
false
3n5HUTePmoGqlF8CZanamdGw
Quasar Client Startup
false '
false ;
KCYcz6PCYZ2VSiFyu2GU
[redacted]
Logs
false

false
none

22



3. Characteristics of Intrusion '

=



' A41APT's intrusion method

- = " y . 4 - : - - A‘ - . :—_: - = s+ — -
. : Internal Recon. Persistence of C2
Initial Intrusion . Trace Removal
Lateral Movement . malware Communication

Delete the event log after
communication with C2 is
finished.

Communicate with C2 server
via DESLoader’s payload or
PowerShell remoting

Persistence by scheduled
task registration to execute
the legitimate PE

Perform a port scan to
search for open RDP or
SMB port. Then, connect to
RDP with an administrator

Penetration via-SSL-VPN
using vulnerabilities or
stolen credentials

account.
e “
R A -\ | & o 2
A41APT > £ : Scheduled task registration  Event log deletion ——
> xx + -
——
Server* C2 Server
In Memory .
, Server , o= ¢ - ?
. 3 % i ks | .
: . e A e e R e S g e e i
. ? @ : : |  DESloader :
; @ soopayload== 2 OR - ey - co e C E
e T B s e A o N B e S z "-
b % » 1 > |
P Shell
AD Server _ Laptop Legitimate PE P
Credential J/
Dumpin
2k 24

*We have also observed cases where traces have been removed from other compromised servers as well.



‘Characteristics of Compromise

Initial intrusion using SSL—VPN products
Network scanning and credential theft

PowerShell remoting to remove event logs

e R

Persistence of malware by scheduled task.

25



3-1. Initial intrusion via SSL—VPN‘(Exp. session hijacking)

« In October 2019, an attacker used the hostname DESKTOP A41UVJV to hIJaCk
sessions to enter the internal network via SSL-VPN product, Pulse Secure.

- JPCERT also reported a similar attack targeting SSL-VPN [4].
~« In some cases, attackers used credentials that they had stolen in the past intrusion.

NN RN N NN

rd

819-16-. -15:3@ :22-—1|UF'H Tunneling: Session started for user with IPv4 address 192.168.X.X, hostname 72 t%'

p19-18-1 -15:38 :22: VPR Tinneling " User with [P T97.T4% X7 Connected with Sol transport mode.

819-18-1 -15:38 :EE:— Closed connection to TUN-VPN port 443 after 6 seconds, with @ bytes read (in 1 chunks) and 221 bytes written (in 6 chunks)
819-18-  15:38:221- VPN Tunneling: User with IP 192.168.X.X connected with ESP transport mode.

819-18-1 -15:38 :EE:— Key Exchange number 1 occurred for user with NCIP 192.168.X.X

819-18-1 -15:38 :EE:— VPN Tunneling: Session ended for user with IPv4 address 192.168.X.X

819-10-15-15:30: 281 - - Closed connection. to 192,168 X X after @ seconds, with 8 bytes read and 0 bytes written. _ _ _
819-18- 15:30:28 > |UPH Tunneling: Session started for user with IPv4 address 192.168.X.X, hostname DESKTOP- MlU‘-"J"-"I
810-18-  15:38:28 - Connected to TUN-VPN port 443 o ooTTTETmTEETEETE
819-18- - 15:38:28 - Key Exchange number 1 -occurred for user with NCIP 192.168.X.X

810-1@-. -15:38:20- - - Remote address-for user < | ¥ 4 /1 —"H > changed from 1—FD ) £— | IP7 | |- 2 -to{151.80.241.168

26



3-2. Network scanning and credential theft

Network scanning and RDP : Credential theft |

- After the intrusion by SSL-VPN, perform ° :Qun csvlde exed 3%SVMexportfcommand
internal network scanning to find open Ine tool provided by Microsort

port RDP (3389/TCP) and SMB (445/TCP). , Eyecute AdFind provided by joeware.

= Use an administrator account to deploy  _
RDP to servers with free RDP. [e)tlémp o SYSTEM/SECURITY/SAM hive,

Exp. server types that are frequently dFind
compromised by RDP AdFin CSVde

AD server
File server

Summary

Applies To: Windows Server 2003, Windows Server 2008, Windows Server 2003 R2,
Windows Server 2008 R2, Windows Server 2012, Windows Server 2003 with SP1,
Windows 8

Command line Active Direct;
Idp, dsquery, and dsget tool
good measure. This tool pre
adopt some of the useful st Imports and exports data from Active Directory Domain Services (AD DS) using files

that store data in the comma-separated value (CSV) format. You can also support

Anti Virus management server
Backup server

batch operations based on the CSV file format standard.

Print server https://www.joeware.net/freetools/tools/adfind/
_ . https://docs.microsoft.com/en-us/previous-versions/windows/it- >7
//t.me/learningnets FAX server pro/windows-server-2012-r2-and-2012/cc732101(v=ws.11)




3-3. PowerShell remoting to delete event logs e

Type Date Time Event Source Category :
infornaton | 12/21/020 _[s:3ze9AM | 03[powershel __[Engme fecyde Event log: the end of a PowerShell

Engine state is changed from Available to Stopped. re m Otl n g SeSSI O n

Details:

58 | A (=

uondu

ewEngineState=Stopped
viousEngineState =Available

Windows PowerShell.evtx
quenceNumber=15 EI D : 40 3
HostiName =ConsoleHost

2-a Hf' cd118b9

NindowsPowerShell\v 1.0\PowerShell.exe -ExecutionPolicy Bypass -NoProfile NonInteractive -

" " n -
The "C2 address" and the "*.nls file
; SEOAC AR OB AT AL Qe A MR AED A G RS OBAC A ARDAC AT " .
‘ -mbgBIAGT»"IAdAAGACIAO.QAI CAAMQAWADAALGAXADGAL GAYADCAIGASACAAIGAOADQAMNIAIACKAABSAESAGQBOACOAR GBPAGHAZQAGAEMAG name are Cha nged but the rest IS
BCAHCABQBUAGQADWE 3AHMAXABZAHKACKBOAGUABQAZADI AXABUAGB ACOBHAGCAZQB SAGOAZQAUAGADABZACAAL QBF AGIAYWBVAGQAAQE : 4

AGQAaQBUAGCAIABB
AFMAQWBJAEKAIAATAEY AbwB,) pAHIADQAGACQAZgBhAGWACWBIACAAOWAGACQA AHIA FSAMABAHWATWE 1

SAFWAJWBDAGIAZABVAHCA HMAeQBzAHQAZQBtADMAMGBCAG4AbWBYAGOA, the Same
AUWBDAEKAS ugAuJAQQB, AAZ AtAE /

; .«AE‘I;HMAd»:ut.s\FAA’fQE‘I;JAunlja;IA-;JIi\CgA -fégiéﬁiggégigguiuﬁ_ AEQ . ] : p ro ba b | y CO m m O n too | S execu ti O n

E\A AbgBkAGBAdwBzZAFWAUABVAHCAZQBYAFMAZABIAGWADABCAFAAI

GEAXABSAGS YQBtAGkAbgBnAF ATﬁEpAEJTdALQEJAHTﬂAhr 'mAHL‘
AGUAYQBKAGwWAaQBUAGUAXABDAGBAbgBzAGSADABIAEgAbWBZAHQ ! J0AGSAC SA\_-‘rAdAB-MHQA]qupA\_AA:. BSAGUADQBVAHYA,
KAJABIAGOAIAAtAFAAYQBOAGGAIAAIACQASABI WAEQAYQBOAGEAXABS TQBPAGMACGBVAHMADWBMAHQA
XABXAGkAbgBkAGBAdwBzAFwWALUABvAHCAZQBYAFMAZABIA ABCAFAALWBS: N X
BoAGkACwBOAGBAcgBSAC4AdAB4AHQAIgAQACOARgBVAHIAY

UAdABpAGwALGEIAHGAZQAGAGMADAAGAEDAZQBIAHIAbWBZAGSAZgBOACDAVWBPAGAAZABYAHCACWATAFAAbWB 3AGUACGBTAGGAZQBSAGWALWEPAHAA
ZQBYAGEAdABPAGBAbGBhAGWA

EtADCIAJAEumAbEAbAEHAéUAfQAg ATABXAGUAAGEOAH

’

"443") |Out-File C:\windows\system32\normgeyje.nls -Encoding ASCII

$Error[8]|Out-File C:\windows\system32\normgeyje.nls -Encoding ASCII -Append -Force -Confirm:$false ;
Clear-Eventlog "Windows Powershell” -Confirm:$false ; if (Test-Path

"$HOME \AppData\Roaming\Microsoft\Windows\PowerShell\PSReadline\ConsoleHost_history.txt") {Remove-Item -Path

"$HOME\AppData\Roaming\Microsoft\Windows\PowerShell\PSReadline\ConsoleHost_history.txt" -Force -Confirm:$false}
Microseft-wWindows-PowerShell/Operational

(New-Object System.Net.Sockets.TcpClient).Connect("94.100.18.27",
-Force -Confirm:$false

Wevtutil.exe-cl

28




3-4. Persistence of malware by séheduled task

Registered a task scheduler that executes _a Iegitimateexecutablefile thaf loads

DESLoader every 15 minutes.

It is unlikely that the same scheduled task name is created on the compromised hosts.

| @ Property Definition Sync

General Triggers Actions Conditions Settings History

When you create a task,

Action

Start a program

Status  Triggers Next Run Time Last Run Time Last Run Result Author Created
Running Multiple triggers defined 13/10/2020 2:38:00 PM  13/10/2020 2:23:01 PM  (0x800710E0)  Microsoft Corporation

eneral Triggers Actions Conditions Settings History

_ ) _ When you create a task, you can specify the conditions that will trigger the task.
you must specify the action that will occur when your task starts.

| Trigger Details
Details

At task creation/m... When the task is created or modified - After triggered, repeat ev...

At startup At system startup - After triggered, repeat every 15 minutes inde...

| Onetime At 8:08 AM on 1/7/2013 - After triggered, repeat every 15 minute...
"C:\Windows\DefinitionSync.exe" | Daily At 8:08 AM every day - After triggered, repeat every 15 minutes ...
| Onidle When computer is idle - After triggered, repeat every 15 minutes...

Status

Enabled
Enabled
Enabled
Enabled
Enabled

25



Exp. Improperly registered scheduléd tasks observed in the past

Scheduled Tasks
¥Microsoft¥Windows¥Sysmain¥HybridDriveCachePrepopulate
¥Microsoft¥Windows¥Shell¥FamilySafetyMonitor
¥Microsoft¥Windows¥NetworkAccessProtection¥NAPStatus Ul
¥Microsoft¥Windows¥SideShow¥AutoWake
¥Microsoft¥Windows¥SystemRestore¥SR
¥Microsoft¥Windows¥Shell¥FamilySafetyUpload
¥Microsoft¥Windows¥File Classification Infrastructure¥Property Definition Sync
¥Microsoft¥Windows¥UpdateOrchestrator¥Refresh Settings
¥Microsoft¥Windows¥WindowsUpdate¥AUSessionConnect
¥Windows¥System32¥Tasks¥Microsoft¥Windows¥Shell¥WindowsParentalControls
¥Microsoft¥Windows¥UpdateOrchestrator¥Schedule Retry Scan
¥Microsoft¥Windows¥LanguageComponentsinstaller¥ReconcileLanguageResources
¥Microsoft¥Windows¥Setup¥EOSNotify
¥Microsoft¥Windows¥SkyDrive¥Idle Sync Maintenance Task

PE name
HybridDrive.exe
wpcmon.exe
NAPStatus.exe
AutoWake.exe
srtasks.exe
FamilySafety.exe
DefinitionSync.exe
usoclient.exe
AUSession.exe
ParentalControls.exe
usoclient.exe
DiagPackage.exe
EOSNotify.exe
IdleSync.exe




4 . Threat Actor’s Infrastructure

=



‘Threat Actor’s Infrastructure

—_—

1. The hostname used for the intrusion via SSL-VPN

2. Characteristics of the C2 infrastructure

32



| Hostname used for the initial intrusibn via SSL-VPN

e -

. Tendency to use distinctive hosthames and attempt intrusions
while changing IP addresses

v Host names used in breaches observed in the past
- DESKTOP-A41UVIV
dellemc_N1548P

» Tendency to use an IP for intrusion that is different from the C2 server’s IP

e E e e e |

33



- Characteristics of the C2 infrastructure

—_— 4 -

- For C2, there is a tendeh'cy to'f'usé IP addresses and not to use domains.

- From_the observed C2 IP addresses, there is little bias toward country and AS, and
~ we observed that there is a tendency not to reuse IP addresses repeatedly.

ISPpro Internet
(€

L.me/learningnets

34



5. Consideration of Threat Actor’s Attribution




- Considerations for attribution of A41APT

i Re'lévance to APT10

2. Relevance to BlackTech

36



1. Relevance to APTlO

- APT10 involvement in targeted attack campaign o somaon 1TEs
inst Turkey mentioned [5] L TS doating
agains Y _ A SOEER - CPPHostDLR loader

: - . i - F**jYouAnti export
= Confirmed the existence of an early version of ShellCode - Look for payloads under
- SodaMaster (x86) in March 2019. C:¥Windows¥Microsoft.Net
! . : load '
= XRAT observed in A41APT campaign has =

L]
Common TTPs

'
common TTPs with BlackBerry Cylance reports 'O'
in 2019 was confirmed [6]. [ IR

R LY
- %
A
SodaMaster XRAT/QuasarRAT >
1 connect
MenuPass/QuasarRAT
o Backdoor Report
XY - . I ?
((void (__cdecl *)(unsigned __int8 *))sub_180682476)( + 1); _ ﬁ v :
} '  Attribute
?lse if (*v2 == s') rare-coins[.Jcom APT10

sub_10002740(v2 + 1); ﬁ%%
} | |
) Used in attack |1| |l| |1| Attack

*Compared to SodaMaster in 2020, only two commands are supported.
Turkish Victim
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2. Relevance to BlackTech

SodaMaster

UserMName

= Jdentified common features
between SodaMaster and
TSCookie [7].

= The same information is collected
from the compromised host in the
initial stage
- Username
- Computer name
- Current process ID

= Observed existence of two
malware, SodaMaster and
TSCookie, on multiple
compromised hosts
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6. Summary

e —




Wrap up : A41APT Campaign

. Intrusion via SSL-VPN = = ; ADVERSARY iA41APT)

- Heavy usage of RDP for lateral
movement (mainly servers)

= Strong association with APT10
= Abusing DLL-Sideloading = Relevance to BlackTech

=  Remove traces

CAPABILITIES /&*

'INFRASTRUCTURE-

o

Heavy usage of IP addresses fok C2
(no domain usage)

= Targeting Japanese companies
including overseas branches

= Wide range of industries such as

Less reuse of IP addresses for C2
manufacturing |

= [P for an initial intrusion and C2 IP
are different. 40
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‘Wrap up : TTPs ~MITRE ATT&CK Mapping~

Tactics Techniques

ttps://t.me/learningnets



Wrap up : Features of this campaign

v Targeting the kryptonite of EDR/FSA detection

- Malware is written on the disk by the attacker's manual operation via SSL-VPN instead of
malware-originated i_n’trusion from Spear phishing email (legitimate file, loader, encrypted file)

. Intrusibn from group affiliates, including overseas companies |

« Malware is mostly placed on servers, and the number of compromised servers are very small.

« Most of the malware detected in the same period have different C2 addresses, so there is Iittle‘

tendency to use the same samples.

v After the intrusion, some rough operations were seen.

« Heavy usage of network discovery using RDP
- Common traces deletion method of event logs

« Recorded attacker's hostname in event log
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Examples of countermeasures against this campaign

End User

Vendor
(SOQC)

ps://t.me/learni

* v == E —_— -

SL-VPN | Governance (Overseas/affilates)

Implementation of MFA Framework for sharing information (Incident, Threat

Patch adaptation operation Intel and secur|ty_5|tuat|on )
Apply same security level

Monitoring Apply same level of detection in each intrusion method

Additional threat visibility Additional Monitoring

Network Monitor by NTA + Audit authentication attemp of administrator account

Strengthen security measures for servers (success/failure)

. ' Monitor deletion of Windows event log
Hunting stealthy attack by using EDR/FSA Monitor login from host that is not in list of organization asset

Leverage Yara rule to detect loader or payload on .+ Monitor SSL-VPN log for suspicious login from unknown host
memory ( e.g. hostname is not in organization asset )

Strengthen Monitoring for Authentication

Talk with end user to know white-list ( username, hostname, IP address and date/time ) of
authentication and give proactive alert to end user



Examples of countermeasures against this campalgn
(Based on mtrusmn method)

i A‘ :.. : :—‘L = — = = ‘45/3 :“ = 7
. : Internal Recon. : Persistence of C2 |
Initial Intrusion .. Trace Removal
Lateral Movement malware Communication

- Implementation of MFA - NW monitoring by NTA - Monitor the creation of - Payload detection by Yara - Monitor for traces of
- Patch adaptation operation - Strengthen security measures suspicious scheduled task - C2 identification and blocking = suspicious event log
- Monitor suspicious Ioglns for servers (EDR/FSA etc.) events. by malware analysis ‘ deletions.
from overseas ~ - - Monitoring of administrator
authentication attempt - Identify and block C2 by
(success/failure) ‘ traces of suspicious PowerShell
- Suspicious login monitoring remoting in event logs
from hosts outside of asset ' ' N
| | management ,
—_— | - % = O S
: > B Scheduled task registration Event log deletion —
A41APT > = e s :
Event log

I X
atch application —o— ﬂ ’ Server 1 # S
‘ operation Server ' A o oL RIGENORYH - IRIIEOrIng

* Monitoring . 4
_Ue\ A ===
NTA g e 2 :‘ DESLoader

Sk

I
I
= payloads -
MFA £=0 - —M ﬁ »
N7, N———— =
il PowerShell
AD server A Laptopg Legitimate PE p,y0ads detection
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Monitoring Monitoring by Yara




At the end...

O A41APT campaign is very stealthy and difﬁcult to detect, but it is not undetectable.

O The comprOmised térget has shifted from endpoint to server, and the intrusion
route has also shifted from spear phishing to abusing SSL-VPN. Security measures

need to be reviewed in your organization to respond to change in attack method.

O By i’efining daily security operations and thoroughly reviewing the security holes in

each organization's environment, it may be possible to detect and protect attacks
from even small anomalies.
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f6ed714d29839574da3e368e4437eb99
dd672da5d367fd291d936c8cc03b6467

335ce825da93ed3fdd4470634845dfea

f4c4644e6d248399a12e2c75cf9e4bdf

019619318e1e3a77f3071fb297b85cf3

7e2b9e1f651fa5454d45b974d00512fb
be53764063bb1d054d78f2bf08fb90f3

f60f7a1736840a6149d478b23611d561

59747955a8874ff74ce415e56d8beb9c

c5994f9fe4f58c38a8d2af3021028310
037261d5571813b9640921afac8aafbe

bcaOa5ddacc95f94cab57713c96eachf

cca46fc64425364774e5d5db782ddf54

4638220ec2c6bc1406b5725c2d35edc3

d37964a9f7f56aad9433676a6df9bd19
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File name

usoclient.exe
CCFIPC64.DLL

msftedit.prf.cco

msdtcuiu.adi.wdb

web_lowtrust.confi
g.uninstall

policytool.exe
jli.dll

vac.dll

pcasvc.dll

80f55.rec.dll
10000000.dll
ResolutionSet.exe
vmtools.dll

wiaky002_CNC175
5D.dlI

C_apo_ipoib6x.dll

Payloads
XRAT
XRAT

XRAT

XRAT

XRAT

P8RAT
PSRAT

P8RAT

PSRAT

SodaMaster(x86)
SodaMaster(x86)

SodaMaster
SodaMaster

SodaMaster

SodaMaster

Comment
Legitimate EXE
DESLoader

Encrypted stage_
1.shellcode

Encrypted
stage_2.shellcode

Encrypted xRAT

Legitimate EXE
DESLoader

Encrypted
stage_1.shellcode

Encrypted
stage_2.shellcode

Legitimate EXE
DESLoader

Encrypted stage_
1.shellcode

Encrypted
stage_2.shellcode

== =5 ',z:

Path of Encrypted xRAT
Microsoft.NET¥test¥Framework¥v4.0.30319¥
Config¥web_lowtrust.config.uninstall

Hostname of Intruded via SSL-VPN
DESKTOP-A41UV1V
dellemc_N1548P

C2

45.138.157[.183

151.236.30[.]223

193.235.207[.]59
WWW.rare-coisns[.]com

88.198.101[.]58

Payloads

XRAT
PS8RAT
Stager Shellcode
SodaMaster(x86)

SodaMaster
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