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TL;DR

• Spectre affects most modern CPUs
○ You can leak data across privilege levels (e.g., User-to-Kernel)

• CPU vendors released HW defenses to thwart exploitation

• But do they actually work?
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Outline

• Spectre-101

• Branch History Injection

• BPU Reverse Engineering

• Exploit + Live Demo
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Spectre-101
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Spectre 101

if (x < array.size) // size = 128

y = array[x];

BPU

array[x]
0 1 2 128

...
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Spectre 101
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OOB read
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Spectre & Flush+Reload

if (x < array.size) // size = 128

y = array[x];

z = reload_buff[y];

BPU
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array[256] ...
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Spectre & Flush+Reload

if (x < array.size) // size = 128
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z = reload_buff[y];

BPU

0 1 2 128 256

array[256]

0 1 2 256

reload_buff[y]
3

...

...

8https://t.me/learningnets



Spectre & Flush+Reload

if (x < array.size) // size = 128

y = array[x];

z = reload_buff[y];

BPU

0 1 2 128 256

array[256]

0 1 2 256

reload_buff[y]

3

3

...

...

8https://t.me/learningnets



Spectre & Flush+Reload

if (x < array.size) // size = 128

y = array[x];

z = reload_buff[y];

BPU

0 1 2 128 256

array[256]

0 1 2 256

reload_buff[y]

3

3

...

...

8https://t.me/learningnets



Spectre & Flush+Reload

if (x < array.size) // size = 128

y = array[x];

z = reload_buff[y];

BPU

0 1 2 128 256

array[256]

0 1 2 256

reload_buff[y]

3

3

...

... Cached

8https://t.me/learningnets



Spectre & Flush+Reload

if (x < array.size) // size = 128

y = array[x];

z = reload_buff[y];

BPU

0 1 2 128 256

array[256]

0 1 2 256

reload_buff[y]

3

3

...

... Cached

8https://t.me/learningnets



Spectre & Flush+Reload

if (x < array.size) // size = 128

y = array[x];

z = reload_buff[y];

BPU

0 1 2 128 256

array[256]

0 1 2 256

reload_buff[y]

3

3

...

... Cached

8https://t.me/learningnets



Spectre & Flush+Reload

if (x < array.size) // size = 128

y = array[x];

z = reload_buff[y];

BPU

0 1 2 128 256

array[256]

0 1 2 256

reload_buff[y]

3

3

...

... Cached

8https://t.me/learningnets



Spectre & Flush+Reload

if (x < array.size) // size = 128

y = array[x];

z = reload_buff[y];

BPU

0 1 2 128 256

array[256]

0 1 2 256

reload_buff[y]

3

3

...

... Cached

8https://t.me/learningnets



Spectre-v2
// Cat
Cat kitten = new Cat();
speak(kitten);

//Dog
Dog puppy = new Dog();
speak(puppy);

void speak(Animal a) {
a.talk();

}

9

TAG TARGET

TAGcat “meow” !

... ...

TAGdog “woof” "

BTB

TAG TARGET

TAGxxx targetxxx

... ...BPU
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Spectre-v2 capabilities
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App App

Kernel

User

Kernel

Guest Host
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● Software
● Intel: Retpoline

Spectre-v2 defenses

13

call call_thunk
capture_spec:

pause
jmp capture_spec

call_thunk:
mov [rsp], rax; 
ret

call rax
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● Software
● Intel: Retpoline

● AMD:  AMD Retpoline ( = concept, != implementation )

● Arm:   Weird things !

● Hardware

○ Intel: eIBRS

○ Arm: FEAT_CSV2

Spectre-v2 defenses
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Predictor-mode 
isolation in hardware
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PRIV TAG TARGET

kernel TAG_A kern_func_a

user TAG_B user_func

kernel TAG_C kern_func_b

Intel eIBRS & Arm CSV2

Idea: tag BTB entries by security domain

16

PRIV TAG TARGET

kernel TAG_A kern_func_a

user TAG_B user_func

kernel TAG_C kern_func_b

kern: jmp rax BPU

BTB
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Intel eIBRS & Arm CSV2
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Intel eIBRS & Arm CSV2
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Branch History Injection (BHI)
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Let’s verify the HW mitigations

• With BTB isolation, kernel branches can no longer speculate on 

user-provided targets

• Ok, but can we still control kernel branch prediction?
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Indirect Branch Prediction
// Cat
Cat kitten = new Cat();
speak(kitten);

//Dog
Dog puppy = new Dog();
speak(puppy);

void speak(Animal a) {
a.talk();

}

20https://t.me/learningnets
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Indirect Branch Prediction
// Cat
Cat kitten = new Cat();
speak(kitten);

//Dog
Dog puppy = new Dog();
speak(puppy);

void speak(Animal a) {
a.talk();

}
“woof” "

One single function call?? 
Prediction depends on the context

BPU
!⁉
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Context-based prediction

TAG TARGET

TAGcat “meow” !

... ...

TAGdog “woof” "

BTB

breed_cats()
└► new_cat()

└► new Cat()
kitten_first_words()
└► speak()

22

Shift Register

0x1337: void speak(Animal a) {
0x1338:    a.talk();

}

F1

BHB

F2

=?
TAGxxx

“meow” !
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Branch History Injection (BHI)

Intuition: user history is necessary for accurate kernel prediction
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TAG PRIV TARGET

Branch History Injection (BHI)

Intuition: user history is necessary for accurate kernel prediction

23

printf(‘Hello’)

└► syscall(write, stdout, ‘Hello’, 5)
User space

sys_call_table[NR_write](regs)

└► sys_write

Kernel space

BTB
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Branch History Injection (BHI)

Intuition: user history is necessary for accurate kernel prediction
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getc(stdin)

└► syscall(read, stdin, &c, 1)
User space

sys_call_table[NR_read](regs)

└► sys_read

Kernel space

BTB
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Branch History Injection (BHI)

Intuition: user history is necessary for accurate kernel prediction
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printf(‘VUSec’)

└► syscall(write, stdout, ‘VUSec’, 5)
User space
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Branch History Injection (BHI)

Intuition: user history is necessary for accurate kernel prediction
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printf(‘VUSec’)

└► syscall(write, stdout, ‘VUSec’, 5)
User space

sys_call_table[???](regs)

└► ???

Kernel space

BTB

BPU

I’ve already seen this user history!
Speculate on sys_writehttps://t.me/learningnets



Branch History Injection (BHI)

Can we control kernel branch prediction with user-space history?
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Branch History Injection (BHI)

Can we control kernel branch prediction with user-space history?
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context_A_1()

└► ...

└► context_A_64()

└► syscall(sys_a)

sys_call_table[NR_sys_a](regs)

└► sys_a()

BTB
User space

Kernel space
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Branch History Injection (BHI)

Experiment results:

• Intel
○ eIBRS: perfect mispredicQon! ✔

• Arm

○ CSV2: perfect mispredicQon! ✔

• AMD
○ retpoline: no mispredicQon! ❌

29

User context can be used to 

mistrain kernel 

indirect branches

(Even with HW defenses)
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BPU Reverse Engineering
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• Ok cool we can mistrain kernel indirect branches

• But how is the context/BHB implemented in hardware?
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Patents

• Ok cool we can mistrain kernel indirect branches

• But how is the context/BHB implemented in hardware?
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BPU Reverse Engineering

• What are we trying to reverse engineer?

32

TAG TARGET

TAGcat “meow” !

... ...

TAGdog “woof” "

BTB

breed_cats()
└► new_cat()

└► new Cat()
kitten_first_words()
└► speak()

Shift Register

0x1337: void speak(Animal a) {
0x1338:    a.talk();

}

F1

BHB

F2

=?
TAGxxx

“meow” !https://t.me/learningnets



BPU Reverse Engineering
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• What are the bits that define the context?
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• What are the bits that define the context?

❌
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BPU Reverse Engineering
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Patents Rev. Eng. Brute Force
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BPU Reverse Engineering

36

• Just by controlling the BHB, what BTB tags can we generate?
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BPU Reverse Engineering
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• Just by controlling the BHB, what BTB tags can we generate?

TAG TARGET

TAGcat “meow” !

... ...

TAGdog “woof” "

BTB

breed_cats()
└► new_cat()

└► new Cat()
kitten_first_words()
└► speak()

Shift Register

0x1337: void speak(Animal a) {
0x1338:    a.talk();

}

F1

BHB

F2

=?
TAGxxx

“meow” !
https://t.me/learningnets
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BPU Reverse Engineering – Brute Force
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❌ Always misprediction! The BPU is unable to distinguish HA from HB
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BPU Reverse Engineering – Brute Force

How long is this brute-force?

• Intel 10th gen: 14 bits entropy

• Intel 11th gen: 17 bits entropy
• Cortex-X1: 9 bits entropy

38

Entropy is small enough to 

make brute force feasible
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BPU Reverse Engineering - Brute Force 

Can we mispredict between different indirect branches?
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Brute force 
entropy
17 bits

BHI Capabilities
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BHI Capabilities

40

PRIV TAG TARGET

kernel TAG_A kern_func_a

user TAG_B user_func

kernel TAG_C kern_func_b

PRIV TAG TARGET

kernel TAG_A valid_target_a

user TAG_B user_func

kernel TAG_C valid_target_b

kernel TAG_D other_target_1

kernel TAG_E other_target_2

BTB

call f_a

syscall

ind. branch

call f_b

call ...

call f_y

User
space

Kernel
space

Attacker can mistrain to any

indirect branch target

call f_z

We need to 
control 8 
branches
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Kernel space
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Exploitation – Victim Branch

• Syscall handler is a good victim:
○ We can easily trigger it with any syscall
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Exploitation – Victim Branch

• Syscall handler is a good victim:
○ We can easily trigger it with any syscall

○ RDI points to user-space saved 

registers
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Exploitation – Leak Gadget

• We need to find a leak gadget in the kernel code
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Exploitation – Transient Type Confusion

45

Architectural:

x = skb->sk->mark

fr_buf[(x&0xff)<<12]

Speculative:

x = *pt_regs.r12

fr_buf[(x&0xff)<<12]

Transient Type Confusion 

bypasses Spectre mitigations
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Exploitation – Covert Channel

• eBPF is so kind to offer a nano-second precise timer!

Perfect for our FLUSH+RELOAD covert channel
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LIVE DEMO
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Vendor response &
Mitigations
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Affected Processors

• Intel
○ Branch History Injection (BHI) CVE-2022-0001

■ Every CPU since 10th generation included

• Arm
○ Spectre-BHB CVE-2022-23960

■ Cortex-{R7,R8}
■ Cortex-{A57,A65,A72,A73,A75,A76,A77,A78,A710}
■ Neoverse-{E1,N1,V1,N2}
■ Cortex-{X1,X2}
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Mitigations

• Intel
○ Disable unprivileged eBPF and keep eIBRS enabled
○ Additional hardening options:

■ [SW]  Retpoline / Software BHB-clearing sequence
■ [HW] Future Processors may mitigate BHI in Hardware

• Arm
○ Software

■ BHB-clearing sequence / New clearbhb instruction / Trusted firmware workaround 3
○ Hardware

■ CSV2.3 / Exception Clears Branch History Buffer

50https://t.me/learningnets
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,  kinda
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Conclusion
• Spectre’s attack surface is too wide to define

• Disabling unprivileged eBPF is another stopgap defense

• Speculative execution attacks are becoming harder and harder
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@b4rbito  @pit_frg @nSinusR @vu5ec
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