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It Started
With a Simple Vulnerability



HTTP Download of Dependencies in the Java Ecosystem




Why is HTTPS important?

Attacker in the Middle




<!-- Compiler & Test Dependencies -->
<repositories>
<repository>
<id>example-id</id>
<name>Example insecure repository</name>
<url>http://[SOME URL HERE]</url>
</repository>
</repositories>

HTTP Download of Dependencies in the Java Ecosystem



<!-- Artifact upload - Credentials!! -->
<distributionManagement>
<repository>
<id>example-id</id>
<name>Example insecure repository</name>
<url>http://[SOME URL HERE]</url>
</repository>
</distributionManagement>

HTTP Download of Dependencies in the Java Ecosystem



This Vulnerability was Everywhere!
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Who else was vulnerable?




“25% of Sonatype Maven
Central downloads are still
using HTTP”

- Sonatype June 2019 -



How do we fix this?



Decommissioning HT TP Support

On or around January 15th, 2020

e Maven Central (Sonatype)

e JCenter (JFrog)

e Spring (Pivotal)

e Gradle Plugin Portal (Gradle)



“20% of Sonatype Maven
Central Traffic Is STILL using
HTTP”

- Sonatype January 2020 -



You can imagine what happened...
January 15th, 2020



iMI

e/learningnets L




We stopped the bleeding



What about the other repositories?



Only the most commonly used repositories

e Maven Central (Sonatype)

e JCenter (JFrog)

e Spring (Pivotal)

e Gradle Plugin Portal (Gradle)




How do we fix the rest?



Bulk Pull Request Generation!



How?



import java
import semmle.code.xml.MavenPom

private class DeclaredRepository extends PomElement {
DeclaredRepository() {
this.getName() = "repository" or
this.getName() = "snapshotRepository" or
this.getName() = "pluginRepository"

}
string getUrl() { result = getAChild("url").(PomElement).getValue() }
predicate isInsecureRepositoryUsage() {
getUrl().matches("http://%") or
getUrl().matches("ftp://%")
}

¥

from DeclaredRepository repository
where repository.isInsecureRepositoryUsage()
select repository,
"Downloading or uploading artifacts over insecure protocol (eg. http or ftp) to/from repository " +
repository.getUrl()



CodeQL scans 100Ks of OSS Projects



import java
import semmle.code.xml.MavenPom

private class DeclaredRepository extends PomElement {
DeclaredRepository() {
this.getName() = "repository" or
this.getName() = "snapshotRepository" or
this.getName() = "pluginRepository"

}
string getUrl() { result = getAChild("url").(PomElement).getValue() }
predicate isInsecureRepositoryUsage() {
getUrl().matches("http://%") or
getUrl().matches("ftp://%")
}

¥

from DeclaredRepository repository
where repository.isInsecureRepositoryUsage()
select repository,
"Downloading or uploading artifacts over insecure protocol (eg. http or ftp) to/from repository " +
repository.getUrl()

$2,300 Bounty



Pull Request
Generator
Version 1

Python Based
Wrapper over ‘hub’ CLI
One Nasty Regular
Expression

Bouncing off GitHub’s
rate limiter
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It worked!



O is:pr author:JLLeitschuh archived:false Pullrequests Issues Marketplace Explore

Assigned Mentioned Review requests is:pr author:JLLeitschuh archived:false [SECURITY] Use HTTPS to resolve de

11 1,055 Open 504 Closed Visibility = Organization =

‘L 01Sharpshooter/Social [SECURITY] Use HTTPS to resolve dependencies in Maven Build

#1 opened on Feb 11 by JLLe wh

) 4thline/cling [SECURITY] Use HTTPS to resolve dependencies in Maven Build

#250 opened on Feb 11 by JLLeitschuh

‘L 1000Memories/photon-core [SECURITY] Use HTTPS to resolve dependencies in Maven
Build

#4 opened on Feb 11 by JLLeitschuh

L 18838928050/ssmtest [SECURITY] Use HTTPS to resolve dependencies in Maven Build

#1 opened on Feb 11 by JLLeitschuh

‘1 2xel/spring-bootstrap-tiles [SECURITY] Use HTTPS to resolve dependencies in Maven
Build

#1 opened on Feb 11 by J schuh

)y weamylady2/i0OS_remote [SECURITY] Use HTTPS to resolve dependencies in Maven Build

#23 opened on Feb 11 by JLLeitschuh

yijshen/zzzzobspk [SECURITY] Use HTTPS to resaolve dependencies in Maven Build v

pened on Feb 11 by JLLeitschuh

) wlu-mstr/hbase-ormlite [SECURITY] Use HTTPS to resolve dependencies in Maven Build

#1 opened on Feb 11 by JLLeitschuh

zhangdaiscott/jeecg [SECURITY] Use HTTPS to resolve dependencies in Maven Build

#53 opened on Feb 11 by JLLeitschuh

L wso2/carbon-device-mgt-plugins [SECURITY] Use HTTPS to resolve dependencies in
Maven Build

#927 opened on Feb 11 by JLLeitschuh - Review required

L wso2/product-iots [SECURITY] Use HTTPS to resolve dependencies in Maven Build

pened on Feb 11 by JLLeitschuh « Review required

xautlx/s2jhdnet [SECURITY] Use HTTPS to resolve dependencies in Maven Build

#30 opened on Feb 11 by JLLeitschuh

) xzerfrun-jetty-run [SECURITY] Use HTTPS to resolve dependencies in Maven Build

#214 opened on Feb 11 by JLLeitschuh

yanghua/banyan [SECURITY] Use HTTPS to resolve dependencies in Maven Build

/lt.me/learningnets LI T




</repository> </repositor
<repository> <repository>
<id>onarandombox</id> >onarandombox</1
<url>http://repo.onarandombox.com/content/groups/public</url> <url>https://repo.onarandombox.com/content/groups/public</ur
</repository> </repos
<repository> <repository>
<id>spigot</ic <id>spigot</id>
<url>https://hub.spigotmc.org/nexus/content/groups/public/</url> <url>https:/ us/content/groups/public/</url>
</repository> </reposi
<repository> <repository>
<id>vault-repo< <id>vault-repo</id>
<url>http://nexus.hc.to/content/repositories/pub_releases</url> <url>https://nexus.hc.to/content/repositories/pub_releases</url>

ory> </repos
psitory> <repository>
<id>minebench-repo</id> <id>minebench-repo</id>
+36,15 @@

<!

<repository> <repositor
<id>elmakers-repo</id> >elmakers-repo</id>
<url>http://maven.elmakers.com/repository/</url> <url>https://maven.elmakers.com/repository/</url>

</repository>

</repositories>

<pluginReposi luginRepositor
<pluginRepository> Repository>
<id>doodleproject-repo</id> <id>doodleproject-repo</id>
<name>DoodleProject Maven 2 Repository</name> <name>DoodleProject Maven 2 Repository</name>

<url>http://doodleproject. rceforge.net/maven2/release</url>

<url>https://doodleproject.sourceforge.net/maven2/release</url>
<releases> leases>
<enabled>true</¢

</releases>

tionManag

eposit




HTTP Download of Dependencies

1,596

Pull Requests

~40%
Merged or Accepted



$4,000

Thanks to the GitHub Security Lab!



| got hooked on
Bulk Pull Request Generation



) Skyline




| have a Problem






| was finding too many security vulnerabilities!






| was finding too many security vulnerabilities!



| was finding too many security vulnerabilities!

| needed automation!



Automated Accurate Transformations
at a
Massive Scale



@Open REVHIE



Abstract Syntax Tree (AST)

/*% myMethod */ IMethodDeclaration PR d
void m(){
if (e > 2) {
// c is more than 2
X = c; —_—
¥
while(c < 10) { // increment x
x +=p();
C++,;
y xme x+= p0) ot



Abstract Syntax Tree (AST)

- /*%-myMethod */ —

JMethodDeclaration

~void mQA{
o if (e > 2) o
[/ c is more than 2
. x =g >
B } JControlParentheses ;
~while(c < 10) { // increment x Jeiock KO
x 4= pO):
o CHtg
. ]_ X=c x+=pl) cH+

i |

void m(){if(c>2){x=c;}while(c<10) {x+=p();c++;}}



Format Preserving AST

/*% myMethod */
void m(){
if (c > 2) {
// c is more than 2

JMethodDeclaration EelEi]

NAUHEN whilef ... )

X =C; >

} “ JControlParentheses
JElOCk [EEee]

while(c < 10) { // increment X  (qu————— c>2

X +=pQ);
C++;

X=g xdrlm C4+

Whitespace and comments are preserved



Generated code matches the Surrounding Formatting

Spaces

String-name-= entry.getName();

Path-path = dir.resolve(name); Tabs

if- (!path.normalize().startsWith(dir)) { Path path-=-dir.resolve(name);

- - -throw-new-RuntimeException("Bad- zip -entry"); if-(!path.normalize().startsWith(dir)) -{

} —— throw new-RuntimeException("Bad- zip -entry"};
DutputStream-os =-Files.newOutputStream(path); }

DutputStream-os = Files.newOutputStream(path);

Braces on new line
String name = entry.getName();

Path path-= dir.resolve(name);
if-(!path.normalize().startsWith(dir)) -
{

-+ -throw new RuntimeException("Bad. zip-entry");

}
DutputStream os-= Files.newOutputStream(path);



Accurate Transformations Require
Fully Type-attributed ASTs

log.info( ) 7

|s that log4j, slf4), LogBack?



The OpenRewrite AST is both
Syntactically and Semantically aware.

Syntax alone With type attribution and formatting



Even simple code produces complex AST
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final JavaTemplate noZipSlipPathStartsWithPathTemplate:
JavaTemplate.builder(this::getCursor, code: "" +
"if - (!'#Hany(java.nio.file.Path)}.normalize()" +
-------- ".startswith(#{any(java.nio.file.Path)})) {\n" +

". .. . throw new-RuntimeException(\"Bad zip entry\");\n" +
"1").build();

return b.withTemplate(
-------- noZipSlipPathStartswWithPathTemplate,

-------- zipSlipSimpleInjectGuardInfo.statement.getCoordinates().after(),
-------- zipSlipSimpleInjectGuardInfo.zipEntry,

-------- zipSlipSimpleInjectGuardInfo.parentDir






What Is possible now?



What other vulnerabilities can we fix?



Three Vulnerabilities

1. Temporary Directory Hijacking
2. Partial Path Traversal
3. ZIp Slip



Vulnerability #1

Temporary Directory Hijacking



Temporary Directory on
Unix-Like Systems Is
Shared between All Users



Temporary Directory Hijacking - Vulnerable







Temporary Directory Hijacking - Vulnerable




Temporary Directory Hijacking - Vulnerable




Temporary Directory Hijacking - Imperfect Fix




Temporary Directory Hijacking - Fix




Temporary Directory Hijacking - CVEs

CVE-2022-27772 - Spring Boot
CVE-2021-20202 - Keycloak
CVE-2021-21331 - DataDog API
CVE-2020-27216 - Eclipse Jetty
CVE-2020-17521 - Apache Groovy
CVE-2020-17534 - Apache netbeans-html4j



Temporary Directory Hijacking

Pull Request Statistics



Temporary Directory Hijacking

64 Pull Requests!



Temporary Directory Hijacking - Pull Requests



Temporary Directory Hijacking - Putting it all together

src/main/java/org/jenkinsci/backend/jpicreate/WebAppMain. java

;6 +10,7 @@ org.openrewrite,java.security.UseFilesCreateTempDir ry

import javax.sound.midi.SysexMessage;
import java.io.File;
import java.lo.IOException;

mport java.nio.file.Files;

FileUtils.copyURLToFile(
getClass().getClassLoader().getResource("maven.zip"},
ziph;

File bin = File.createTempFile("maven","bin");

bin.delete();

bin.mkdirs();

File bin = Files.createTempDirectory("maven" + "bin").toFile();

Process unzip = new ProcessBuilder("unzip", zip.getAbsolutePath())
.directory(bin).redirectErrorStream(true).start();




Temporary Directory Hijacking - Putting it all together

src/test/java/com/google/jenkins/plugins/credentials/oauth/JsonServiceAccountConfigTestUtil.java

+22,7 @@ org.openrewrite.java.security.UseFilesCreateTempDirectory

rt java.lo.IOException;

rt java.lo.5tringWriter;

rt java.nio.charset.Charset;
ort java.nlo.file.Files;

"t java.security.KeyPair;

t java.security.KeyPairGenerator;

t java.security.MNoSuchAlgorithmException;

private static File getTempFolder() throws IOException {
if (tempFolder == null) {
tempFolder = File.createTempFile("temp", Long.toString({System.nanoTime()}));
if (!tempFolder.delete()) {
throw new IOException("Could not delete temp file: " + tempFolder.getAbsolutePath()};
}
if (!tempFolder.mkdir()) {
throw new IOException("Could not create temp directory: " + tempFolder.getAbsolutePath());
¥
tempFolder = Files.createTempDirectory("temp" + Long.toString(System.nanoTime())).toFile();
tempFolder.deleteOnExit(});
}
return tempFolder;




Vulnerabillity #2

Partial Path Traversal



Partial Path Traversal




Partial Path Traversal




Allows an attacker access to a sibling
directory with the same prefix



Allows an attacker access to a sibling
directory with the same prefix



" /user/sam"

Allows an attacker access to a sibling
directory with the same prefix

" /user/samantha"



" /user/sam"

Allows an attacker access to a sibling
directory with the same prefix

"/user/samantha"



Partial Path Traversal - Vulnerability

ttps://t.me/learningnets






new File("/user/sam/")

Fi1le.getCanonicalPath ()



new File (" /user/sam/")
Fi1le.getCanonicalPath ()

"/user/sam"



new File (" /user/sam/")
Fi1le.getCanonicalPath ()

"/user/sam"



Partial Path Traversal - Vulnerability

ttps://t.me/learningnets



Partial Path Traversal - Vulnerability

ttps://t.me/learningnets



Partial Path Traversal - Vulnerability

ttps://t.me/learningnets



Partial Path Traversal - Vulnerability

ttps://t.me/learningnets



Partial Path Traversal - Vulnerability

ttps://t.me/learningnets



Partial Path Traversal
Fix!



Partial Path Traversal - Vulnerability




Partial Path Traversal - Vulnerability




Partial Path Traversal - Fix #1

ttps://t.me/learningnets



Partial Path Traversal - Fix #2




Partial Path Traversal - Fix #2 - Better




How do we find this vulnerability?



Partial Path Traversal - Vulnerability




Partial Path Traversal - Vulnerability




Partial Path Traversal - Vulnerability




Partial Path Traversal - Safe




It can’t be that easy, can it?



Partial Path Traversal - Vulnerability




Partial Path Traversal - Vulnerability




Partial Path Traversal - Vulnerability




Partial Path Traversal - Vulnerability




We need Data Flow Analysis



Partial Path Traversal - DataFlow




Partial Path Traversal - Data Flow




Partial Path Traversal - Data Flow




Partial Path Traversal - Data Flow




Partial Path Traversal - Data Flow




Data Flow

Uncovers hard to find Vulnerabilities
and prevents

False Positives



Data Flow Analysis




Partial Path Traversal - Putting it all together

src/main/java/de/neemann/digital/draw/library/ElementLibrary. java

@@ -412,7 +412,7 @@ org.openrewrite.java.security.PartialPathTraversalVulnerability

try {
String root = rootLibraryPath.getCanonicalPath();

String path = file.getParentFile().getCanonicalPath();

return path.startsWith(root);

return file.getParentFile().getCanonicalFile().toPath().startsWith(root);
} catch (IOException e) {

412
413
414
415

416
417
418

}

return

false;




Example Case: AWS Java SDK
CVE-2022-31159









Vulnerabillity Disclosure Drama!



AWS: We'd like to award you a bug bounty, however you'd need
to sign an NDA.



AWS: We'd like to award you a bug bounty, however you'd need
to sign an NDA.

Jonathan: | don’t normally agree to NDA's. Can | read it first
before potentially agreeing?



AWS: We'd like to award you a bug bounty, however you'd need
to sign an NDA.

Jonathan: | don’t normally agree to NDA's. Can | read it first
before potentially agreeing?

AWS: We're unable to share the bug bounty program NDA since

It and other contract documents are considered sensitive by the
legal team.






AMAZON HEBR SERVICES

used LEGALESE *




AMAZON HEBR SERVICES

used LEGALESE *




Vulnerability #3

Zip Slip



Zip Slip

Path Traversal Vulnerability
while
Unpacking Zip File Entries









Zip Slip is Complicated









The Problem
with
Zip Slip









Control Flow Analysis



Control Flow Analysis




Control Flow - OpenRewrite

abstract class Test {
abstract-int start();
int - test() {
int x = start();
X++;
if (x>5 1] x<3){
return 2;

}

return 5;







Zip Slip

File f = new File(destination, e.getName();
if (f.toPath().startsWith(destination.toPath()))

f.toPath().startsWith(destination.toPath ()

throw new IOException("Bad Zip Entry!™);

File f = new File(destination, e.getName());

if (!f.toPath () .startsWith (destination.toPath())) {
throw new IOException("Bad Zip Entry!");

}

IOUtils. copy (

I0OUtils.copy(
zip.getinputStream(e),
new FileOutputStream(f)

zip.getInputStream(e),
new FileOutputStream (f)



Zip Slip - Putting it all together

va.security.Zipslip

ile (entries.hasMoreElements()) {
ZipEntry e = entries.nextElement();
File f = new File(tmpZipDirectory.toFile(), e.getNa

if (!f.toPath().normalize().startswWith(tmpZipDirec _ 1) A
throw new RuntimeException("Bad zip entry");
}

InputStream is = zip.getInputStream(e);
Files.copy(is, fT.toPath(), StandardCopyOption.REPLACE_EXISTING);




Zip Slip - Putting it all together

File outputFile = il [ : :

File outputFile = il L tFolder.getCanonicalPath(), ))

if (loutputFile. toPe 7 startswWith(outputFolder.getCanonic {
throw new RuntimeException("Bad zip entry");

f

1
g

File outputParent = new File(outputFile.getParent());
outputParent.mkdirs();




Pull Request Generation!
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Problems with Pull Request Generation



How fast can we generate
Pull Requests?



IBIBN®) Git Operation GitHub AP



1. Checkout (ie. Download) code Repository

IBIBN®! Git Operation GitHub API



1. Checkout (ie. Download) code Repository

2. Branch, Apply Diff, & Commit

IBIBN®) Git Operation GitHub AP



Pull Request Generation Steps

1. Checkout (ie. Download) code Repository
JBranch, Apply Diff, & Commit

3. Fork Repository on GitHub

Git Operation ~ GitHub AP



1. Checkout (ie. Download) code Repository

JBranch. Apply Diff, & Commit

3. Fork Repository on GitHub
4. Rename Repository on GitHub

IBIBN®) Git Operation GitHub AP



Pull Request Generation Steps

1. Checkout (ie. Download) code Repository
JBranch, Apply Diff, & Commit

3. Fork Repository on GitHub
4. Rename Repository on GitHub

5. Push changes
Git Operation ~ GitHub AP



Pull Request Generation Steps

1. Checkout (ie. Download) code Repository
JBranch, Apply Diff, & Commit

3. Fork Repository on GitHub
4. Rename Repository on GitHub

5. Push changes

6. Create Pull Request on GitHub

Git Operation ~ GitHub AP



Pull Request Generation Steps

1. Checkout (ie. Download) code Repository
JBranch, Apply Diff, & Commit

3. Fork Repository on GitHub
4. Rename Repository on GitHub

5. Push changes

6. Create Pull Request on GitHub

Git Operation ~ GitHub AP



1. Checkout (ie. Download) code Repository
JiBranch, Apply Diff, & Commit

3. Fork Repository on GitHub

4. Rename Repository on GitHub

5. Push changes

6. Create Pull Request on GitHub

IBIBN®) Git Operation GitHub AP
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SIKJKJK

We’ve made it this far

Vulnerabilities Detected
Style Detected

Code Fixed & Diff Generated
Rate Limit Bypassed



SIKJKJK

We’ve made it this far

Vulnerabilities Detected
Style Detected

Code Fixed & Diff Generated
Rate Limit Bypassed

How do we do this for all the repositories?



Moderne

Free for Open Source Projects!

~7,000 Repositories indexed

Run Open Rewrite Transformations at Scale
Generates and Updates Pull Requests



800+ OpenRewrite Recipes including complete Framework
Migrations

24 Moderne

Analyze your code

Find method usag c y Find missin:
Find Kul

Format

ormat

@RequestMapping

Kubernetes recipes »

Kube

... and much, much more »



Bulk Pull Request Generation - public.moderne.io

A Moderne f ) sonalake [ swagger-changelog-gradie-plugin rusic

Il Pullrequests 1 © Actions [ Prajects [T @ security nsights

fome > Recent commits > Commit job 1cd92655-ecfd-497f-b51f-94dcb47ef895

Commit results [SECURITY] Use HTTPS to resolve dependencies in Gradle Build #13

©J Camversation 0

— . L en e

sulA0 93%
mit title

Renewers

vuln-fix: Use HTTPS instead of HTTP to resolve dependencies @ JLLakschuh commented & days ag

1t message
sitewhere / sitewhere
This fixes a security vulnerability in this project where the bui ld.gradle files were configuring Gradle to resolve dependencies over HTTP instead of
. s 14 11 Pullrequests 2
HTTPS. -

Weakness 329: Inclusion of Functionality from Untrusted Control Sphere rity: High CVSSS: 8.1 Detection: OpenRewrite E [SECURITY] Use HTTPS to resolve dependencies in Gradle Build #982
Rer by: Jo chuh Jonathan. Leitschuh@gmail.com Signed-oft-by: Jonathan Leitschuh Jonathar huh@¢ ' 1o B - —_— - Ra———

Bug-tracker qit nfJLLe hisecurity-resez ssues/S b

@ rowownon

" RERUN FAIL

This is a securlty fix
Repository Modified Result

The buid files Indict
m 5 your bl

This wuinerability ha

ompleted

ompleted

“ompleted

ompleted

s vinerabilty has a

Completed




» Results e52VD
createTempDirectory
SUMA

Status started Estimated time savings positories searched Repositories

Finished about 2 hours ago 17 hours, 50 minutes y 80

Jol

Hide no results

Total Files

Status epositor ranch
Sl Repository Branc results searched

Finished broadinstitute/picard master 4 6,501
enkinsci/google-oauth-plugin develop
andyglickfjencsiadjava master

alesforce/ImageOptimization master
sonatype/plexus-archiver master
zeroturnaround/zt-zip master
jenkinsci/acceptance-test-narness master
jenkinscifjacoco-plugin master
smacke/jaydio master
jaltekruse/OpenNotebook master
nativefibsdjava/BridJ master
jenkinscifbackend-jpi-create master
libgdx/libgdx master
koraktor/mavanagaiata master

GraylogZ/sacdConfig master

Fin y
F Irngnets.masag/[bwa vfs master

@DDDDDDDDDDDDDDDD

https://t.mell



http://drive.google.com/file/d/1lbkSnjjrwwjXb-eaPrr9RvpRZ-n19UsL/view

P4 Moderne

Progress Sta

100% about 6 hours ago

(https://public.moderne.iof S, | nrite S 3 mpDirectory)
Reported-by: Jonathan Leitschuh Jonathar huh@g |.com Signed-off-by: Jonathan Leitschuh J

Bug-tracker: https://github.com/JL [secur 2 /10

Q

Status 1 Repository Modified Result
COMPLETED about 6 hours ago
COMPLETED broadinstitute/g C about 6 hours ago
COMPLETED Anuken/Arc about 5 hours ago
COMPLETED talsma umidoclet about 5 hours ago
COMPLETED er scifjenkins-test-harne about 5 hours ago
COMPLETED

COMPLETED

COMPLETED eactor/reactor-netty about 5 hours ago
COMPLETED bgdx/libgdx about 5

5 hours ago

about 5 hours ago




But there are more than just 7,000
repositories in the world

How do we find the other vulnerable projects?



CodeQL



CodeQL

100k+ OSS Projects Indexed
35k+ OSS Java Projects



https://github.com/moderneinc/jenkins-ingest

¥ main ~  jenkins-ingest | repos.csv Q

W tkvangorder Fixing issues with requested repos Latest commit c6d166d 3 days ago %) History

A7 contributors ) . L 3 13 . & m

9877 lines (9877 sloc) 433 KB Raw  Blame Z ~| B O

Q
Offz/gpr-for-gradie master 8 gradle
Dopslab/opslabJutil master 8 maven
10503201307 2fjavaparser master 8 maven
15189611fjumpAop master 8 gradlew
18824863285/BaseFlutter master 8 gradlew
1and1/cosmo master 8 maven
1and1jreactive master 8 maven
Tc-syntax/bslis-dev-tools develop 8 gradlew
275593469(study master 8 maven
2dxgujunfAndroidTagGroup master B gradlew
2pure/CodeDesign-HomeWork1 master 8 maven
38leinaDftdd-gradle-plugin master 8 gradlew
3esi/dotnet-plugin master 8 gradle

3esi/gitversion-plugin master 8 gradle



Finally!

Let's generate some
Open Source Software
Pull Requests!



Bulk Pull Request Generation Statistics

Project PR Generator Pull Requests | Merge Rate
HTTP Download of Dependencies Python Bot 1,596 40%
CVE-2019-16303: JHipster RNG Vulnerability | Python Bot + Moderne 3,467 2.3%
CVE-2020-8597: rhostname array overflow Python Bot 1,885 7.6%
Temporary Directory Hijacking Moderne 64 TBD
Partial Path Traversal Moderne 32 TBD
Zip Slip Moderne 100 TBD




Bulk Pull Request Generation Statistics

Project PR Generator Pull Requests | Merge Rate
HTTP Download of Dependencies Python Bot 1,596 40%
CVE-2019-16303: JHipster RNG Vulnerability | Python Bot + Moderne 3,467 2.3%
CVE-2020-8597: rhostname array overflow Python Bot 1,885 7.6%
Temporary Directory Hijacking Moderne 64 TBD
Partial Path Traversal Moderne 32 TBD
Zip Slip Moderne 100 TBD

New Pull Requests Generated in 2022: 590+




Bulk Pull Request Generation Statistics

Project PR Generator Pull Requests | Merge Rate
HTTP Download of Dependencies Python Bot 1,596 40%
CVE-2019-16303: JHipster RNG Vulnerability | Python Bot + Moderne 3,467 2.3%
CVE-2020-8597: rhostname array overflow Python Bot 1,885 7.6%
Temporary Directory Hijacking Moderne 64 TBD
Partial Path Traversal Moderne 32 TBD
Zip Slip Moderne 100 TBD

Personally Generated: 5,200+ Pull Requests




@ zeroturnaround / zt-zip (Pubiic Q~v| ©wWach~ YFork <~ | trStar 13k -~

{> Code () Issues 27 il Pullrequests 3 () Actions [ Projects () Security |~ Insights

Filters ~ | C is:pris:open sort:updated-desc O Labels 2 2 Milestones 1 _

. Clear current search query, filters, and sorts

v 30pen 37 Closed Merged Open all Author~ Label~ Projects~ Milestones~ Reviews~ Assignee~ Sortw

Il [SECURITY] Fix Zip Slip Vulnerability
#149 opened 2 minutes ago by | JLLeitschuh

11 [SECURITY] Fix Partial Path Traversal Vulnerability
#148 opened 6 hours ago by | JLLeitschuh (E-) updated & hours ago

11 [SECURITY] Fix Temporary Directory Hijacking or Information Disclosure Vulnerability
#147 opened 2 days ago by | JLLeitschuh

O ProTip! Find all pull requests that aren't related to any open issues with -linked:issue.



Skyline




Best Practices for Bulk Pull Request
Generation



Messaging!



All Software Problems are
People Problems
In Disguise



Sign off all Commits
--signoff



Sign off on Commits

Signed-off-by: Jonathan Leitschuh <Jonathan.Leitschuh@gmail.com>



Sign off on Commits

Why?!



Sign off on Commits

“It was introduced in the wake of the SCO lawsuit, (and other accusations of
copyright infringement from SCO, most of which they never actually took to court),
as a Developers Certificate of Origin. It is used to say that you certify that you
have created the patch in question, or that you certify that to the best of your
knowledge, it was created under an appropriate open-source license, or that it has
been provided to you by someone else under those terms.”


https://stackoverflow.com/a/1962112

TL;DR



Lawyers
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This push was rejected by Herald push rule H149.



Be a good commitizen



Be a good commitizen
GPG Sign your Commits









SECOM
Commit Format



1  vuln-fix: subject/header containing summary of changes in ~50 characters (Vuln-ID,)

~

SECOM

Detailed explanation of the subject/header in ~75 words.
4  (what) Explain the security issue(s) that this commit is patching.
5  (why) Focus on why this patch is important and its impact.

6  (how) Describe how the issue is patched.

8 [For Each Weakness in Weaknesses:]

9  Weakness: weakness identification or CWE-ID.

10 Severity: severity of the issue (Low, Medium, High, Critical).

11 CVSS: numerical representation (0-10) of the vulnerability severity.
12 Detection: method used to detect the issue (Tool, Manual, Exploit).
13 Report: http://link-to-report/

14 Introduced in: commit hash.

15 [End]

17 Reported-by: reporter name 1 <reporter-email-1@host.com>
18 Reported-by: reporter name 2 <reporter-email-2@host.com>
19 Signed-off-by: your name <your-email@yourhost.com>

20

21 [If you use an issue tracker, add reference to it here:]
22 [if external issue tracker:)

23 Bug-tracker: https://link-to-bug-tracker/id

24

25 [if github used as issue tracker:]

26 Resolves: #123

27 See also: #456, #789



There are risks using your
personal
GitHub Account



Anyone here familiar with
GitHub’s
Angry Unicorn?



Contact Support GitHub Status @githubstatus

This was my GitHub Profile Page for most of 2020



Coordinate with GitHub



Before Attempting
Reach out to GitHub!

SecurityLab@qithub.com



mailto:SecurityLab@github.com

Consider the Implications






Conclusion



As Security Researchers



We have an obligation to society



We know these vulnerabilities are out there



"For every 500 developers
you have one security
researcher.”

= GitHub 2020






We can fix it. We have the technology. OK. We need

to create the technology. Alright. The policy guys are
mucking with the technology. Relax. WE'RE ON IT.

- Dan Kaminsky (1979 — 2021)



Sound Bytes

e Learn CodeQL! Seriously! It's an incredibly powerful language!

e Contribute to OpenRewrite! Deploy your security fixes at scale!

e Join the GitHub Security Lab & OpenRewrite Slack Channels!



Thanks

@ HUMAN
M Moderne

Lidia Giuliano

Shyam Mehta



