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Cyber-systems are under near-constant threat from intrusion attempts.
Attacks types vary, but each attempt typically has a specific underlying in-
tent, and the perpetrators are typically groups of individuals with similar ob-
jectives. Clustering attacks appearing to share a common intent is very valu-
able to threat-hunting experts. This article explores topic models for cluster-
ing terminal session commands collected from honeypots, which are special
network hosts designed to entice malicious attackers. The main practical im-
plications of clustering the sessions are two-fold: finding similar groups of
attacks, and identifying outliers. A range of statistical topic models are con-
sidered, adapted to the structures of command-line syntax. In particular, con-
cepts of primary and secondary topics, and then session-level and command-
level topics, are introduced into the models to improve interpretability. The
proposed methods are further extended in a Bayesian nonparametric fashion
to allow unboundedness in the vocabulary size and the number of latent in-
tents. The methods are shown to discover an unusual MIRAI variant which
attempts to take over existing cryptocurrency coin-mining infrastructure, not
detected by traditional topic-modelling approaches.

1. Introduction. The increasing reliance of enterprises on information technologies,
such as cloud services, gives rise to new challenges for protecting customer data and com-
puter systems from intrusions. To tackle these cyber threats, enterprises increasingly resort
to quantitative methods for the development of the next-generation intrusion detection tech-
niques. Honeypots play an important role in the detection and understanding of attacker be-
haviours. A honeypot is a host located within a computer network designed to entice ma-
licious attackers. Security teams use the commands issued by attackers during interactive
sessions with the honeypot, as well as other meta-data such as the source IP address, in order
to understand the attack and the attacker’s intent to better protect their networks from com-
promise. Honeypots therefore provide cyber analysts with session data, where each session
is comprised of multiple commands issued by the user; each command can be interpreted as a
sequence of instructions in command language (for example, shell programming languages),
similar to words in natural language.

Honeypot session data provide a rare insight into the operational techniques of cyber at-
tackers, such as their automated or interactive nature, the individual scripting styles and their
overall objectives. This makes honeypot tracking systems particularly attractive for devel-
oping robust quantitative methods for cyber-security (Highnam et al., 2021). The volume of
traffic passing through a honeypot can be surprisingly high, and so automating the under-
standing of these sessions, classifying them and detecting new emerging patterns provides a
challenging research problem which is addressed in this article.
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Typically, attackers have one main objective after gaining access to a network host. For ex-
ample, an intruder might want to infect the machine with ransomware, build a cryptocurrency
miner, take over existing infrastructure, copy information for data leakage or sale, or collect
intel about the organisation. Therefore, each observed session could be thought to have an
underlying latent intent. Importantly, such intents evolve and change over time, creating new
threats for the security of cyber-systems. From a statistical perspective, the problem of es-
timating latent intents from a collection of attempted attacks can be framed as a clustering
task. Hence, the main objective of this work is to develop clustering models for command
line data observed in cyber-security applications. Such clustering models could then be used
for automated online classification of network intrusions, providing a valuable tool for threat
experts and enterprises to discover underlying patterns that would have not been easily de-
tectable otherwise. Automated threat detection can be viewed as complementary to deter-
ministic classification frameworks for enterprise attacks (for example, MITRE ATT&CK"),
providing a further level of sophistication to attack pattern detection.

The analysis of attacker behaviour from command logs has been mainly studied from a
machine learning perspective in the literature (Shrivastava, Bashir and Hota, 2019; Crespi
et al., 2021; Sadique and Sengupta, 2021). In the present work, ideas borrowed from the lit-
erature on topic modelling in text analysis are used to to detect attack patterns, with sessions
playing the role of documents and commands playing the role of sentences. Command line
instructions are modelled under a bag-of-words assumption, leading to a generative model for
the instructions dependent on the latent intent characterising the corresponding session. This
fundamentally differentiates our approach from mixed membership strategies to language
modelling, such as Latent Dirichlet Allocation (LDA, Blei, Ng and Jordan, 2003). The draw-
backs of LDA for the scope of modelling command lines are threefold: (i) attackers usually
have mainly one intent per session; (ii) interpreting the results of a mixed-membership model
for attack pattern detection is complex for analysts and threat experts; (iii) models based
on LDA often present unidentifiability and convergence difficulties, making reproducibility
of results problematic. Such difficulties are addressed in this work, presenting an approach
that assigns a single topic, or intent, to each session, providing a single label to threat ex-
perts which is then easy to interpret through statistical summaries of sessions assigned to the
same group. Furthermore, one class of proposed models incorporate the additional idea of
command-level intents, establishing a two-level clustering structure. This approach appears
to alleviate the convergence issues observed with LDA on session data.

Later models and inferential procedures discussed in this work admit the possibility of an
unknown and unbounded number of latent intents and an unbounded vocabulary size. These
extensions are particularly important in computer network security, since attack vectors fre-
quently evolve meaning new intents to arise, and new command line instructions will appear.
The number of topics in LDA models is usually chosen using scree-plot criteria using the
perplexities calculated from a holdout dataset (Teh et al., 2006). However, optimising for
perplexity might not yield interpretable topics (Ding, Nallapati and Xiang, 2018). In this
work, an alternative strategy based on Bayesian hierarchical nonparametric Griffiths-Engen-
McCloskey priors (GEM, Pitman, 2006) is used, admitting the possibility of previously un-
observed intents and instructions.

The rest of the article is structured as follows: in the remainder of this section, the data
sources used in this work are described along with a review of the related literature. Sec-
tion 2 describes models for session data, and Section 3 presents inferential procedures. The
methodology is then extended to the cases of unbounded numbers of topics and vocabulary
size in Section 4. Finally, the proposed methods are applied to real-world session data from
honeypots in Section 5, and the practical implications of the results are discussed.

For more details, see https://attack.mitre.org/.
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1.1. Honeypot session data. When a user connects to a honeypot through certain pro-
tocols, a session starts, and every action the user performs on this host is recorded until
logout, when the session ends. A user will run a sequence of commands, which are strings
of code which perform actions on the host. Each command comprises a sequence of words
drawn from the syntax of the chosen protocol. In the following example session, the in-
truder first attempts to access a convenient directory (through multiples uses of the cd com-
mand), then tries three methods of downloading a bash script from the web (wget, curl
and tftp get, representing different commands having the same underlying intention),
before attempting to execute and delete the script. The real IP address which was used in the
attack is masked using the string abc.def.ghi. jk1.

cd /tmp || cd /var/run || cd /mnt || cd /root || cd /
wget http://abc.def.ghi.jkl/Zerow.sh

curl -0 http://abc.def.ghi.jkl/Zerow.sh

chmod 777 Zerow.sh

sh Zerow.sh

tftp abc.def.ghi.jkl -c get tZerow.sh

chmod 777 tZerow.sh

sh tZerow.sh

rm —-rf Zerow.sh tZerow.sh

Note that transforming commands into sequences of words, known as fokenisation in
the literature, is not a trivial task in cyber-security. For example, consider the web address
http://abc.def.ghi.jkl/Zerow.sh, which appeared in the second command of
the session. One might consider the entire string as a word, or split it into different words,
such as http, abc.def.ghi. jk1 and Zerow. sh. Furthermore, the entire Internet Pro-
tocol (IP) address abc.def.ghi. jk1 could be considered as a word, or just its subnet
abc.def, for example. Similarly, Zerow could be considered as an individual word, ex-
cluding the file extension . sh. More details around the preprocessing of session data will be
given in Section 5.1.

1.2. Related literature. In topic models, each document is usually considered as a bag-
of-words, and the words are assumed to be exchangeable. Under this assumption, the in-
formation carried by paragraphs and sentences in natural language is lost. In cyber-security,
documents correspond to sessions and sentences correspond to commands, which are ex-
pected to have a specific intent. For attack pattern detection, it would be informative to also
capture such latent intents at the command-level. In the literature, document and sentence
clustering have been considered as two independent problems.

The problem of clustering documents has been extensively studied in the natural language
processing, computer science and information retrieval communities (for a survey, see Ag-
garwal and Zhai, 2012, and references therein). Common approaches include matrix factori-
sation techniques (Xu, Liu and Gong, 2003) and spectral clustering (Cai, He and Han, 2011).
Furthermore, Wallach (2008) proposed a cluster-based topic model extending LDA, where
each group is assigned a cluster-specific Dirichlet prior on the document-specific topic dis-
tribution. Xie and Xing (2013) also propose a multi-grain topic model with clustering where
documents are assigned global and group-specific topics.

Sentence-level structure within topic models has been largely overlooked in the literature.
Balikas, Amini and Clausel (2016) propose to extend LDA by sampling words from sentence-
specific topic distributions. Furthermore, Jiang et al. (2019) propose to model the sentence-
specific topic distribution as a mixture between the topic distributions of adjacent sentences,
weighted by a topic association matrix. In the present article, a new framework is proposed
which permits to joint inference of the latent structure for both sessions and commands.
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Usually, one of the main difficulties for LDA models is topic interpretability. Sparse topic
models (Williamson et al., 2010; Archambeau, Lakshminarayanan and Bouchard, 2015;
Zhang, 2020) alleviate this issue by enforcing sparsity in the topic-specific word distribu-
tions. Doshi-Velez, Wallace and Adams (2015) proposed Graph-Sparse LDA, that used rela-
tionships between words to improve interpretability. Also, the performance of LDA methods
heavily relies on suitable preprocessing of the data. For example, high-frequency words are
often removed, under the assumption that such words make limited contributions to the mean-
ing of the documents. In order to avoid data pruning, alternative term-weighting schemes
have been proposed in the literature (Wilson and Chew, 2010). Here a further possible so-
lution is proposed: a secondary topic, shared across all documents, can be used to capture
high-frequency words and lead to more interpretable primary topics characterising individ-
ual documents.

Another possible explanation of the issues of LDA with high-frequency terms is that, in
natural language, word counts have a power-law distribution (Sato and Nakagawa, 2010).
Therefore, Sato and Nakagawa (2010) proposed a Pitman-Yor LDA model, which admits
power-laws by construction. Another approach to the problem of modelling power-laws is
the latent IBP compound Dirichlet Allocation model (Archambeau, Lakshminarayanan and
Bouchard, 2015). It is unclear whether power-laws apply to the word counts in command
line data and cyber-security applications. Such structures could be easily accounted for in the
methodology proposed in this paper via two-parameter GEM prior distributions, correspond-
ing to stick-breaking proportions of a Pitman-Yor process (Pitman, 2006).

Cyber-security applications require the number of latent intents and vocabulary to be un-
bounded for practical deployment. Hierarchical Dirichlet Processes (Teh et al., 2006) have
been successfully used within the context of LDA models to admit an unbounded number
of topics. Furthermore, Zhai and Boyd-Graber (2013) developed an online LDA algorithm
with unbounded vocabulary size, proposing a multinomial and n-gram prior distribution for
a conventional character language. However, n-grams tend to suffer from data sparsity issues
(Allison, Guthrie and Guthrie, 2006). In this work, the words are simply interpreted as to-
kens, and therefore a GEM prior is employed instead, corresponding to a prior distribution
over the natural numbers. This strategy avoids the difficulty of specifying a prior distribution
on the command line syntax, which would be an undesirable additional task. Furthermore,
GEM priors are also assigned to the number of latent topics. It must be remarked that the
task of estimating the number of components in a finite mixture model presents issues with
consistency both under finite parametric (Cai, Campbell and Broderick, 2021) and nonpara-
metric priors (Miller and Harrison, 2013, 2014) under model misspecification, unless a prior
distribution on the concentration parameter of the Dirichlet process is appropriately specified
(Ascolani et al., 2022). Therefore, in practice, it is not expected to always recover the exact
number in the data generating process.

In cyber-security, command line data have been mainly analysed using two different ap-
proaches. The first class of studies uses machine learning techniques to understand attacker
behaviour from command logs. Notably, Sadique and Sengupta (2021) aim to predict the
next command of the attacker by using an edit distance training model on the sequence of
commands input. In a similar setup, Crespi et al. (2021) aim to identify attacker behaviours
from command logs using supervised NLP methods. Lastly, Shrivastava, Bashir and Hota
(2019) focus on classifying types of attacks from commands using a series of machine learn-
ing techniques. The second class of approaches analyses attacker behaviour from session
data using Hidden Markov Models, as seen in the studies of Rade et al. (2018) and Desh-
mukh, Rade and Kazi (2019). However, none of the aforementioned studies consider topic
modelling approaches for the analysis of sessions.
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2. Models for clustering session data. Command line data are observed in sessions,
where each session is divided into commands, and each command is composed of different
words drawn from a vocabulary V. Following the standard LDA model (Blei, Ng and Jordan,
2003), for D observed sessions the number of commands N, in session d and the number
M, ; of words in each command j within that session are assumed to be Poisson distributed:

Ny~ Poisson(¢), d=1,...,D,
Mg ; ~Poisson(w), j=1,..., Ny,

¢,w € Ry. The i-th word in the j-th command of the d-th session is denoted wyg ; ;, which

has a corresponding probability mass function &, ; ; € IRLY‘ over the vocabulary V.

The stated aim is to develop clustering algorithms for sessions, where the clusters represent
shared intents of the intruders, or groups of attackers with similar behaviour. To achieve this
aim, a range of topic model structures are now considered, establishing shared distributions
&€4,j,; across groups of sessions and commands to identify clusters. In particular, this work
focuses on two approaches: (i) Constrained: Each session has a primary topic and a global
secondary topic; (ii) Hierarchical: Each session topic is a distribution on command-level top-
ics, which introduces two layers of latent topics. The two modelling approaches are discussed
in detail in the next sections.

2.1. Constrained topic modelling with primary and secondary topics. As a most basic
approach, each document d could have a latent assignment to one of K possible topics,
where each topic k € {1,..., K} is characterised by a probability mass function ¢ on the
vocabulary V. Let t; denote the topic assignment for document d, and let A = (A1,...,Ag)
where \;, denotes the probability that ¢; = k. It could then be assumed & ; ; = ¢y, such that
conditional on the session-specific topic ¢4, all the words w, ;; in session d are sampled from
the same distribution ¢;,. Assuming conjugate Dirichlet prior distributions for the probability
distributions A and { ¢y, } implies the following model:

A ~ Dirichlet(y),
¢y, ~ Dirichlet(n), k=1,2,..., K,
tq | A ~ Categorical(A), d=1,..., D,
br,), i=1,...,Mg;, j=1,... Ng,

. In the cyber-attack context, these topics correspond to different

(
(D Wq,ji | td, {¢r} ~ Categorical(

v
where'yeRff,nelRL'

intents.

The simple model above can be used as a starting point for exploring more complex clus-
tering structures. For example, to better identify differences between topic-specific distribu-
tions, it could be assumed that words in a document are sampled either from a topic-specific
probability distribution, or from a baseline probability distribution shared across all docu-
ments. The shared distribution represents words that are commonly used in all sessions, but
are not key for characterising the intent of a session. For example, in natural language, such
a baseline distribution could give probability mass to conjunctions (e.g. but, and, if), articles
(e.g. a, an, the), or pronouns (e.g. she, he, they). Similarly, for command lines in a cyber-
security context, the shared distribution might give weight to common bash commands such
as 1s (list contents), ps (list the running processes), or cd (change directory). The shared
distribution will be used to make the session-specific topics more representative of the at-
tacker’s intents, excluding commonly used words.
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In particular, an extended model assumes each topic has an associated probability ), €
[0,1], k=1,..., K, representing the mixing proportion between the topic-specific word dis-
tribution ¢, and the shared distribution ¢g. Each word is then sampled with probability 6;,
from ¢,, or from ¢ with probability 1 — 6;,, implying the following revised model:

¢y, ~ Dirichlet(n), k=0,1,2,..., K,
0 ~ Beta(ag, ), k=1,..., K,
Zdji | ta, {0k} ~Bemoulli(0;,),i=1,...,Mg;, j=1,...,Ng,
Q) wayi|2d ta, {@r} ~ Categorical(¢y,., ;. ), i=1,..., Mg, j=1,...,Ng,.

This model essentially imposes a sparsity constraint on LDA, by assuming that each docu-
ment contains only two topics: (i) a primary topic t4, chosen from K primary topics, and (ii) a
secondary topic shared across all documents, denoted “topic 0” for notational convenience.

2.2. Hierarchical constrained topic modelling with session-level and command-level clus-
tering. The models in (1) and (2) assume that words in each command within a given session
are sampled from the same topic-specific distribution, or from a distribution shared across
documents. The information about the structure of a session as a sequence of commands is
therefore ignored, which might be limiting in practical settings. Instead, it would be reason-
able to assume that session-specific intents share similar commands for specific tasks. Such
tasks could be interpreted as command-level intents, and the distribution of the tasks char-
acterises the session-level topic. Let H be the assumed number of command-level topics. It
could be assumed that each session-level topic has an associated H-dimensional probability
distribution 1, across command-level intents, with each command within a given session
being assigned a command-specific topic sq; € {1,..., H} sampled from ;,. Conditional
on sq ;, the words in the command are then sampled independently from a |V'|-dimensional
probability distribution ¢y, ;, specific to the command-level topic. Therefore, the model in
(1) is extended as follows:

iy, ~ Dirichlet(7), k=1,2,..., K,
¢, ~ Dirichlet(n), h=1,2,..., H,
(3) Sd,j tq, {¢k} ~ Categorical(,lnbtd)? ] = 17 o 7Nd7

Wqji | Sd,j, {@n} ~ Categorical(¢,, ), i=1,...,Mgj, j=1,...,Ng,

where T € Rff . In this model, there are two layers of topics, and corresponding indices:
(i) Command topic indices, sq4 ;, used to match the words in the corresponding command
to distributions ¢1, ..., ¢y over V; (ii) Document topic indices, ¢4, used to match the com-
mands in the corresponding session to distributions %1, . . . , ¥ i over the command-level top-
ics. Letting ® be the H x |V| matrix with j-th row ¢;, and letting ¥ be the K x H matrix
with k-th row vy, then marginally &, ;; = AT W . ®, whereas &4, = @s, , conditionally.

2.3. Combining the two approaches: hierarchical constrained topic modelling with sec-
ondary topics. In order to aid interpretability of the command-level topics, it is possible to
use the same constraint from model (2). In particular, it could be assumed that words are sam-
pled either from ¢y, ;, where s4 ; is the command-level topic, or from a distribution ¢ shared
across all commands and sessions. As in (2), each command-level topic h € {1,..., H} has
an associated mixture probability 6}, € [0, 1] for sampling words from ¢y,. Therefore, the full
model, which combines (1), (2) and (3), takes the following form:

A ~ Dirichlet(~y),

https://t.me/learningnets
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Sessions (Documents)

Commands (Sentences)

Indicators n ——— My words, P(zq5; = 1) = by,
tftp -g abc.def.ghi.jkl -r tftpl.sh
Words I |

W2,4,2 Wq,j,i ~ ¢2d._7.l,sd._7

FIG 1: Cartoon representation of the full Hierarchical Constrained Topic Model (HCTM).

1y ~ Dirichlet(r), k=1,2,..., K,
¢n, ~ Dirichlet(n), h=0,1,..., H,
0y, ~ Beta(ayp,ap), h=1,2,..., H,
Ny ~Poisson(¢), d=1,...,D,
Mg ; ~Poisson(w), d=1,...,D, j=1,..., Ny,
tq | A ~ Categorical(A), d=1,..., D,
545 | ta, {¢r } ~ Categorical(vpy,), j=1,..., Ny,
)yi=1,..., My,

4) wqji | %4, 54,5, {¢n} ~ Categorical(@s, 2, ,,), i=1,..., Mg .

Zd,ji | Sa.j,{0n} ~ Bernoulli(0

Sd,j

A pictorial representation of model (4) is given in Figure 1. Note that it might be possible
to consider variations of (4) through making changes to the specification of the prior distri-
butions on the hyperparameters. For example, document-specific mixing topic proportions
04 ~ Beta(a, o) could be used.

The next section will describe inferential methods for model (4). Deriving the inferential
procedures for (1), (2) and (3) follows similar guidelines, with minor modifications to the
equations used for (4).

3. Bayesian inference via Markov Chain Monte Carlo. This section describes infer-
ential procedures for the topic models discussed in Section 2. The full model is considered,
with primary-secondary topics and session-level and command-level clustering. The pos-
terior distribution of the parameters is only available up to a normalising constant, therefore
inference must be performed using Markov Chain Monte Carlo (MCMC) methods. The main
objective of the inferential procedure is estimating ¢, the session-level clusters. Hence, the re-
maining parameters could be interpreted as nuisance, and integrated out when possible. The
parameters 0, \, {¢y, } and {1/} can be analytically marginalised, resulting in the marginal

https://t.me/learningnets



8

posterior density
(5) p(z;8,t|w) xp(w, z,8,t) = p(t) x p(s|t) x p(z | s) x p(w| 2, 5).

Each term in the right-hand side of the marginal posterior (5) can be calculated explicitly
by conjugacy of the Categorical-Dirichlet and Beta-Bernoulli distributions. The marginal
distribution for the session-level intents is:

©) piy= 20+ T)

B(v)

where B(x) =[], '(x;)/T'(>_; z;) is the multivariate beta function, and T' = (T, ...,Tk),
where T}, = > ;1) (ta) denotes the number of sessions assigned to topic k. Similar cal-
culations lead to the marginal distribution for the command-level topics, conditional on the
session-level intents:

K
(7) p(slt)zHB(;(t)S’“),
k=1

where Sy, = (S1 4, ..., SH k), and Sy 5, = Zd:td:k Zj I} (s4,5) denotes the number of com-
mands assigned to the command-level topic &, only from the subset of sessions with session-
level topic k. Similarly, the marginal distribution of the primary-secondary topic indicators z
has a closed form expression from the Beta-Bernoulli conjugacy:

" B(Zh + an, Mj — Z), + ap)
®) p(z|s) hf:[l Blar. a0) :
where Zn =374 )50 ,=h S Mai 2,54 denotes the number of words assigned to the primary
topic, only from commands with command-level topic h, and My =3, ..., Mg,; de-
notes the total number of words in commands with topic h, across all documents. The final
component of the marginal posterior (5) is the marginal likelihood for the observed words w,
conditional on the indicators z and topic-level allocations s:

H

wlz s =TT BWatmn)
) p(w]z,s) hHO B

where W;, = (Wh,h RN Wh,\V\), and Whﬂ) = Zi,j,d ]I{h}(zd,j,isd,j)]l{v}(wd,j,i) denotes the
number of times word v is assigned to the command-level topic h.

The marginal distributions (6), (7), (8) and (9) are the building blocks for the collapsed
Gibbs sampler (Liu, 1994) used for inference on the model parameters. The Gibbs sampler
consists of three basic moves: resample the session-level topic allocations £, resample the
command-level topic allocations s, and resample the primary-secondary topic indicators z.
Furthermore, convergence of Gibbs sampling algorithms for clustering usually benefits from
split-merge proposals, which are evaluated using a Metropolis-Hastings acceptance ratio,
resulting in a collapsed Metropolis-within-Gibbs algorithm. In this framework, split-merge
moves can be used on the session-level topics ¢ and command-level topics s. The next sub-
sections give a detailed description of the steps required in the Gibbs sampling algorithm.

3.1. Resampling the session-level topic allocations. The Gibbs sampler requires to sam-
ple from the conditional distribution of a subset of the parameters, conditional on the ob-
served data and remaining parameters. Therefore, for resampling the session-level topic al-
location ¢4 for a given document, it is required to sample from p(t | t w,z, s), where the
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superscript —d denotes that the calculations of the corresponding quantity exclude the d-th
document. For the r-th session-level topic, the probability can be written as:

K

B T)
(7+ HB T+Sk)

plta=7|t""w,z,8) plta=r|t")p(s [ta=1t"") W

where the quantities T" and S, in the final part of the expression are calculated assuming
that t; = r. The ratio of beta functions in the conditional distribution can be simplified us-
ing the properties of the gamma function, yielding B(y + T')/B(y + T~%) o (v, + T;7%).
Similarly, the product of beta functions in the final part of the expression could be further
simplified using the fact that .S, ;, = S;;f + 5S¢, where Sk_ﬁ =D wtu—kurd 2; Ln} (Sju) and
Sy =2>_,;Liny(s4,5). From the properties of the gamma function, the probability can be then
expressed as:

HhH lnfﬁl(Th—i_Sr_;zi—i_E_l)
[ (m+ S +e— 1}

3.2. Resampling the command-level topic allocations. The Gibbs sampler also re-
quires to sample the command-level topic allocations from the distribution p(sg; = ¢ |
s~ % w,t, z), where the superscript denotes that the quantities have been calculated exclud-
ing the (d, j)-th terms. For the ¢-th command-level topic, the probability can be factorised
as:

(10)  plta=r |t~ w,z,8) < (v, + T,

(1) p(say;=]5~% w,t,2) o
o< p(sa; =L, | t) x p(z | sa;=L,5") x p(w | sq5="1,8", 2).
The first term in the factorisation (11), corresponding to (7), can be simplified noting that

St =5,% ARt

d

(12) P84, =0, |t) x (Te+ S;il;j).

A similar reasoning could be used to simplify the second term in the factorisation (11).

In particular, Zy = Z, ™ + 2%, where Z; 7 = Y2, 0. i (ua)(ag) Soiek’ Fugi and

A Z]\{‘il 24,5,i- Using the properties of the gamma function, the corresponding proba-
bility is expressed as:

(13) p(z]saj="0s"")x
i — Md] Z%— *— 7' - 7.
125 e+ 2, + o) TTe Yoo+ My~ — 7,4 4 )
x i — .
[1,=6 Hao +ag+ M7 4 q)

The last term in (11) admits a similar simplification to (10), using Wy, = W[vd’j + Wlfl’j,

Where W ,J = Z 7Q7Z Zu, s iSu q_h (u q)#(dj) ]I{,U}(wu q, ’L) W’U ’J — Zi;zddgisd,j#o ]I{v} (wd7]72)
The resultlng probability is:

\%
H‘ llHq 1 (nv‘Fng’j"‘q_l)

= 1o e+ W) g~ 1)

The probability (11) is obtained by calculating the product of the terms (12), (13), (14), and
normalising.

(14) plw|sgj =104 2z)x
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3.3. Resampling the primary-secondary topic indicators. In the models with primary-
secondary topics, the Gibbs sampler also requires to resample the binary indicators zg ; ;,
conditional on w, s, ¢ and z~%J, denoting all the indicators except 24,5,i- Each binary indi-
cator is drawn from a Bernoulli distribution with unnormalised probabilities:

(15) p(zaji=0b|z %" w,s,t) o p(za;i=b| 2z %" 8) x p(w| 245 = b, 2~ 5),

where b € {0,1}. Noting that Z, = Zs, " + b, where the term Z;, %" is defined as

z,; W = D (1,0) 5w = (11,0) () S Mt 2.q.6- the first term in the factorisation becomes:

p(adgi=bl 2" ) o (as, , + 25,59 (a0 + M, | — 23570 = 1)1
For the marginal likelihood of observed words, the only terms affected by a change in the
binary indicator zq,;; are Wou,,, = Wou?' +1—band We, w,,, = Wa, 2%, +0,

_d7 47’ —
where Wh,v M= Z(u,q,r):z“,qws“,q:h,(u q,r)#(d,j,1) ]I{U}(wuv%r)’ giving:

dji 1-b —dji b
—d.ii Owd” nwd]L Wsd,j,wd“'i_ wdw

p(’w ’ Zd,ji = bz~ 4" 78) x { V] } { V] } :
pY. (VV()U’JZ + 1) 21 (W, J?vz + 1)

3.4. Split-merge topic allocations. There are two types of split-merge moves that can be
proposed: (i) split-merge session-level topics, and (ii) split-merge command-level topics. For
the split-merge move on session-level topics, two sessions d and d’ are sampled at random
from the D observed sessions. If t; =ty = t*, the proposal for the session-level topics splits
the sessions assigned to ¢* in two different clusters using the following iterative procedure: (i)
assign topic t* to document d, and topic ¢ to document d’ (where ¢ corresponds to the number
of non-empty clusters, plus one — note that if £ > K the split move should be immediately
rejected); (ii) documents previously assigned to topic t* are sequentially allocated to topics
t* or t in random order, with probabilities proportional to the predictive distribution (10),
restricted to the session already reallocated to topics ¢* and ¢. This allocation procedure is
adapted from common split-merge MCMC moves in related clustering problems (see, for
example, Dahl, 2003; Sanna Passino and Heard, 2020). The final proposal is denoted as t*,
with probability ¢(t* | ¢), corresponding to the product of sequential probabilities obtained
in the splitting procedure. The resulting acceptance probability for the move from ¢ to t* is:

p(")p(s | ) }
t)p(s|t)q(t*[t) |

On the other hand, if t; # t4/, the proposal t* assigns topic ¢4 to all documents previously
given topic ty4, corresponding to a merge move. In this case, the acceptance ratio in (16)
must be further multiplied by the proposal probability ¢(¢ | t*), calculated by simulating
a split move from t* to t. Since there is only one way to merge two topics, the proposal
probability at the denominator of (16) is ¢(t* | ) = 1 for a merge move.

A similar split-merge move can be constructed for the command-level topics: two com-
mands j and j' are randomly sampled from two random documents d and d’ respectively.
If 54 # sj ', a merge move is proposed. Alternatively, if s ; = s, o = s, the split move
proceeds similarly to the procedure described for the topic-level sessions, and the command
previously assigned topic s* are sequentially allocated to s* or § (corresponding to the num-
ber of non-empty command-level topics, plus one) with probabilities proportional to the pre-
dictive distribution (11), limited to the commands already reassigned to s* and 5. As be-
fore, if 5 > H, the move is rejected. In summary, the acceptance probability for a vector of
command-level topics s* obtained via the split-merge procedure is:

win {1, 21956 | s 2.0 )
" pls[Op(z[s)p(w] 2 s)a(s ) S

(16) min {1,
p(
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where the probabilities ¢(s* | s) and ¢(s | s*) are either 1, or the product of allocation prob-
abilities calculated from the sequential splitting procedure.

3.5. Initialisation schemes. In MCMC, setting good initial values could be helpful to
achieve faster convergence, in particular for complex inferential tasks. In this work, two
methods for initialisation are considered, based on spectral clustering and standard LDA.

Spectral methods are commonly used for text analysis and topic modelling (Ke and Wang,
2022). In order to initialise the algorithm via spectral clustering, a (.5, Ny) x |V| word
occurrence matrix C' = {Cs,, } is constructed, where Cj,, counts the number of times word
w appears in command s. Note that all commands are stacked in an individual matrix C,
initially disregarding information about the division into sessions. A truncated singular value
decomposition of C' is then calculated, considering only the largest H singular values and
corresponding left singular vectors. A clustering algorithm, like k-means, is then run on the
resulting embedding, setting H clusters. For initialisation of the session-level topics, a similar
procedure is carried out, using the initial values of the command-level topics as words in a
spectral clustering algorithm, obtaining a different form of the matrix of counts C. First, the
matrix C, with dimension D x H, is constructed, where each entry Cy;, counts the number
of times a command assigned to the command-level topic h appears in document d. Then,
a K -dimensional truncated spectral decomposition of C' is calculated, and k-means with K
clusters is run on the resulting embedding, obtaining initial values for the session-level topics.

Alternatively, standard LDA could be used to initialise the MCMC sampler, via fast-
performing software libraries such as python’s gensim (Rehtfek and Sojka, 2010). First,
LDA with H topics could be fitted, and subsequently used to predict a topic for all the words
appearing in commands and sessions. Then the most common estimated topic within each
command is selected as the initial command-level topic. If secondary topics are used, LDA
is initially fitted with i + 1 topics, and the most common estimated topic is selected as sec-
ondary topic. The command-level primary topic is then selected as the most common topic
within each command, excluding the secondary topic. After command-level topics are es-
timated, session-level topics could be initialised by running LDA with K topics, using the
estimated command-level topics as words within the algorithm. For each command-level
topic, now interpreted as a word, a topic can be estimated from the fitted LDA model, and
the session-level topics are then initialised as the most common topic within each command.

For initialisation of the primary-secondary topic indicators, zg,;; could be initially set to
1 if the proportion of sessions or commands where the word wy j ; appears is less than a pre-
specified threshold. This is because ¢ should represent a distribution of common words,
shared across topics.

4. Unbounded number of topics and vocabulary. All models discussed in Section 2
assume a fixed size |V| of the vocabulary, and a fixed number of session-level and command-
level topics, K and H respectively. Such assumptions might be problematic if the model is
used for clustering future sessions, since it would not be possible to cluster new commands,
composed of words not present in the vocabulary. Therefore, a potentially infinite vocabulary
must be considered. Also, the behaviour of attackers is expected to evolve and change over
time, and it is possible that new attack patterns or intents arise. Therefore, for real-world
attack pattern detection, it is beneficial to assume an unbounded number of session-level and
command-level topics. These allowances require a modification to the Dirichlet distributions
used in Section 2, instead assuming:

A~GEM(v), p~GEM(7), k=0,1,2,..., ¢;~GEM(n), £=0,1,2,...,
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where 7, 71,7 € R4. The GEM (Griffiths-Engen-McCloskey) distribution (Pitman, 2006) cor-
responds to the proportions calculated using the stick-breaking representations of the Dirich-
let process (Sethuraman, 1994). Hence, the GEM distribution also corresponds to the limit for
K — 0o, H — oo and |V'| — oo of the Dirichlet distributions in Section 2 with v = y1x /K,
T =7ly/H, and n = nl}y/|V|. To simplify the discussion on the GEM distribution, its
link to the Dirichlet process, and its representation in the posterior distribution, consider n
objects allocated to K,, non-empty groups, with labels x,, = (z1,..., %), such that z; € N
and max(x, ) = K,,. Under a Dirichlet process with scaling parameter 3, the predictive dis-
tribution for the next label in the sequence is:

Nkn

(17) p(‘rn—l—l | xn) = ﬁf_ {K +1}(xn+1 + Z ]I{k}(xn—i—l)v

where N, = > 10, Ty () is the number of the n objects allocated to group k. The predic-
tive equation (17) immediately provides a technique for Gibbs sampling: since the Dirichlet
process assumes exchangeability of observations, any label can be considered as the last el-
ement of the sequence, and a new value resampled using (17). This fact will be particularly
useful when implementing the sampler. Using (17), the joint distribution for the sequence is:

n K‘n, a K,
1_] plaj | @jo1) <ai(n§,£{r<Nk”>‘

It follows that the components of the marginalised posterior distribution (5) take the following
revised form:

(18) p(t) = ko) [T,

( ) EH(S) ]IH\+(Sk h)r
pu— F
p(S’t) IH (T+Zdt 7kNd H Skh

h: Sk >0

p(z|s)= ,

H(s
H B(Zy, + ap, M} — Zy, + o)
h=1 (Oéh,Oéo)

V(w)]IH\+(W;, )F(
p(w| z,s)

n 77) H F(Wh,v)7
h=o L'( 77+Zv 1 Whv) 0:Wh.o>0

where K (t) => ;2 I, (T%) and H(s) = 17 Iy, (D_p2; Sk,») are the number of unique
session-level and command-level topics respectively, and V(w) =>_>2 I, (-2 Whv)
is the observed number of unique words.

4.1. Bayesian inference with GEM priors. Inference in the model with unbounded num-
ber of topics and vocabulary size can be carried out using a similar algorithm to the Gibbs
sampling described in Section 3. Only minor modifications are required, since the marginals
in (18) take a different form under the GEM priors. For example, for resampling the session-
level topics, the probabilities in (10) are modified as follows:

plta=7|t"%w, z,8) oc ylixe- d>+1}(’”)( T )1 Ui cce=dyay (1)

]N>1(Sg)
Hhsd OTH{O}(SM)(S ;j)l Loy (S:7) Hz 2(5rh+g_1)

X
Y+ (O sy 40— 1)
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where 7 € {1,..., K (t~%) + 1}, and the convention 0° = 1 is adopted. Similarly, the proba-
bilities in (11) for resampling command-level topics become:

I{;L;std7h=o}(f) (S—d,j)l—ﬂ{;L;std=h=o} (£)

p(sd,j =/ | S_d7j7wat7z) X 7T tal

Inv, (W3H7)

,U
LW v —d,j
=" o+ (VS W) +q - 1)
d,j _ ; L __7d,j _ . _ .
17 (o + Z, % + g = DT ™7 (oo + My~ = Z;% 4 u—1)
[T (a0 + e+ My~ g = 1)

—d,j —d.j\]— —d,j Wdsi 7d,‘
Hv:W{f’j>0 nH{O}(Wz,u )(Wg 3)1 I{O)(Wz,v ) [Hq:v2 (Wé,v J +q— 1)]
X

X

)

where £ € {1,..., H(s~%J) + 1}. A modification is required also for the conditional proba-
bilities of resampling the indicator z4 ;; in (15), resulting in:

P— _d7j7i _dvjvi b * _dvjvi 1-b
p(z4i=0b]| 2 ,w, s, t) o (as, , + Z,. )’ (a0 + Mg, — Z " — 1)
_ L - _ . 17b
Lioy (Wo % ) pyr—dodii \1=Tgoy (Wo 020 )
7’] d,j,i (H/O,wd,j‘i) »Wd, g,

X

V(i “dji
n+2v:(1iu )WO -

N

—d,j,i Y _ —d,ji b
) {nn{o}(Wsd,j’,wd,j,i)(WSdi%J’j’i)l Loy (W0, )
V(w_d’jYi) _dmjvi ’
77"‘21):1 Wsj,d,v

where b € {0, 1}. The split-merge move in Section 3.4 can be equivalently extended to the
model with GEM priors, using the same ideas presented in this section. Split-merge moves are
expected to improve convergence of Gibbs sampling algorithms in models based on Dirich-
let processes (Jain and Neal, 2004). Note that all the probabilities described in this section
are extremely similar to the equations in Section 3, with the added complexity of handling
previously unseen topics. Alternative MCMC algorithms for models based on the Dirichlet
processes are extensively discussed in the literature (for example, Neal, 2000; Ishwaran and
James, 2001; Teh et al., 2006).

5. Application to the Imperial College London honeypot data. The models described
in Sections 2 and 4 are now applied to real data collected on a honeypot hosted within the
Imperial College London (ICL) computer network. Within a time period between 21% May,
2021, and 27 January, 2022, the ICL honeypot collected approximately 40,000 unique ses-
sions, observed over 1.3 million times. This is a large corpus of attacks for a single machine.

5.1. Data preprocessing. As discussed in the introduction, such sessions and commands
must be fokenised to obtain the words and vocabulary. In this work, the tokenisation is per-
formed with the python package NLTK (Bird, Klein and Loper, 2009), setting the regular
expression [a—-zA-Z0-9_\.\-\«]+. Also, commands observed in the ICL honeypot data
often contain combinations of strings in hexadecimal form, preceded by the letter x. An ex-
ample of such a command is

bin busybox echo -e x6b x61 x6d x69 dev dev .nippon

In these analyses, all such instances of hexadecimal strings (x6b, x61, x6d and x69 in
the above example) are replaced by the word HEX. Also, some commands display the word
GHILIMEA appended to HEX strings. These are replaced with the word GHILIMEA_word.
Similarly to standard preprocessing techniques in natural language processing, extremely
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rare and extremely common words are removed from the dataset. For the ICL honeypot data,
words appearing in less than 10 commands were removed, as were words appearing in over
10% of commands. Such words are often denoted stopwords in natural language processing
and information retrieval (see, for example, Manning, Raghavan and Schiitze, 2008). After
preprocessing, a vocabulary of 1,003 unique words is obtained, and 2,617 uniquely observed
sessions, for a total of 42,640 commands and 261,283 words. Each session has an average
of 16.29 commands (with median 15), whereas each command contains on average 6.12
words (with median 2). Users who access the honeypot have malicious intent, and it is not
uncommon to observe swear words and discriminatory language in many of the sessions.
Those terms have been redacted in plots of the results.

5.2. Topic estimation. Before describing the results, some practical details about the es-
timation of topics from MCMC chains are discussed. In general, the number of session-level
or command-level topics are unknown. The Dirichlet priors for A and {¢y} in Section 2
assume fixed, pre-specified values of K and H. For inference with the Dirichlet prior, a max-
imum number of possible topics could be chosen, denoted K,,x and Hy,.x, and the underlying
number of topics could be estimated as the number of non-empty topics at each iteration of
the MCMC sampling procedure. Furthermore, estimates of topic allocations based on the
MCMC sampler described in Section 3 could be affected by the issue of label switching
(Jasra, Holmes and Stephens, 2005). Therefore, session-level topic allocations are estimated
in this work from the estimated posterior similarity between sessions 7 and j, calculated as
Zi\i 1 Le: {t;}/M, where M is the total number of posterior samples and ¢}, is the s-
th sample for ¢;. The posterior similarity matrix is invariant to permutations of the labels
and therefore unaffected by label switching. After the posterior similarities are obtained for
all pairs of sessions, hierarchical clustering with complete linkage is applied, with distance
measure 1 — 7;; (Medvedovic, Yeung and Bumgarner, 2004). A similar procedure could
be followed for the command-level topics, but the very large number of commands would
make the size of the similarity matrix unfeasible to calculate and store in memory on a ma-
chine. Therefore, the last sample from the MCMC chain is considered as the estimate of the
command-level topics.

5.3. Constrained topic modelling. First, the constrained topic model in (1) is fitted on
the postprocessed ICL honeypot data. Under the Dirichlet prior for A, the hyperparameter ~y
issetto v =0.1-1g,, , with Ky, = 30. The hyperparameter of the Dirichlet prior for the
topic-specific word distribution is set to 17 = 1jy,|. The MCMC sampler is run for 250,000
iterations with 50,000 burn-in, initialising the topics via spectral clustering with K.« clus-
ters. The results are displayed in Figure 2. The session-level topics are estimated using the
procedure described in Section 5.2. Figure 2a plots the resulting barplot of topic frequen-
cies of estimated session-level topics, for a number of topics equal to the modal number of
non-empty topics, Ky = 20. Furthermore, Figure 2b displays the barplot of the estimated
distribution for the number of non-empty topics. The barplot is also compared to the dis-
tribution obtained under a GEM prior for A, with hyperparameter v = 3, corresponding to
Kax X 0.1, using the same setup for the MCMC sampler. The resulting distributions show
agreement, demonstrating a similar performance of the Dirichlet and GEM priors in estimat-
ing the modal number of topics. In general, the interplay between the prior parameters 7
and « appears to have an effect on the number of small clusters that are estimated from the
data: if i increases, the clusters in the right tail of Figure 2a tend to be incorporated within
the larger clusters. On the other hand, if 17 decreases towards zero, it is expected to estimate
more topics.
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FIG 2: Estimated topic frequencies and estimated distribution the number of non-empty topics Kz under the
constrained topic model in (1), fitted on the ICL honeypot data.

5.3.1. Results: the model discovers a rare and unusual MIRAI variant. The inferred
meaning of each topic is summarised in Table 1, according to the type of sessions that are
assigned to each group. The clusters appear to mostly contain botnets and different variants
of MIRAI malware. MIRALI is a type of botnet first emerged in 2016, which was specifically
targeted towards compromising Internet of Things (IoT) devices, or launching Distributed
Denial of Service (DDoS) attacks. Recently, it has been repurposed for Bitcoin mining on
IoT devices compromised via brute-force attacks on protocols such as SSH and Telnet. Over
the years, many different variants of MIRAI have emerged, and other bots with similar struc-
ture (Lingenfelter, Vakilinia and Sengupta, 2020; Sadique and Sengupta, 2021; Zhu et al.,
2022), which appear to be assigned to different topics in Table 1.

Interestingly, careful examination of the sessions assigned to fopic 5 estimated via the
constrained topic model in (1) helped analysts to discover an rare and unusual variant of
MIRALI, called MinerFinder (Bevington, 2021). The objective of MinerFinder is to look for
existing coin miner configurations, and try to gain root privileges to take control of the miner
infrastructure, if found. This demonstrates that the constrained topic model with a single topic
per session, even in its simplest form, could be extremely helpful for analysts to discover
new attack patterns. Within fopic 5, MinerFinder is also mixed with other more common
MIRALI variants, which share a common frequency distribution of words. Ideally, a clustering
algorithm should be able to single-out MinerFinder from other MIRALI variants, despite their
similarities. This might be possible when a hierarchical structure is added to the topics, and
the command structure is explicitly used, as demonstrated in Section 5.5.

Overall, most of the activity on the honeypot seems to be related to attempts to install
botnets or coin miners, but topics show remarkable separation between sessions and corre-
sponding intents, as demonstrated in the list of malware and objectives in Table 1. Further
intuition about the differences between topics could be provided by examining the topic-
specific word distributions, which can be displayed via wordclouds, plotted in Figure 3. The
figure shows that words within each topic are fairly heterogeneous, but a number of words
appear frequently across multiple topics, such as HEX, cd or sh. A potential solution to bet-
ter visualise and further differentiate topic-specific word distributions would be to introduce
a secondary topic, which would capture the distribution of the most common words shared
across multiple topics and sessions. This solution is explored in the next section.

5.4. Constrained topic modelling with a secondary topic. As discussed in the previous
section, a possible solution to aid topic interpretability and further discriminate topic-specific
word distributions would be to add a secondary topic to the model. In this section, the con-
strained topic model with secondary topic in (2) is therefore fitted to the ICL honeypot data.
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TABLE 1
Estimated session-level topics and corresponding intent under the constrained topic model in (1).
Topic label Type of malware Objective
1 Shellbot Install bot
2 (ptmx) unnamed botnet, MIRAI Gather system information, change permissions, execute MIRAI variants
3 MIRAI Download and execute MIRAI variants kura and kurc, fingerprint system
4 MIRAI Download sora malware, write upnp and updD1 malware via echoing HEX strings
5 MIRAI MinerFinder (new variant) Download malware, change permissions, gather system information, fingerprint system
6 Shellbot, SBIDIOT, coin miner Download and execute coin miner and MIRAI malware, change SSH keys
7 (s4y, LAYER) unnamed botnet, MIRAI Gather system information, change permissions, execute MIRAI variants
8 Coin miner Download and execute coin mining malware
9 MIRAI Download and execute MIRAI variants PEDO, ECCHI, PEACH...
10 MIRAI Download and execute MIRAI variants t ftpl.sh, tftp2.sh...
11 MIRAI Determine shell executable, check busybox is present, print error message to console
12 (misa) unnamed botnets Gather system information, change permissions, execute MIRAI variants
13 Shellbot, coin miner Scan system, look for GPUs, look for coin miners, download malware
14 MIRAI Download and execute MIRAI variants sora, Pemex...
15 MIRAI Download and execute MIRAI variant DNXFCOW via echoing single HEX strings
16 MIRAI Download and execute MIRAI variant DNXFCOW via echoing multiple HEX strings
17 MikroTik bot, coin miner Gather system information, gather MikroTik router information, look for coin miners
18 GHILIMEA, PentaMiner coin miner script  Install coin miner, kill mining processes with high CPU usage in order to go undetected
19 MikroTik bot Attempt to gain access to MikroTik router
20 Hive OS attack, coin miner Download miner, attempt to take over configurations in Hive OS mining platform
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FIG 3: Wordclouds of estimated topic-specific word distributions under the constrained topic model in (1), fitted
on the ICL honeypot data.

The setup of the MCMC sampler is chosen to be identical to the previous section, and the
additional hyperparameters are set to ap = 0.1 and o = 0.9 for k =1,
in a prior probability of 90% for a word to be allocated to a primary topic. The sampler is ini-
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FI1G 4: Wordclouds of estimated topic-specific word distributions under the constrained topic model with sec-
ondary topic in (2), fitted on the ICL honeypot data.

tialised using the topics estimated by the constrained topic model in (1), fitted in Section 5.3.
In order to suitably compare the topic-specific word distributions and avoid the label switch-
ing issue in clustering (Jasra, Holmes and Stephens, 2005), the MCMC chain for model (2)
was initialised using the output from model (1) obtained in the previous section. The indica-
tors z4 ;; are initialised from a Bernoulli distribution with probability equal to the proportion
of documents in which the word wg ;; occurred. The resulting wordclouds for some of the
topic-specific word distributions are plotted in Figure 4, including the distribution of the sec-
ondary topic, labelled zopic 0. Note that with a secondary topic, words are implicitly sampled
from the mixture distribution ¢, = 0;,¢;, + (1 — 0;,)o. This aids interpretability of the
latent intent of the session-level topic ¢4, since the common words shared across most topics
are filtered out and included in ¢ instead. This is confirmed when comparing Figure 4 with
Figure 3 (obtained from a model that does not include a secondary topic). Overall, Figure 4
shows that the secondary topic captures the most common words across documents, such as
the string HEX and simple shell commands, for example cd, chmod, var, echo, shell
and tmp. When comparing with Figure 3, the word distributions in Figure 4 appear to be less
dominated by common words. For example, for topic 1, the words tmp and cd appear to be
among the most representative words in Figure 3, but they have a much less prominent role in
the wordcloud representation in Figure 4, where words such as x86_64, uname and Xorg
gain importance. These words appear to be much more representative of the actual intents of
the session, which is particularly helpful when communicating results to analysts.

Overall, the assumption of having only one topic per session might be limiting, even if an
additional secondary shared topic is added. This is mainly because most sessions could be
considered as mixtures of commands, where each command has its own intent. Therefore,
a more precise clustering of topics and commands might be provided by the Hierarchical
Constrained Topic Model (HTCM) in Section 2.2, which is considered in the next section.

5.5. Hierarchical Constrained Topic Modelling (HCTM). As discussed in the previous
section, the HCTM in Section 2.2 could help to further elucidate the underlying group struc-
ture within the ICL honeypot data. Similarly to Section 5.3, the MCMC is run for 250,000
iterations with 50,000 burn-in. The command-level and session-level topics are initialised
via the spectral clustering algorithm described in Section 3.5, setting Dirichlet priors of di-
mension K, = 50 and H,.x = 50, with hyperparameters 1 = Ly, 7=01-1p,,.,7v=
0.1 -1g,, . The session-level and command-level topics are estimated following the proce-
dure described in Section 5.2, setting K = = 36 and H = = 38, corresponding to the modal
number of non-empty topics. Figure 5 displays the frequency distribution of the estimated
session-level (Figure 5a) and command-level topics (Figure 5c), followed by the estimated
distributions of the number of non-empty session-level (Figure 5b) and command-level topics
(Figure 5d).

The wordclouds for the resulting session-level and command-level topic-specific distri-
butions are displayed in Figure 6. Figure 6a displays the topic-specific word distributions
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FIG 5: Frequency distributions of the estimated session-level and command-level topics, and estimated distribu-
tion the number of non-empty session-level topics Kg and command-level topics H g, under the hierarchical
constrained topic model in (3), fitted on the ICL honeypot data.

obtained from the estimated session-level topics, whereas Figure 6b plots the wordclouds cor-
responding to the estimated command-level topics. Interestingly, when compared to Figure 3,
the word distributions in Figure 6 appear more heterogeneous, especially at the command-
level. This is not surprising: the constrained topic model in (1) gives the same primary topic
to all words in a session, whereas the HCTM admits command-specific topics. In the ICL
honeypot data, and more generally in session data, individual commands tend to have a spe-
cific intent identified by specific words in the command (for example, wget for download-
ing files from a web server under the HTTP, HTTPS, and FTP protocols). Therefore, having
command-specific topics helps in identifying the intents of individual commands, making the
command-level topic-specific word distributions highly interpretable.

Similarly to the previous section, the intents for the estimated session-level and command-
level topics are summarised in Table 2 and 3. In general, the two tables show that some topics
correspond to the same intent, achieved through different words or commands. In particular,
Table 2 shows the same malware types as Table 1, with similar objectives. Similarly to the re-
sults in the previous section, different MIRAI variants are observed, and malware types such
as shellbots, coin miners, the Hive OS attack and the MikroTik bot are all allocated to sep-
arate topics. In addition to the session-level objectives in Table 1, Table 2 also shows topics
representing reconnaissance sessions, where intruders attempted to gather system informa-
tion, for example by checking directories and determining shell executables. MinerFinder
is again discovered and relevant sessions are singled-out in the topic with label 24. In par-
ticular, under the hierarchical constrained topic model, MinerFinder is explicitly split from
the similar MIRAI variants that were present in topic 5 under the constrained topic model
(cf. Table 1), which are instead allocated to fopic 22 under the HCTM (cf. Table 2). It must
be remarked that MinerFinder is not detected using alternative clustering approaches based
on spectral clustering or standard LDA fitted via gensim (cf. Section 3.5). If the topics are
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FIG 6: Wordclouds of estimated session-level and command-level topic-specific word distributions under the
hierarchical constrained topic model in (3), fitted on the ICL honeypot data.
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TABLE 2

Estimated session-level topics and corresponding intent under the hierarchical constrained topic model in (3).

Topic label Type of malware

Objective

1 MIRAI

Check shell and directories, download and execute MIRAI malware, delete files

2 (ptmx) unnamed botnet, MIRAI Gather system information, change permissions, execute MIRAI variants

3 Shellbot, coin miner, MIRAI Download and execute coin miner and MIRAI malware

4 MIRAI Determine shell executable, check busybox is present, print error message to console

5 Shellbot, coin miner SSH backdoor botnet, download malware, change SSH keys, check CPU/GPU information
6 MIRAI Download and execute MIRAI malware (for example, garm or gmips), delete files

7 Shellbot, coin miner Gather CPU/GPU information, download coin miners, kill existing coin miners

8 Reconnaissance Check mounted file system, gather system information, fingerprint system

9 MIRAI Write malware (for example dvrHelpwer and updD1) via echoing HEX strings

10 Reconnaissance Check shell and directories, delete files (. ptmx, Switchblades)

11 Hive OS attack, coin miner Download miner, attempt to take over configurations in Hive OS mining platform

12 MIRAI Execute MIRAI variant PEDO, fingerprint system

13 MIRAI Execute MIRAI variants kura and kurc, fingerprint system

14 MIRAI Determine shell, download and execute MIRALI variant DNXFCOW via echoing HEX strings
15 Reconnaissance Check shell and directories, delete files (. ptmx, .s4y)

16 MIRAI Download and execute MIRAI variant PEDO and mika, fingerprint system

17 Coin miner Download coin miner (c3pool)

18 MIRAI Download, execute MIRAI variant ECCHI, delete files, fingerprint system

19 MIRAI Download malware, write updD1 malware via echoing HEX strings

20 MIRAI Download sora malware, write upnp and updD1 malware via echoing HEX strings

21 MIRAI Gather system information, change permissions, execute MIRAI variants

22 MIRAI Download malware, change permissions, gather system information, fingerprint system
23 Coin miner, SBIDIOT Download and execute coin mining malware

24 MinerFinder (new MIRAI variant) Changes SSH keys, looks for coin miners, attempt to take over miners

25 MIRAI Check shell and directories, execute MIRAI malware (Skyline and Akim), delete files
26 GHILIMEA, PentaMiner coin miner script ~ Install coin miner, kill mining processes with high CPU usage in order to go undetected
27 Reconnaissance Attempt to read and change SSH keys

28 MIRAI Write RONALD malware via echoing HEX strings

29 MIRAI Gather system information, print error message (component of DNXFCOW MIRALI variant)
30 MIRAI Gather system information, change permissions, execute MIRAI variant cowf fxxna

31 MikroTik bot, coin miner Gather system information, gather MikroTik router information, kill existing coin miners
32 MIRAI Download and execute MIRAI variant DNXFCOW via echoing multiple HEX strings

33 Shellbot, coin miner Scan system, look for GPUs, look for coin miners, download malware

34 MIRAI Gather system information, change permissions, execute MIRAI variants

35 Coin miner Download coin miner (TeamTNT)

36 MikroTik bot Remove firewall NAT rules on MikroTik router

estimated using the procedures described in Section 3.5, MinerFinder is usually allocated to
large clusters, with a number of sessions ranging between 80 and 1,000.

Furthermore, Figure 7 displays the heatmap of Jaccard similarity scores comparing the re-
sults of the constrained model (cf. Section 5.3) and the hierarchical constrained topic model
fitted in this section, demonstrating significant agreement. The level of agreement is remark-
able, considering that the session-level topics are obtained under two different modelling
assumptions: in Section 5.3, the constrained topic model in (1) directly uses the session-level
topic to obtain the word distribution for the entire session. On the other hand, the session-
level topics in HTCMs are only estimated from sequences of command-level topics, which
are themselves unknown and therefore estimated.

More details about the commands appearing in the sessions are given in Table 3, and such
objectives can be associated with the command-level topic-specific wordclouds in Figure 6b.
Overall, analysing the results of the HTCM confirms the results obtained in the previous
section, with the added benefit of having estimated command-level topics.

6. Conclusion. Models for clustering session data collected on honeypots were pro-
posed, with the objective of finding groups of similar attacks which could aid cyber ana-
lysts in detecting emerging intrusion attempts and vulnerabilities. The proposed models are
based on modifications of Latent Dirichlet Allocation, aimed at improving topic interpretabil-
ity and convergence properties. In particular, the concepts of primary and secondary topics
were introduced, along with session-level and command-level topics. Secondary topics are
used to represent common, high-frequency words, whereas the primary topic is used for the
words which define the latent intent of the session. Furthermore, two hierarchical layers of
topics were introduced: a command-level topic which determines the word distribution, and
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TABLE 3

Estimated command-level topics and corresponding intent under the hierarchical constrained topic model in (3).

Topic label

Objective

35
36
37
38

Attempt to write file . ptmx or LAYER to directory var, run or tmp and change directory if writeable
Attempt to write file . ptmx to directory net s1ink, mnt or shm and change directory if writeable
Attempt to copy, write and delete files

Attempt to grant full permissions to all users on malware files

Gather system information about CPU architectures

Kill processes, gather system information, Hive OS logon attempt

Check available commands, determine shell executable

Check if busybox exists, print error message to console (component of PEDO MIRALI variant)

Gather system information about mounted file systems, copy files

Fingerprint readable and writeable directories to hidden file . nippon

Download malware from internet using wget and curl

Attempt to read and delete files

Attempt to execute malware, delete files after execution

Check if directories such as var, run or tmp exist, by attempting to change directory

Download malware using t ftp

Download, execute and delete malware files

Download malware using ftpget

Download and install GHILIMEA coin mining malware, kill own processes if CPU usage is high
Check if busybox exists, check available commands, determine shell executable

Check if busybox exists, print error message to console (component of KURA and OWARI MIRAI variants)
Check if busybox exists, print error message to console (component of ECCHI MIRAI variant)
Download malware to attempt to compromise MikroTik router

Look for existing coin miners, gather GPU and CPU information

Attempt to gather information about MikroTik router

Determine shell executable

Attempt to write file . £ile to directory netslink, mnt or boot and change directory if writeable
Copy, grant full permission, execute and delete . cowbot malware (MIRALI variant)

Write malware binary to disk via echoing HEX bits

Download coin miner malware from c3pool

Read SSH authorised keys, attempt to delete and replace authorised keys

Exit shell (part of GHILIMEA coin mining malware)

Install GHILIMEA coin mining malware, kill own processes if CPU usage is high

Check internet connectivity, check if GHILIMEA is already installed, kill own processes if CPU usage is high
Read and delete files (for example, . none and . human)

Check if busybox exists, print error message to console (component of RONALD and Ak im MIRAI variant)
Remove firewall NAT rules on MikroTik router

Remove temporary directory p (singleton cluster)

Exit shell (singleton cluster)
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FIG 7: Heatmap of Jaccard similarities between the sessions assigned to session-level topics under the con-
strained topic model (cf. Section 5.3) and hierarchical constrained topic modelling (cf. Section 5.5).
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a session-level topic which controls the distribution of the command-level intents. Further-
more, the proposed methodologies extend to a Bayesian nonparametric framework, admitting
an unbounded (and unknown) number of latent intents.

The proposed models could be further extended by introducing dependencies between
command-level topics. In particular, a Markov model with H states could be devised,
whereby each session-level topic corresponds to different transition probabilities between
command-level topics. Also, a possible extension of this work could consider dynamically-
evolving topics (dynamic topic modelling, Blei and Lafferty, 2006), or explicitly encode cor-
relation between topics (correlated topic models, Lafferty and Blei, 2005), or a combination
of the two approaches (see, for example, Tomasi et al., 2020).

Sections 1.1 and 5.1 briefly discussed some of the challenges related to tokenisation in
cyber-security applications. Depending on the chosen tokenisation method, important context
about the commands might be lost, which might prevent cyber-security analysts to make rapid
decisions and assessments on the content of the session. One possibility in this direction
would be to explore deep neural network methods, inspired by their use for large language
models. For example, the RAPIDS CLX library cyBERT? uses deep neural networks and
transformers for parsing cyber-security logs, including session data.

Overall, session data collected on honeypots are a valuable resource for cyber analysts,
and principled statistical modelling is required to obtain actionable insights from these data.
The proposed methodologies have provided useful groupings of the attacks observed on a
university network, including the discovery of an unusual MIRAI variant which attempts to
take over existing coin miner infrastructure. This demonstrates the potential of topic models
to elucidate hidden structure within text data, obtaining valuable insights for cyber-defence
purposes.
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APPENDIX A: SIMULATIONS AND RESULTS ON SYNTHETIC DATA

In this section, the proposed models are compared and contrasted on synthetic datasets, in
order to assess their performance in recovering the session-level topics, the main quantity of
inferential interest. Note that the true topics are known when data are simulated. If synthetic
data are used, the true underlying session-level topics are available, and the true allocations
could be compared to the estimated topics via the Adjusted Rand Index (ARI, Hubert and
Arabie, 1985). Each simulation is repeated for 50 datasets using different seeds, setting |V| =
50, D =100, Ny =10, My ; =10, A=1/K - 1k for each simulated dataset. The MCMC
sampler is run for 25,000 iterations with 10,000 burn-in, initialising the topics via spectral
clustering. Unless otherwise specified, the hyperparameter v is setto vy = 0.1 - 1

max *
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(A) Boxplot of ARIs for estimated session-level topics (B) Barplot of estimated number of non-empty topics K g
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FIG 8: Summary plots obtained from 50 simulated datasets from model (1), with |V| =50, K =5, D =
100, N4 = 10, Md,j =10, A=1/K - 1, using different values for m, such that n =mn - 1. The MCMC
sampler is run for 25,000 iterations with 10,000 burn-in, setting Knax = 10.

First, datasets are simulated from model (1), setting X = 5 and using three different val-
ues of the parameter 7. If n =7 - 1, the parameter 7 controls the spikiness of the topic-
specific word distributions: low values of 7 correspond to distributions which assign most of
the probability mass to a small number of words, whereas larger values of n correspond to
distributions where the probability mass is distributed more uniformly across words. In the
MCMC sampler, K,y is set to 10, implying that the sampler should identify 5 empty topics.
The results are reported in Figure 8: Figure 8a reports the ARIs for the estimated session-
level topics, whereas Figure 8b shows the barplot of the estimated number of non-empty
topics, denoted K 5. As expected, the ARI decreases when the value of 7 increases, since the
topic-specific distributions become increasingly uniform and therefore similar. Increasing the
value of 7 also provides worse estimates of the true number of topics used in the simulation.
Ideally, K& should correspond to the value of K used in the simulation, provided that K«
in the MCMC algorithm is chosen to be larger than the true underlying K.

Next, inference is repeated on the 50 datasets simulated as in Figure 8 with n =5 - 1,
using different initialisation methods and priors for A. In particular, results are compared
between the spectral and gensim initialisation schemes described in Section 3.5. Figure 9a
displays the boxplots of ARIs for the session-level topics across the different datasets, after
initialisation, before and after running the MCMC sampling scheme. The plot shows that the
spectral initialisation scheme appears to have a better performance initially, but both methods
lead to equivalent results after MCMC sampling. Furthermore, results on estimation of the
number of topics are compared between two different priors: a Ky.x-dimensional Dirichlet
distribution with Ky,x = 10 and vy =0.1 - 1k, (also used in Figure 8b) or a GEM prior on
A with v = 0.1. Figure 9b reports the resulting barplot for the estimated modal number of
non-empty communities across the different datasets, suggesting that the two priors have a
similar performance.

Second, datasets are simulated from model (2), using 7 = 15, K = 5 and different val-
ues of 0. The value of 6;, corresponds to the expected proportion of words sampled from
the primary topic. Therefore, small values of 6}, are expected to make inferential procedures
more difficult, since less observations are available from the primary topics, and words are
sampled instead from a secondary topic, shared across sessions and commands. Furthermore,
the secondary topic makes the primary topics more difficult to estimate, since the words are
implicitly sampled from the mixture distribution ¢, = 6;,¢;, + (1 — 0;,)¢o. If 0, decreases
for all k, the distributions ¢1, ..., ¢x become increasingly similar, and a drop in the ARI
similar to Figure 8a is expected. In the MCMC sampler, the required parameters are set to
Knax = 10, ap = 0.9 and ag = 0.1. The results are presented in Figure 10. As expected,
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(A) Boxplot of ARIs for estimated session-level topics ob-

tained via different initialisation schemes
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FIG 9: Summary plots obtained from 50 simulated datasets from model (1), with |V| =50, K =5, D =
100, N4 =10, Md,j =10, A=1/K -1, and =5 - 1. The MCMC sampler is run for 25,000 iterations
with 10,000 burn-in, setting Kmax = 10 or a GEM prior for A with v = 0.1.
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FIG 10: Summary plots obtained from 50 simulated datasets from model (2), with |V| =50, K =5, D =
100, N4 =10, Md,j =10, A=1/K - 1, n = 1, using different values for 0},.. The MCMC sampler is run
Sfor 25,000 iterations with 10,000 burn-in, setting Kmax = 10, ap, =0.9,a9 =0.1.
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FIG 11: Summary plots obtained from 50 simulated datasets from model (3), with |V | =50, K =3, H=5, D =
100, Ngz =10, Md,j =10, A=1/K -1y, n = 1g, using different values for T = 71 . The MCMC sampler
is run for 25,000 iterations with 10,000 burn-in, setting Kmax = 10, Hmax = 10.

Figure 10a shows that the ARI for the estimated session-level topics decreases when 6y, de-
creases. Furthermore, Figure 10b shows that estimation of the number of non-empty primary
topics becomes increasingly imprecise when 6, decreases, causing the drop in ARI observed
in Figure 10a.

Third, datasets are simulated from model (3), using n =0.1-1x, K =3, H =5 and
T = 71p, for different values of 7. In this case, 7 expresses how concentrated around a
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peak the command-level topic distributions are. Small values of 7 imply that the probability
mass is mostly concentrated around one topic, whereas larger values correspond to more
evenly distributed probability mass functions. In the MCMC sampler, the values Kyax = 10
and H,x = 10 are used. Note that the task of recovering the session-level topics is much
more complex than previous simulations, since for model (3), the session-level topic only
controls the distribution of the command-level topics. Hence, the session-level topic must be
estimated from the N; command-level topics within each document, which are themselves
estimated. This makes the inferential task substantially harder. Figure 11 displays the results:
Figure 11a shows that the ARI for the estimated session-level topics tends to decrease when
T increases, and Figure 11b shows that estimates of the number of non-empty session-level
topics are more precise when the value of 7 used in the simulation is smaller. Notice that,
since 7 = 0.1 - 1, the topic-specific word distributions have most of their mass concentrated
around a small number of words, and the command-level topics are therefore easy to recover,
with ARIs averaging above 0.99 across the three settings for 7 shown in Figure 11.
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