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Overview 3

� Objective: Harden mobile apps against RE and without
using commercial tools

� What is Mobile App Hardening?

� Various app hardening techniques
Build Settings
Code Hardening
Data
Cryptography

� Case Study - R2Pay

� Discussion and Conclusion
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App Hardening 4

1. App Hardening

2. Build Settings
Techniques

3. Code Hardening
Techniques

4. Data Hardening

5. Crypto Hardening

6. Discussion
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Motivation 5

� "We found little existing work about how programmers
learn application security."

� In summary, limited resources to motivate and train
developers for application security.
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What is App Hardening? 6

� App hardening is used in multiple contexts

� Hardening against exploitation
Stack Canaries, PIE code

� Self protection for a mobile app
RASP, Obfuscation

� Ensure the security of an app even on a hostile or breached
OS/device.

� In this presentation, app hardening against reverse
engineering is discussed.

Against both static and dynamic analysis.
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App Hardening 7

� Mobile app security can be implemented in a multi-layered
approach - onion layers.

� Absence of hardening doesn’t make an app insecure.https://t.me/learningnets



Who Needs App Hardening? 8

� Threat modeling is necessary to determine depth of
hardening needed.

If RE is not a risk, then hardening against RE is not required

� Having critical business assets.
Protection of IP
Sensitive data

� Providing sensitive services
Payment
Digital Banking
Govt services - Digital Identity (e.g: driving licenses)
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App Hardening 9

� There are multitude of commercial tools
In-app protections, Code obfuscation, Symbol obfuscation
Arxan, Dexguard, Preemptive etc.

� Before using commercial tools, many techniques can be
applied by developers.

� Techniques discussed not always present in commercial
tools.

� Goal is to slow down RE attacks

� Most ideas are language agnostic, applicable for all
platforms

Until mentioned otherwise
Many native code techniques applicable to ObjC and Swift code.
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Reverse Engineering Apps 10

Static Analysis
� Understanding working of a binary without running it.
� Tools: Jadx, IDA Pro, Ghidra

Dynamic Analysis
� Understanding workings of a binary by executing it.
� Tools: Debuggers, FRIDA, EdXposed

https://t.me/learningnets



Build Settings Techniques 11

1. App Hardening

2. Build Settings
Techniques

3. Code Hardening
Techniques

4. Data Hardening

5. Crypto Hardening

6. Discussion
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Build Settings 12

Striping Symbols
� Remove all the information not needed for execution of
the binary

Debugging symbols
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Build Settings 13

Striping Symbols
� ELF binary: strip .comment, .strtab, .symtab sections

APKiD uses information from these sections
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Build Settings 14

Visibility Hidden Flag

� For native code

� Remove symbols that are private to
shared library.

� -fvisibility=hiddenmake all symbols
hidden by default.

Explicitly mark the symbols to be exported by
setting visible attribute.
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Build Settings 15

Static Linking Libraries
� Binary merging or having one monolith binary with
minimal symbols

� Symbols will be statically linked.
Functions called directly using address
No exported symbols

� In Android, easier to obfuscate symbols with Progaurd

� Only works if a module’s source code is available.
Or compiled as static lib for native code.
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Static Linking 16

� In Java if app is compiled with BouncyCastle’s code
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Build Settings 17

Symbols Obfuscation
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Code Hardening Techniques 18

1. App Hardening

2. Build Settings
Techniques

3. Code Hardening
Techniques

4. Data Hardening

5. Crypto Hardening

6. Discussion
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Code Hardening 19
Non-simple Return Types

� To prevent simple hooking or patching
Avoid Boolean return values

� Paypal iOS has simple boolean return value
For SSL pinning check
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Code Hardening 20

Non-simple Return Types
� Bypassing with FRIDA in couple of lines of JS

Interceptor.attach(
ObjC.classes.IRoot['- jailbroken'].implementation,
{

onLeave: function(retval){
retval.replace(0x0);

}
});
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Code Hardening 21

Anti-Replay Return Values
� Both, non-simple return type and anti-replay protection

https://t.me/learningnets



Code Hardening 22

System APIs
� Avoid using libc except for memory management

replace libc calls with open source memcpy, memset, string functions
and inline them
replace file operations with syscalls for critical operations
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Code Hardening 24

System APIs
� Use reflection for accessing Java System APIs such as
Keystore.

further requires string obfuscation
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Code Hardening 25

String Data Structures
� Don’t use immutable data structures for storing critical
values

Memory cannot be zero’d

� Avoid Strings in Java, NSData/NSString in ObjC
Need to be dependent on GC or ref counting for variable to be destroyed

� Use byte arrays, as its easy to manipulate the lifetime.
XORmasking when kept in memory
Zero it when no more used
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Code Hardening 26

Reduce Variables Memory Lifetime
� Critical values wiped with 0s or random before free-ing the
memory

� Example: passwords, keys

Mask Sensitive Values when in Memory
� XORmask the values.
� Unmask when to be used andmask them back again.
� Example: crypto keys
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Data Hardening 27

1. App Hardening

2. Build Settings
Techniques

3. Code Hardening
Techniques

4. Data Hardening

5. Crypto Hardening

6. Discussion
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Data at Rest 28

� Data at rest gives juicy information whether any sensitive
or personal info is stored even if encrypted

� Amalware or root application can dump the sandbox data
and analyze the contents

� While protecting data at rest, assume sandbox is broken
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Data at Rest 29

� Famous OTP apps such as Google Authenticator, Microsoft
Authenticator stores sensitive data in clear.

� Google Authenticator SQLite DB.

� counter and secret for HOTP algo in clear.

� Column names very descriptive as well.
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Data in Transit 30

� Security sensitive apps use certificate pinning to ensure
the app is communicating with intended server

Easy to bypass certificate pinning in the absence of RASP
If Certificate pinning is bypassed, all data in transit is exposed

� Strengthening the obfuscation of data in transit
Obscure key names in JSON payload
Create a tunnel on top of TLS

� Provisioning crypto keys, user sensitive information (credit card
number) requires high protection
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Data in Transit 31
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Crypto Hardening 32

1. App Hardening

2. Build Settings
Techniques

3. Code Hardening
Techniques

4. Data Hardening

5. Crypto Hardening

6. Discussion
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Crypto Hardening 33

Inline sensitive functions
� Inline sensitive functions

No separate function in final binary
Xref analysis won’t work either

� Compiler directive __attribute__((always_inline)) to
inline sensitive functions in C
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Crypto 34

System APIs
� Avoid using system APIs for crypto

Leaks info on crypto mechanisms with simple static analysis
Use 3rd party libraries, and statically link them

� On iOS, use OpenSSL or other libs, build with source code.
Instead of using CryptoKit, CCCrypt APIs
Link statically
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Crypto 36

System APIs
� On Android use BouncyCastle and build with source code

Instead of using java.crypto APIs
Call BC APIs directly, instead of via Java Provider route

https://t.me/learningnets



Crypto 37
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Crypto 38

Crypto Constants
� Constants are used by crypto algorithms.
� SHA256 uses the following as one of the constant
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Crypto - Crypto Constants 39

� FB app uses SHA1 and SHA256
in libcoldstart.so

� Can help us in finding the API
entry points, or critical sections of
the algorithm

� Obfuscate crypto constants with simple XORmasks.
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Crypto 40

� Perform critical code in native, harder to reverse

� Use Openssl ormbedtls
Use -fvisibility=hidden
Use static linking

� Diffing or pattern matching can help in reversing popular
crypto libraries

Crypto constants can easily indicate the matching functions
Use OLLVM to obfuscate the control flow and protect the strings
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Crypto 41
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Discussion 42

1. App Hardening

2. Build Settings
Techniques

3. Code Hardening
Techniques

4. Data Hardening

5. Crypto Hardening

6. Discussion
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Is RASP enough? 43

� Often the mobile app hardening
discussion starts and stops at RASP

� RASP is a good starting point.
But not necessarily always sufficient.
Depends on the threat model.

� RASP techniques are often standard
and known

Without additional hardening, easy to defeat

� App hardening against RE will enhance
RASP protection.
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Case Study - R2Pay 44

1. App Hardening

2. Build Settings
Techniques

3. Code Hardening
Techniques

4. Data Hardening

5. Crypto Hardening

6. Discussion
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R2Pay 45

� Open source CTF code R2Pay incorporates the above
discussed points

� Code obfuscation
proguard for Java
OLLVM obfuscator for C

� Code hardening
Inlining of sensitive code

� RASP calls are inlined as part of the core logic
libc apis replaced with custom code and syscalls
byte arrays used for all sensitive data
memory wiped just after use

https://t.me/learningnets



R2Pay 46

� Crypto obfuscation
Symbols removed
no traces of which crypto library being used
Crypto constants derived at runtime from arbitrary constants
Open source WBC to hide crypto key
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Conclusion 48

� Discussed what is app hardening and its importance

� Discussed with hardening techniques
Build Settings
Code
Data
Crypto

� Case study on R2Pay

� One technique in itself will not be sufficient, use all of them
for maximum benefit.

� It is an iterative process

� Determine your threat model and use accordingly.

https://t.me/learningnets



Thank You 49

� Slides at: https://github.com/su-vikas/Presentations

https://t.me/learningnets

https://github.com/su-vikas/Presentations

	App Hardening
	Build Settings Techniques
	Code Hardening Techniques
	Data Hardening
	Crypto Hardening
	Discussion
	Case Study - R2Pay

